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PlantPAx Distributed Control System Configuration and Implementation User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before
you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to
requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably
trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this
equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with
any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.
Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: |dentifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or ecanomic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> P

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Requlatory requirements for safe work practices and for Personal Protective Equipment (PPE).

it BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may

The following icon may appear in the text of this document.

O |dentifies information that is useful and can help to make a process easier to do or easier to understand.

N
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Preface

About This Publication

This manual helps you implement process control where controllers, HMI, and 1/0 are located

in different areas of the plant. The PlantPAx® system offers flexibility, using the latest
technology and scalability to build only what you need to help reduce development time,
downtime, and operational cost.

Download Firmware, AOP,

Download firmware, associated files (such as AOP, EDS, and DTM), and access product release

EDS, and Other Files notes from the Product Compatibility and Download Center at rok.auto/pcdc.
Summary of Changes This publication contains the following new or updated information. This list includes
substantive updates only and is not intended to reflect all changes.
Topic Page
Remaved support for Studio 5000 View Designer Throughout
Updated Antivirus section and changed to Endpoint Protection 19
Moved FactoryTalk Optix Displays to FactoryTalk Optix Display Implementation Guidelines, )
publication PROCES-RM260
Moved FactoryTalk Optix E-Signature to FactoryTalk Optix Display Implementation )
Guidelines, publication PROCES-RM260
Added support for 5530 process controllers (1756-L905TPSXT, 1756-L315TPSXT, 1756- Throuahout
L950TPSXT, 1756-L980TPSXT) ¢
Moved Configuring Runtime Security to FactoryTalk View Display Implementation )
Guidelines, publication PROCES-RM250.
Moved Security Policies to FactoryTalk View Display Implementation Guidelines, )
publication PROCES-RM250.

Additional Resources

These documents contain additional information concerning related products from Rockwell

Automation. You can view or download publications at rok.auto/literature.

Resource

Description

Selection Guide, publication PROCES-SGO0O1

Helps you understand the elements of the PlantPAx system to make sure that you buy the
proper components.

Template User Manual, publication 9528-UM001

Provides direction on how to install and deploy PlantPAx virtual templates.

Configuration and Implementation User Manual, publication PROCES-UM100

Provides system guidelines and instructions to assist with the development of your PlantPAx
system.

PlantPAx Display and Library Guidelines, publication PROCES-RM200

Describes how to build and use library components that comprise the Rockwell Automation
Library of Pracess Objects.

Rockwell Automation Sequencer Object, Publication PROCES-RM202

Provides an overview of how to use the Rockwell Automation Sequencer Object. The manual
includes a Sequencer programming demonstration, example, and configuration instructions.

PlantPAx Faceplates for Process Controller Instructions, publication
PROCES-RM203

Describes the PlantPAx Process instructions, and associated faceplates that are available to
develop applications.

PlantPAx Process Control Instructions, publication PROCES-RM215

This manual provides a programmer with details about the available Process instruction set
for a Logix-based Pracess controller.

FactoryTalk View Display Implementation Guidelines,
publication PROCES-RM250

Describes the PlantPAx Add-On Instructions, and associated faceplates that are available in
FactoryTalk View SE to develop applications.

FactoryTalk Optix Display Implementation Guidelines,
publication PROCES-RM260

Describes the PlantPAx Add-On Instructions, and associated faceplates that are available in
FactoryTalk Optix to develop applications.

Process Object parameters Spreadsheet, publication, PROCES-RD200

Describes the PlantPAx Process object parameters.

PlantPAx Visualization Files, publication, PROCES-RD201

Describes the visualization files that are required for the Library of Process Objects.

FactoryTalk Optix Solutions, publication OPTIX-AT001

Provides an overview of the system, application examples, and ordering guidelines to help
you choose exactly what you need. It also guides you through the basics of creating and
deploying your own application.

FactoryTalk Security Application Technique, publication SECURE-AT002

Provides essential concepts and practical steps for safeguarding your FactoryTalk® system.

EtherNet/IP Network Devices User Manual, publication ENET-UMO06

Describes how to configure and use EtherNet/IP™ devices to communicate on the EtherNet/
IP network.

Ethernet Reference Manual, publication ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.
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Preface

Resource

Description

System Security Design Guidelines Reference Manual, publication SECURE-
RMOO1

Provides guidance on how to conduct security assessments, implement Rockwell
Automation products in a secure system, harden the control system, manage user access,
and dispose of equipment.

UL Standards Listing for Industrial Control Products,
publication CMPNTS-SR002

Assists original equipment manufacturers (OEMs) with construction of panels, to help ensure
that they conform to the requirements of Underwriters Laboratories.

American Standards, Configurations, and Ratings: Introduction to
Motor Circuit Design, publication |C-AT001

Provides an overview of American motor circuit design based on methods that are outlined
in the NEC.

Industrial Components Preventive Maintenance, Enclosures, and Contact
Ratings Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley® industrial automation controls and
assemblies.

Safety Guidelines for the Application, Installation, and Maintenance of
Solid-state Control, publication_SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides
general guidelines for the application, installation, and maintenance of solid-state control in
the form of individual devices or packaged assemblies incorporating solid-state
components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

ProposalWorks™ configuration software, rok.auto/systemtoals

Helps configure complete, valid catalog numbers and build complete quotes based on
detailed product information.

Rockwell Automation Global SCCR tool, rok.auto/sccr

Provides coordinated high-fault branch circuit solutions for motor starters, soft starters,
and component drives.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at rok.auto/literature.

Software and Firmware
Updates

When you update software or firmware revisions, we recommend that you verify the impact on
performance and memory utilization before implementing the upgrade on the production
system. For FactoryTalk® View or ControlLogix® platforms, we recommend that you review the

release notes and verify the impact of the upgrade on performance and memory utilization.

You can also verify the compatibility of an upgrade with the other software and operating
systems in use in your PlantPAx system. See the

Product Compatibility and Download Center.

Rockwell Automation
Services and Support

System Support offers technical assistance that is tailored for control systems. Some of the
features include the following:

 Highly experienced team of engineers with training and
systems experience

»  Process support at a systems-level that is provided by process engineers
+ Use of online remote diagnostic tools

«  Access to otherwise restricted TechConnect®" Knowledgebase content
»  24-hour, 7 days per week, 365 days per year of phone-support coverage upgrade option

For more information, contact your local distributor or Rockwell Automation representative or
see http://www.rockwellautomation.com/support.
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Chapter 1

System Workflow

The PlantPAx® distributed control system is an integrated control and information solution
that helps manufacturers achieve Plant-wide Optimization in a wide range of industries. This
single platform can run your entire plant and integrates all HMI, controls, optimization,
engineering, information, and inputs/outputs into one common system architecture.

The following workflow shows the steps for how to size, design, and implement a scalable
PlantPAx system. Click the links for the information that is related to each step.

1. Use the PlantPAx System Estimator (part of the Integrated
Architecture® Builder tool) to size your application.

Smaller System
(< 20001/0)

Larger System
(PASS + Application
Servers)

2. Manage servers and security palicies.
« Smaller systems = Work Group
« Larger systems = Domain Controllers

See Process Controller Features on page 85 Chapter for security

configurations

3. Configure the Process Automation System Server (PASS).

4. Design the Network Infrastructure
« Select network topologies
« Configure switches

Core, Distribution, and Access Switches

(continued)
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Chapter 1 System Workflow

(previous)

5. Develop the Process Applications. See Chapter 5, Chapter 6, and Chapter 7. Engineering Workstation (EWS)

HMI displays (based on the PlantPAx graphic framework guidelines) Logix 5000 Process Controller
« Controller logic (control strategies using the embedded PlantPAx instructions 5 -

and Add-On Instruction)
« Alarms m=
6. Add additional servers for application-specific needs.
« Smaller systems = application servers co-located on a PASS-C Application Servers
« Larger systems = each application server is separate « Asset management

- Batch management

Operator Workstations (OWS)

7. Deploy your application to clients.

For more information, see Rockwell Automation Library of Process Objects
Reference Manual, PROCES-RM200

Example PlantPAx System

Operator Workstations (OWS)
Engineering Workstations (EWS)

Application Servers (AppServ)

e s
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Chapter 1 System Workflow

Size Your System

Select the Process
Automation System Server

Rockwell Automation includes the PlantPAx System Estimator (PSE) tool as part of the
Integrated Architecture® Builder software. The PSE Estimator tool helps define your PlantPAx
system and verifies that your architecture and system elements are sized properly. The PSE
includes online help that can assist you as you use the tool.

The PSE employs sizing quidelines that are based on the rules and recommendations from
PlantPAx system characterization to achieve known performance and reliability. The PSE
focuses on the critical system attributes of a PlantPAx system so you can verify that your
system does not exceed system recommendations.

Before you run the PSE, you must plan the scope of your project so that you know the 1/0
requirements. This could be an equipment list or project database of devices. For more
information, see Chapter 5, Process Controller Features.

Make sure that your PSE project has no errors. As much as possible, the project should
accurately represent the physical layout of the system, such as the controllers, 1/0, HMI, and
data servers. The 1/0 locations and control rooms must align with your system architecture
drawings.

« Ifyou size based on I/0 counts, the PSE makes assumptions as to the devices that /0 is
connected to and assigns the 1/0 to control strategies.

« If you know the devices, the PSE results are more accurate if you size based on control
strategies.

» Make sure that the logic execution rates accurately represent the requirements of the
process.

« Reserve memory and CPU utilization in the controller for auxiliary logic (such as logic
for batch applications).

» Accurately account for the process and device networks that are defined in the PSE.
Also account for any networks not defined in the PSE.

» Select the execution periods in the PSE appropriate for your control strategies to verify
the controller sizing meets the needs of the system.

The final PSE project only accounts for devices, not the programming that automates the
devices. Extra programming can include batch, recipe control, or sequencing of any other
logic used in the system. Make sure to consider any extra programming so that the system
does not overload the controller.

IMPORTANT  The PSE, along with the IAB, gives you a high-level Bill of
Materials. You must complete a panel design to house, mount,
and power the equipment for your environmental needs.

Use the sizing results from the PSE, the number of 1/0 points, and the overall size of the
process to determine the Process Automation System Server (PASS) that best suits your
PlantPAx system.

The PASS is the main component for PlantPAx computing. A PASS supports an HMI server,
displays, alarms, and data connections to controllers. A PASS contains the following:

» FactoryTalk® Directory and Activation server
+  FactoryTalk® View SE HMI server

» FactoryTalk® Alarms and Events server

+  FactoryTalk® Linx Data server

+ FactoryTalk® Historian node interface

A PASS is scalable from a single standalone server to multiple distributed servers. You can
deploy a PASS directly to a host computer or run as a virtual guest on a host server.

The sizing recommendations help determine how to best deploy the software for your
PlantPAx system:
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- Smaller systems (typically less that 2000 1/0 points) place all system software on a
consolidated Process Automation System Server (PASS-C) with multiple operator
workstations

Examples include skid, station, and distributed architectures where a single PASS-C
supports the system.

« Larger systems use a Process Automation System Server (PASS), in addition to
individual application servers (AppServ), engineering workstations (EWS), and operator
workstations (OWS).

Larger systems are typically distributed architectures with multiple PASS servers.

Consolidated Process Automation System Server (PASS-C)

The consolidated Process Automation System Server (PASS-C) supports smaller systems, such
as skids or stations, where the system software runs on only a few computers. The PASS-C
offers reduced complexity and cost.

Figure Tillustrates a small PlantPAx system with a PASS-C that runs all FactoryTalk software
and an OWS that provides a client interface.

Figure 1- Smaller PlantPAx Systems with Single PASS-C Server

PASS-C
« FactoryTalk Directory

« FactoryTalk Activation server

« FactoryTalk Security

« HMIserver

« Data server

« Alarm and Event server

« SOL server

« FactoryTalk Historian server

- FactoryTalk AssetCentre server

OWS (optional)

Process Automation System Server (PASS)

The Process Automation System Server (PASS) supports larger, distributed systems or
customer-defined, critical processes. Whenever possible, use virtualization to provide greater
computing efficiency, enhanced backup and recovery capability, and to offer high availability
with server redundancy.

Figure 2 illustrates a larger PlantPAx system, with two PASS computers and supporting
application servers, in a network distributed architecture.

«  PASS_01server contains the FactoryTalk Network Directory, Security configuration and
often hosts FactoryTalk® Activation licenses.

«  PASS_02 server contains FactoryTalk® View SE (HMI server, data server, and alarms
server).

«  Anoptional PASS_03 server could be a secondary (HMI, data, and alarms server) that
would switch over if PASS_02 was unreachable.

» AppServ_Info server contains a Factory Historian SE server and a local Historian
database.

« Anoptional AppServ_Info2 server could be a redundant FactoryTalk® Histarian SE
server, as part of a collective. In this configuration, the Historian database would be
hosted on a separate computer that both could access.

» AppServ_Asset server contains FactoryTalk® AssetCentre for system tracking and
verification.
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- AppServ_Batch server contains FactoryTalk® Batch software to handle large batching

processes.

Figure 2 - Large PlantPAx Systems with Multiple Servers

PASS_01:
13 - FactoryTalk Directory SRSTILTIIIIILLY
= - FactoryTalk Activation server

=t

AppServ_Info:
SOL server

° & . FactoryTalk Security , FactoryTalk Historian server
.-,1 ' AppServ_Asset:
i « FactoryTalk AssetCentre server
PASS_02:
‘ thI server AppServ_Batch:
« Data server
« FactoryTalk Batch server
PASS_03 « Marms server !
Redundant « FactoryTalk Live Data server
« FactoryTalk Historian Live Data Interface
Next Steps Once you have sized your system and decided on whether to use a PASS-C or PASS, you are

now ready to install and configure the system.

IMPORTANT  Please see KnowledgeBase article, PlantPAx System v5.40 Installation
Notes for installation steps that follow PlantPAx System Guidelines.

Complete the following:

1. Manage Servers and Security Policies

A Domain Controller is recommended for most PlantPAx systems, however, in smaller

systems a Workgroup can be sufficient.

For more information, see Chapter 2, Domain or Workgroup
Configure the Process Automation System Server

For more information, Chapter 3, Process Automation System Server
Design Network Topologies and Configure Switches

The PlantPAx system supports several network topologies to meet various system
requirements. Each topology is based on system characterization tests to help deliver
system performance.

For more information, see Chapter 4, Network Infrastructure
Develop Process Applications

Process applications implement control strategies that encompass control logic and
HMI displays.

Execute control logic on Logix 5000® process controllers. The process controller comes
with a default task model and embedded PlantPAx instructions that improve design and
deployment efforts. The process controller is also conformal-coated for protection
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Chapter 1 System Workflow

from dust and corrosive pollutants.

Deploy HMI displays for operators and maintenance personnel so they can monitor and

maintain the system.

For more information, see Chapter 5 - Pr

ntroller Features, Chapter 6 - Use ACM

to Create an Application, and Chapter 7 - Modifying an Existing PlantPAx System.

5. Add Application Server:

PlantPAx a

lication servers (AppServ) manage system software that is required for

your application. There can be multiple servers depending on the size and structure of

your application.

Table 1- System Server Descriptions

AppServ Elements

Description

AppServ-Asset

The asset management server acts as a centralized tool for managing
automation-related asset information (both Rockwell Automation and third-
party assets). The asset management application server includes capabilities
for source control, audits, change notifications, reporting, security, and
backup/restore.

For more information, see Chapter 8, Asset Management.

AppServ-Info (Historian, SOL)

Data management storage can include a Historian or SQL server. These two
servers depend on the function that is being provided: FactoryTalk Historian
software or a SQL server.

For more information, see Chapter 9, Historical Data.

AppServ-Batch

The batch application server provides comprehensive batch management,
including unit supervision, recipe management, process management, and
material management. The batch application server can be linked with
visualization elements on the OWS and configuration clients on the EWS.
For more information, see Chapter 10, Batch Management.

Guidelines for Servers and Workstations

Follow these guidelines to align with PlantPAx configurations.
« Install the latest software patches for all Rockwell Automation software.

The Patch File Validator utility verifies software versions on your system and installs
a patch roll-up. To download, see the Knowledgebase Technote Patch File Validator

Utility.

- Disable power-saving for the Network Interface Card (NIC).

The NIC card connects a workstation to other devices on the network. The power-
saving feature turns off the network card when not in use, which can interfere with
network throughput.

« Disable power-saving for the Windows operating system.

The power-saving feature turns off Windows features when not in use, which can
interfere with network throughput.

«  Enable Remote Desktop Server (RDS) functionality on application servers that need
remote access, such as the AppServ-EWS or AppServ-0WS.

RDS enables multiple instances of the OWS and EWS as thin clients from one server.
Thin clients can run applications and process data on a remote computer to
minimize the amount of information on a network.

Enable Adjust for Best Performance so that Windows features that are not is use are
turned off, which yields more memory and performance for the system.

» Make sure that the user is never notified by the User Account Control.

» Disable automatic Windows updates. This helps prevent updates that haven't been
qualified by Rockwell Automation from being installed on the workstation or server.

The only exception is if your organization has a controlled patching process to verify
updates on a non-production system, or when a facility is non-active, to reduce the
chance of any unexpected results or side effects.
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Chapter 1 System Workflow

PlantPAx System ID

Endpoint Protection

It is recommended to install endpoint protection solutions on servers and workstations
running industrial automation software. Although FactoryTalk software is expected to be
compatible with all endpoint protection solutions on the market, PlantPAx has been tested with
specific configurations of the CrowdStrike EDR endpoint solution. Additional
recommendations:

«  Proper configuration, management, and updating of endpoint protection solutions

« Test/Audit endpoint detection and response in detection mode, while tuning in an
environment

« Avoid overly restrictive configuration settings in firewalls, network and/or host
protection tools, and access controls as they can negatively affect system operations

+ Monitor endpoints centrally for rapid alert responses

The PlantPAx system ID is a unique identifier that helps simplify the management of your
system over its lifecycle. The System ID creates a record of the installed products in your
system and provides a dashboard that shows the hardware lifecycle status, notifications of
updates and patches, and compatibility information. Use this information to:

« Plan spare and replacement parts to better size inventory
« Define the boundaries of the system
»  Plan when and where to implement system upgrades

The system ID is only available if you purchase a PlantPAx catalog number for the software for
the first PASS in your system. The catalog number determines an activation string for the
software products on the bundle. This activation string (serial number)is the system ID.

The system integrator uses an Asset Inventory Agent in a FactoryTalk AssetCentre project to
generate an inventory file (.raai file). The System ID is gathered via the license number of
FactoryTalk AssetCentre via FactoryTalk Activation Manager. The System Integrator registers
your System ID with Rockwell Automation and provides you directions on how to access your
MyEquipment portal.
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System Verification

20

A critical system attribute is a visible performance indicator of a system-wide characteristic.
Critical system attributes do the following:

»  Determine system limits

«  Establish system rules

+  Establish system recommendations

» Measure system element and system infrastructure performance

The following Critical System Attributes (CSA) are used to verify PlantPAx system
characterization.

Systems deployed according to the Appendix C quidelines and pass the verification tool
typically achieve performance characteristics matching those demonstrated in the
Characterization lab.

Table 2 - CSA Performance Indicators

Critical System Attribute(" Performance

Display callup (paint time) A noncached operating displaym is called up by the operator and ready for
operator use within 2 seconds.

Display update The display updates control information within 1second.

Steady state alarm time géi%(:])(/jstate alarms occurring at 20 per second are timestamped within 1

Alarm burst time All alarms in a burst of 2000 alarms are timestamped within 3 seconds.

A system element returns to full operation within 5 minutes of the
restoration after a failure or loss.

Operator-initiated actions are loaded into the controller and the feedback
for the operator action is within 2 seconds.

Batch server: operator action time | An operator batch command has been acted on by the controller in 1second.
Batch server: server action time A server batch command has been acted on by the controller in 1second.
Batch server: controller action time | Batch status events display on the operator workstation within 1second.

(1) CSA performance indicators are a nominal performance number. The actual system performance can intermittently deviate
from the documented CSA due to system disturbances that can introduce variability in the network or operating system
performance.

(2) Operating displays are defined as those intended for use by the operator to control the process. Displays intended for use by
technical staff, such as those used for troubleshooting, configuration, or maintenance, including aspects of the Library of
Process Objects, are excluded (as they are not required for routine operation, are used less frequently, and often contain a
high volume of tags or detailed engineering content that is not relevant to day-to-day operator tasks).

Recovery

Operator-initiated control

For a complete system verification, use the quidelines in Appendix C, PlantPAx Deployment

Recommendations and Verification Tool.
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Prerequisites

Workgroup !

Domain

Domain or Workgroup

PlantPAx® systems require computer management, from either a domain controller or
workgroup configuration, for secure interaction.

A Windows® domain is a collection of computers that share rules and procedures.
These computers comprise a central directory database, which is the Active Directory.
The sharing of network objects creates a unified base to manage users, groups, and
security settings

A Windows workgroup computer is independently configured. Workgroups are only
suitable in smaller systems with 10 or fewer computers.

IMPORTANT The domain controller must be a standard domain controller that can

read from and write to the Active Directory database (RWDC). It must
not be a Read-Only Domain Controller (RODC) that holds a read-only
copy of Active Directory as this arrangement causes known issues for
operator workstation performance.

Following the System Workflow, configure a domain controller or a workgroup, depending on
the size of your system.

The PlantPAx architecture assumes that there’s a Microsoft Windows forest in place to host a
supervisory and/or control domain network.

You need at least one domain controller per each parent/root/child domain.

The domain controllers are separate computers.

You need at least two domain controllers for fault tolerance.

Do not load any application software on a domain controller.

The domain controllers must be local (within the firewall) to the PlantPAx system.
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We recommend that PlantPAx servers and workstations be members of a Windows domain.
However, workgroups are supported for systems with 10 or fewer workstations and servers.

Configuration

Details

Workgroup - decentralized administration
(allowed if 10 or fewer computers)

Workgroup advantages:

« No domain controller (Windows Server 0S) to purchase or maintain.

« Recommended for small PlantPAx applications only where user
accounts do not change often

Workgroup rules:

« All workstation and server system elements in a single PlantPAx
system must be members of the same workgroup

« All users participating in the workgroup must be members of the
Administrators group

« Create the same set of user accounts and passwords on every
computer in a FactoryTalk® View application

Domain - centralized administration
(recommended)

Domain advantages:

« Centralized administration of users, policies, and security

« High availability, when both primary and secondary domain
controllers are used.

« Recommended for larger systems to provide the best system
performance.

Domain rules:

« All workstation and server system elements in a single PlantPAx

system must be members of the same domain

PlantPAx server system elements must not be used as domain

controllers.

Required for systems with more than 10 computers

The domain controller must be its own independent computer with

no other application software.

For more information, see this additional resource.

Resource Description

Microsoft® online libraries, for example Microsoft Learn, provide detailed
guidelines for all aspects of the Windows and Windows domains. Examples of

Windows Operating System and | detailed guidelines are design, deployment, maintenance, security, disaster
domain references recovery, and so on. PlantPAx documentation provides best practice critique to

hosted.

certain Windows roles, features, and such where a typical PlantPAx DCS is

Primary Domain Controller  The domain controller manages:

+ P address scheme for the computer network

+  DNS and reverse lookup zone

o DHCP server

« Assigned roles, areas, and users

«  Group policies

In larger systems, create a dedicated domain controller for the PlantPAx system. If your
control system contains an existing domain controller, add the configuration that is
recommended for a PlantPAx system.

If your company has an existing domain infrastructure, in which the PlantPAx system interacts
with, please consult with your local IT resources before continuing.

Domain controller components include:
«  Microsoft Windows Server operation system
»  Active Directory Domain Services, DHCP, and DNS Server Roles

« Parent and child domains
+  Reverse DNS Lookup Zone

«  Configure DHCP server options and authorize server

Windows Workgroups are available for small systems that do not require complex security
controls. Considerations when using a workgroup include:
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There are typically no more than 10 computers.
All computers must be on the same local network or subnet.
All computers are peers; no computer has control over another computer.

Each computer has a set of user accounts. To sign in to any computer in the workgroup,
you must have an account on that computer.

A workgroup isn't protected by a centrally managed password.

For more information, see Windows Workgroup.

Create the Primary Domain Controller

Starting with a new installation of Windows server 2022 operating system, sign in as local
administrator. The computer is initially assigned a random 15-character computer name,
which looks something like this: WIN-VPLC4SDIKWG.

1.

Change the computer name to comply with your company naming guidelines. Or, in this
example, to reflect it as being a process automation domain controller (PADCA, PADCB,
and so forth).

Next assign the Windows server a fixed IP address (TCP/IPv4), within the subnet
designated for the given network architecture.

For example: 172.18.1.10

Install Active Directory Services, DHCP, and DNS Roles

Before a Windows server can function as a domain controller, additional roles and features
must be installed.

1.

Launch the Server Manager.

Tz Server Manager

=

@ ~  Server Manager * Dashboard @1 F wemge  Took

QUICK START
122 Dashboard 2 Add roles and features
i Local Server
= Add other servers to manage
s Al servers Add other servers to anage
= WHAT'S NEW -
R File and Storage Services b 4 Create a server group

Connect this server to cloud services

LEARN MORE

2. From the Dashboard, click the second option to 'Add roles and features'. Use the

following table to complete the configuration.

Table3 -

Roles and Features Wizard Configure

Before You Begin Read and click next

Installation Type Check 'Role-based or feature-based installation.’

Server Selection

Select a server from the server pool.
Select the local computer PADCA in the Server Pool list

Server Roles

In the Roles dialog, select the following:
« Active Directory Domain Services

« DHCP Server

« DNS Server

Pop up dialog. Add features that are required for | Check the option to Include management tools (if applicable)
Active Directory Domain Services. and then select Add Features.

Select the available .NET Framework features to be installed

Features on the domain controller.

Check 'Group Policy Management.’
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Table 3 -

Roles and Features Wizard Configure

AD DS Active Directory Domain Services requires a DNS server. If
selected for the Server Role, click Next.

Check 'Restart the destination server automatically if
necessary', and select Install.

Once the installation process completes, close the wizard
and restart the server if necessary.

Confirmation

Results

Promote the Primary Domain Controller

On the Server Manager management console, complete these steps for the active domain
computer.

1. Select the Alert flag on the header.

E,-.-, Server Manager

@ v

|
I@ ‘ |, Post-deployment Configura...
% Dashboard |
o Barven Configuration required for Active Directory Domain

Services at PADC1 manage
= idnage
Hi All Servers | Promots this ssrver to a domain contraller |
i§l ADDS WHA - "

g J. Post-deployment Configuration )
1% DHCP
cloud cervices
& DNS Configuration required for DHCP Server at PADC [0 Cloud services
FE File and Storage Services b Hide
- LEARl  Complete DHCP configuration
o Feature installation
Roles: « Configuration required. Installation succeeded on
PADCT.
i'i'i Add Roles and Features 1 ‘
Task Details
@ y ‘
| - o -

2. Select 'Promote this server to a domain controller'.

3. Using the Active Directory Domain Services Configuration Wizard, use the following for
guidance on your deployment.

Take careful consideration when specifying a new root domain
name.

« Understand domain naming conventions so they make sense
given your system, owner, or location.

« Do not use any reserved words or characters, and use caution if
adding a period, which must not be used in later versions of
Windows.

« See Microsoft Support for more information on naming
conventions in Active Directory for computers, domains, sites,
and organizational units.

IMPORTANT
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Topic

Configure

Deployment Configuration

Select to 'Add a new forest'.
Specify the domain information for this operation.
Enter a Root Domain Name.

Examples:

« PlantPAx.Company.Local

« DCS.PlantPAxMfg.com

« PlantPAx.RockwellAutomation.com

Domain Controller Options

Select Windows server 2022 as the Forest functional level.
Select Windows server 2022 as the Domain functional level.
Check 'Domain Name System (DNS).

Check 'Global Catalog (GC).

Enter a Directory Services Restore Mode password

IMPORTANT: You use this password when you configure a redundant
domain controller and for any subsequent DC recovery efforts. Record
this password in a safe/secure place.

DNS Options

Do not specify 'DNS Delegation options.’

Additional Options

Make sure that the domain name is used for the NetBIOS Domain Name.
Accept defaults for the remaining options.

Paths

Use the default folder locations.

Review Options

Review your selection options.

Prerequisites Check

Validate all prerequisites and Install if no errors. The server restarts.
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Additional Domain
Controller

26

If needed, create a redundant domain controller for high availability. Considerations for the
redundant domain controller include:

« Theredundant domain controller has a unique name and IPv4 address.
« Install the Active Directory Domain Services role and promote to domain controller.
« Add the Directory Services Restore Mode (DSRM) password.

IMPORTANT  For each additional domain controller, you must have a fresh
installation of Windows server 2022 operating system before

repeating the ‘Create the Primary Domain Controller' procedure.

Create an Additional Domain Controller

To reduce disruptions during unplanned and planned downtime, add another Domain
controller for backup and scalability later.

1. Change the computer name to comply with your company naming guidelines. Or, in this
exam)ple, to reflect it as being a process automation domain controller (PADCB, and so
forth).

2. Next assign the Windows Server a fixed IP address (TCP/IPv4), within the subnet
designated for the given network architecture. For example, 172.20.1.11, and supply the
DNS address from the initial domain controller: 172.20.1.10

3. Repeat Create the Primary Domain Controller steps. Name, address, and install Active
Directory roles for the additional domain controller.

4. Install the ‘Active Directory Domain Services' role.

Install Active Directory Services, DHCP, and DNS Roles

Just like creating the primary domain controller, repeat these steps.

1. Install Active Directory, DHCP, and DNS roles used on creating the primary domain
controller.

2. Install the ‘Active Directory Domain Services' role.
See the primary domain controller instructions if you need help with using the roles wizard.

Promote the Additional Domain Controller

On the Server Manager management console, complete these steps for the standby domain
computer.

1. Select the Alert flag on the header.

i Server Manager

Server Manager * Dashboard @I FA

@ Post-deployment Configura...

Configuration required for Active Directory Domain
Senvices at PADC1

\tanage  Tools

Pramote this server to a domain controller

Wl ADDS |t
| Post-deployment Configuration

il S e
Configuration required for DHCP Server at PADCT 0 Cloud services

LEARI Complete DHCP configuration

@ resture instaliation
ROLE! =———
Roles: « Configuration required, Installation succeeded on
PADCT

Add Roles and Features 1 |

Task Details

e &

2. Select 'Promote this server to a domain controller'.
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Configure Domain
Controllers

3. Using the Active Directory Domain Services Configuration Wizard, use the following for
guidance on your deployment.

AD DS Configuration Wizard

Configure

Deployment Configuration

Select to ‘Add a domain controller to an existing domain.'
Select the Domain:
Select the forest:

Domain Controller Options

Select Windows server 2022 as the Forest functional level. Select
Windows server 2022 as the Domain functional level. Check 'Domain
Name System (DNS).

Check 'Global Catalog (GC).'

Enter a Directory Services Restore Mode password.

IMPORTANT: You use this password when you configure a redundant
domain controller and for any subsequent DC recovery efforts. Record
this password in a safe/secure place.

DNS Options Do not specify 'DNS Delegation options.’
Additional Options Replicate from: ‘your domain name’
Paths Use the default folder locations.

Review Options

Review your selection options.

Prerequisites Check

Validate all prerequisites and Install if no errors. The server restarts.

On the primary and additional domain controller, now you can implement and configure the
new features and roles that were added, such as: Active Directory, DHCP, and DNS.

Server Manager Tools Menu

The Windows ‘Server Manager' contains a Tools menu that provides quick access to many of
the management consoles required for the following configurations.

s Server Manuger - o X

(I T

Server Manager * Dashboard o

B Local Server At Diiethory Sites snd Serntes
B8 Al Servers e 3 : Active Directory Users and Computers
idl apDs Configure cal serve e
o Compantrt Strvites
18 pHce | =
o4 . fomt 3 Compater Managemant

& ons Defragment and Optimize Drives
DHCP
Dk Cleanup

WHAT'S NEW : redte a ser 0 DS

B8 File and Storage Services b

Event Viewer
CGroup Palisy Mansgement
ISCS Inisiator
LEARN MORE Local Sreuity

ROLES AND SERVER GROUPS

Create a Reverse DNS Lookup Zone

Reverse lookup zones are used to resolve IP addresses to host names, rather than host names
to IP addresses, as is the case with forward lookup zones. You must program a special domain
namespace (in-addr.arpa) as a reverse lookup zone.

On your initial domain controller, use the Server Manager to access the DNS Manager console
window.
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1. To access the DNS Manager, right-click Reverse Lookup Zone
New Zone.

£ DNS Manager — m} X
File Action View Help

e 2@ cBm §iEa

2 DNS

v 3 PADCI

e )
\0I Add a New Zone
o

Forward Lookup Zones

Reverse | ankun 7anec i .
Jomain Name System (DMS) allows a DNS namespace to be divided into zones, Each zone

Trust poone s information about one or more contiguous DNS domains.
Conc
View > . .
id @ new zone, on the Action menu, click New Zone,
Refresh
Help

2. Configure the New Zone wizard as shown in the following table.

Basic Step Configure

Zone Type Select ‘Primary zone.’

Check ‘To all DNS servers running on domain controllers in this domain <your
target domain>".
For example: PlantPAx.MyCompany.Local.

Active Directory Zone
Replication Scope

Reverse Lookup Zone Name | Check ‘IPv& Reverse Lookup Zone.

Network ID Enter the network ID portion of the IP address of the domain controller (omit the
last number). For example, enter 172.20.1.

Check ‘Allow only secure dynamic updates (recommended for

Dynamic Update Active Directory).

A successful configuration displays details of the lookup zone.

New Zone Wizard =

Completing the New Zone Wizard

‘You have successfully completed the New Zone Wizard. You
specified the following settings:

MName:  1.18.172.in-addr.arpa
Type: Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslockup.

To dose this wizard and create the new zone, dick Finish.

Map the Host Name to the IP Address

Create a pointer (PTR) record that associates the DNS name to the IP address. During a search,
the IP address is reversed to find the associated DNS name.

From the Server Manager, use the DNS Manager to create the New
Pointer (PTR).

1. Go to Tools > DNS > Reverse Lookup Zone > Zone > New Pointer

£ DNS Manager - O X
File Action View Help
| HEXBeEHE §E8F

é EENS Name Type Data Timestam
v B PADO E-|(same as parent folder) Start of Authority (SOA) [1], padci.plantpax.rockw...  static
_| Forward Lookup Zones
- E—l(same as parent folder) MName Server (N5) padcl.plantpax.rockwella...  static
w [ Reverse Lookup Zones
21 118172 i addr ama
7 TrustP Update Server Data File
~ Condit Reload

Mew Pointer (PTR]...
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2. Enter the IP address of the domain controller and browse for the
host name.

Successful configuration shows pointers for both a primary and
secondary domain controller.

£, DNS Manager = O X
File Action VYiew Help

e pHXEZ Hm 88

% QNS Name Type Data Tirmestamp
i j PADCH E:l(sama as parent folder)  Start of Authority (50... [1], padcl.plantpaxrockwellautomation...  static
\; * ;Z:’::L:J;:uu:zzj:;s same as parent folder]  Mame Server (MS) padcl.plantpax.rockwellautomation.com.  static
o < 118172 in-addrarpa E] 17220110 Painter (PTR)
s & 17220111 Painter (PTR)

| Trust Points
| Conditional Ferwarders

Add DHCP Features

A DHCP server is a network server that automatically provides and assigns IP addresses,
default gateways, and other network parameters to client devices that request the
information.

On the Server Manager management console, complete these steps to add a DHCP server.
1. Select the Alert flag on the header.

T Server Manager - o X

Local Server
il Servers

D DS

Complete DHCP configuration

Al
Al

Task Details

< AUGUTTUIES and Icalures

2. Click to ‘Complete DHCP configuration’

3. Open the DHCP management console and right click IPv4 > New Scope and configure
the following for the control network.

Basic Step Configure

Enter a name (such as Control Network) and a description (such as PlantPAx
Control Network).

Enter the start and end of the IP address range.
Example:

Start IP Address: 172.20.1.128

IP Address Range End IP Address: 172.20.1.254

Length: 24

Subnet Mask: 255.255.255.0

Optional: Exclusions are addresses or a range of addresses that aren't distributed
Add Exclusions and Delay by the server. A delay is the time duration by which the server delays the
transmission of a DHCPOFFER message.

The lease specifies how long a client can use and IP address from this scope.
Default values: Days: 8 Hours: 0 Minutes: 0

You have to configure the most common DHCP options before clients can use the
Configure DHCP Options scope.
Select: 'Yes, | want to configure these options now'.

Router (Default Gateway) Enter the gateway IP address. Example: 172.20.1.1

. Parent Domain: 'your domain name'
Domain name and DNS Servers | o er |p agdresses. Example: 172.20.110 and 172.20.11

Scope Name

Lease Duration

WINS Optional: Computers running Windows can use WINS servers to convert NetBIOS
computer names to IP addresses.
Activate Scope Select 'Yes, | want to activate this scope now'.
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Create Roles, Areas, and
Users

30

Configure Failover

This DHCP option provides high availability by synchronizing IP address information between
two DHCP servers.

1. Go to Tools > DHCP > primary domain > IPv4 > Configure Failover and configure the

following.

Basic Step Configure

Configure Failover Click Add Server and locate the secondary domain controller. Example: PADCB
Select 'Hot standby' for mode.

- You can also choose to require authentication (a shared secret password) to

Create New Failover ! :

Relationship secure communications between failover partners.
Enter a 'Shared Secret’, which can be passwords, pass phrases,
or random numbers.

2. Repeat step 1to configure a second DHCP server.
A successful configuration displays details of the failover configuration.

Configure Failover

Failover wil be set up betwesn padea plantpax rackwellzu... and
padch plantpaxsockwelau... wih the following parameters

Scopes:

1722010

Relationship Name: padca plantpax rockwellautomat
Madmum Cient Lead Time: 1 hrs 0 mins

Mode: Hot standby

State Swichover Interval Disabled

< >

Hat Standby Configuration
Role of Partner Server Standby
Addresses reserved for standby. 5%

<Back Cancel

There are required roles for a PlantPAx system. Areas and users depend on your application.
Assign users to Roles and Areas.

A See FactoryTalk Security Application Technigue, publication SECURE-AT002,
&)  formore information.
Name areas based on access, for example:
«  Area01_Advanced (engineering access)
« Area0l1_Basic (non-engineering access)

Replace ‘Area0T with the name of your process area.

From operators and maintenance personnel to engineers, the domain controller manages
groups in the Active Directory. Use the Server Manager to configure the roles, areas, and users.

1. Use the Windows Server Manager Tools menu to launch the ‘Active Directory Users and
Computers' console.

2. From your domain, right-click, select New> Organizational Unit and type the name
PlantPAx.
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3. Under the PlantPAx group, right-click and select New > Organization Unit to create
folders for Users, Areas, and Roles.

] Active Directory Users and Computers - O Pad
File Action View Help

e AN BB BRI amTa%

] Active Directory Users and Computers [PADCA.|| Name Type Description

~| Saved Queries

- PlantPix Rockwella X [5] Areas Organizational Unit
v A .arg: It‘ ockwellAutomation.cam [2] Roles Organizational Unit
— Puthn [5] Users Organizational Unit

| Computers

2| Domain Controllers

~| ForeignSecurityPrincipals

~| Managed Service Accounts
~ 2| PlantPAx

Add Groups for Role-Based Security

Roles define different security access for areas of a plant. We recommend the following roles:
»  PlantPAx Operators
+  PlantPAx Operating Supervisor
»  PlantPAx Maintenance
+  PlantPAx Maintenance Supervisor
»  PlantPAx Manager
+ PlantPAx Engineering
»  PlantPAx Administrator
+  PlantPAx View Only
»  HMI_Approver

] Active Directary Users and Computers - m} X
File Action View Help
o 55 B Bz HE lhiaTE%R
: Active Directory Users and Computers [PH| Name Type Description
= E?vmpgxufr:s %P\antPAxAdmmlstrator Secutity Group - Global
ML a”; o M2, BlantPic Engineering Security Graup - Global
- c”'t'" . 12, PlantPAx Maintenance Security Group - Global
=~ D”mp“ EC” - 182, PlantPiu Maintenanc e Supenisor Security Group - Global
2| Domain Contrallers
= ForeignSecurityPrincipals %P\antPAx Manager Security Group - Global
| Mariaged Serice Accounts 2, PlantPAx Operating Supervisor Security Group - Glabal
v B Plantpés %, PlantPix Operators Security Group - Global
¥ 57 Areas %P\antPAleewOn\y Security Group - Global
= | Rales
| Users
| Users
< ||« >

Add Groups for Area Based Security

We recommend the following areas that are based on a group:

« Basic - Allows access to non-engineer functions, such as Maintenance, Operator, on
process library faceplates.

» Advanced - Allows access to engineering modifications on process
library faceplates.

IMPORTANT  Even though the examples show generic area names, such as
Area01, we recommend that you use more specific names, such
as Packaging, or Molding. And create two types for each area —
Basic and Advanced—for each area.
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Name areas based on access, for example:
«  Area01_Advanced (engineering access)
« Area01_Basic (non-engineering access)

Create as many areas as needed for the system.

] Active Directory Users and Computers - O X
File Action View Help

2|20 0 XEGE HE/ReETER

] Active Directory Users and Computers [PADCA|| Name Type Description

o Saved Queries %Areaﬂ]_ﬁ.dvancad Security Group - Global

v #H P.IantPAx.RoclcweIIAutDmat\on‘com %AreaﬂlﬁAdvanced Security Group - Global
- Euolr"::uters %Areaoa_ﬁ\dvanced Security Group - Global

< %Aream_ﬁ.dvanced Security Group - Global
%AreaOS_Advanced Security Group - Global

Lok

Domain Controllers
_| ForeignSecurityPrincipals

o Managed Service Accounts %Areaﬂ]_Basic Security Group - Global
w _: PlantPhx %Areaﬂlﬁasi( Security Group - Global
5 Areas %Area(ﬁ_ﬁasi( Security Group - Global
21 Roles %AreaM_Basl( Security Group - Global
a1 Users %AreaOiBasic Security Group - Global
| Users
< (€ >
.
Assign Users

Users are unique to each system.

1. Create users and assign them to the Member tab on the Properties for the associated
Role.

B Active Directory Users and Computers — =] X

File Action View Help
e |pm fOIXEBE BT aaTER
] Active Directory Users and Computers [PADCA | Name N Type Description
| Saved Queries
w 3 PlantPAx.RockwellAutomation.com
| Builtin
— Computers
Domain Controllers
ForeignSecurityPrincipals
Managed Service Accounts

New Object - User x

';_l Createin:  PlantPAx Rockwell Automation.com,/Plant P Ax/User

2

v £ PlantPhx First name | | nials: | |
2] Areas Last name: |
3| Roles
=7 Users Full name | ‘
| Users
User logon name:
< 3 @PlantP /¢ RockwellAutomatior

User logon name fpre-Windows 2000):
[PLANTRAX\ || |

¢ Back Next >

2. Once the user name and password are created, configure the following properties as
shown in the table for each user.

On This Page Configure
Properties Select the domain on the ‘Member of tab
Select Groups Type Area as the object name and select the appropriate Area
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The successful configuration of a user shows both their domain
and area.

File Action View Help

e pE s XEBdR Hm PetaTEa

: Active Directory Users and Computers [PADCA| Name Type Description
.__— Saved Queries i &Jnhn Smith User
~ i PlantPAx.RockwellAutomation.com
~| Builtin John Smith Properties ? x
| Computers
4| Domain Controllers Remote control Remote Deskiop Services Profile COM+
_| ForeignSecurityPrincipals General Address Accournt Profile Telephones Organization
| Managed Service Accounts Member Of Dialn Enviroriment Sessions
~ (3| PlantPax
= A Member of
o Areas
= Roles MName Active Directory Domain Services Folder
3 Users Areall_Basic Plant P foc. Rockwell Automation com./Plant P e/ Ar
| Users Domain Users Plant P . Rockwell Automation.com./Users
PlartP&x COperati... PlantPAx RockwellAutomation.com/PlantPA«/R..
< > < >
° .
Conflgure Group Pollcy Group policies help reduce the maintenance and complexity when you add new users and
Management computers into the PlantPAx system. The group policies determine what users can and can't

do, such as password maintenance or to restrict folder access. The same approach applies for
how to define server maintenance.

The settings that are outlined are baseline recommendations. Individual business, IT, and
security requirements could require additional policies.

Configure the Windows NTP Client

The domain is responsible to propagate and enforce the clock time to the domain computers.
Use the Server Manager to configure the Windows NTP client so that the domain controller is in
sync with the Windows NTP server.

1. Go to Tools > Group Policy Management.
2. Select the Default Domain Controllers Policy to edit.

1z Group Policy Management - O
Iz, File Action View Window Help - &
=@ @
'3 Group Policy Management Group Policy Management
~ i Forest: PlantPAx.RockwellAutomation.com Contents
v [£L Domains -
~ 3 PlantPAx.RockwellAutomation.com Name
s/ Default Domain Policy A\ Forest: PlantPAx RockwellAutomation com
w 2| Domain Controllers
»:/ Default Domain Contrallers Poliry
2| PlantPhx Edit...
=} Group Policy Objects Enforced
 WMIFilters v LinkEnabled
] Starter GPOs
i Sites Save Report...
it Group Policy Medeling New Window from Here
« Group Policy Results
Delete
Rename
Refresh
Help
< b3
Open the GPO editor
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3. Inthe Group Policy Management Editor, select Policies > System >

Windows Time Service.

w [ | Policies
[ Software Settings
[ Windows Settings
w [ Administrative Templates:

| Control Panel
| MNetwork
| Printers
|71 Server
| Start Menu and Taskba

w | System

] Access-Denied Assi v

= A W

< >

=/ Group Policy Management Editor - m} X
File Action View Help
LG A1 (REN 7Nl 4
= Default Domain Controllers Policy [P A | System
« (& Computer Configuration
Windows Time Service Setting =

[ Shutdown

| Shutdown Options
[ System Restore
| Troubleshooting and Diagnostics
[ Trusted Platform Module Services
] User Profiles

1 Windows File Protection

i | Windows Time Service

|=| Download missing COM components

< >

Extended /(Standard/

16 setting(s)

4. Go to Time Providers > Configure Windows NTP Client.

(£ Group Policy Management Editor
File Action View Help
e 2@ BE T

] Shutdown Options ~
] System Restore
] Troubleshooting an
|71 Trusted Platform M
71 User Profiles
|71 Windows File Prote
~ 7] Windows Time Sen.
| Time Providers
] Windows Components
[ Al Settings
] Preferences
v ¥ User Configuration
] Policies
] Preferences

< >

~ Time Providers
Configure Windows NTP Client Setting

bt Enable Windows NTP Client

Requirements: || Enable Windows NTP Server
At least Windows Server 2003
operating systemns er Windows XP

Professional

Description:

This policy setting specifies a set
of parameters for contrelling the
Windows NTP Client.

v
If you enable this policy setting, < >
Extended /{Staﬂdard/

3 setting(s)

5. Select'Enable’ and configure the ‘Options' with your NtpServer: IP address and use Type:

NTP.

& Configure Windows NTP Client
E‘ Configure Windows NTP Client
(O Mot Configured Comment:

(®) Enabled

(O Diszbled
Supported on:

Options:

Mext Setting

At least Windows Server 2003 operating systems or Windows XP Professional

Help:

NtpServer |172.18.1.102,0x1

This policy setting specifies a set of parameters for controlling ~
the Windows NTP Client.

Type |NTP ~
CrossSiteSyncFlags |2
ResolvePeerBackoffMinutes |15
ResclvePeerBackoffMaxTimes

7 -

SpecialPollinterval 3600

EventlogFlags |0 =

If you enable this policy setting, you can specify the following
0 parameters for the Windows NTP Client.

If you disable or do not configure this policy setting, the
Windows NTP Client uses the defaults of each of the following

parameters.

NtpServer
= The Domain Name System (DMNS) name or IP address of an NTP
- time source. This value is in the form of ""dnsMame flags™

where ""flags"" is a hexadecimal bitmask of the flags for that
host. For more information, see the NTP Client Group Policy
Settings Associated with Windows Time section of the Windows
Time Service Group Policy Settings. The default value is
""time.windows.com, (08",

Type
This value controls the authentication that W32time uses. The v
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6. Goto Time Providers > Enable Windows NTP Client and

check ‘Enabled.

Configure Windows Time Service

Enable the NTP server to initiate automatically upon startup.

1. Inthe Group Policy Management Editor, go to Policies > Windows Settings > Name

Resolution Policy > System Services >Windows Time.

= Group Policy Management Editor
File Action View Help

e | HnXEE Hm

\=[ Default Domain Controllers Policy [PADCA.l A SemceNameA Startup Permissicn
v C.nmpu.t.erCnnfiguratmn @Windows Management In... Mot Defined Mot Defined
v pnh;;:wam Settings E}Wmdows Mobile Hotspot... Mot Defined  Not Defined
. - Windows SEttingg; ﬁwindnws Modules Installer Mot Defined Mot Defined
- = Mame Resolution Policy @Windows Presentation Fo... Mot Defined Mot Defined
) Scripts (Startup/Shutdown) &}Windows Push Notificatio.. Mot Defined Mot Defined
= Deplayed Printers @Wmdows Push Motificatio.. Mot Defined Mot Defined
v Security Settings &lwindnws Rermote Manag... Mot Defined Mot Defined
55 Account Policies &lwinduws Search Not Defined  Not Defined

G| Local Policies Vindows Time Automatic Mot Defined

;d Event Log @Windows Update Mot Defined Mot Defined

‘A, Restricted Groups E}WMHWP Web Proxy Aut.. Mot Defined  Not Defined

4 System Services o @Wired AutoConfig Not Defined  Not Defined

< . > @WMI Performance Adapter Mot Defined Mot Defined

2. Inthe Windows Time Properties, select the following:

« Check ‘Define this policy setting.’

« Check ‘Automatic’ for service startup mode.

Enforcing the Domain Controller Policy

Policy enforces the domain controllers to use the NTP server settings.

1. Inthe Group Policy Management Editor, select the Default Domain Controllers Policy and
remove ‘Authenticated Users’ from

Security Filtering.
2 Group Policy Management - O
1Z File Action View Window Help -8
e 75 6
(5, Group Policy Management Default Domain Controllers Policy
v A} Forest: PlantPAx RockwellAutomation.com Scope Detas Setings  Delegation
~ [ Domains .
v 53 PlantPAxRockwellAutomation.com Linkcs
= Default Domain Policy Display links in this location: PlantPAx Rockwel Automation.com ~
~ [ Domain Contrallers The following stes, domains, and OlUs are linked to this GPO:
=/ Default Domain Controllers Policy
=7 PlantPhx Location Erforced Link Enabled
% Group Policy Objects [Z] Domain Cortrollers No Yes
% WM Filters
] Starter GPOs < 24
& Sites

s Group Policy Modeling
% Group Policy Results

Security Filtering
The settings in this GFO can only apply to the following groups, users, and computers:

Name

4 Authenticated Users

< >
WMI Filtering

This GPO is linked to the following WM filter:
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2. Add Domain Controllers from the PlantPAx domain to

Security Filtering.
I8 Group Polic - m}
15 File Action View Window Help - &8
ol Azl ocs (I H 7|
|5, Group Policy Management Default Domain Controllers Policy
~ _ﬁ Forest: PlantPAx.RackwellAutomation.com Scope Details Settings Delegation
w 54 Domains .
v g5 PlantPAx RockwellAutomation.com Links
i/ Default Domain Policy Select User, Computer, or Group x
v 2] Domain Controllers
s/ Default Domain Controllers Policy Select this object type:
2| PlantPAx |User. Group., or Buitt-in security principal | Object Types...
] S\;;ILIIF;TDMW Objects From this location:
7 rers PlantPAx RockwellAutomation.com
) Starter GPOs | - || Locatons
(& Sites. | Enterthe object name to select {examples):
st Group Policy Modeling Domain Controllers Check Names
= Group Policy Results
Advanced OK Cancel
Add Remove Properties
|
WMI Filtering
This GPQ s linked to the following WMI filter:
E— ~—
3. Right-click Domain Controllers and select Enforced.
=4 Group Policy Management -
Group Policy Manag [m}
15 File Action View Window Help -8
e #lE 6]
(&, Group Policy Management Default Domain Controllers Policy
~ :S Forest: PlantPAx.Rockwell Automation.com Scope Detals Settngs  Delegation
w (55 Domains .
v 3 PlantPhxRockwell Automation.com Linics
s Default Domain Policy Display ks in this location: PlantP Ax Rockwell Automation.com w
~ 2] Domain Controllers The following sites, domains, and OLs are linked to this GPO
x4 Default Domain Controllers Palicy e
=7 PlantPhx Location Enforced Link Enabled Patl
=t Group Policy Objects Domain Controllers ‘fes Yes Plai
= WMI Filters ~  Enforced
G Starter GPOs ~  Link Enabled
2 Sites

sei Group Policy Modeling

= Group Policy Results

» Password strength
+ Account lockout

»  Kerberos

+ Interactive login

<

Delete Link(s)

Security Filtesing

These group policies are recommended:

Use the specifications for your PlantPAx system to set the values for these policies. If you
configure any of these policies, you must enforce the policies on the domain controller for

them to take effect.

Configure the Password Strength Policy

This policy makes sure that security settings are enforced to help protect the system from
unauthorized users upon entering the system.
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1.

In the Group Policy Management Editor, select the Default Domain Policy to edit and

select Password Policy.

£ Group Policy Management Editor
File Action View Help
e zE XE= B

~ (i Computer Configuration
w | Policies
1 Software Settings
~ [ Windows Settings
| Nare Resolution Policy
| Seripts (Startup/Shutdown)
= Deployed Printers
~ T Security Settings
v 55 Account Policies
:EI Password Policy
EC:I Account Lockout Policy
A Kerberos Policy
< >

]

e

Policy

l2s] Enforce password history

l2g) Maximum password age

[25) Minirnum password age

[z Minirum password length

125 Password must meet complexity requirements

>\ Store passwords using reversible encryption

Policy Setting

24 passwords remembered
42 days

1days

7 characters

Enabled

Disabled

Configure the Account Lockout Policy

This policy configures the number of password attempts and how an administrator resolves a
user lockout situation.

1.

In the Group Policy Management Editor, select the Default Domain Policy to edit and

select Account Lockout Policy.

=/ Group Policy Management Editor
File Action View Help
e nm X

w fl Computer Configuration
w || Policies
| Software Settings
~ | Windows Settings
| Name Resolution Policy
] Seripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
~ _:C‘I Account Policies
» jﬂ Password Policy

=3 Kerherac Dalicy
< >

= Account Lockout Policy
v

P

* || Policy

iy Account lockout duration

& Account lockout threshold

is| Reset account lockout counter after

Policy Setting
30 minutes
3 invalid logen attempts

30 minutes

Configure the Kerberos Policy

This policy helps administer network authentication.

1.

In the Group Policy Management Editor, select the Default Domain Policy to edit and

select Kerberos Policy.

Enable the default options or modify if desired.

(=] Group Policy Management Editor - O X
File Action View Help
| 55| =]
= Default Domain Controllers Policy [PADCA.PLE A~ Palicy - Policy Setting
= C..or':pluter Configuration |24 Enforce user logon restrictions Enabled
M _.D I;Iiiw Setti g Maximum lifetime for service ticket 600 minutes
- W?' dare Set:gs L2 Maximunm lifetime for user ticket 10 hours
v indows Settings
= NameRe;n\ﬁtmn Policy [y Maxirum lifetime for user ticket renewal 10 days
e Maximurn tolerance for computer clock synch... 5 minutes
| Seripts (Startup/Shutdown) = P !
= Deployed Printers
~ h Security Settings
- fﬂ Account Policies
) _:EI Password Policy
A Account Lockout Policy
} Al Kerberos Policy o
< > £ >
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Configure the Interactive Logon Policy

This policy configures a warning message to users of the consequences for misusing
company information.

1. Inthe Group Policy Management Editor, select the Default Domain Policy to edit and
select Interactive Logon Policy.

2. Inthe tree configuration of the Group Policy Management Editor dialog box, Go to
Computer Configuration > Policies > Windows Settings > Security Settings > Local
Policies.

3. Select the Security Options folder and select the Interactive login: Message Title option.
Enter the name of the group that receives the interactive message.

File Action View Help

| HEIXE HE

=

_: Default Domain Policy [PADCAPLANTRAKX.RL A Policy Policy Setting A
v C.ﬂr:p:_.tt.er Configuration « Interactive logon: Message text for users attempting to log on  This system is the pro
~ [ ] Policies

£ Interactive logon: Message title for users attempting to log on  PlantPAx System

_| Software Settings
~ [ Windows Settings Interactive logon: Message title for users attempting to lou. ? X
_| Name Resolution Policy
|2 Seripts (Startup/Shutdown) Security Policy Sefting  Explain

= Deployed Printers
v _ﬁ Security Settings

v 55 Account Policies
5 Password Policy o
& Account Lockout Policy Dfine this policy setting
_:a Kerberos Policy |PIantFAx System

v | Local Policies
4 Audit Policy
= User Rights Assignmeni
j Security Options

aa. Interactive logon: Message title for users attempting to log on

4. Select the Interactive Logon: Message text option. Enter the message that appears to
users during login.

File Action View Help
e nm XE | H @

|=[ Default Domain Policy [PADCA.PLANTPAX.R! A Policy Policy Setting ~
w il Computer Configuration

&3 Interactive logon: Message text for users attempting to log on  This system is the pro

1 Pol
v .D cles L/ Interactive logon: Message title for users attempting to log on  PlantPAx System
_| Software Settings
~ ] Windows Settings | Interactive logon: Message text for users attempting to lo... ? X
—| Wame Resolution Palicy |

/| Scripts (Startup/Shutdown) || Security Policy Setting ~ Explain
= Deployed Printers !
~ G Security Settings
v _:5 Account Policies
F Password Policy

5 Account Lockout Palicy
_:5 Kerberos Policy This system is the property of Rockwell Automation and is for author

_:E. Interactive logon: Message text for users attempting to log on

Define this policy setting in the template

- o The use of computing and network services and devices provided |
~ [l Local Policies ] W reserve the right to monitor and audit asssts and resources, in &
& Audit Policy )l Personal use must be consistent with our policies and Code of Conc

j User Rights Assignmeni
J Security Options
A Fuent lon

< >

You can create a PlantPAx Users Policy to restrict privileges and site access. Recommended
policies include access for the following:

o USBdrive
« Portable device
« Software

Use the specifications for your PlantPAx system to set the values for these policies. If you
configure any of these policies, you must enforce the policies on the domain controller for
them to take effect.

For how to configure the recommended FactoryTalk® Security settings, see Configure System
Security Features User Manual, publication SECURE-UM00T and Appendix E - Security Policies.
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Create the PlantPAx Users Policy Object

You can select a group and set restrictions. For example, a group of users can't use USB drives
as a layer of system security.

1. Inthe Group Policy Management Editor, select the PlantPAx Domain and select Create a
GPO in this domain and link it here...

5L Group Policy Management

Z File Action View Window Help

e B/ XE dBE
(& Group Policy Management
v ﬁ Forest: PlantPAx.RockwellAutomation.com
v |55 Domains
~ 3 PlantPAx RockwellAutomation.com
s/ Default Domain Policy
2 Domain Controllers

PlantPAx
Linked Group Policy Objects  Group Poli

=
Link Order GPO

2 PlantP*

= Group Create a GPO in this demain, and Link it here...
& WMIF Link an Existing GPO...

] Starter Block Inheritance

| Sites Group Policy Update...
a5 Group Policy

4 Group Policy Group Policy Medeling Wizard...

Configure the USB Drive Policy

A group of users can be restricted from using a USB drive.

1. Inthe Group Policy Management Editor, select the PlantPAx Users Policy Object to edit
and select Removable Storage Access.

12, Group Policy Management
E File Action View Window Help
e | 2FE B0 XE B
(2L Group Pelicy Management
v _ﬁ Forest: PlantPAx.RockwellAutomatien.com

v (&5 Domains

PlantPAx USers Policy Objects

Scope Details Seftings Delegation  Status

~ 3 PlantPAx.RockwellAutomation.com
=/ Default Domain Policy
2| Domain Controllers

Links

Display links in this location: PlartF A« Rockwell Automation .com
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The following stes. domains. and OUs are linked to this GPO:
2| PlantPax

~ [ = Group Policy Objects Location

Erforced Link Enabled

|] Default Domain Controllers Policy|| | (&1 PlantPAx No Yes
\=[ Default Domain Policy
=/ PlantPAx USers Policy Ohje*-

% WMI Filters Edit...

] Starter GPOs GPO Status ¥

& Sites
st Group Policy Madeling Backln

4 Group Policy Results Restore from Backup...

2. Go to Computer Configuration >User Configuration > Policies > Administrative
Templates > System.

3. Select Removable Storage Access and choose All Removable Storage classes: Deny all
access.
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4.

Select Enabled.

= Group Policy Management Editor
File Action View Help

o @z HBEl T

I=[ PlantPAx USers Policy Objects [PADCAPLANTPAX ROCKL ~
~ (& Computer Configuration
~ Policies
| Preferences
~ & User Configuration
~ [ Policies
| Software Settings
| Windows Settings
~ [} Administrative Templates: Policy definitions (£
| Control Panel
“| Desktap
~| Network
| Shared Folders
“| Start Menu and Taskbar
s [ System
| Ctrl+Alt+Del Options
~| Driver Installation
| Folder Redirection
| Group Palicy
“| Internet Communication Management
7| Locale Services
Logon
Mitigation Options
“| Power Management
| Removable Storage Access

' Removable Storage Access

All Removable Storage classes: Deny Setting

all access

Edit policy setting

Requirements:
At least Windows Vista

Description:
Configure access to all removable
storage classes.

This policy setting takes precedence
over any individual remavable
starage policy settings. To manage
individual classes, use the policy
settings available for each class.

If you enable this policy setting, no
access is allowed to any removable
storage class.

If you disable or do not canfigure this
policy setting, write and read
accesses are allowed to all removable
storage classes.

2] Set time (in seconds) to force reboot
CD and DVD: Deny read access
CD and DVD: Deny write access

Custom Classes: Deny read access
Custom Classes: Deny write access

Floppy Drives: Deny read access

Floppy Drives: Deny write access

Removable Disks: Deny read access
Removable Disks: Deny write access

B Al Removsic Storag e Dy absces]
i-| Tape Drives: Deny read access

Tape Drives: Deny write access

WPD Devices: Deny read access

|iz] WPD Devices: Deny write access

Configure the Portable Device Enumeration Policy

This policy enforces Group Policy Objects for connected mass storage devices.

In the Group Policy Management Editor, select the PlantPAx Users Policy Object to edit
and select Portable Device Enumeration Policy.

1.

P

File Action View Help

e nEXE HE

F

=[ Default Domain Policy [PADCA.PLANTPAXR! A || Service Name Startup Permission ~
v f Computer Configuration @Portable Device Enumerator Service Automatic Mot Defined
~ || Policies
| Software Settings Portable Device Enumerator Service Properties ? X
v [ Windows Settings
~| Name Resolution Policy Security Policy Setting
] Seripts (Startup/Shutdown) S Portable Device Enumerstor Service
= Deployed Printers = ; p
v T Security Settings -

:ﬁﬁ f:::lu;ﬂt‘i?::las Define this policy setting

3 Eventlog Select service statup mode
2 Restricted Groups (® Automatic
'a, System Services
3 Registry (O Manual
4 File System (O Disabled

‘Wired Metwork (IEEE 802.3)

= Windows Firewall with Adv. Edit Security.
| Network List Manager Polic

S Wireless Netwark (IEEE 202,
~ Public Key Paolicies
" Software Restriction Policie
"| Application Control Policie Cancel Apply

g IP Security Policies on Activ

Configure the Software Access Policy

This policy helps protect against the use of non-approved system software.

In the Group Policy Management Editor, select the PlantPAx Users Policy Object to edit
and select Software Access Policy.

Go to Computer Configuration > User Configuration > Policies > Administrative

1.

Templates.
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3. Inthe System folder, select ‘Don't run specified Windows applications.’

=/ Group Policy Management Editor

File Action View Help
| nE el 4

L=[ PlantPAx USers Policy Objects [PADCA PLANTPAX.ROCKL A
~ & Computer Configuration
| Policies
1 Preferences
v i User Configuration
~ [ Policies

| System
Don't run specified Windows
applications

Edit policy setting

Setting

| Folder Redirection

| Group Policy

"I Internet Communication Management

l Locale Services

I Logon

| Mitigation Options

| Power Management

"I Removable Storage Access

" Scripts

| User Profiles

=| Download missing COM components
Century interpretation for Year 2000
Restrict these programs from being launche
Do nat display the Getting Started welcome
Custom User Interface

Prevent access to the command prompt
Prevent access to registry editing tools

2| Run only specified Windows applications
Windows Automatic Updates

| Software Settings Requirements:
= Windows Settings At least Windows 2000
~ 1 Administrative Templates: Policy definitions (£ Description:
— Control Panel Prevents Windows from running
| Desktop the programs you specify in this
| Network policy setting.
| Shared Folders
= Stort Menu and Taskbar If you enable this palicy setting,
= users cannet run programs that
v [ System you add to the list of disallowed
| Ctrl+Alt+Del Options applications.
| Driver Installation
| Folder Redirection If you disable this policy setting or
= Group Pol do not configure it, users can run
- p oty any programs,
| Internet Communication Management
_ Locale Services This policy setting only prevents
| Legen users from running programs that
 Mitigation Options are started by the File Explorer
- process. It does not prevent users
| Power Management
= R ble St A from running programs, such as
=1 Removable Jtorage Access v || Task Manager, which are started
< > Extended /(Standard/
10 setting(s)

4. Select Enabled, Show, and then type any application software to create an access
restriction. Example: Regedit.exe

E‘ Don't run specified Windows applications

Previous Setting

Mext Setting

(O Net Configured Comment:
(®) Enabled
() Disabled
Supported oni [ ot jeast Windows 2000
Options: Help:
List of disallowed applications Show.. | Prevents Windows from running the programs you specify in this | ~
policy setting.
Show Contents o x cannot run programs that
ations.
List of disallowed applications X X
not configure it, users can
Value
# REGEDIT EXE| from running programs
% cess. It does not prevent
Task Manager, which are
ner processes, Also, if
mpt (Cmd.exe), this
rom starting programs in
ey would be prevented
Windows 2000 or later
th this pelicy setting.
ptions, click Show. Inthe |,
OK Cancel Cancel Apply
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Windows Workgroup

42

For small PlantPAx systems, you can use a Windows Workgroup where complexity and security
controls are kept to a minimum. An example might be a PASS-C server for a self-contained
process unit or packaged equipment that is built by an Original Equipment Manufacturer (OEM);
commonly called a process skid.

Assign Static IP Addresses

Without a domain controller, there's no DCHP server to assign IP addresses. The workgroup
requires all workstations and servers to contain manually set (static) IP address assignments.

1. Oneach workstation, access the Network Adapter TCP/IPv4 properties and assign a
unique IP address.

Internet Protocol Yersion 4 (TCP/IPwd) Praperties >

General

‘ou can get IP settings assigned automatically iF wour network supports
this capability, Otherwise, vou need ko ask vour network adminiskrator
for the appropriate IP settings,

(C)obtain an IP address automatically
(®) Use the following IP address:

IP address: [17z.20 . 1 .12 |
Subriet mask: | 255 .255 .255 . O |
Defaulk gateway: | 172 .20 .1 .1 |

Ohtain DMS server address aukormatically

(®) Use the Following DMS server addresses:

Preferred DMS server: | . . . |

Alternate DS server: | . . . |

[ walidate settings upon exik B —.—

Cancel

IMPORTANT  Stratix® managed switches can be set to operate as a DHCP
server and provide DHCP persistence. See the switch user
manual if using DHCP for workgroup computers.

Map Computer IP Addresses

Without a domain controller, there’s no DNS server to provide name resolution, meaning the
computers can only communicate by IP address. To communicate by using a computer host
name, mapping is required. All Windows computers contain a HOSTS plaintext file that maps IP
addresses to host names.

1. Locate the HOSTS file in C:\Windows\System32\Drivers\etc directory and specify to
open with Notepad.
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2. Create a list of your workgroup computers, starting with each IP address followed by
the corresponding computer name. Use a tab to delimit space between each mapping.

| v

File Home Shatre Wiew 0
£ cut L Open + Select all
] o U « Moveto ~ X Delete = = ‘ﬂ 2] Cpen ‘E electa
=l — Copy path EJ' Select none
Copy v = Mewy Properties
g Copyto LRename falder - DDInvert selection
Clipboard Organize Mewy Open Select
t « Local Disk {C) » Windows » Systern32 » drivers » etc v O Search etc 2
~
[ Desktop ~ Mame Date madified Type Size
| Documents ] hosts 7 hosts - Motepad - g x
¥ Downloads L] Imhostssam | File  Edit Format  View Help
& Music || netwarks # For example: -
=] Pictures _| pratocol #
B videos | services # 162.54.94.97 rhino.acme.com # source server

# 38.25.63.18 X, acme. com # x client host
‘i Local Disk §C:

# localhost name resclution is handled within DNS itself.

o Network # 127.0.8.1 localhost
v # il localhost
Sitems  1item selected 912 bytes

172.28.1.12 Ewsal
172.280.1.13 Cwsa1
172.28.1.14 PASSEL
172.2@.1.15 PASSE2A
172.28.1.16 PASSE2E
172.280.1.17 ASIHEL
172.28.1.18 ASIHE2
172.28.1.19 ASISEL ©
< >

3. Copy the HOSTS file to all other computers in the workgroup.

IMPORTANT  Anytime a change or new computer is added, all workgroup
computers must receive the updated HOSTS file.

Test Communication by Host Name

You can verify that each workgroup computer responds to a PING command from another
workgroup computer, referencing the remote computers
host name.

1. Opena Command Prompt and type PING followed by a host name.
For example: CMD: PING PASSO1

2. Verify that a reply from the remote computer is returned with the correct
IP address.

[
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Create Local Users

While not required, increased security is achieved when using local user accounts of varying
privilege.

Use the most restrictive account to help protect from security threats that could otherwise
use elevated privileges to exploit the operating system. Only sign in an administrative account
as needed.

Open Computer Management. (Run > compmgmt.msc)

Select Local Users and Groups in the left window pane.
Right-click the Users folder and select New User.

Enter a user name, password, and select ‘password never expires’.
After the user is created, right-click user and select Properties.

6. Go to the Member Of tab and Add the local group as desired.

Local Users and Groups Example

User Name Local Group
PlantPAx Engineering Administrators
PlantPAx Operators Power users

IMPORTANT  Local user accounts must be duplicated on all workstations with
shared credentials for seamless access.

Create Local Security Policies

While not required, if you have various levels of local users you can set local security policies
that the more restricted accounts will not be able to modify.

1. Login to the highest privilege local account with administrator access.
2. Open the Local Group Policy Editor (Run > gpedit.msc).
3. Expand Computer Configuration and go to Windows Settings > Security Settings.

=f Local Group Policy Editar — a ot
File  Action  Wiew Help
o= 55 X HE
(E[ Local Computer Palicy ~ || Marme Description ~
v i C?rgp::::r Co;ﬂguratlon adccount Policies Pazswvord and account lockout pol
= \ﬂ?' " = Set:;hgs Alacal Policies Auditing, user rights and security ©
“i SEMbdeti I . “Windows Firewsall with Advanced Security \Windows Fireweall with Advanced
| Marme Resolution Policy 2 Network List M Palici Nebwork ) d locati
& Scripts (Startup/Shutdown) | Me .nr is .a.nager olicies etwork name, icon and location ¢
pmy Deployed Printers - Public Key Policies
v - Softweare Restriction Policies
& Account Policies JApplication Control Policies Application Contral Policies
4 Local Policies o @ IP Security Policies on Local Computer Internet Protocal Security (IPsec) A,
£ > £ >

4. Expand Computer Configuration and go to Windows Settings > Security Settings >
Account Palicies.

You can configure a lockout policy for several failed login attempts of unauthorized
users.

5. Expand Computer Configuration and go to Windows Settings > Security Settings > Local
Policies.
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You can configure User Rights Assignment and Security Options. You can limit
actions such as who can shut down the computer, change the system time, access
the computer from a network, and so on.

IMPORTANT  Local Policies must be duplicated on all workstations for
seamless operation. This can be tedious and is why a domain
controller with the ability to push domain policies is
recommended over a workgroup.

FactoryTalk DeskLock Utility (Optional)

DeskLock is a FactoryTalk® View tool for the Windows operating system. DeskLock provides
control options for smaller systems that do not use policy or domain management.

Use the DeskLock tool to:

»  Choose setting so that an operator using FactoryTalk View can't gain access to
functionality not expressly configured by the system administrator.

« Hide items on the Windows Explorer desktop, including the Taskbar and Start menu.

« Disable key combinations that are used to perform specific Windows actions, such as
accessing the Task Manager.

Launch the DeskLock tool on computers with FactoryTalk View SE, FactoryTalk® Studio, server,
or client components.

1. Go to Rockwell Software > FactoryTalk View > Tools > DeskLock

2. Select Set Up DeskLock.

DesklLock

Application 1 |

Restart Windows |

Exit DesklLock |

I Set Up Desklock .. |

3. Explore each of the four tabs (Logon, Desktop, Password, Behavior).

DesklLock Setup
Logon T Desklop T Password T Behavior

‘windows Logon
[T Automatically Logon to wWindows

Default Domain N ame: |F'ASSD‘I

Default User Mame: [ scIministratar

Default Password: |

Canfirm Password: |

Options

™ Goto the background when it starts

Defaults | oK | Cancel |

4. Use the Help button for information on how to configure and use the DeskLock utility.
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Notes:

46 Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026



Chapter 3

Prerequisites

mssc

B

Process Automation System Server

The Process Automation System Server (PASS) can be configured after joining an active
domain or workgroup. The configuration steps described here cover larger system
implementations.

This is the recommended workflow to configure a Process Automation System Server. For
experienced users, each step outlines requirements. For more detailed information, follow the
referenced links.

Following the System Workflow, configure a PASS or PASS-C, depending on the size of your
system. Your results from the PSE determine the size of the system.

«  The PASS server or servers must be deployed before doing the procedures in this

PASS section.

‘ »  PASS servers can be configured as redundant for HMI servers, data servers, and/or
alarm servers.

FﬂCtOl’YTﬂ'k Components The PASS hosts the FactoryTalk® Services Platform that provides a set of common services

(such as diagnostic messages, health monitoring services, and access to real-time data).
FactoryTalk software products and applications depend on these services in a PlantPAx®
system.

FactoryTalk Service Platform components for the PASS include:

Component

Description

FactoryTalk Administration Console

FactoryTalk Administration Console is a standalone tool for developing, managing, and securing multiple FactoryTalk View
applications.

On the Administration Console, delete old computer names from the FactoryTalk Directory. By deleting old computer names, the
FactoryTalk Directory contains current computer names only. Deletions also make sure that applications do not attempt to
communicate with computers that are no longer in the FactoryTalk Directory.

Required: Yes; a prerequisite on every PlantPAx® computer containing FactoryTalk software.

FactoryTalk Directory

FactoryTalk Directory provides a central lookup service for a PlantPAx system so all definitions do not have to exist in a single
physical project file. References that are saved by FactoryTalk Directory are used by FactoryTalk-enabled products and FactoryTalk
services to locate definitions when they're needed.

It allows clients to locate key configuration information such as system organization, server locations, and policy information.
FactoryTalk Directory provides a common address or phone book of factory resources that are shared among FactoryTalk-enabled
applications in a distributed system.

Required: Yes

FactoryTalk Activation

FactoryTalk Activation services provide a secure, software-based system for activating Rockwell Software® products and managing
software activation files.

Required: Yes; a prerequisite on every PlantPAx computer containing FactoryTalk software. Activation file access is required for
continuous use of FactoryTalk software otherwise a 7-day grace period is started.

Placement: A PASS is recommended location to bind and place the license files. Other servers and workstations can refer to the PASS
location for floating or time borrowed activations. For more robust applications, activate each server locally to remove the dependency of
remote license access.
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Component

Description

FactoryTalk® Security

FactoryTalk Security centralizes user authentication and authorization at the FactoryTalk Directory.

The users and groups are similar in their management to Active Directory and can be linked to the Active Directory. This centralized
authentication and access control allows for a ‘single user sign in’ experience when using FactoryTalk enabled products.
Required: Yes

Placement: Same server that is hosting the FactoryTalk Directory.

FactoryTalk® Diagnostics

FactoryTalk Diagnostics collects and provides access to activity, status, warning, and error messages generated throughout a
FactoryTalk system.

Required: Yes

Placement: Yes; a prerequisite on every PlantPAx computer containing FactoryTalk software.

FactoryTalk Alarms and Events

FactoryTalk Alarms and Events provides system-wide alarm monitoring and control centralized at the FactoryTalk Directary.
Required: Yes

Placement: Alarm and Events Server on the PASS

FactoryTalk Historian Live Data
Interface

For Large Systems with distributed data servers and Histarian, you can configure FactoryTalk Historian Live Data Interface on your
local computer (the computer on which the FactoryTalk Historian SE server is installed). However, we recommend that you always
install FactoryTalk Historian Live Data Interface on the computer that has the data server installed.

For more information, refer to Verify the FactoryTalk Historian Live Data Local Interface in the FactoryTalk Historian SE Installation
and Configuration Guide.

System SQL Server
Deployment

48

Before configuring the PASS server, confirm that the SQL Server deployment has been
completed and is accessible via the PASS server. This is required to ensure that Alarms and
Events can be recorded in the SQL Database. Additionally, Batch server and Asset Management
server will also create a DB in the SQL Server. PlantPAx requires the following SOL features to
be enabled to ensure that data recording is possible.

Instance Features
» Database Engine Services
»  SOL Server Replication
»  Full Text and Semantic Extractions for Search
« Data Quality Service
»  Analysis Services

Shared Features
« Data Quality Client
»  Client Tools Connectivity
+ Integration Services
»  Client Tools Backwards Compatibility
+  Client Tools SDK
»  Documentation Components
+  SOL Client Connectivity SDK
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Configure the PASS

Configure the PASS for standalone or distributed connectivity.
«  Specify the location of the FactoryTalk Directory
«  Configure the FactoryTalk Directory
+  Run the Windows® Firewall Configuration Utility
« Configure FactoryTalk Activation servers

Specify FactoryTalk Directory Location

Every computer must know whether to use its own local directory or to use a network
directory on a remote computer. Do the following for each computer in the system.

1. Go to Rockwell Software > FactoryTalk Tools > FactoryTalk Directory Server Location
Utility and specify the location.

« For a PASS-C, specify the LOCAL directory and for each OWS client
specify the PASS-C directory.

« Foradistributed system, specify the server that will host the directory.
Repeat for all other servers and workstations in the distributed system.

2. Restart each computer after specifying its directory location.

Configure the FactoryTalk Directory

Once you specify the FactoryTalk Directory location and restart the computer, configure the
FactoryTalk Network Directory or Local Directory on each computer.

1. Go to Rockwell Software > FactoryTalk Tools > FactoryTalk Directory Configuration and
select Network or Local or both, depending upon the perspective of the computer being
configured.

Enter the Windows Administrative account user name and password.
3. Inthe Summary, verify that the configuration was successful.

f@ FactoryTalk Directory Configuration Wizard X

Summary

FactoryT alk Metwork Directory
Metwork Directory waz successfully configured on this local computer.
Metwork Directory Server iz located on ‘paze01’ remote computer.

FactomT alk Local Directany
Configuration successful.

e Y To reset a disabled FactoryTalk Security Administrator account, run this FactoryTalk
| | Directory Configuration Wizard again,

Ta close this wizard, click Close, Close | Help
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Run Firewall Configuration Utility

The FactoryTalk Services Platform includes a Windows Firewall Configuration Utility (WFCU) to
provide firewall port exceptions to incoming and outgoing processes that require remote
access. Run this utility on every computer that has installed FactoryTalk software.

1. Go to Rockwell Software > FactoryTalk Tools > Windows Firewall Configuration Utility.
And process-related exceptions are displayed at the bottom.

2. If needed, save a list of exceptions for future reference and the WFCU activity is logged
to C:\ProgramData\WFCU\WFCULog.txt

3. If no exceptions are needed, click Exit.

It's recommended to enable Windows Defender Firewall notifications to

%ﬁ) inform you of any additional applications that would be blocked.

Configure FactoryTalk Activation Servers

The FactoryTalk Activation Manager (FTAM) software is a prerequisite that is automatically
installed on every PlantPAx computer that contains FactoryTalk software.

For a PlantPAx system, the computer that hosts the FactoryTalk Directory, such as the PASS,
hosts the license files.

1. Go to Rockwell Software > FactoryTalk Activation > FactoryTalk Activation Manager and
select new activations, as needed.

2. After all new activations are generated, go to the Advanced Tab and click ‘Refresh
Server'.

FactoryTalk Activation Manager

" Refresh This Server

Configure CodeMeter Server

Home Manage Activations Advanced

= O X

The button below provides a convenient way to restart the activation servers running on this
computer. Refreshing the servers causes them to notice recent changes.

Server state: Running

Refresh Server

Configure all other computers to reference the PASS location.

1. Go to Rockwell Software > FactoryTalk Activation > FactoryTalk Activation Manager and
select Update Activation Search Path.

FactoryTalk Activation Manager

Home Manage Activations  Advanced

» Find Available Activations

— O X

Select the location that will provide your activations or add
a new activation location: Update Activation Search Path

| Path to Activations

| > Cillsers\Public\Documents\Rockwell AutomationiActivations

2. Select Add a server and enter the name or IP address of the license server (PASS01).
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Configure Servers on the

PASS

3. If there are no local activations, move PASSO1 to the top as the first location to search

for activations.

Update Sctivation Search Path >

Select the locations that will provide your activations or add a new activation location. Unchecked locations will not appear
on the list of search paths on the Find Available Activations page.

Selected  Path to Activations
3 PASSOT

Callsers\Public\Documentsh\Rockwell Autornation\Activations

Add Server Delete... Up Dawen Save Cancel

4, Update the search path on all computers that require an activation.

that run on the PASS.

»  HMI server - Stores HMI project components, such as graphic displays, and provides

these components to Operator Workstations (OWS) upon request.

« Data server - Accesses information from the process controllers and provides
information to servers and workstations in the PlantPAx system.

«  TagAlarm and Event server - Provides alarm information from the controllers and

servers to each OWS upon request.

The number of servers and how they're configured can impact the speed of system
communication. Servers can be simplex or redundant.

« Asingle HMI server is sufficient for most PlantPAx systems.
 Multiple data servers are common. By locating each in separate areas, tag lookup

performance is improved as an HMI server knows specifically which data server to

browse and can ignore others.

The following steps provide basic server creation on a single PASS. Large distributed systems

can require multiple servers running remotely in a more elaborate architecture.

Create a New HMI Project

This section provides a method to create your own project and then import the components

from the Graphic Framework.

1. Go to FactoryTalk® View Studio software > New and select an application type of View

Site Edition.

The application types are Local Station, Network Station, or Network Distributed.

A PlantPAx systems are Network Distributed applications, even when server
/)  components are consolidated on a standalone computer (PASS-C). The
exception is a process skid, where a Local Station application provides
sufficient functionality.

You now have a default application.
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Define Areas

Areas organize and subdivide applications in a network directory into logical and physical
divisions. Areas can be created for different processes within a manufacturing facility or to
group each server type. This name hierarchy can be visible externally, such as in the historian
or alarm database.

Server assignment helps optimize performance. To help prevent unpredictable search results,
do not insert a server into the application root path. Each server must be in its own area.

2‘ FactoryTalk View Studio - View Site Edition (Network Distributed)
File View Settings Tools Window Help
iWHe nsEo/f ANE I =y
=+0E Metwork (LOCALHOST)
C1f@ PlantPAx_HMI

:.we Runtime Security
: Scripts

« Alarm area folder stores the Alarm and Event server.
« Data area folder contains the data server.

ED ESE"'E" « HMI area folder stores FactoryTalk® View tags and
i @-Ee FactoryTalk Linx Instance 01 "
e Server2 displays.
B FactoryTalk Linx Instance 02
[EE ]
=g Tag Alarm and Events
. 5| Alarm and Event Setup

=B HMI
=-§8 HMI Server

System

HMI Tags
Graphics

Legic and Control
Data Log
RecipePro+

System

Use the Explorer window in FactoryTalk View Studio to add areas.
1. Go to the application and select New Area.

= FactoryTalk View Studio - View Site Edition (Network Distributed)
File View Settings Tools Window Help

FHe b s 02 ROE > e}

= Metwork (LOCALHOST)
@ Be ailA P
i 5 Delete

Add New Server >
Logical Name >
Backup...

Resource Editor...
Security...

Properties...

2. Create three Areas, one for each of the three main server types (DATA, FTAE, and HMI).

Explorer - HMI Server - 1 X

= Network (LOCALHOST)
Ee PlantPAx HMI
o Runtime Security
IT Scripts
E DATA
E FTAE
B HMI

IMPORTANT  Once you create an area, you can't change the name. You must delete
and recreate if you need to modify the name.

Do not use spaces in the Area name to achieve proper HMI functionality.
Do not put multiple servers in the root location of an area.

Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026



Chapter 3 Process Automation System Server

Add an HMI Server

All PlantPAx systems require an HMI server.

1. Go to the HMI area and select Add New Server> HMI Server. Each area can only contain
one HMI server.

Explorer - HMI Server - 30X
= Network (LOCALHOST)

=@ PlantPAx HMI
+-m8 Runtime Security

Security... OPC UA Server...

LT Scripts
Delete
New Area...
Add New Server > HMI Server
: Logical Name 3 Rockwell Automation Device Server (FactoryTalk Linz])...
OPC DA Server...
@ el Tag Alarm and Event Server...

Starting with FactoryTalk View SE 13.0, developers have the ability to add all process
library components to a new or existing HMI server.

Add HMI Server Wizard - Select Operation

Select the operation to be peformed.
(®) Create a new HMI server
[+] Add PlantPAx Library of Process Objects
() Copy an HMI server
O Import a project

() Mtach to an existing HMI server

| < Back | Mext = | | Cancel |

2. Enter a name, startup type, and specify the computer that hosts the service (for
example, PASS01).

3. (optional) Click the Redundancy tab to specify a secondary PASS.

Select startup items on the Components tab, such as data logging, derived tags, events,
and macros.

HMI Server Properties

General  Redundancy Componerts

|| HMI Server Properties

General  Redundancy ~Companents

Name: On startup components
| HMI Server
Description: Data logging:
| Derived tags:
Events:
Macro:
Computer hosting the server: 18
[Passo1
On shutdown macro:
Startup Type

(0 On demand (Redundancy will be disabled)

(@) Load and run startup components when operating system initializes

Project file {relative to server computer):

| C:\WUsers\Public\Documents\RSView Enterprise \SE\HMI Projects\HMI Server

Mumber of digplays: 50 Licensed maximum: 250

Cancel Apply Help

[ active macrio:

On standby macro:

Primary server

Run Statup Components

Stop &l Running Components

Secondary server

Run Startup Components

Stop &l Running Components

Cancel

Apply Help

5. Click OK.

Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026

53



Chapter 3 Process Automation System Server

Add a FactoryTalk ViewPoint Server

PlantPAx supports FactoryTalk Viewpoint for ISA-101 Level 1 through 3 displays. Level 4 displays
represent the Library of Process Objects faceplates which are not supported in FactoryTalk
ViewPoint when used with PlantPAx. PlantPAx recommends that any FactoryTalk ViewPoint
applications be designed as Read-Only for displays that are Level 1 through 3 per the ISA-101
standard. If there are more than 10 ViewPoint clients in a PlantPAx system, then a dedicated
FactoryTalk ViewPoint server is recommended. An Operator Workstation Application Server
can support up to 10 ViewPoint clients. The total number of visualization clients on a single
Operator Workstation Application Server should not exceed 10. For example, a single server
could include 5 Viewpoint clients and 5 FactoryTalk View SE clients for a total of 10
visualization clients.

FactoryTalk ViewPoint is included as part of the installation of FactoryTalk View. Review the
FactoryTalk ViewPoint Quick Start Guide FTVP-0S002 for more information.

Add the Alarms and Events Database

The data servers and the alarms and events servers can log alarm and event history to a SQL
database. You must create this database before you can enable logging to the servers.

1. Use either FactoryTalk View SE Studio or the FactoryTalk Administrative Console to add
a database connection.

Action Groups

Palicies

Computers and Groups

&z MNetworks and Devices
Users and Groups
Connections

Databiases]

Add Database Connection...

Pel
Security...

2. Configure the database connection properties.
« Type: FactoryTalk Alarm & Events History Database
« Definition name: (new or existing)
« Server that hosts your SQL database: (local or remote)
« SQL database authentication
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« Database name (new or existing)

Database Connection Properties X
Database Connection  Alarms Size Management  Alarms Advanced settings

Database bype:

| FactoryTalk Alarm & Events History Database ~ Show Usage. .,

Definition name:

|

Server nameljnstance: 0

| AppServ-SOLIMSSQLSERVER, |

Lagin to database

Authentication: SOL Authentication ~
User name: | Bl |
Password: | sessnnane |

Database name:

[Flantpa Frae | |

Test Connection o Succeeded

Ok Cancel Apply Help

If the database does not exist, you get a prompt when you click OK. Click YES to
create the database.
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Add a Data Server (FactoryTalk Linx)

A FactoryTalk Linx data server is required to communicate to controllers.

1. Go to the Data area and select Add New Server > Rockwell Automation Device server
(FactoryTalk® Linx).

Explorer - HMI Server - 3 x
= Network (LOCALHOST)
=@ PlantPAx HMI
+-m8 Runtime Security
LT Scripts

Delete

New Area...

"ﬂj Add New Server > HMI Server
.';‘ il: Fogieal Naing 5 Rockwell Automation Device Server (FactoryTalk Linz])...
o OPC DA Server...
|'+] leEsmafEin: Tag Alarm and Event Server...
'_*3 Security... OPC UA Server..,
&

2. Enter a name, startup type, and specify the computer that hosts the service (for
example, PASSO1).

3. Create afirst or second instance Data server (FactoryTalk Linx), each in its own area.

Enter a name, startup type, and specify the computer that hosts the service (for
example, PASS01).

(optional) Click the Redundancy tab to specify a secondary PASS.

On the Alarm and Events tab, enable alarm and event support and enable history.
Enable server-assigned priorities and configure as required.

Enable history to configure alarm and event logging.

=

FactoryTalk Linx Server Properties X FactoryTalk Linx Server Properties *

General Redundancy Alams and Evertts General Redundancy Alams and Everts

Name & Eriable alam and evert support
FactoryTalk Linx Instance 01 Prioritiss

Enable server-assigned priorties

Description Severity Range

I Prioity Low High
Urgent -751 -T 000
High
Medium 251 500
o ]

Computer hosting the Factory Talk Lirx server.

&|PASSD1 F— Alam and Event History
Enable history
Server Type Database definttion:

Factory Talk Lirx Instancel Server
Computer name

Database name:

Cache file path
|C'-ngmmDa13'-Rnckwell "Alarms

Log languages: Default language:
English (United States... ~ English (United States), & ~
Cancel Aoply Help Cancel Apply Help

IMPORTANT  FactoryTalk Linx Instance02 is an independent service on the
Windows operating system that is designed to allow applications
to increase tag, data, and client capacities without impacting the
performance of the first instance (also an independent service).

Instance02 is not supported on FactoryTalk View SE local station
and is limited to an Ethernet driver.

For information on verifying the data server, see Appendix C, PlantPAx Deployment
Recommendations and Verification Toal.
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Once the data server is created, configure device shortcuts to controllers and subscribe to the
data server. Select All Alarms & Events Notification Messages to support Logix tag-based
alarms and automatic diagnostic messages.

ERPROIRE T b Rl = | Communication Setup - RNA//SGlobal/PlantPAx_HMI/DATA Server 1/FactoryTalk Link Instance 01 ':-c-
(18 Newwerk (LOCALHOST) e e T
= Bo PlantPly HM| i = ey

-= Runtitne Security A} SoRnmtn w0 190.168.1.109, 17SE-ENETR, 1756-ENTRIC

LT Serpts . s 192.1681,110(192.768.1,108), 1756-EMZTR, -

- Sl DATA & j 192, 168.1.111, 1756-EMETR 1756-ENETR/C

B Server1 Ol | 152.168.1.112; 5069-L380ERP, KA LIE Proce
= e FactoryTalk Linx Instance 01 Mode: Online Not Browsing
offeemuniaion ] |
= wl Senverd Ciffine Tag Fie
i FTAE etk Tigw [Processce
£ gl
+ g2 HMI Loght B ded Tog
Systern _
Action Grousps I Unioad ol etersded tag properties

Palogaes

+ Cornputers and Group: T "
&5 Mebworks and Devices o Tt T ?O-Narm 1 Events Mokfic shion Messasges

Add a Data Server (OPC UA)

An OPC UA data server is required to communicate with OPC UA devices for supervisory use
cases. This is not required if using OPC UA to communicate at the controller level only. This
server type supports OPC UA data and OPC UA Alarms and Conditions.

1. Use the Explorer window in FactoryTalk View Studio to add a new area for the OPC UA
server.

Go to the new area and select Add New Server > OPC UA Server.

3. (optional) Click the Help button for more information about configuring the OPC UA
server.

4. Enter a name and specify the computer that hosts the service. It's a best practice to
host the OPC UA server on a dedicated computer with no other FactoryTalk servers.

(optional) Enable option to keep configuration when service is uninstalled.

(optional) Enable redundancy option if using a secondary server. Click the Redundancy
tab and specify a secondary server.

1. Click the OPC UA Servers tab.
Enter a name for the OPC UA server. Specify an Endpoint URL for the server.

(optional) If Redundancy is enabled and using a different standby URL, click the
(Secondary) tab and specify a standby URL. Otherwise, enable the option to utilize the
same URL as primary.

10. Specify Security settings for the OPC UA server.

1. Specify Authentication Settings for the OPC UA server.

12. Specify Data Access settings for the OPC UA server.

13. (optional) Enable alarm support and History in the Alarms Settings.

14. Specify Diagnostic Logging settings for the OPC UA server.

15. (optional) Click Add and repeat previous steps for any additional OPC UA servers.

16. (optional) Click the Certificate Management tab to manage access and certificates for
the OPC UA servers.
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For information on verifying the data server (OPC UA), see Appendix C.
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Add an Alarm and Events Server

An alarms and events server is required for server tag-based alarms.
1. Go to the FTAE area and select Add New Server > Tag Alarm and Event Server.

Explorer - HMI Server - 30X

=08 Network (LOCALHOST)
=@ PlantPAx HMI

+-m8 Runtime Security
& LT Seripts
= 1]
i Delete
New Area...
; E Add New Server % HMI Server
el H B .
S Fogical My o Rockwell Automation Device Server (FactoryTalk Linz]...
= OPC DA Server...
i Resource Editor...
[E2 Tag Alarm and Event Server...
Security... OPC UA Server...
&

2. Enter a name, startup type, and specify the computer that hosts the service (for
example, PASSO1).

3. (optional) Click the Redundancy tab to specify a secondary PASS.
4. Click the Priorities and History tab and enable server-assigned priorities.
5. Enable history to configure alarm and event logging.

Tag Alarm and Events Properties > || Tag Alarm and Events Properties x
General Redundancy Priorities and History General Redundancy Friorities and History
Name: Priorities
Tag Alam and Events Enable server-assigned pricrities
Diescription: Severity Range
Priority Low High
Urgert
e
Medium
Computer hosting the alarm server:
| PS50l v Low

Startup type
Alarm and Evert History

Enable histary
Database definition:

(®) Load when operating spstem initializes

(Crwhen first client connects [Redundancy will be disabled)

Computer name:
Database name
Cache file path:
‘C:\ngmmData\RockwellWarms |

Log languages:

[ English (United States), en-UIS “|
Cance! Aoply Help Cancel Apply Help
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Add a Resource and Status Server

The FactoryTalk Resource and Status Server provides diagnostics and statistics for
Application Servers and Workstations. No more than 20 Resource and Status servers should be
configured in a single PlantPAx application.

1. Each Resource and Status Server should have its own area. Once the area is created,
select Add New Server > Resource and Status Server.

B E Status
=B APPOY Delets
[ B APPOY Mew Area...
i APROY Add Mew Server HMI Server
[ B APPOY . L ] . ] .
E APPOY Discower Histarian Points... Rockwell Autornation Device Server (FactoryTalk Line..,
& APPOY Add Individual Histarian Points... OPC D& Server...
- E APPOY Logical Name N Resource and Status Server..,
= E APPOY Tag Alarm and Event Server...
L . iEES: Reperme (B OPC LA Server (FactoryTalk Lin OPC L& Connector)..
[+ .
o APPOY Secutity..,
i APPOY Properties...
wE APPOY 5o
B oacerT

2. Enter a name and specify the computer.

FactoryTalk Resource and Status Server Properties *

General  Process  Devics Status

Mame

FactoryT alk_Resource_and_Status_Server

Description

Interval between update cycles [seconds)

| 5

FactoryT alk Resource and Status Server computer

&| Browse

Enable data from FactorT alk Diagnostic Counter Monitor

Enable data from workstation and processes monitoring

Enable Ethemet device status detection

o Flace each FactoryT alk Resource and Status service in a separate area to optimize data reference lookup.

Cancel Apply Help

3. Click the Help button for more information on all the configuration options.
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Configure DataLogPro

DatalogPro is optional and can be used for historical data and trending. DataLogPro also
supports remote InfluxDB databases that have been configured in the FactoryTalk Directory. If
using FactoryTalk Historian, See Canfigure Historian Data Collection on

1. Open FactoryTalk View Studio and open a new or existing application. If an HMI server
does not already exist in the application, then add an HMI server by following the
procedure from the “Add an HMI Server” section.

2. Double-click the DataLogPro option under the HMI server.

=3 HMIServerdl
Sl System

Displays
[ Global Objects
- Symbol Factory

=
[ X Plat Templates
Logic and Cantral

The DataLogPro editor will open.

T . s Vorr e beeimecs | b et o -

3. New log groups can be added on the left. Select the log group to configure the trigger
properties to log data. The options are Periodic, On Change, and On Demand. Periodic
trigger will log data based on the defined interval. On Change trigger will log data only
when the value has changed according to the deadband configuration. On Demand
trigger will log data only when the FactoryTalk View command DatalLogSnapshot is
issued. For trending, it is recommended to use periodic trigger.
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4, Tagvalues can be added to a log group on the right. Use the filter to search. Tags can

be dragged and dropped into a log group.
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5. Click the save icon to save the DataLogPro configuration. The DataLogPro configuration

can be exported or imported.
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6. For more information, click the help icon in the upper right corner.

W DatalogPes (PPl DO SHME S rverires .
AL i@m @'
Log grovps Hewtegap 1) s propertes v 2|
3 Miing 3 o fitl
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b O MALIVMACapE
* & WalPYMaCapt

" O WaLivEUNn

PERERARARREER

B 7o Componants
B colusng
+ 908 =

Now that your servers are organized into areas, you're ready to start developing your
HMI application.

.‘-A FactoryTalk View Studio - View Site Edition (Network Distributed)

File View Settings Tools Window Help

‘EHE he T8 ANE i n Y

=/ Metwork (LOCALHOST)
g PlantPix_HMI
Runtime Security

Scripts

k| DATA

; FactoryTalk Linx

E

Tag Alarm and Events
efan]

58 HMI Server

System

HMI Tags
Graphics

- E--

Legic and Contrel
Data Leg
RecipePro+

E--E

System

For HMI application details, see the PlantPAx Display and Library Guidelines Reference Manual,
publication PROCES-RM200. This document describes bath a holistic Graphic Framework as
well as each individual component
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Redundant Server
Considerations

Redundant HMI, Data, and Alarm servers provide higher availability on a network distributed
architecture. Primary and secondary servers are hosted on different PASS servers where
control can be switched between them.

When implementing a primary and secondary server (PASS02A and PASS02B), we recommend
that you use a single PASSOT(non-redundant) to host the FactoryTalk Network Directory and
FactoryTalk Activations. By using the PASSO1, these common components are still accessible
in case one of the redundant servers is unreachable.

Access the Redundancy tab of each servers' properties to enable redundancy and specify the
secondary server.

HMI Server Properties x

Generall Redundancyll Componerts

Provide redundancy using a secondary server I
Econgay server
Cornputer hosting the server.
[Passoze

Startup type:
Load and run startup components when operating system initializes

Mumber of displays:  Unknown Licensed masimum: Unknown
Switchover options

® Continue using the secondary server even when the primary server
becomes available again

() Switch aver to the primary server when it becomes available

Replication

Replicate Active to Standby...

Cocel || oy | e
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Remote Desktop Services

This optional section describes how to use Remote Desktop Services (RDS) to access
FactoryTalk applications, such as thin clients.

Use Default Terminal Client

You have two server options to specify how each remote terminal identifies itself to
FactoryTalk Security: terminal client or server computer; terminal being the default.

1. Navigate to Rockwell Software>FactoryTalk Administration Console.
2. Under System>Policies>System Policies, double-click Security Policy.

3. Onthe Policy Settings dialog box under Computer Policy Settings, leave terminal client
as the default for remote desktop services to be available and select OK.

= (10 Product Policies
=23 System Policies
+ ([ FactoryTalk Alarms and Events
Application Authorization
ser Rights Assignment
ve Data Policy
ealth Monitaring Policy
udit Polic

=@

% =5 Networks and Devices

rd FactoryTalk Administration Console = =] 22
File View Tools Window Help
Explorer .
=<5 Network (PASSOT) Security Policy Properties X
=3 System Policy Settings
(2 Action Groups
/&3 Policies 'fil

Logon sessicn lease

Account lockout threshold

Account lockout auto reset

Keep record of deleted accounts

Show deleted accounts in user list
= Computer Policy Setfings
Require computer accounts for all clisnt machines
Identify terminal server clients using the name of
& Directory Protection Policy Setfings

Support non-secure clients

Audit non-secure client connecticns

Directory cache expiration

1 hour ~
Oinvalid logon attempts

15 minutes

Disabled

Disabled

Enabled

Server computer
==

0 hours before expiration

Select Server computer from the pull-down menu and click OK if you want external
client computers to be able to log in to the FTD without any pre-configuration. This

option, however, does not let you track specific actions from the terminal client.

Audit Security Actions

You can enable an audit to track configurations and security.
1. Navigate to Rockwell Software>FactoryTalk Administration Console.
2. Under System>Policies>System Policies, double-click Audit Policy.

3. Under Audit Policy Settings, select Enabled from the Audit security access failures
dropdown menu and select OK.

Policy Settings

Audit Policy Properties

[CES ¥4

4 Audit Policy Settings

Audit changes to configuration and control system

Enabled

Audit security access failures
Audit security access successes

Audit secunity access failures

and is denied access.

Determines whether to generate an audit message when a user attempts an action

Enabled
Disabled

Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026



Chapter ll'

Network Infrastructure

The PlantPAx® Distributed Control System supports several network topologies to meet
specific needs. The following sections summarize the recommended network topology
designs with more detail available by following the referenced links to the details provided
later in this chapter.

You need to know which of the following are in your system:
Domain controller or workgroup
PASS or PASS-C

Before you design and implement a PlantPAx network infrastructure, you should:
Have experience with VLAN and IP schemes.

Have a network design that defines the requirements for the supervisory and control
networks in the PlantPAx system.

Be familiar with how to use the Express Setup and Device Manager utilities to configure
and configure Stratix® switches.

Be familiar with the Cisco 10S® command-line interface (CLI).

Verify that no fixed IP is assigned to the workstation that is being used to configure the
switch. You want the switch to manage the IP address configuration in your computer.

For more information, see these additional resources.

Resource

Description

Network Device Library, Publication DEVICE-RM400

Device Object Libraries enable you to easily interface with Rockwell Automation® intelligent devices like drives,
mation, network switches, sensors, 10 and more.

Stratix Managed Switches User Manual,
publication 1783-UM0Q7

Describes how to build, configure, and troubleshoot Stratix switches.

Stratix 5200 and Stratix 5800 Managed Switches,
publication 1783-UM012

Describes how to configure, manage, and troubleshoot Stratix® 5200 and Stratix 5800 managed Ethernet
switches and expansion modules.

Converged Plantwide Ethernet (CPwE) Design and
Implementation Guide, publication ENET-TDOO1

Describes tested and validated industrial network architectures, recommendations and best practices, including
network resiliency and security.

EtherNet I/P Parallel Redundancy Protocol Application
Technique, publication ENET-AT006

Describes how you can configure a PRP network with a compatible device or switch.

EtherNet I/P Device Level Ring Application Technique,
publication ENET-AT007

Describes DLR network operation, topologies, configuration considerations, and diagnostic methods.

Deploying a Resilient Converged Plantwide Ethernet
Architecture, Publication ENET-TDO10

Describes how to design and deploy a resilient plant-wide or site-wide LAN architectures for IACS applications.

Deploying Device Level Ring within a CPwE
Architecture, publication ENET-TD015

Describes how to design and deploy DLR technology with IACS device-level, switch-level, and mixed device/
switch-level ring topologies across OEM and plant-wide or site-wide IACS applications.

Deploying Scalable Time Distribution within a
Converged Plantwide Ethernet Architecture, publication
ENET-TDO16

Describes how to design and deploy Scalable Time Distribution technology throughout a plant-wide Industrial
Automation and Control System (IACS) network infrastructure.

Deploying Parallel Redundancy Protocol within a CPwE
Architecture, publication ENET-TD021

Describes how to design and deploy PRP technology with redundant network infrastructure across plant-wide or
site-wide IACS applications.
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i i mart devices on PlantPAx system architectures communicate on the EtherNet/IP network via
Network Configuration Smart d PlantPAx syst hitect te on the EtherNet/IP network
Preparation Stratix and Cisco switches. These managed switches provide a secure switching
infrastructure for harsh environments. You can connect the switches to network devices such

as servers, routers, and other switches. In industrial environments, you can connect Ethernet-
enabled industrial communication devices, including controllers, human machine interfaces
(HMIs), drives, sensors, and I/0.

The Ethernet network provides the communication backbone for the supervisory network for
the workstations, servers, and the controllers:

«  Configure all communication interfaces to operate at the fastest speed possible for
your hardware configuration, full-duplex for 100/1000 network adapters. See Important
for autonegotiate settings.

IMPORTANT  Use of autonegotiate settings is recommended to reduce chance
of mis-configuration and failures. However, it's desirable to
operate at the fastest speed possible at full-duplex. We
recommend verifying your switch settings during commissioning
to make sure that the system was able to autonegotiate properly.
The speed and duplex settings for the devices on the same
Ethernet network must be the same to avoid transmission errors.

» Select the cable type based on environmental conditions.

Type Details

« Long distances
« Near high magnetic fields, such as induction-heating processes
Fiber-optic « For extreme high-noise environments
« For poorly grounded systems
« For outdoor applications

« Use Category 5e, 6, or 6a cables and connectors

Shielded twisted-pair « Use termination sequence 568A for industrial applications

Follow these guidelines for devices on the EtherNet/IP network:

« Make sure that an I/0 module RPI is two times faster than the periodic task that you're
using.

« The number of devices can affect the CIP™/TCP count differently. Never use more than
80% of the available connections for the communication modules.

»  Consider packets per second for performance if you use many devices.

- 1/0 packets per second (pps) describes an implicit message rate (Class 1). An 1/0
communication use approaching or above 80% can necessitate an adjustment to
the RPI.

- HMI packets per second (pps) describes an explicit message rate (Class 3).
FactoryTalk Linx® connections and message instructions generate CIP traffic. HM
traffic is TCP-based, not UDP-based.

- The combination of implicit and explicit messaging provides the total use for a
device. If you add implicit messaging (I/0), it takes bandwidth from the HMI because
it has higher priority than HMI messaging. The combination of CIP implicit (highest
priority) and CIP explicit (second priority) can't exceed 100% use.

» Use compatible keying on communication modules. Where required, such as in
validated industries, you can use an exact match for keying.
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Recommended VLANs

Subnets segment the devices in a network into smaller groups. The IP address and associated
subnet mask are unique identifiers for the switch in a network.

The following table of recommended VLANS segments the system and recommends IP address
ranges. Use these recommendations with the topology worksheet to segment your system.

. PROCES-RD100 contains the recommended topology and switch settings.
O Download the spreadsheet and use the tab that is referenced in each step.

Table 4 - Descriptions for VLANs and Ethernet Address Rangesm

VLAN ID (Name) EtherNet/IP Address Range Description
1 N/A Not used
. 2) Not to have any assigned IP addresses
300 (Native VLAN N/A Nk Native for Control and Supervisory
172.18.0.1 Default gateway
;Oa%gcg%ﬁreor!tnsm%k 172.18.0.2 172.18.0.9 VLAN routing - switch addresses (to be utilized for Layer 3 switches)
172.18.0.10 172.18.0.253 Application - switch addresses
172.18.11 N/A Default gateway
501(Control network - Default) |172.18.1.2 172.18.1.9 VLAN routing
17218]2...]110 172.18]...9].253 Ethernet interface between controllers and system applications.
02..509 17218]2...11 172.18]..9]1 Default gateway
502...509 (Additional Control :
network VLANs for 10 and MCC) 1721812...]12 172.18]..9].9 VLAN routing
172.18[2...]10 172.18]...91.253 Ethernet interface between controllers, /0 modules, and MCCs (fixed)
) 172.200.1 N/A Default gateway
E]Oa[:]gl-(ljrglmteonntt{loLIA+N?uperwsory 172.200.2 1722009 VLAN routing - switch addresses (to be used for Layer 3 switches)
172.20.0.10 172.20.0.253 Application - switch addresses
172.20.11 N/A Default gateway
172.20.1.10 N/A Domain/DNS primary server
601(HMI Control network + 172.20.111 N/A Domain/DNS secondary server
Supervisory network - -
wired network) 172.20112 172.20.1.99 Servers and workstations (DHCP)
172.20.12 172.20.19 VLAN routing
172.20.11 172.20.1.25 Workstation interface
) 172.20.2.1 N/A Default gateway
a?fefggfﬁ;‘{';g%“““’”k T [m2022 1722029 VLAN routing - switch addresses (to be used fro Layer 3 switches)
172.20.2.10 172.20.2.253 Mobile interface
603 (External - untrusted 172.20.3.1 N/A Default gateway
network) T — n
Note: From IDMZ (industrial 172.20.3.2 172.20.3.9 VLAN routing - switch address (to be used for Layer 3 switches)
demilitarized zone) 172.20.3.10 172.20.3.253 External interface

(1) The referenced IP Addresses can be changed for your system requirements.
(2) Al networks do not need to use a dedicated management VLAN, but it's a good practice. Many times, a supervisory VLAN is the same VLAN as the management VLAN.

Command-line Interface (CLI)

Along with Device Manager and Logix Designer applications, you can use the Cisco 10S®
command-line interface (CLI) to manage the switch. This interface enables executes Cisco 10S
commands by using a router console or terminal, or by using remote access methods. You can:

»  Connect directly to the switch console port
«  Enable Secure Shell (SSH) or Telnet in Device Manager

For more information about how to use the CLI, see https://www.cisco.com/.

Stratix 5200 and Stratix 5800 provide CLI access via the WebUI. The Command Line Interface
can be accessed within the Administration menu in the WebUI.
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Redundant PRP Topology Parallel Redundancy Protocol (PRP) is defined in international standard IEC 62439-3 and
provides high-availability in Ethernet networks. PRP technology creates seamless redundancy
by sending duplicate frames to two independent network infrastructures, which are known as
LAN A and LAN B.

A PRP network includes the following components.

Component Description

LAN Aand LAN B Redundant, active Ethernet networks that operate in parallel.

Double attached node (DAN) | An end device with PRP technology that connects to both LAN Aand LAN B.

An end device without PRP technology that connects to either LAN A or LAN B.

Single attached node (SAN) A SAN does not have PRP redundancy.

Redundancy box (RedBox) ﬁostvt\:i}_cl\hNML’\nahnERle\}ﬂeEhn0|0gy that connects devices without PRP technology to

Virtual double attached node An end device without PRP technology that connects to both LAN A and LAN B

(VDAN) through a RedBox.
A VDAN has PRP redundancy and appears to other nodes in the network as a DAN.
Infrastructure switch A switch that connects to either LAN A or LAN B and isn't configured as a RedBox.

Redundancy uses Hot Standby Router Protocol (HSRP). HSRP lets you configure two or more
routers as standby routers, but only one router is active at a time.

Additional Resources for PRP Topology

For more information, see these additional resources.

Resource Description

Deploying Parallel Redundancy Protocol within a CPwE | Highlights key IACS application requirements, technology, and supporting design considerations to help
Architecture, publication ENET-TD021. with the successful design and deployment of PRP applications.

EtherNet/IP Parallel Redundancy Protocol, Describes how you can configure a Parallel Redundancy Pratocol (PRP) network with a compatible device
publication ENET-AT006 or switch.

EtherNet/IP Network Devices User Manual, : : : : .

publication ENET-UMO0G Explains Logix 5000° tools that are used in EtherNet/IP topologies and network operation.

Describes the hardware installation.
Describes how to update software.
Lists the recommended software downloads.

Describes how to configure the switch.

Cisco Catalyst® 9300 Series Switches
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Switch Configuration ina The following figure shows an example PRP topology. The numbers circled in red match the

Redundant PRP Topology sequential instructions below the example.
Figure 3 - Redundant PRP Topology Example

Supervisory Network (VLAN 601) Operator and
Control Network I/0 (VLAN 502) .
Control Network MCC (VLAN 503) I I I il Workstations

Trunk - (Native VLAN 300)
Secondary Connection
Logix Redundancy (RM)

HSRP (Configuration Redundancy) @
Layer 3 Routed Point-to-Point Application Servers
(Hypervisor)

= EtherChannel
0 RedBox (PRP)
O O LNA/LANBPRP)

@  (CscoStack Member

LAN A
LAN B

EWS/0WS

PROCES-RD100 contains the recommended topology and switch settings.
@ Download the spreadsheet and use the tab that is referenced in each step.

WARNING: Do not connect switches together before the network is fully
configured.

1. Configure the Cisco stack switches.
See the "1 PRP Cisco Stack Switch’ tab in the topology worksheet.xIsx.
a. Connect to distribution switches
b. Connect to application servers
For stacking guidelines and cabling considerations, see Cisco user documentation.
2. Configure the HSRP distribution switches.
See the 2 PRP HSRP Switch' tab in the topology worksheet.xIsx.
a. Connect distribution switches to the core stack
b. Configure PRP
3. Configure the LAN A/B access switches.
See the 3 PRP LAN A B' tab in the topology worksheet.xlsx.
4. Configure the RedBox switches.
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See the ‘4 PRP RedBox Infrastructure’ tab in the topology worksheet.xIsx.
5. Add PRP devices or skids.

See the user documentation for your devices on how to configure
PRP settings.

For examples, see Figure 4.
6. Verify the PRP configuration.

See the b PRP Verification tab in the topology worksheet.xIsx.
Figure 4 - PRP Skid and MCC Lineup

PRP Skid - Simplex Connected to Either LAN A/B PRP Skid - Connected to LAN A and LAN B
LANA LAN B LAN A LANB
cs E |
Cskd | T T T T T sl
RedBox VDAN
Support

LAN A LANB
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Resilient DLR Topology

Device Level Ring (DLR) is an EtherNet/IP protocol that is defined by the Open DeviceNet®
Vendors' Assaciation (ODVA). DLR provides a means to detect, manage, and recover from single
faults in a ring-based network.

A DLR network includes the following types of ring nodes.

Description

Ring supervisor

A ring supervisor provides these functions:

« Manages traffic on the DLR network

« Collects diagnostic information for the network

A DLR network requires at least one node to be configured as ring supervisor.
By default, the supervisor function is disabled on supervisor-capable devices.

Ring participants

Ring participants provide these functions:

« Process data that is transmitted over the network.

« Pass on the data to the next node on the network.

« Report fault locations to the active ring supervisor.

When a fault occurs on the DLR network, ring participants reconfigure
themselves and relearn the network topology.

Redundant gateways
(optional)

Redundant gateways are multiple switches that are connected to a single DLR
network and also connected together through the rest of the network.
Redundant gateways provide DLR network resiliency to the rest of the network.

Consider the following if you choose this topology:

Depending on firmware capabilities, both devices and switches can operate as
supervisors or ring nodes on a DLR network. Only switches can operate as redundant
gateways.

Multiport EtherNet/IP devices that are equipped with DLR technology connect directly to
neighboring nodes and form a ring topology at the end devices. If a break in the line is
detected, the network provides an alternate routing of the data to help recover the
network at fast rates.

All'end devices that are tightly coupled to a controller must be a part of the same
embedded switch topology. This peer-to-peer architecture reduces the physical
amount (and therefore cost) of cabling.

Enhanced diagnostics that are built into DLR-enabled products identify the point of
failure, helping to speed maintenance and reduce mean time to restoration.

The DLR ring supervisor maintains a loop-free topology by blocking

port 2 of the embedded-switch device. If the supervisor detects a fault in the network,
it unblocks port 2 until the fault is corrected. It's important to remember to enable a
ring supervisor before closing the DLR ring. If the ring closed before the supervisor is
enabled, a bridge loop results, which generates a broadcast storm.

Additional Resources for DLR Topology

For more information, see these additional resources.

Resource Description
EtherNet/IP Device Level Ring, publication ENET-ATO07 Eqisﬂc]roitézs DLR network operation, topologies, configuration considerations, and diagnostic

EtherNet/IP Network Devices User Manual, publication ENET-UMO06

Explains Logix 5000 tools that are used in EtherNet/IP topologies and network operation.

Figure 5 shows an example DLR topology. The numbers circled in red match the sequential
instructions below the example.
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Figure 5 - Resilient DLR Topology Example
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< EtherChannel
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Switch Configuration ina Switch configuration in a DLR topology follows the workflow that is shown

Resilient DLR Topology in Figure 5.

PROCES-RD100 contains the recommended topology and switch settings.
@ Download the spreadsheet and use the tab that is referenced in each step.

WARNING: Do not connect switches together before the network is fully
configured.

1. Configure the Cisco stack switches.
See the T DLR Cisco Stack Switch’ tab in the topology worksheet.xIsx.
a. Connect to distribution switches
b. Connect to application servers

For stacking guidelines and cabling considerations, see the Cisco user
documentation.

2. Configure the gateways.
See the 2 DLR Gateway Switch'’ tab in the topology worksheet.xIsx.
3. Configure the ring access switches.
See the "5 DLR Ring Switch’ tab in the topology worksheet.xIsx.
4. Add DLR devices or skids.
See the user documentation for your devices on how to configure DLR settings.
For examples, see Figure 6.
5. Verify the DLR configuration.
See the 4 DLR Verification' tab in the topology worksheet.xIsx.
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Figure 6 - DLR Skid and MCC Lineup
DLR Skid - Simplex Connected to DLR Ring DLR Skid - DCS Integration

DLR Member DLR Member DLR Member

Skid access switch
is DLR member

DLR MCC - Simplex Connected to DLR Ring DLR MCC - DCS Integration

DLR Member DLR Member DLR Member

Ring (DLR) Mee
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Simplex - Star Topology In a star topology, access switches serve as an uplink from the servers to the workstations.

Layer 2 switches also send information packets at the controller level from the end devices.
With multiple network levels, access switches control the flow of information to make sure
that packets are delivered to the correct network level.

Figure 7 shows an example simplex star topology. The numbers circled in red match the
sequential instructions below the example.

Figure 7 - Simplex - Star Topology Example
Supervisory Network (VLAN 607)

Operator and —— Control Network (VLAN 501)
% Engineering
Workstations

Trunk - (Native VLAN 301)

Application Servers

(hypervisar)
EWS/0WS
Consider the following if you choose this topology:

»  The first switch that Rockwell Automation equipment touches must have IGMP snooping
enabled. IGMP snooping enables switches to forward multicast packets to ports that are
only part of a particular multicast group.

Additional Resources for Simplex Star Topology

For more information, see these additional resources.
Resource Description
Stratix Managed Switches User Manual, Describes the embedded software features and tools for configuring and managing the Ethernet managed
publication 1783-UM0Q7 switches.
Stratix 5200 and Stratix 5800 Managed Switches, Describes how to configure, manage, and troubleshoot Stratix® 5200 and Stratix 5800 managed Ethernet
publication 1783-UM012 switches and expansion modules.
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Switch Configuration ina Switch configuration in a simplex topology follows the workflow that is shown
Simplex Topology in Eigure 7

WARNING: Do not connect switches together before the network is fully
configured.

PROCES-RD100 contains the recommended topology and switch settings.
Download the spreadsheet and use the tab that is referenced in each step.

1. Configure the Cisco stack switch.
See the ‘1 Simplex Cisco Stack Switch' tab in the topology worksheet.xlsx.

For stacking guidelines and cabling considerations, see the Cisco user
documentation.

2. Configure the access switches.

See the 2 Simplex Access Switch’ tab Simplex Switches tab in the topology
worksheet.xIsx.

3. Add simplex devices.

See the user documentation for your devices on how to configure
network settings.

For examples, see Figure 8.
4. Verify the Simplex configuration.

See the '3 Simplex Verification’ tab in the topology worksheet.xIsx.

Figure 8 - Simplex Skid and MCC Lineup

Skid - Simplex Connected to Simplex DCS MCC - Connected to Simplex DCS

0cs
S —————— e ————————

Perimeter Network The Perimeter Network (Microsoft®) is a buffer that enforces data security policies between a

Considerations trusted network (Industrial Zone) and an untrusted network (Enterprise Zone).

For secure data sharing, the Perimeter Network contains assets that act as brokers between
the zones. Consider these methods:

» Use an application mirror, such as a PI-to-Pl interface for
FactoryTalk® Historian

«  Use Microsoft Remote Desktop Gateway services
«+ Use a reverse proxy server
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Time Synchronization

System time synchronization is important so that the internal clocks in the controllers,
workstations, and servers reference the same time for any event or alarm that occurs.
Configure the PASS, application servers, OWS, and EWS to use a single server (for example, a
domain controller) as their time reference and keep their clocks synced to it.

This chapter describes procedures for configuring time-sync applications by using two
common protocols:

«  Network Time Protocol (NTP)

« Precision Time Protocol (PTP)

NTP synchronizes time over the plant floor on an Ethernet network as shown in the following
figure. NTP sources Coordinated Universal Time (UTC) as the universal standard for current
time. Typically for Windows, a domain controller sources UTC time and becomes the Reliable
Time Server for the domain.

Operators and Engineering

L LR L L a

Application Servers
(Hypervisor)

18

— T [P 1]

External NTP
Time Server
v
| I
I | I |
NTP i
< T T 1
« | S ) T
T T
Firewall
PDC
Emulator

NTP/PTP clock
mode internal in
switch

Two methods are described to use UTC time in your domain:
«  Viayour local network (intranet) or the Internet (previous diagram)
« ViaGPS

The Internet can introduce more propagation delays than GPS that can cause inaccuracies in
your system. Although the NTP system affords algorithms to calculate accurate time for either
method, the GPS method provides better accuracy.

The Stratix switch is responsible for converting Network Time Protocol (NTP) to Precision Time
Pratocol (PTP).

For more information on time synchronization and CIP Sync™, see the Deploying Scalable Time
Distribution within a Converged Plantwide Ethernet Architecture design guide,
publication ENET-TDO16.

Considerations

Consider the following suggestions before starting this chapter:

»  Decide which network time source, external NTP or GPS reference, that you're going to
use.

« Toenable CIP Sync functionality in a ControlLogix® controller, select Time
Synchronization in Ethernet adapters by using Studio 5000 Logix Designer application.
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Configure UTC Time Source

Use a domain controller
with these procedures.

UTC is independent of time zones and enables NTP to be used anywhere in the world
regardless of time zone settings.

Configure Internet Time Synchronization

This section describes how to configure the Windows Time Service (w32Time) to use the
Internet as a medium for sourcing a UTC time. Use the Windows time utility from an elevated

command prompt.

Complete these steps by using the domain controller that is hosting the
PDC emulator role (PADCA).

1. Openan elevated Command session and click the Windows Key.
The Start Menu appears.
Choose Command Prompt (admin).

3. From within this Command session, type the following while substituting for the <pool>
argument per your requirements:

w32tm /Config /ManualPeerList:<pool> /SyncFromFlags:Manual /Reliable:yes /Update

IMPORTANT  <pool> is a place holder for the URL or URLs of multiple time
servers (for example, atomic clocks). If you can't access the
Internet, those URLs could be of your parent domain controller.
You can research UTC sources for your proximity, the following
table has examples that work for the U.S.

Example Purpose

us.pool.ntp.org,0x8 URL specifies a single server
0.us.pool.ntp.org,0x8

1.us.pool.ntp.org,0x8 . .

1.us.pool ntp.org.0x8 URLs specify the use of 4 unigue servers
2.us.pool.ntp.org,0x8

There are (at least) four server pools of pool.ntp.org. But, the preferred assignment for <pool>
is the first one (us.pool.ntp.org,0x8). Windows Event Viewer can log errors for URLS that do not

respond.

The 0x8 qualifier specifies Client Mode packets for server communication. For more
information, See Microsoft Knowledgebase article 875424, Time synchronization may not
succeed when you try ta synchronize with a non-Windows NTP server.

You can specify a list of URLs that are <space> separated and enclosed in quotes. Make sure
to append a type identifier for the URLs identifier as shown in the previous table. For example,
0x8 (client mode).

The illustration shows an example that sources the U.S. pool.

icrosoft Windows [Uersion 6.3.96H881

Administrator: Cmd |:

{c? 2813 Microsoft Corporation. All rights reserved.

sUWindowsssystem32>uw32tm ~Config sManualPeerList:us.pool.ntp.ory.B8x8 ~sSyncFromFlags:Manual ~Reliable:yes rslUpdate
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If your system can't access the Internet, <pool> can be a single target such as your parent or
local Domain controller. Your domain time might not be within tolerable differences of other

domains in your enterprise.

Example Purpose
. Uses the current computer (PADCA) as the time source
PADCA Specifies a network time server on your local network

4. After you've commanded the w32tm utility by using the new configuration in step 3, use
the Net utility to stop and then start the Windows Time Service from the same
command session.

tsUHindowsssystemd2 dnet stop wi2time
he Windows Time sewrvice iz stopping.
he Windows Time service was stopped successfully.

sMindowsssystend2 net start wiZ2time
he Windows Time sewrvice iz starting.
he Windows Time szervice was started successfully.

NTP to PTP Clock Conversion

This section illustrates how to configure a Stratix 5800 to convert Network Time Protocol
(NTP) to Precision Time Protocol (PTP),

1. From the Device Manager of the switch, click Administration and
choose Time.

2. From the Mode pull-down, select NTP-PTP Clock.
3. Type a priority value for Priorityl and Priority2.

4, Click Submit.
5

A PROCES-RD100 contains the recommended topology and switch settings.
&) Download the spreadsheet and use the tab that is referenced in each step.

Configure PTP Time Precision Time Protocol (PTP) enables precise synchronization of clocks in measurement and
T control systems. PTP generates a Master-Slave relationship among the clocks in the system.

SYIIChI'OIIIZ?tIOIl for Clocks, which are synchronized over the EtherNet/IP network, derive their time from a clock

Ethernet Brldges that is selected as the Grandmaster clock. The Time Sync and Motion option must be enabled

for Ethernet bridge modules to propagate time through the network via switches.

Use an Engineering Workstation with
these procedures.

L]

EWS
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1. Openyour project in Logix Designer. On the General tab of the Module Properties dialog

box, make sure that ‘Time Sync and Motion' is selected for the connection.

6 Logix Designer - LGXCO1 [1756-L75 31.1] = o =
% FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP

A~ | v|% % g | Tk

9 Run Mods

9 Contraller OK Path: AB_ETHIP-11172. 18. 1. 100'Backplane'0

E N ® & B AF 4 LRy
I Energy Storage OK

=10 0K Rem Run FE no Forces F_ Mo Edits & | Redundancy £ Favorites  Add-On  Safety TR
Cortroler Organzer MY 3 wosuie propertes: Locat arso et woon < [

General ‘Cnnnedion | RSNe{Wner Module Info | Intemet Pratocol I Port Configurstion | Time Sync |

Alarms Bt  Timer/Counter

Description
Status Running

f]: Controller Qrganizer %Lngical Organizer

Errors E‘EEarch Results "."."atch

Revision: 10.001
Electronic Keying: Compatible Module
Rack Connection: None

Time Sync Connection Time Sync and Motion

b Controller LGXCD1
B Tasks Type: 1756-EN2T 1756 10100 Mbps Ethemet Bridge, Twisted-Pair Media
B Meotion Groups Vendor: Rockwell Automation./Allen-Bradley
B Assets Parenit: Locd Ethemet Address
L | Model
e Logical Model Name [EE Private Network: 192.168.1. @
4 1/0 Cenfiguration -
4 B3 1756 Backplane, 1736-A7 Description: ~ 1P Address:
XCO
b Bl [1]1756-EN2T LGXCO1END1A e Host Miame:
[ b-EN ALUTENUTE Module Definition
b 8 [4]1756-EN2TR LGXCO1END2 Slot: 1

< m >

Status: Running

Apply

2. Ifonline, select the Time Sync tab to confirm Grandmaster

clock settings.

| General I Connection | RSMetwors I Module Info I Internet Pratocal I Port Configuration I Network| Time Sync

UTC System Time:

Grandmaster Clock

Drescription:

CIF Sync Time Synchronization:

Enabled
8/13/2018 7:01:08 PM

Local Clock
Synchronization Status:

Model:
Serial Mumber:
Hardware Revision:

|dentity:
Class:
Accuracy:
Wariance:
Source:
Pricrity 1:
Priority 2:

Manufacturer Mame:

Fockwel Automat... - Offset to Master:

1783-HMS16TGY... Backplane:
FOO1 S0ELIOTC Ethernet:
Ox5 “

F45433FFFE116480 Identity:
248 Class:

254 Accuracy:
65535 Wariance:
Ozcill ator S
126 Pricrity 1:
127 Priority 2:

Synchronized
1] hs

[Port 1)
[Port 2]

M aster
Slave

O000BCFFFECE4301
248

254

E5535

Ozcill ator

128

128
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Configure PTP Time Synchronization for Controllers

A Logix controller that is CIP Sync enabled and designated the Grandmaster clock is the real-
time source for the control system. The controller synchronizes with the PTP between the
controllers and networks. Complete these steps.

1. Using the Logix Designer application, click the Open Controller™ Properties symbol.

@ Logix Designer - LGXCO1 [1756-L75 31.1]*
% FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP

Sl = =] | v|% % 51 B

5 Run Mode . )

1 Controller OK E | Path: AB_ETHIP-1\172. 18. 1. 100\Backplane|0 R
I Energy Storage OK

B 1/0 0K Rem Run H! Mo Forces P No Edits 2 | Redundancy

The Controller Properties dialog box appears.

& Controller Properties - LGXCO1
| Project I Redundancy I Monvolatile Memory | Capacity I Security I Alarm Log |
| General I Maijor Faults I Minor Faults | Date/Time | Advanced I SFC Bxecution |
(i The Date and Time displayed here is Controller local time, not workstation local time.
Use these fields to configure Time attributes of the Controller.
| Set Date, Time and Zone from Workstation {4
Dste and Time:  [11/30/2017 5:30:27 PM | |Change Date and Time...|#
Time Zone:  |(UTC+00:00) v]e
[] Adjust for Daylight Saving (+01:00) =
Time Synchronize
ﬁ_ " 1 DANGER. If time synchronization is
[[] Enable Time Synchronization disabled online, active axes in any
controller in this chassis, or any other
- synchronized device, may experience
) lsthe system .tlme r.naster inexpected motion,
2 |s a synchronized time slave i GuardLogix 5560 and 5570 safety
2 Duplicate CST master detected controllers may fault if no other time master
3 CST Mastership disabled exists in the local chassis.
3 No CST master
[ ok ][ cancad || Help

2. Onthe Date/Time tab, select Enable Time Synchronization.

IMPORTANT  Use your local time to configure the Time Zone and Adjust for

Daylight Saving.

3. Select Advanced.
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4, Select OK on the Controller Properties dialog box.

Time Synchronize Controller Properties - Advanced Time Sync -
Enable Time Synchronization CIP Sync Time Spnchronization:  Enabled
UTC System Time: 8/13/2018 D6:58:15 PM
) |s the system time master Crandmaster Clock N,
®lsa chronized time slave Description: Synchronization Status: Swnchronized
2 Dupl CST master detected Physical dddress.  F4-68-33-11-BA-81  ~ Offset from Master &1 s
o csT Clock Type: Unknown Type
Manufacturer Name: Rockwell Automatio Eactplpctlols e oyl
2 No CST mager haclel: 1783-HMS1BTGACGR
Serial Mumber FNO18NRINT hd
Identity: F45433FFFE116480 Identity: FFFFOO0T D07E 7455
) . : Class: 243 Class: 243
The status 'Is a synchronized slave’ appears PR 254 bocuracy: 54
when the controller is synchronized. Vatiancs: £5535 Vatiancs: £5535
Source: Oscillator Source: Oscillator
Priority 1: 126 Priority 1: z (M aster Overide)
Priarity 2: 127 Priority 2: 128 3 (Tie Breaker]

The Grandmaster clock reference can be confirmed.

Network Device Library The Network Device Library is a tested, documented, and life cycle managed object library.
The Device Library provides pre-configured status and diagnostic faceplates and AOI sets for

Rockwell Automation® network devices.

The Network Device Objects may be used with Machine Builder, Process, and Packaged
Libraries or as standalone components. Network Device Library addon instructions objects
collect, process, and deliver data between hardware devices and application logic.

The Network Device Library includes Add-On Instructions (AOIs) and HMI Faceplates for Allen-
Bradley® Stratix® Switch products, Device-Level Ring (DLR) network monitoring and Parallel
Redundancy Protocol (PRP) network monitoring.

For more information, see the Network Device Library reference manual,
publication DEVICE-RM400.
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Notes:
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The process controller is a member of the Logix 5000® family that provides out-of-box
process functionality. Embedded PlantPAx® instructions, graphical workflows, and tag-based
alarms streamline code development for your system.

This chapter explains the process controller features that are central to a PlantPAx
application. If you create a new application, see Use ACM to Create an Application. To modify

an application, see Modifying an Existing PlantPAx System.

Prerequisites PlantPAx system release 5.0 added process controllers to the Logix 5000 family of controllers.
Process controllers are one of many variants available in the Logix 5000 family of controllers.
s e The process controllers offer capabilities that are targeted for applications in the process
Controller industry, traditionally met with Distributed Control System (DCS) capabilities.
WS i Controller Catalog Numbers
« 1756-L8IEP
! e « 1756-L8IEPXT
ControlLogix® 5580 process controllers Egg:ll:gggﬂ
+ 1756-L85EP
« 1756-L85EPXT
« 1756-L905TPSXT
ControlLogix 5590 process controllers };gg:tg];[]TTPPSSXXTT
« 1756-L980TPSXT
B TH « 5069-L320ERP
CompactLogix™ 5380 process controllers « 5069-L340ERP
For standard use information, see:
+  ControlLogix 5580 and GuardLogix® 5580 Controllers,
publication 1756-UM543
«  ControlLogix 5590 Controllers, publication 1756-UM300
»  CompactLogix 5380 and Compact GuardLogix 5380 Controllers, publication 5069-UM001
To best use controller resources:
» Use periodic tasks only, with minimum number of tasks that are used to define
execution speed, faster tasks getting higher priority (lower number).
«  Use the raP_Dvc_LgxCPU_5X80 Add-On Instruction to monitor 5380 and 5580 controller
use.
For more information, see these additional resources.
Resource Description

High Availability Systems Reference Manual,
publication HIGHAV-RM002

Provides guidelines for high availability systems, including redundant system components, networks, and other
hardware and software considerations.

PlantPAx Display and Library Guidelines,
publication PROCES-RM200

Describes how to build and use library companents that comprise the Rockwell Automation Library of Process
Objects.

FactoryTalk View Display Implementation Guidelines,

publication PROCES-RM250

Describes the PlantPAx Add-On Instructions, and associated faceplates that are available in FactoryTalk View
SE to develop applications.

FactoryTalk Optix Display Implementation Guidelines,

publication PROCES-RM260

Describes the PlantPAx Add-On Instructions, and associated faceplates that are available in FactoryTalk Optix
to develop applications.

PlantPAx Faceplates for Process Controller Instructions, | Describes the PlantPAx Process instructions, and associated faceplates that are available to develop

publication PROCES-RM203

applications.
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Resource

Description

PlantPAx Process Control Instructions, publication
PROCES-RM215

This manual provides a programmer with details about the available Pracess instruction set for a Logix-based
Process controller.

Process Object parameters Spreadsheet, publication,
PROCES-RD200

Describes the PlantPAx Process object parameters.

PlantPAx Visualization Files, publication PROCES-RD201

Describes the visualization files that are required for the Library of Process Objects.

Logix 5000 Controllers Produced and Consumed Tags,
publication 1756-PMOTI

Details how, with a Logix 5000 controller, to produce and consume standard tags and produce a large array.

Logix 5000 Controllers Import/Export Programming
Manual, publication 1756-PM019

Describes how to import and export logic components to and from a controller project.

ControlLogix 5530 High Availability Systems,
publication 1756-UM901

This manual describes safety considerations for ControlLogix 5530 contrallers, which are type-approved and
certified for use in safety applications.

PlantPAx Process Objects

Process controllers support an exclusive set of embedded PlantPAx instructions.

PLHD FOO EiNy FPE Ly P
= o @ ) PAH PAI FAID PAIN FAO PEL " poec POl pPDO S PFO PHLS T PLs PMTR FRE PRID PPTC PRI PRT PTST PYLY RiT PUSD

» Favorites AddOn  PlantPAx  Pr

= Lol i

2y
Analog Input

:Sheet [1

o1

- Alarms Bt Timer/Counter Compare Compute/Math Move/Logical Program
Al ] _

Analog Input

The PlantPAx instructions offer enhanced functionality, including tag-based alarms, that can
reduce the number of steps to configure control strategies. For more information about the
instructions, see:

«  Studio 5000 Logix Designer® online help

» Logix 5000 Advanced Process Control and Drives and Equipment Phase and Sequence
Instructions Reference Manual, 1756-RM006

+  PlantPAx Process Control Instructions, publication PROCES-RM215

Each PlantPAx instruction features an intuitive design-time configuration interface. It's based
on the SAMA (Scientific Apparatus Makers Association) diagram interface, which focuses on
the flow of information.
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The example shows the PAI - Process Analog Input Object.

& PAl Properties - XT100 N — u] X

‘
Maintenance substitution
Use substitute PV | € . Substitute PV value:
Filter order. 0 .
None “J
(o] .
Cutoff frequency:
M: 1000 %
T Min -33333332 %
I %ls
Reference: + PV deviation
300| % > 700 %
Device state: PV good
Device i z High high

PV clamping limits
High: | 1.50000000e+038| %

Low: | -1.50000000e+038 %

General 200 mA DC

PV fail check Scaling:

Advanced Linear <

HMI

Alarms PV quality

Parameters Use input value Replace PV value:

Tag Last good PV value

Device

Virtual PV value:

This interface improves upon prior releases of the process library, in where the underlying
elements of an Add-On Instruction can be viewed but do not illustrate how it functions.

The blue animation line adjusts depending on the instruction execution. In the previous
example, see the Maintenance substitution option. If you select ‘Use substitute PV, the blue
animation line shows a new execution path.

Import Add-On Instructions

There are additional libraries of Add-On Instructions that you can use to supplement the
PlantPAx embedded instructions. Studio 5000 Logix Designer can import a single Add-On
Instruction or a Program/Routine containing multiple Add-On Instructions, such as a control
strategy generated with ACM software.

Add-On Instructions are used when the following functionality is required:

Feature

Description

Organization, ownership, and arbitration

« Allows the organization of devices into groups from HMI
« Manages and prioritizes ownership of equipment groups
« Propagates command and status through equipment groups

Process Instructions from prior libraries

Non-process controllers use the Add-On Instructions from the process library, release 4.1 or earlier

Device Add-On Instructions for supported network
devices

The purpose of device Add-On Instructions is to reshape the data structure of similar but disparate
equipment to a common structure that can be used by a single common PlantPAx instruction.

For example, a device Add-On Instruction for a Variable Speed Drive (VSD) is used to reshape the disparate
VSD source data so that a common PlantPAx instruction (PVSD) can also mean that a common control
strategy can be used to control all those same VSDs

Configure Controller
Properties

Use Studio5000 Logix Designer application to configure the controller.
1. From the Controller Properties dialog box, click the PlantPAx tab.

B Controller Properties - PlantPAx X

SFC Execution
Security AMam Log

Date/Time Advanced
Port Corfiguration

Project
PlantPAx

Minor Faults
Intemet Pratocol

General
Nonvolatile Memory

Major Faults
Capacity

Use PlantPAx Tasking Model

View number of PlantPAx Objects pertask:

Instruction Usage
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2. If you're using a process controller, leave the check for Use PlantPAx Tasking Model box
(checked by default).

3. Click the Date/Time tab and check the Enable Time
Synchronization box.
4, Enable Automatic Diagnostics on the Advanced tab.
Automatic Diagnostics is a mechanism to detect and present device descriptive
events with no programming required. Diagnostics based on the device definition

(such as fault or open wire) are sent to the HMI and displayed on the Automatic
Diagnostic Event Summary object.

© @ UV & Nofiter NE & AUt

| State | Assess... Event Time - Area Device Name Catalog Message

<al= O|=all= O|<all= Pl <all= Pl <all= Pl <all= Pl <all= jol

- [x] 10/1/20204:16:16 PM /RSLEArea  [CLXO1EN2TR_PPAX  1756-ENZTR  Connection Lost with Device
PlantPAx Task Model

The Task folder contains a project structure that consists of four pre-defined periodic tasks.

b Il Controller PlantPAx

4 Tasks
4 (B Fast (100 ms)
P L FastProgram
4 @ Mormal (250 ms)
P L MNormalProgram
4 @ Slow (300 ms)
P L SlowProgram
4 (B System (1000 ms)
P L SystemProgram

3 Motion Groups
3 Alarm Manager
[ Ascets
¥, Logical Model
3 1/0 Configuration

Logic is placed in the appropriate task to verify that it meets the process requirements. These
tasks are:

« Fast (100 ms) - For control fast loops, such as liquid pressure with related transmitters
and pump drives

« Normal (250 ms) - For discrete control, such as motors, pumps, and valves
«  Slow (500 ms) - For level, temperature, analysis loops, phases, and batch sequencing

- System (1000 ms) - For slow change temperature control and general controller
operations, such as messaging or status

The ControlLogix process controllers have simplified task management from previous
controllers. The controller runs control, communication, and packet processing on separate
cores within the controller. You no longer have to reserve CPU time for communication or
overhead.

Create the Logical Organizer

The Logical Organizer is a graphical representation of the organization of the configuration
logic that is aligned to the process being controlled, called the logic model. It enables you to
create and organize hierarchies of the programs and folders in your project, independent of
the execution model.

A process controller contains tasks that execute at various rates. Each task contains
programs of code that is required to execute at the selected task's rate of execution. The
Logical Organizer helps create an understandable organization, based on process functional
requirements.
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« Server-based alarms and Logix tag-based alarms are often based on area organization
within the Logical Organizer and built using the PlantPAx configuration tool.

+  Organize batch applications following the ISA-S88 physical model.

IMPORTANT  Several components in a PlantPAx system depend on the
organization and hierarchy of the system:

« HMI application

« Alarms

« User roles and responsibility
« Security

This example shows the same controller project that is viewed from the Controller Organizer
and its associated Logical Organizer. The Controller Organizer is used to ensure that the logic
is executed at a rate suitable for the process. The Logical Organizer can be used to create
folders aligned with the application (a folder for each HMI display) and allows dragging the
associated programs into the appropriate folders. This enables accurate alarm rollups and
breadcrumbs on the Navigation bars to assist the operator in troubleshooting abnormal
conditions. (See PROCES-RM200 Chapters 2 and 3 for more detail).

Contraller Organizer v 0 X Lagis Qrganizer - 3 X
[
4 W Logical Model Digl_3

Fl Controller Digl_3 -

< Contraller Tags 4 5 B_DiG

b & Sow D2 CK

Mormal D2 KNT_CK
T a4 [0 DE_KNOTCE

Marrmal_D3_KNT_CK

ER
Contraller Fault Handler W D1LCODK
Peorsrer-Lip Handler b 1, ot D1.CK
4 T b & Sow D1_CK
® Fast (100ms) 4 w1 DY_KNOTCE,
4 (B Mormal (250 ms) B & Hoeral D1_KNT.CE
L Morrnal D7_CE b L Slow 01 KNT CE
L Mormal_DF_CE 4 [ D
L Morrnal D3_CK 4 [ D2 COOK
L Morrnal D_EINT_CK b b5 Morrnal D2_CK

b & Horrsd D2_KNT_CK

v@vvvvvv@?vvvvv

2.9 S R0 ) P T, Siow DZKNT.CK

::. Sloa_D1_CKE p Dhai

o Slow 02 CK 4 1 DI.COOK

L Slow 03 _CK bt Mormal D3 CK

L Sow D1_KNT_CE b L Slow DI_CK

L Slow_D2_KNT_CK o i D3_KNOTCE

L How DI_ENT.CK b L Morrnal_DI_KNT_CK
4 () Systeen (1000 ms) b L Sow D3 KNT_CK

Y SystemProgram 4 B Bystern

rl Digl_3

B & SysteraProgram
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Table 5 - Guidelines for Module Configuration

Add Modules and Devices to the Controller Organizer

All Logix 5000 controllers require module connections (analog, communication, digital,
specialty) to be defined in the 1/0 Configuration list.

Follow these guidelines for 1/0 module properties in a PlantPAx system.

Item

Description

Electronic keying

Electronic Keying reduces the possibility that you use the wrong device in a control system. It compares the

device that is defined in your project to the installed device. If keying fails, a fault occurs.

« Use Exact Match for keying in a validated environment. This makes sure that only the same series and
revision device can be used.

« Use Compatible Module for keying in environments where a newer series or revision device can be used
without requiring changes to the definition.

For more detailed information on Electronic Keying, see Electronic Keying in Logix 5000 Control Systems

Application Technique, publication LOGIXATOQ1.

Requested Packet Interval (RPI)

The RPI value is the rate at which the controller attempts to communicate with the module. RPI is often
defined by the inherent properties of the signal being measured. For example, a temperature measurement
changes slower than pressure, so a larger RPI could be used to a device that measures the temperature.
We recommend that you specify an RPI that is two times faster than task period. For example:

« Adevice that is used within a 250 ms task requires a 125 ms RPI.

« Adevice that is used within a 100 ms task requires a 50 ms RPI.

Use NONE for the Connection Format to remote communication modules used as bridged adapters.

For modules that support Precision Time Protocol (PTP) synchronization, it's recommended to use Time
Sync

and Motion.

Connection tab options

« If inhibited, the controller does not attempt to make a connection. This is used as placeholder for a
device that is not yet implemented or installed.

« Major Fault On Controller If Connection Fails While in Run Mode. This is used on critical connections,
where controller execution can't continue if a problem is detected.

Integrated HART device connection

Compact 5000, FLEX 5000%, and FLEXHA 5000™ I/0 HART modules support two device connections types.

The PlantPAx data format is recommended and is pre-defined for the PAH instruction.

« PlantPAx Data: Input data includes basic input from the HART device that is used by PlantPAx for the four
dynamic variables and semi static data. Also includes the configured device variables and commands.

« Data: Input data includes basic input from the HART device for the dynamic and device variables that are
configured plus the configured commands.

Concurrent Communications with FLEXHA 5000 I/0

Concurrent communications require a dedicated 1756-EN4TR.

Integrated HART Configuration

HART integration lets you directly add field devices to the I/0 Configuration list.

Controller Organizer v 1 x
4 Controller PlantPAx
b Tasks
4 Motion Groups
b Alarm Manager
b Assets

. Logical Model
4 1/0 Configuration
b &3 5069 Backplane
4 Fx A1, Ethernet
[&2 5069-L340ERP PlantPAx
4 #‘ 5094-AEN2TR/A Ethernet_Adapter
4 B3 5094 Backplane
#‘ [0] 5084-AEN2TR/A Ethernet_Adapter
4 [ [1]5004-IF8IH/A Analog_In_HART_S01
4 < HART
¥ 0HART-Device-268A Tank01
b &5 A2, Ethernet
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Configure the variables and commands for the HART devices within the Module Definition. You
can add HART EDD files if additional device descriptions are required. See the appropriate
manufacturer for these files.

Module Definition™

- General® Define Module, Electronic Keying and Connection

i Variables

 Commands Add HART EDD...
Revision: 1 ~ 001 5
Electronic Keying: Compatible Module w
|Connection: |PlantPax Data ™ |

The PlantPAx Data connection creates a PAX_HART_DEVICE:I:0 structure that is formatted for
direct use in the Process Analog HART (PAH)

instruction.
RaH
RAH_01
0.0
Val HARTPY [
v
VALHARTSV 7
Val_HARTTV c:
Val HARTOV cl“

“al_HARTLoopCurrent

Ref_HARTData Tank(1 L{‘A)D evice

Ref DiagTable Tag Element: TankD1:[.PAxDevice
Elernent Data Type: PAX_HART_DEVICE::0

Ref_UnitsTable Tag Data Type: AB:3000_HART_PAX:L0
Tag Scope: Controller

Concurrent Communication Module Configuration

FLEXHA 5000 1/0 requires concurrent communications. To use concurrent communication
with FLEXHA 5000 1/0 modules, you must configure the 17756-EN4TR EtherNet/IP™
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communication module on the Device Definition dialog box in your Studio 5000 Logix Designer
application project to use concurrent communication.

Device Definition

Drevice type: Revision:
1756-EN4TR 1756 Ethemet Bridge, 2-Port, Twistad-pair 4 - 001 - v
Media
Mame:. :
EN4TR_101 ERCHINE Koy
o Compatible Module -
Description -
Dieserptio Rack connection:
None -
Ethernet Address Module 1:
i 3 Tire sync and motion connectior:

Private network

v 92 .1849'. . 101 Vas
es -

Ethemet Address Module 2:

Private network

Concurrent communication:
Yes

» 192.768. 102

Chassis Pair - T

Cancel Help

OK

IMPORTANT

You can configure the 1756-EN4TR EtherNet/IP communication module
for concurrent communications, to use with 1/0 modules such as
FLEXHA 5000 1/0 modules. Or you can configure the 1756-EN4TR
EtherNet/IP communication module for standard I/0, for example,
remote 1756 ControlLogix I/0 modules. You can only configure the
module for one or the other.

If the T756-ENATR EtherNet/IP communication module is configured for
concurrent communication, you can still use it for class 3
communications, for example, HMI, program upload/download/monitor.

Controller-to-Controller
Communication

There are two main options to communicate among controllers:

Produced and Consumed Tag

Message (MSG) Instruction

Consumed tag data is automatically received from a producer controller, at a
requested packet interval (RPI), without the need for logic programming.

Read or Write messages are programmatically initiated on condition (False to True
transition).

Ideal for exchanging critical data that changes frequently; use for higher
priority communication.

Ideal for exchanging non-critical data that changes less frequently; use for lower priority
communication.

Data is constantly sent regardless of change of state. This does not impact the
scan of the controller, but it can impact network bandwidth.

Communication and network resources that are used when needed only, however, a
delay can occur if controller resources aren't available when needed.

Tag size is limited to 500 bytes over the backplane and 480 bytes over a
network.

Supports larger data payloads, up to 32,767 elements, using multiple data packets.

Supports tags of mixed data types (UDT).

CIP™ Generic messages to third-party devices.

You can't modify or create produced/consumed tags online in Run mode.

You can modify and create MSG instruction online in Run mode.

Routing of traffic across subnets depends upon the transmission type (Unicast
or Multicast).

Message traffic can be routed across subnets and across slots of a 1756 chassis.

For more information on controller communication options, see Logix 5000 Controllers Design
Considerations Manual, publication 1756-RM094.
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Configure Produced and

Group produced and consumed tags as members in user-defined structures. This technique

helps monitor connection status between controllers without increasing execution time, such
Consumed Tags as using a GSV instruction to detect status.
1. Inthe Logix Designer application, define a user-defined structure of a tag to be used in
all controllers.
HINET T gaiLer - oA
B MNETRCMODCONTROL
B MNETRCOILARRAY Hams Producedsray
B MNETRCONTROL
B MNETRDATA Hecicbo
B MNETREVENTCMD
B MNETRIPADDRESS
= MNETRMODULEDEF
= MNETRPASSTHRU
B MNETRSTATUS
: :'::1 :_;2:;_':‘5 W Dt Typoe Siiba; 257 bnveata]
B MMETSTATUS Hame | Cinia Type B | Exteenal Acenss
5 MMETUTR N Srakss CONMNECTION_STATUS . -I'—'M'J(ﬂ’-'ﬂ
B PaR_ MACHINE OrT ORTET) Dacimal Fgsand Vet
B PAR_MACHINE_INTGR B SINTTIE] [ | ey
5 PAR_MACHINE_REAL T BT Dacmal bl fuhetiy
B PAR_MACHINE_STRNG | mEA REALT20] et [y IFmod e
=T procecedarmay] T eoal BOOLESE |Decmal |Fnd e
B Prempt_SringData E ] I I 1
|
2. Name the first member Status and a data type of CONNECTION_STATUS.
This data type provides two BOOL bits (RunMode & ConnectionFaulted) in the Status
member for each controller consuming the tag.
MyTag.Connection_Status.RunMode
- Value of Twhen Producer is in Run mode.
- Value of 0 when Producer is in Program mode.
MyTag.Connection_Status.ConnectionFaulted
- Value of 0 when Producer connection is good, regardless of mode.
- Value of Twhen Producer Connection is broken.
3. Once the UDT is finished, create a tag of that UDT type to be either Produced or
Consumed.
4. It's recommended to add a common prefix to each tag instance of the UDT, so you more
easily search for those tags.
Scope: [@|GRAN v‘ Show: ‘h‘rterprocessor_Comms v” .
] Name = V_alue - -?orce Mask Style . 'Data Type -E%cription

i+ COMMs_from_BMS3275

{ { Granulation Dryer BMS P2P Comms

Interprocessor_Comms

1+ COMMs _from_DISP

Interprocessor Comms | Dispatch P2P Comms I

[+ COMMs_GRAN_Produced

€ €
ey | 2}
fenat e
fecicl ;e

Interprocessor_Comms  [Granulation Produced Data

5. Create a Produced tag by simply changing the tag property from base to produced and
setting the max number of consumers.

6. Create a Consumed tag by changing the tag property from base to consumed. The
Producer controller is selected from the I/0 configuration list and the remote data
(exact name of produced tag) is entered.

7. Select the RPI rate in which the produce tag is consumed.

For bidirectional P/C tags between two controllers, both consuming controllers have
each producer controller in its I/0 configuration list. Multiple consumers can receive
the same data from a single producer.

IMPORTANT  When adding the Producer controller to the I/0 configuration list
of the Consumer controller, the firmware revision does not have
to match. However, the rack size and slot number must be

correct.

Data arrives asynchronous to program scan. Some applications may require a
programmatic handshake. Buffering data to or from P/C tags helps to make sure
that the user logic executes on that same data before it changes.

Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026 93



Chapter 5 Process Controller Features

| IR UV
| =58 G_TRF_F_BERTH
5% G_TRF_F_REF
08 G_TRF_O_IVB
| E09G_TRF.O NC
| 0 J_TRF_F_REF
| % )_TRF_F_SAPREF
5% )_TRF_O_IVB
| @3 Diesel_TFR_Sequencing
| 5% Gasoline_TFR_Sequencing
| @3 Jet_TER_Sequencing
=48 Utility
| £ 8 Communications
{ B Program Taags
B MainRoutine
B C_ive_pMo1
B C_ive_PMo2
‘B C_IVB_PMO3
‘B C_IvB_PM04
B Data_Compression
B Explicit_Messaging
B Monitoring
B P_Ivc_Pmo1

Zontroller Organizer

8. Create logic that writes values to the Produce tag elements.

Produced Mapping for VC - IVC_PMO1

{NOP }—
ASGIEMVO01
Intemodal Produce
Tag Program Command Tank X701 BOB

Shiidy || l=rt

o Acquire Valve Isalation - in Alarm
IpSETEMVO01_PCmd_Acqg C_PMO1.B00LI0]
1 1 F
ASGIEMVO01

Intemodal Produce
Tag Program Command

to Close Valve Produced Mapping
IpSE1EMVO01_PCmd_Close WC_PMO1.B00L[1]
2 TE
ASBIEMVO0T

Internodal Produce
Tag Program Command
to Open Vahe
|p65|EMWU_‘I_rFCmd_Open
m &

Produced Mapping
IVC_PMO1.B00L[2]

9. Add corresponding consume tags to each controller that consumes
the data.

Note that UDT structures can be exported to. L5X format and imported into the other
controllers.

10. Use Consume tag elements to write to variables in the Consuming controller.

SR BE [ e w

&% D_TRF_OVC -

= C% G_TRF_F_BERTH
[ O G_TRF_F_REF
& 0% G_TRF O VB
508 G_TRF_0_VC
08 ) TRF_F_REF 3
[ 5P J_TRF_F_SAPREF N 1
i+ C% J_TRF_O_IVB
[ R Diesel_TFR_Sequencing
: & Gasoline_TFR_Sequencing
{2 C3 Jet_TFR_Sequencing
2 Utility
=28 Communications
B Program Tags
B MainRoutine
B c_ve_pMol
B C_Ive_PMO2
B C_ve_PMO3
B C_Ive_PMo4

Consumed Mapping from IVB - IVB_PMO1

{noP —

IWE_PM01.Status Runiode
o I
1K

VB_PM01_CommsOk

4

IVB_PMI1.Status ConnectionFaulted
JrE
plin

Isolation of X618 ASE1EMVIO01
from Diesel Ref Internodal Consume
mundown lines - in Tag Status Vahe in
Alarm Alarm

IVB_PM01.B00LJ0]  IVB_PMOD1_CommsOk ic561EMV001_Sts_Alm
J E 3 K

i [

ASGIEMVO01
Intenodal Consume
Tag Status Vahe
Available
VEB_PM01.BOOL[1] IeSB1EMV001_Sts_Available

b

WB_PMO1

_CommsOk
JF
1r

PlantPAx Guidelines for Produced and Consumed Tags

«  Produced and consumed (P/C) tags can be a single tag structure or a user-defined
structure (UDT) of mixed data types. For example, a UDT tag can contain members up to
120 REALS or 100 REALs and 640 BOOLs.

» Group data in produced and consumed tags into a UDT to reduce the total number of

connections.

»  Make the first member of the UDT a data type of CONNECTION_STATUS for connection
status.

»  Export/Import the same P/C UDT data type among controllers to confirm they match
exactly.

»  Make sure the number of consumers configured, for a produced tag, is the actual
number of controllers consuming it to reduce the number of connections to the
controller.

» Always use a handshake when transferring data between controllers through health
data or manually configured diagnostic.
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PlantPAx Guidelines for

Message Instructions

OPC UA

Integrate Field Devices

«  We recommend unicast traffic when possible, because it transmits only to an intended
destination, which reduces bandwidth. However, redundant controllers require
multicast traffic to consume data.

The MSG instruction asynchronously reads or writes a block of data to another module on a
network.

«  ControlLogix 5580 and CompactLogix 5380 support up to 256 connections. If you want
to enable more than 256 MSGs at one time, use some type of management strategy.

 Use the cached option when the message connection needs to
be maintained.

» Use message Reads, instead of Writes. This makes it easier to troubleshoot code by
knowing where the incoming data is coming from.

«  When messaging between Logix 5000 controllers, use a DINT data type where possible
for maximum efficiency.

+ Use MSG status flags, such as the. DN and .ER bits for handling
fault conditions.

- Data arrives asynchronous to program scan (use a programmatic handshake or insert
between a UID/UIE instruction pair for higher priority)

« Use the unconnected option for CIP Generic messages

Simplex Process controllers now support OPC UA via the embedded Ethernet ports. The
controller can act as either an OPC UA server or client. The Process controllers support the
following number of OPC UA nodes:

«  5069-L320ERP: 300 OPC UA nodes

«  5069-L340ERP: 600 OPC UA nodes

« 1756-L81EP: 0 (zero) OPC UA nodes

« 1756-L83EP: 1200 OPC UA nodes

o 1756-L85EP: 15,000 OPC UA nodes

« 1756-L905TPSXT: 1000 OPC UA nodes

o 1756-L915TPSXT: 5000 OPC UA nodes

« 1756-L950TPSXT: 50,000 OPC UA nodes
« 1756-L980TPSXT: 100,000 OPC UA nodes

No more than 50,000 nodes/sec of OPC UA data when a controller is acting as an OPC UA
server in a PlantPAx system. Additionally, only OPC UA data should utilize the embedded port on
5580 controllers in a PlantPAx system. All other data (HMI, 1/0) should use an in-chassis
communication module such as the 1756-EN4TR.

Diagnostic data regarding the OPC UA server can be monitored via the controller webpage. By
default, the controller webpage is disabled. The controller webpage can be enabled in Studio
5000 Logix Designer. Navigate to the Security tab within the Controller Properties and check
the option “Enable Controller Web Pages”.

For more information on how to configure OPC UA on a Process Controller, see KnowledgeBase

article OPC UA in 5580 and 5380 Logix Controllers 36 firmware ToC and OPC UA in 5590, 5580,
and 5380 Controllers, publication 1756-UM023.

PlantPAx systems use specialized field devices that operate on various communication
protocols, such as HART, EtherNet/IP™, PROFIBUS PA, and Foundation Fieldbus.

Depending on the controller type and process library version, you need different elements to
integrate a field device. These elements use the Logix Designer application for device control
to the corresponding object in FactoryTalk® View SE for HMI faceplates.

Most field device integrations require that you instantiate one Add-Onmodule Profile (AOP) and
two Add-On Instructions (AQI) per device for end-to-end control and monitoring.
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«  Module or Device-specific AOP for the Logix Designer application to create the item or
device tags in the 1/0 Configuration list.

« Device-specific Add-On Instruction to access device tags and prepare the data for use
within the controller project.

«  Generic Add-On Instruction to access device data, along with custom-made device
diagnostics and unit tables, to enable visibility on an HMI faceplate within the PlantPAx
system.

HART Integration

Highly integrated HART provides a PlantPAx data type in the process controller:

« See Integrate Endress+Hauser Instruments in a PlantPAx Distributed Control System,
publication PROCES-SGO03 for more information.

«  Configuration of devices within the I/0 Configuration tree (no Add-On Instruction
needed). See section “5094-IF8IH to PAH Configuration Example” in publication PROCES-
RM200 for more information.

» Device diagnostics automatically propagate to the controller project

PROFIBUS PA Integration

See Profibus PA and FOUNDATION Fieldbus Linking Devices in a PlantPAx Distributed Control
System, publication PROCES-RM213 for more information about integrating PROFIBUS PA
devices.

FOUNDATION Fieldbus Integration

See Profibus PA and FOUNDATION Fieldbus Linking Devices in a PlantPAx Distributed Control
System, publication PROCES-RM213 for more information about integrating FOUNDATION
Fieldbus devices.

Electrical Protection Devices Integration (IEC 61850)

See Rockwell Automation Intelligent Electronic Devices Toolkit, publication PROCES-RM211 for
more information about integrating electrical protection devices (IEC 61850).

Alarm Types Alarms are a critical function of a distributed control system. Alarms must be intentionally

designed to provide audible and/or visual notification that enables operators to respond in a
timely manner to equipment malfunctions, process deviations, or abnormal conditions.

The FactoryTalk® Alarms and Events server provides a common, consistent view of alarms and
events throughout a PlantPAx system. Language-switching alarm messages are also available.
When an alarm condition is received, the FTAE server publishes the information to a
subscribing Operator workstation via FactoryTalk Alarm and Event services.

« Forinformation on how to configure the FTAE server on a PASS, see Chapter 3, Pracess

Automation System Server.

« Forinformation on how to configure and monitor FTAE alarm components, see the
FactoryTalk Alarms and Events System Configuration Guide, publication FTAE-RMOQ1.

The Alarm Banner resides on the Header display.

April 24 2026 Ll 472372026 6:00:31 PW Connection to controller CLX17 has been lost. (Server: RNANSGlobalPlantPAxDCS)..
6:29:44 AM & 412312026 6:00:31 PH Connection to confroller CLX18 has been lost. (Server: RNA-ISGiobalPlantPAxDCS!.. Q %P{
n 4232026 6:00:35 PW Connection to confrofler CLX09 has been lpst, (Server: RNA ISGlobalPlantPaxDCS/,

An effective alarm system enables the operator to improve the productivity, safety, and
environment of a process plant.

»  APlantPAx system can use device-level and server-level alarm methods.
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Recommendations are based on the controller type and supported functionality.

Table 6 - Alarm Types Based on Instructions and Add-On Instructions

If You Have

You Have This Alarm Type

Description

Process Library version 5.0 or later

Logix Tag-based

Device level, tag-based alarms monitor a tag value to determine the alarm condition. Tag-based
alarms aren't part of the logic program and do not increase the scan time for a project. The
controller caches information, such as time stamps, alarm states, and associated tag values in a
1000 KB buffer. The controller transmits the information to subscribing FactoryTalk® Alarms and
Event servers.

Recommended: PlantPAx system release 5.0 or later.

Requires: ControlLogix 5580 or 5590 controller, CompactLogix 5380 Process controller.

Process Library version 4.1 or earlier

Server Tag-based

A FactoryTalk Alarm and Event server monitors controllers for alarm conditions through data servers
and publishes event information that can be displayed and logged.

Recommended: PlantPAx system release 4.6 and earlier.

Server-based alarm monitoring offers the equivalent of HMI tag alarm monitoring, but with an
expanded feature set of the FactoryTalk Alarm and Event server.

ALMA or ALMD controller instructions

Logix Instruction-based

These device-level alarm instructions can consume a larger portion of controller memory and

increase scan time when executed. When an alarm is detected, it's time stamped and buffered until

it's transmitted to subscribing FactoryTalk Alarms and Events servers.

Not Recommended in large deployments due to added controller overhead.

Requires: ControlLogix 5570, CompactLogix 5370, ControlLogix 5580, CompactLogix 5380 contraoller,

ControlLogix 5590 controller.

Device level, Logix instruction-based alarms are programmed within the controller program and

integrated to the FactoryTalk Alarm and Event server.

« The Digital Alarm (ALMD) instruction detects alarms that are based on Boolean (true/false)
conditions.

« The Analog Alarm (ALMA) instruction detects alarms that are based on the level or rate of change of
analog values.

Controller Organizer

Guidelines for Logix Tag-based Alarms

ControlLogix 5580 and CompactLogix 5380 process controllers should be configured for no
more than 7500 in use Logix tag-based alarms. For the ControlLogix 5590 process controller,
the maximum in use Logix tag-based alarms is 15,000.

Create Logix tag-based alarms to send alerts about specific events or conditions. A tag-based
alarm is similar to a digital alarm because both monitor a tag value to determine an alarm
condition. However, a tag-based alarm isn't part of the logic program and does not increase
the scan time for a project.

-

L

L\ Alarms: RA_LIB_ProcessStrategies

~ I

a "= State Use Owner Name Type Input Expression Limit  Message
b Controller RA_LIB_ProcessStrategies, XT540 Alm_Hi TRIP HT540.5ts_Hi ik /75:0 %6 @ Descriptic
b Tasks XT540 Alm_Lo TRIP XT540.5ts_Lo =1 /*5:0 %.@Descriptic
b+ Motion Groups XT540 Alm_HiHi _|TRIP XT540.5ts_HiHi =1 /750 %@ Descriptic
=) Alarm Manager a XT100 Alm_HiHi  |TRIP XT100.5ts_HiHi =1 /*5:0 %. @Descripti

L Alarms 3

| M1 [Tsan Alm_Lolo XT540.5ts_LoLo =3 /75:0 %. @Descriptic
b Assets InAlarm, Unacknowledged Alm_LoDev |TRIP XT540.5ts_LoDev =1 £*5:0 %, @Descriptic
T Logical Model XT540 Alm_Fail | TRIP XT540.5ts_Fail =5 /*5:0 %, @Descriptic
2 Vo Configuration XT540 Alm_HiRoC [TRIP KT540.5ts_HiRol 3 /*5:0 %.@Descriptic
XT540 Alm_HiDev |TRIP XT540.5ts_HiDev =1 /*5:0 %.@Descriptic
] |wTio00 Alm HiHi |TRIP WT100.5ts_HiHi =1 /7510 %.@Descriptic
] |wTti00 Alm_Hi TRIP WT100.5ts_Hi =) /7510 %6, @ Descriptic
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Tag-based alarms do not require an FTAE server. A controller's subscription to the HMI can be
serviced using a FactoryTalk® Linx data server. See Add a Data Server (FactoryTalk Linx) on
page 56 to confirm that FactoryTalk® Linx is configured for Logix Tag-based alarms. PlantPAx
recommends a limit of 15,000 Logix Tag-based alarms per instance of FactoryTalk Linx. A PASS
can host up to two instances of FactoryTalk Linx for a total of 30,000 Logix Tag-based alarms
per PASS.

An alarm definition is associated with an Add-On Instruction (AOI) or a defined data type. When

a tag is created using a data type or an AOI that has alarm definitions, alarms are created
automatically based on the alarm definitions.
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Logix Tag-based Alarms in PlantPAx Instructions

The PlantPAx instructions include standard Logix tag-based alarms that are available for use.
Configure the states as needed and simply enable the alarms that you want to use.

In Studio 5000 Logix Designer, use the Alarms tab on the instruction properties to assign settings to
necessary pre-defined alarms. There's an option to propagate specified Class/Group settings to all

alarms in the instruction.

@ PDI Properties - Storage P_DInD1*

General Use Alarm

10 fault

Advanced

Parameters. Settings for all alarms

g Apply fallowing settings to all alarms

Class:

[cwxot

Alarm group:

[Areat

FactoryTalk View command:

Allow operator to shelve alarm

Allow maintenance o disable alarm

Device state: PV goad

Device issues: None

|‘ ok [ conce

| [ ey | [ Hew |

Alarm settings are also accessible via the Alarm Manager.

Contraller Organizer » I X @}ps_pm - XT100 Q-Alarms: x ._@A_-Alarm Definitions:
4 | Alarm Manager ~ Show: | All
‘9‘ ::arm;Def' - State Use Owner Narme Type Input Expression Limit  Message
e t - - -
b Aéset: rm menens s XT100 Alm_HiHi | TRIP XT1005ts_Hildi -1 /*5:0 %.@Description
'f!?' XT100 AMlm_Hi TRIP XT100.5ts_Hi =1 /*5:0 %.@Description

Guidelines for Server Tag-based Alarms (FactoryTalk Alarms
and Events)

An FTAE server is required for server tag-based alarms. The server puts these alarm tags on
scan, just as it does all other tags it polls for the HMI and Historian. In a PlantPAx system 5.0 or
later, it is recommended to limit the number of server tag-based alarms to 20,000 per FTAE
Server. A PASS can host a single instance of the FTAE server for Server tag-based alarms. There
are no hard-coded limitations, however you could experience longer recovery time during
system restoration if you exceed the recommendation.

Use the PlantPAx System Estimator (PSE) for sizing the number of alarm instructions for a
more accurate limit that is based on your specific configuration. Be sure to add additional
memory that is required to maintain the alarm subscription as it isn't accounted for in the PSE
memory calculations.

» Use alarm groups to organize alarms by operator role.

« Use alarm expressions against user groups to provide rolled up indication of alarms by
role or display. For example, AE_InAImUnackCount('TT*) returns a count of
unacknowledged alarms within groups that start with T1.

For more information on alarm expressions, see the FactoryTalk View Site Edition
User's Guide, publication VIEWSE-UMOQG.
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« Use an alarm class to identify alarms that share common management requirements
(for example, testing, training, monitoring, and audit requirements). Do not use alarm
class to identify alarms by operator role or display because you can't retrieve an alarm
count by class by using alarm expressions in FactoryTalk® View software. However, you
can filter by class on the alarm displays.

+ Use the alarm builder feature in the PlantPAx Configuration Tool to help build server
tag-based alarms.

Guidelines for Logix Instruction-based Alarms

The process library does not provide support for Logix instruction-based alarms. Note that the
instruction-based alarms can impact controller performance.

Controller scan time and memory usage are variable with the use of the ALMA or ALMD
instructions, depending on the states of the controller. Large alarm bursts can have a
significant impact on controller CPU utilization. For example: Controller memory used for
buffering by each subscriber (topic in the data server) =100 KB.

Example execution times:
- ALMD in a 1756-L73 controller with no alarm state changes: 7 ys
- ALMD in a 1756-L73 controller with alarm state changes: 16 s

In redundant controller configurations, cross loading of redundancy can add up to 70 ps per
ALMD instruction.

In general, Logix tag-based alarms and Server tag-based alarms deliver appropriate alarm
system functionality to enable the operator to take timely action. If after careful analysis and
design, the ALMA and ALMD instructions are necessary, it is recommended to limit the number
these alarm instruction to the following:

- 250 per redundant controller
- 2000 per simplex controller

Monitor Alarms

You can use the alarm status explorer in FactoryTalk View SE to browse all of your configured
alarms on a server or the entire system. Alarms also are filtered by the Shelved, Suppressed,

and Disabled options. The alarm explorer can be preconfigured as a Shelved alarm display to
let operators view a list of shelved alarms.

Alarm standards such as ANSI/ISA 18.2 recommend alarm system performance and diagnostic
metrics that help operations management address potential causes and solutions. Some
recommended metrics include:

« Alarm rates: annunciated alarms per operator console:
- Average of 6...12 per hour
- Average 1...2 per 10 minutes

«  Contribution of the top 10 most frequent alarms to the overall alarm load: ~<1..5%
maximum, with action plans to address deficiencies
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Use the Process System Estimator to Plan Alarms

Process System Estimator - Summary

PlantPAx

Controllers

PASS
Servers

ows
Clients

PlantPAx

] o) ] g E
Digital [ 1000 ool [ 1000 s m e | 2000 Total /0 | 5000 alarms | 14112 D’srr’buted Contro’ Sysre
‘I Flaniads A~ System Info System Summary
Number of Data and Alarm
- Rev [ Network Stations [ Server Tag Based Alarms
.
PADC_001 Reference 1D | | Number of OWSs [E Logix Tag Based Alarms
0k Project Name | Example Architecture | Number of OWS Clients [E OPC-UA Alarms
&SR Cantral Cantal Room Contact Name | | Number of EWSs [ Number of Histarian Tags
o Humber of Controllers [ ] Total Control Strategies
g, PASS_001 System Preferences
[ PlantPAx System Preferences v5.20 | Number of HMI Servers Total Tags on Scan
Process_Area_001a
2 —_— Default 10 Entry Method Edit System Preferen System I/O Summary
o ler_001 New 1/O Existing 1/O
- @ 1/0 Quantity
e . o i Edit Hardware Defaults Number of Digital Inputs R IEDs
! Controller_Do2 Control Strategy =
] -
~ S ST Number of Digitsl Outputs o] vsDs
. " Number of Analog Inputs o] sMCs
s FactoryTalk Directory  |FTD. ¥ @
- g Confroler_00% 1 Number of Analog Outputs o GClRs
B=R rerminal 011 T SeaxityLeyel Mo Security Selection = 0 Virtualization Options
Minimum Virtual Requirements
..... Terminal _012 . Employ a Virtual Architecture
B X Default Network Configuration - cpus RAM Memory @
’ : Include Virtual Image
B e o3 [Ause susting Core switch () Templates on BOM Storage Capacity | 1892 &
""" ﬂ Terminal_014 ol ey S Service Contract & Software License Options:
B e o1 Edtpreferences | @D System ID: |PAS5_001 - 0
[[] Generate Bil-of-Material upon Finish

Select the top of the project tree to view the system summary.

Select to view some of the system limits.

System Summary

Total number of Server Tag-Based FactoryTalk Alarm and Event servers.

Note: These servers support controllers that uti
earlier.

lize the PlantPAx Process Object Library 4.1and

The total number of Server Tag-Based Alarms.

The total number of Logix Tag-Based Alarms.
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OB NN

Process System Estimator - FactoryTalk Alarms and Events Limits

B Manage PlantPAx System Preferences x
Template: | PlantPAx System Preferences v5.20 b
System Limits: Virtualization Sizing:
Type of Limit Value Server and Workstation Type Ratio (vCPU:1) wRAM  wHardDisk wvCPU
# of HMI Servers limit 10 Process Automation Domain Controller (PADC) 2 4 40 1
# of Data and Alarm Servers limit 10 Process Automation System Server (PASS) 2 16 &0 4
# of Operator Workstations limit 120 Operator Workstation (OWS) [ 4 40 2
# of Historian Servers limit 2 Engineering Workstation (EWS) 2 3 100 2
Data server tags on scan/second limit 100000 Application Server OWS (AppServ-OWS) 2 16 60 3
Data server potential tags in memory limit 3000000 Application Server EWS (AppServ-EWS) 2 16 100 4
FTAE Total Alarms/System limit 100000 Application Server Information Historian (ASIH) 2 4 120 2
FTAE Total Alarms/Server limit 30000 Application Server Information Reparting (ASTV) 2 4 &0 2
FTAE Server-based Alarms/Server limit 20000 Application Server Information SQL (ASIS) 2 4 120 2
FTAE Logix-based Alarms/Server limit 15000 Application Server Asset Management (AppServ-Asset) 2 4 ] 2
1/0 per System Limit 25000 Application Server Batch {(AppServ-Batch) 2 4 ] 2
Controllers Per Subsystem Limit 10 OPC UA Connector Server (OPC) 2 4 60 2
# tags on scan / alarm 5 VMWare vCenter 1 12 500 2
Max Controller Visualization Tags on Scan 12000 System Reservation (Specify % to be reserved) 10
PASS Tags on Scan Limit 100000
System Tags on Scan Limit 1000000 MCE Sizing:
Display Tag Update Rate 0.5 Device Type DI DO AL ITe)
Base Memory Load (Kb) CompactLogix 380 Ful Voltage Starters 2 2 1 0
Base Memory Load (Kb) ControlLogix 430 Reduced Voltage Starters 2 2 1 0
Base Memory Load (Kb) CompactLogix P-Contraller 56 Variable Frequency Drives 2 2 2 1
Base Memory Load (kKb) ControlLogix P-Controller 56
Compactiogix P-Controller Alarm Limit 7500
ControlLogix P-Controller Alarm Limit 7500
# of Historian Tags per Historian Server limit 680000
Load System... Save System As...
Item Description
1 The maximum number of Data and Alarm Servers (Server Tag-Based) in the project.
Total number of FTAE Alarms allowed in the system.
2 Note: The total Server Tag-Based Alarms plus the total Logix Tag-Based Alarms must be less
than this value.
Total number of FTAE Alarms allowed in per PASS server.
3 Note: The total Server Tag-Based Alarms plus the total Logix Tag-Based Alarms supported by
any individual PASS must be less than this value.
4 The maximum Server Tag-Based Alarms that an individual PASS can support.
5 The maximum Legix Tag-Based Alarms that an instance of FactoryTalk Linx data server can
support. A single PASS can host up to two data servers.
6 The average number of backing taqgs that are configured for Server Tag-Based Alarms. This
field only applies to Server Tag-Based Alarms.
7 Maximum number of Logix Tag-Based Alarms. (CompactLogix 5380 process controller)
8 Maximum number of Logix Tag-Based Alarms. (ControlLogix 5580 process controller)
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Process System Estimator - PASS Alarms

PlantPAx

Digital m
wrais 220

Digital m
i |

Controllers

Analog
Inouts

PASS
sz
Analog [ 1000
cheans (o0

ows
ciente 2|
e

Alarms | 14112

PlantPAx

Distributed Control System

Pamttl Medium

== pataCenter 001

...... Y
_— A

FTD
FTD

..... g Central Control Roam

...... == s 001
[ -

(EEEs AppSwrAssetMgt 001

------ ASIS_001
AppSwrOwS_001
------ AppSvrOWS_002

CEEEN AppSwrOWS_003

Server Preferences

Mhmiserver @)

Dual Data Server

[~ Data and Alarm Server

PASS Licensed for | Unlimited + 5 OWS >

[“IRedundant server

[[]consoclidated PASS (PASS-C)

Data Center

Historian Update Rate
(induding Additional Load)

Adbditional Tag Load

@

DataCenter_001 ~

2 ~ | sec

Ca—

(2]

Server Summary

Number of OWS Clients

Controllers

[T

(2]

Patential Tags in Memory
Active Tags on Scan / Sec

Total Tags on Scan

Server 1fO Summary

3985170

101015

g

Server Tag Based Alarms
Logix Tag Based Alarms
Historian Tags

Total Control Strategies

Comm pan
Empaa

37510

— 3
Ly

Digital [ 1500
o B

Digital [ 300
et |

Controllers

Analog
Inouts

PASS
i
Analoa [ 1p0g
ol E]

OWS
Clients

Total 1/0 | 5000

Alarms | 14112

PlantPAx

Distributed Control System

e PASS_001

| I Process_Area_0013

~

Controller_001
Controller_n02
Controller_003
BE= rerminal 011
B emnal o2
B ernal oz
BE ermnal 014
Ba enaiois

| I Process_Area_0023

Controller_005

Controller Preferences

Controller Name

Communication Module Selection:

Controller Summary
Visualization Tags
Total Historian Tags
Active Tags on Scan | sec

Total Control Strategies

Controller_004

» Controller Type 1756-L75 Redundant i
Contraller Location |Dedicated Chassis ~
Netwark Connectivity

Enet/IP NPO
Switch:

290

Standard Controller Alarms Summary

102

=
..
e COTTOTEr 0T
o=

7 Controller_007

csre

Location_007
B = ~

»  Potential Server Alarms

2940

1711 Config

ured Panel

Edit Communication Modules

1783-BMS20CA Q | Help Me Select

18%: (5273 KB of 32768 KE)

ESt, Memory: s

Est. CPU =

10% Utilized

Controller /O and Device Summary

Number of Digital Inputs
Number of Digital Outputs
Number of Analog Inputs

Number of Analog Outputs

New 1/0

Wl
M

Existing [fO

[ use 1711 Configured Panel

2]

1711 Information

= Includes 1/0 from Contraller
Location if selected.

reserve: (8% <] @
Reserve: [B ] % @

MCC/MCD/IED
vsos [0 |
swes [0 |

[ Generate Eil-of-Material upon Finish

Cancel

Help

{beyond calculatad values) New IjO Existing I/O MCC/MCD/IED
. AppSurOWS_004 SE:M e Number of Digital Inputs IZQ| es [0 |
BB AppsvrEwiS 001 % of Potential Alarms Used (2] Number of Digital Outputs o] wsos [0 ]
e 2 Alarm Tag Update Rate > ~| sec Number of Analog Inputs ] smes [0 |
:bd:;zzgal;l;r‘;ﬂ;;: zirevs [0 | ams Number of Anzlog Outputs o] ors [0 |
[ Generate Bill-of-Material upon Finish

Cancel Help.

Item Description

1 Select to view the alarm information for the PASS.

PASS-specific configuration information for the Server Tag-Based Alarm server. This is the
configurable percent of Server Tag-Based Alarms that will be used for each controller under
this PASS.

2 Note: You can also add additional alarms in the server that are beyond what is calculated. The
default is zero. When using the latest library and Pracess Controllers, the section in the red box
does not appear as it does not apply.

3 Total number of Server Tag-Based Alarms for this PASS.

4 Total number of Logix Tag-Based Alarms for this PASS.

Process System Estimator - Non-Process Controller

PlantPAx
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ltem

Description

1 This non-Process controller uses PlantPAx Process Object Library 4.1.

Note: Since this controller is using Process Object Library 4.1, it uses Server Tag-Based alarms.

Potential Server Tag-Based Alarms.
9 We know that 30 percent of these alarms are used (See

on page 102.) therefore, the actual load on the server for this specific controller will be:
2940 alarms x 30% = 882 alarms.

Pr

ss System Estimator - PASS Alarms

Process System Estimator - Process Controller

PlantPAx

PlantPAx

ST s — cienta
e o] ceenl ]| L [EEE| oen R i
Inputs Outouts Inputs Outouts & &
Distributed Control System
1D
Eamam PASS_001 . o roter e fevences P-Contraller Task Period (ms) Redundant L8 Controller 1711 Configured Panel
Process_Area_001a 100ms Crossloading CPU Impact: [ Use 1711 Configured Panel
1 : W——P Controller Type 1756 L85EP Redundant - Normal [250ms = vormal  ~ @D
5 for
[ —— Controller Location | Dedicated Chassis ~ soms | @ B o
i Network Connectivity
Contre 003
ok SR @ [breseea
e Controller_004
= 2999 29mm = Includes I/O from Controller
E= rerminal 011 Location if selected.
m Terminal_012 Communication Module Selection: Edit Communication Modules
Controller Summary
Te _013 17% (7115 KB of 40960 KB)
B e Visualzation Tags Est. Memory: s | Reserve: < @
m Feaealioty Total Historian Tags 60% Utilized
[ ermins_015 PR~ Ercr | Reme » @
3 i I Process_Area_002a Total Control Strategies Contraller 1/O and Device Summary
& - Controller_00S Controller Logix Alarms Summary st EXEtRa i RECREDAD
- Mumber of Digital Tnputs [ ®s [0 |
2 T s e [2 ] S DB B |
Controlier_007 it [ ] (7] b A ot | s [
8 e [ e i e Ao O ] oxs, [FE]
[JGenerate Bill-of Material upon Finish
e e
ltem Description
1 This Process controller uses PlantPAx Process Object Library 5.0 and later.
9 The calculated Potential Logix Alarms in the controller based on the configured 1/0 or control
strategy counts.
3 Configured Logix alarms once multiplied by the user indicated percentage. In this example, 50%.

Security Considerations

PlantPAx provides options you can use to make your controller more secure. For controller
security options, see:

«  ControlLogix 5590 Controllers, publication 1756-UM300

«  ControlLogix 5580 and GuardLogix® 5580 Controllers,
publication 1756-UMb4

»  CompactLogix 5380 and Compact GuardLogix 5380 Controllers, publication 5069-UM001

For runtime security, See Remote Desktap Services on page 66
For general system security (domain controller, FT Security), See Domain or Workgroup on

page 21

A PlantPAx reference architecture has been certified for the IEC-62443-3-3 SL1 requirements.
When certification is necessary, designing and implementing a similar architecture can

improve the certification process timing. See
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Create HMI Displays

104

The Process Automation System Server (PASS)is a required system element for the PlantPAx
system. The PASS hosts the HMI server, which stores the HMI project components, such as graphic
displays, and provides these components to an Operator Workstations (OWS) client upon request.

For more information on how to configure these servers, see Chapter 3, Process Automation
System Server.

Follow these guidelines:
+ Use FactoryTalk® View Studio software on the EWS to access the application.

«  Configure the FactoryTalk View SE servers to start automatically on startup on the
PASS. Let the servers fully start up before starting the client computers.

» FactoryTalk View SE displays contain expressions for each customized animation that
holds simple or complex calculations to accomplish the animations. Each expression
consumes memory and requires processing time to execute. Too many expressions can
make the screen animate sluggishly and affect system performance.

»  Use global objects to display the status of a control module or device when the
information to be displayed is stored in a tag structure within Logix (for example, UDT
or Add-On Instruction) and there are many identical instances. A global object is a
display element that is created once and can be referenced multiple times on multiple
displays in an application. When changes are made to the original (base) object, the
instantiated copies (reference objects) are automatically updated.

- Base global objects are stored in FactoryTalk View in displays (.ggfx files). If you have
a large number of base global objects defined, do not put them all in a single display.
Limit the number of global object instances on a single display to 60 or less.

- As global objects can be instantiated multiple times, the performance impact of their
design is amplified by their number of instances. Therefore, design global objects
carefully to reduce the number of objects, expressions, and animations that are used
within the base object.

« Use 'Replace’ display types. This display type closes the currently displayed screen
when a new screen opens. ‘Overlay’ display types must be managed because multiple
screens open at once consumes memory and CPU resources.

»  Only use Cache After Displaying and Always Updating for displays frequently accessed
by the operator and not applied generally. Used sparingly on these displays, these
settings improve display call-up time for important displays. When displays are cached
and always updating, the additional memory load of this display on the view client is
persistent after call-up regardless of whether the display remains visible. This action
affects system load and can affect system performance.

«  We do not recommend the use of data logs. If necessary, use data logs for short-term
data retention only.

Do not create derived tags that depend on the results of other derived tags. Derived tag
processing is not sequential.

«  Avoid use of VBA when possible. VBA runs as a single-threaded process so it's possible
the application that is written in VB does not allow the HMI to perform predictably.

Use FactoryTalk View Studio software to create or import any system-specific graphic
displays that your PlantPAx system requires.

For PlantPAx common graphics, you can use ACM-generated displays or graphic framework
displays (from the process library).

Graphic Framework Displays

For more information on how to develop graphic framework displays, see the Rockwell
Automation Library of Process Objects Reference Manual, publication PROCES-RM200.
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Optimize Runtime Performance

PlantPAx guidelines recommend using global objects to display the status of a control module

or device when there are multiple, identical instances. Global objects offer consistency; and
changes to a global object propagate to all the affected displays.

FactoryTalk View Studio has an Enable Global Object Runtime Optimization feature that
improves runtime performance.

1. After you modify graphics that contain global objects, select Global Object Compilation

Required

1 FactoryTalk View Studio - View Site Edition (Network Distributed)
File Edit View Settings Objects Arrange Animation Tools Window Help

‘mAe e = 0P ROEFirsyoaazudaEnsdaq

Explorer - HMIServer0l = % i ™
] 4% Global Object Compilation Reguired
PlantPAxDCS

Global Object Compilation Required
- =8 Runtime Security

IT Scripts

- FTAEArea

- B HMIServerfrea

=R HMIServerDl
|3 System
¢ L[ Command Line
(=1 HMI Tane

2. Select Compile Global Objects to optimize the changes for the runtime system.

X
Options

General Global Object

The runtime peformance of applications that leverage z large quantity of global
objects can be impacted. By enabling this feature. the runtime performance can be
optimized for the FactoryTalk View Site Edition Client.

Enable Global Object Rurtime Optimization

| Compile Global Objects |

* Global Object Compilation Requried. There are pending changes in the
1
system that require optimization for untime.

After modifying graphic display’s containing Global Objects, click the
! Compile Global Objects button to optimize these changes for the runtime
system.

The first time that you compile global objects, the process can take an extended amount of
time, depending on the number of displays in the application. Subsequent compiles require
less time as they only process changes to displays.
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Optimize HMI Redundancy

For HMI redundancy, change these settings to optimize the failover speed to achieve proper

visibility on the HMI clients.
1. InFactoryTalk View Studio, go to System > Policies > System Policies and select Health
Monitoring Policy.
Ij— Systern

Action Groups
=3 Palicies

+] Product Policies

Systern Policies
[+ FactoryTalk Alarms and Events
- [E Badge Authorization
- B Application Autharization
User Rights Assignment
Live Data Paolicy
Health Monitoring Policy
- B Audit Palicy
- B Security Palicy

2. Change the following settings:
- Network failure detection interval: From 2 seconds to 1
- Maximum network glitch: From 5 seconds to 1 second

Health Monitoring Policy Properties X

Policy Settings

=] A

o= 24 |

~ Rates
Computer detection interyal 2 seconds
Metwork. failure detection interval 1 second

M asimum network glitch

1 second ~
M aximum delay before server is active 2 minutes

Maximum network glich

Sets the maximum duration of a network disruption before the health monitoring
service determines that communications have failed

Cancel Apply Help
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Use ACM to Create an Application

Studio 5000® Application Code Manager is a tool that enables more efficient project
development with libraries of reusable code. This software enables more efficient project
development with bulk configuration of highly reusable libraries of code. Reclaim some of your
valuable time by leveraging this tool to streamline design and achieve faster commissioning.

Modularity in your projects means that they are repeatable, supportable, and consistent.
Whether you are using the Rockwell Automation application libraries or creating your own,
Studio 5000 Application Code Manager software allows you to manage and rapidly deploy
projects across your organization. Additionally, you can drive standardization across your
teams by using library objects that are consistent no matter who does the programming.

See PROCES-RM201 for more details on using the Control Strategies.

Following the System Workflow, develop your process application, including graphical displays
and controller logic. To develop your controller program, you must be familiar with how to do
the following:

1. Gather system requirements, such as:
- User requirement specifications
- Instrument index or database
- P&ID diagrams
- Network architecture requirements
- 1/0 requirements
- Produced/consume and message requirements
- Product specifications

2. Use the PlantPAx® System Estimator tool that comes with Integrated Architecture®
Builder utility, to:

- Size your PlantPAx system
- Generate a bill of materials
3. Build your PlantPAx system:
- Install and configure process controllers (recommended)
- Make sure that the HMI server and requirements are configured (required)

For more information, see these additional resources.

Resource

Description

Rockwell Automation Library of Process
Objects Reference Manual, publication
PROCES-RM200

Describes how to build and use library companents that comprise the Rockwell Automation Library of Process Objects.

Application Code Manager User Manual,
publication LOGIX-UM

Provides details on a modular, object-based approach to the creation of ACD controller cade, FactoryTalk® View SE /ME
display content, FactoryTalk® Historian Tag and FactoryTalk® Alarms and Events (FTAE) import configuration.
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Develop a Project Plan

Based on the system requirements and PSE results, start by planning the scope of the process
application. Use a spreadsheet or other tracking tool to define the details for each controller in
the project, such as:

Controller name

» Task name

»  Program name

»  Description

« 1/0type

«  Control strategy name

+  Minimum and maximum values and units of measure
« AMarm values (LoLo, Low, High, and HiHi)

»  HMI display name

This level of detail helps you organize the actual programs and tasks in the application. For

example:
A B D E F G H | J K L M N
1 NAME CONTROLLER PROGRAM DESCRIPTION (e} Control Strategy Min  Max Unit LOLO LOW HIGH HIHI
11 FT0120 Water Task_D_500ms Polymer_TaskD Flow to Large Storage #2 Al P_Aln 0 10000 GPM -1.50E+38 -1.50E+38 1.50E+38 1.50E+38
12 [FT200 ‘Water Task_D_500ms Canals_TaskD Flow Offsite #1 Al P_Aln 0 100 GPM 5 10 90 99
13 |[FT201 Water Task_D_500ms Canals_TaskD Flow Offsite #2 Al P_Aln 0 100 GPM 5 10 90 99

Table 7 - Library Descriptions

Determine Which Libraries to Use

Rockwell Automation provides libraries to simplify application development.

Item

Description

Process Library

Rockwell Automation Library of Process Objects provides sample projects, application templates, Endress + Hauser library objects,
Application Code Manager library objects, and tools and utilities.

Includes the following:

« Graphics for built-in instructions

« HMIimages and Help files

« Logix diagnostic objects

« Process objects

« Control strategies

« Sequencer object

« PlantPAx Configuration Tools for Tags, Alarms, and Historian
« Color Change utility

« Historian -- Asset Framework template and objects

1/0 Device Library

Provides objects for Rockwell Automation 1756, 1769, 1734, 1794, 1738, 1732E, 1719, 5015, 5069, 5094 I/0 modules.
Provides preconfigured status and diagnostic faceplates sets for Rockwell Automation digital and analog 1/0 devices. You can use
these objects with Machine Builder, Process, and Packaged Libraries, or as standalone components.

|0-Link Device Library

Provides 10-Link master and sensor objects.
Provides preconfigured status and diagnostic faceplates.

Machine Builder Libraries

Library objects for use with Application Code Manager.

« Independent Cart Technology Libraries, includes ICT Libraries for iTRAK® and MagneMotion®
« Studio 5000 Application Code Manager

« Power Device Library, including objects for E300, ArmorStart®, PowerFlex®, and Kinetix®

Network Device Library

Provides objects for Stratix® switch, Parallel Redundancy Protocol (PRP) network objects, and Device Level Ring (DLR) network objects.

Power Device Library

Provides objects for E300, ArmorStart, SMC™-50, PowerFlex, and Kinetix.
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DE\IE'OP an Example In this example you will create a process application to allow flow in and out of a tank. You will

Application also monitor the tank level and control a motor to pump out of the tank. The system design is
based on this drawing. We will start with a simple tank configuration and then show how that
can be used to complete a bulk configuration file to be used in larger deployments.

Inlet Valve d D

- ©
Pump
Qutlet Valve
Gy
\_—_—d/ "
Tank

The following information is required as part of the project plan.
«  Controller name - (CLX)
«  Task name - (Normal)
«  Program name - (Tanks)
«  Description - (Process_Example)

« 1/0 Map Strategy 5 “Use Program Connections” (recommended), See PlantPAx Control
Strategies, publication PROCES-RM201 for I/0 mapping strategies.

«  Control strategy names - (L1100, XV100 & XV101, MT100)
«  Minimum and maximum values and units of measure - (example: 0-100)
«  Alarm values (LoLo, Low, High, and HiHi) - (example: 1,10,90,99)
«  HMI display name - (Tankl...)

MAME | CONTROLLER| TASK |PROGRAM|  DESCRIPTION ifo Control Strategy|

Li100 X Normal | Tanks Tank Level Indicator Analeg Input €s_Pal
XV100 CLX__ | Normal| Tanks | inletValve Control | Digital Output_ €s_PVLV

X101 X Normal | Tanks | Outlet Valve Control | _Digital Output €5_PVLY
MT100 cx Normal | Tanks Motoron Pump | PowerFlex Drive | €5 PVSD

| Max | unit [Lote| to | Wi |Hiki
00| % | 1|10 9|9
L
1

Pas |
Pos |
60 | Hz |

”3”|§

Create the Example Project Create a New Project

1. Launch the ACM software
2. Create a project using the File> New > Project option from the top menu.

3. Select (RA-LIB) Process 5 Project and select Next.
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4. Enter a new project name. Throughout this example, we use Process_Example. Name
the project and configure if the control strategies should be coded in function block or
ladder Logic. The project has a parameter to configure code type for each control
strategy, so a mix of function block and ladder is supported in the project. All control
strategies of a given type added to the project will follow this code type selection in the
resulting ACD file.

If ‘Ladder Logic' is selected on any of the parameters, the Ladder_Routine_Selection
parameter becomes visible. Select if the ladder-based control modules will all be
created in one or multiple routines using this parameter. This determines the code
structure for all ladder-based PlantPAx Control Modules that are created in this

project.
Lge_Lng_Link Function Block (FE|
Lge_Lng_Sequencer Function Block (FEI
Lge_Lng_Promot Function Bock (78]
b rexe

SGL_Serverame
a8

B _Usertame
B _Password

Ladder_Routine_Selection
Create Sngel or Mulipel Routres For Ladder Loge

Cancel Rext Firish

Select Finish and your project will be created.

Add System References

Application Code Manager provides capability to generate content for PlantPAx system
elements associated with the HMI, Historian, and Batch. For example, ACM can generate tags
for FactoryTalk Historian SE and HMI graphics for FactoryTalk View SE HMI displays. This
section adds system server references and create a display for the tank graphics.

1. In System View, expand Historian and right-click ScanClass then select Add.

8% Application Code Manager (localhost\SOLAC
FILE EDIT TOOLS VIEW  HELP

) (= | I1q) fo

Systern View

v {3 Project - Process Example
~ #g Historian
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2. Select (RA-LIB) Process b HistorianSE and select Next.

Obgeet Configuiation Wissed 7 *
| Skt o Bbrary

Flter [ Shew M Revisiora

Salution _ Category T C Family Class  Status  SchemaVersion  Owner

B scanclass (1 #em)

3. Select Next to view the Point Types. The defaults are sufficient for this example. Select

Finish.

4, In System View, expand HMI and right click Displays then select Add.

Systern View

v {3 Project - Process Example
£ Historian
~ [ HMI

& Colors
O

A AN
BiE Used

Paste Special
Paste

b. Select (RA-LIB) Process 5 HMI and select Next.

Object Configuration Wizard

Select a library

Fiter: | | 0 Show Al Revisions

_ LibraryType  Category Y Cataloghumber  Family  ContentType  Class SchemaVersion ~ Owner

B pisplay {3items)

(RA-LIE) ACM 2.00 HMI Display FTViewME (4.0)  Project Standard 2.0.0 Rockwell Automation
FTViewsE (4.1) Project Standard 2.0.0 Rodwel Automation

(RA-LIE) ACM 2.00 HMI Display

ewSE (5.21)  Project Standard

(RA-LIB) Process 5 HMI

Rockwell Automation

6. Inthe Object Configuration Wizard, use the parameters list to select a Display Template.

The HMI Configuration parameters can remain at default settings. In some cases, you
can change the Display Template to match the correct version of FactoryTalk View
that you are using. In this case, we are using FactoryTalk View SE version 15

templates.

Object Configuration Wizard

Name: [FTViewSE_Server |

Description: [FactoryTalk View SE Display |

Catalog Number- FTViewSE (5.21) - Published

Solution: (RA-LIB) Process 5

Farameters Displays

B =

~ 01 - HMI Configuration

Display Template (RA-TPL)_ACM_2.00_HMI_Display_FTViewSE_15.0_{4.0)xml

Batchlmport Template
MaxSymbolWidth
MaxSymbolHeight

240
410
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7. Select the Displays tab. Right click within the displays window and select Add New.

Object Configuration Wizard

Name: | FTViewSE_Server |
Description: |FactoryTaIk View SE Display |
Catalog Number: FTViewSE (5.21) - Published

Solution: (RA-LIB) Process 5

Parameters | Displays

Mame SubObject Description

| Add MNew I

Copy
Paste

Delete

Reset Grouping...

A new FactoryTalk View SE display is added to the table with the name “Graphic”.

8. This display is where your tank graphics will be created and later imported to the HMI.
Change the graphic name and size as follows:

» Name: Tank_Display_SE_Import
«  Display Width & Height: 1920 x 1080

Object Configuration Wizard ? X
Name: [FTViewSE_server |
Description: [FactoryTak View SE Display |
Catalog Number- FTViewSE (5.21) - Published
Solution: (RA-LIB) Process 5

Parameters Displays

Name isplay Displayleft  DisplayTop _DisplayWidth  DisplayHeight  Disp olor  Display ity LeftIndexMas

Tank_Display_SE_lmport 0 0 1520 1080| shver * 1.0 7

9. Select Finish. You now have both the Historian ScanClass and HMI FTViewSE_Server
references within your ACM project.

&% Application Code Manager (localhost\50Q

FILE EDIT TOOLS VIEW  HELP
Helda &
Systern View
v {3 Project - Process Example
~ #g Historian
B ScanClass
v [ G
& Colors
v [ Displays
FTViewSE_Server
A Mams
BiE Used Libraries
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Add a Controller

1. Add a new object in the class view window.

2. Select the controller family that is used in the application and if it is a reqular or
process series controller. To use PlantPAx Process Objects one of the Process controller
options must be used. In this example we select a ControlLogix® Process Controller.
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Configure the Controller Object

In this example, you use ACM to create a controller named CLX.

1. Name the controller and match controller parameters to equipment that will be used in

the project.

Okject Cenfigurstion Wizard

Name: ex \i

Description: [Desciption |

Catalog Number- Process_Cortroller (4.1) - Published

Solution: {RA-LIB) Process 5

Parameters

E=-| A
Eslle

v 01-Controller
ChassizName
Siat
Size
SoftwareRevision
ProcessorType
FlantP AxTaskingModel_Enabled

v 02-HMI
Area
Fath
Has_isFosiioned
AreaPath
AreaPathME

v 03 - Historian
HistonianMachineMame
HistorianMachinelD
FTVAppName
HistorianPath
FTLDirnterfaceNo

Local

0

17

36
1756-L85EP
True

FlantPAx_Data_Area
[CL¥]

False
/PlentPAx_Data_Area:{CLX]
[shortcut]

PASSL02

7799451-Dcd4-44b 1-aedc-902dd549950d

Process_Example

Procss_Example/PlantPAx_Data_Area: Factory Talk Linx [CLX]
|

04 - Operations
05 - Alarm Configuration
05.03 - Major Fault Alarm
05.04 - Task Monitor Alarm
06 - 10

Kvvwvw

10_Map_Strategy 5
Skip_l0
Skip_UnUsedIO

09 - Factory Talk Innovation Suite
Motion 2

Add Devices

In this example, you add two I/0 modules. One communication module and one drive.
« 1756-1F8 Analog Input module (Local_01) for the tank level input.
« 1756-0B16 Digital Output module (Local_02) to control both valves.
«  1756-EN2T Communication module (Local_03) to connect the drive.
«  PowerFlex 755T Variable Speed Drive (MT100_Dvc) to run the pump motor.

Create the 1756-1F 8 Analog Input Module
1. Right click the I/0 Configuration > Backplane and select Add New.

Controller Preview
¥ il Controlers
v [aCLx

v
Aaseny

v il D Configuration
& BN Add New...

Contributing Instances

View »

2. Enter1756-IF8 into the Filter bar. Select the first option (RA-LIB) ACM 2.0 Module Analog
1756-1F8 and select Next.

Object Configuration Wizard ? X

Select a library

Fiter:  [1756-F8

e

B analog (6 items)

| O Show Al Revisions

Category T Cataloghumber ~ Family  ContentType  Class  Status  SchemaVersion  Owner

(RA-LIE) ACM 2.00 Module
(RA-LIB) ACM 2,00 Module

1756-IF8 (5.0)
1756-F8/B (5.3)

Published
Published

Rockwell Automation

Analog 1756 Task Standard 2.0.0 Rockwell Automation

(RA-LIE) ACM 2,00 Module Analog 17564F8H/A (5.3) 1756 Task Standard  Publshed  2.0.0 Rockwell Automation
(RA-LIB) ACM 2,00 Module Analog 1756-IF8I/A (5.0) 1756 Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIE) ACM 2,00 Module Analog 17569F81B (5.3) 1756 Task Standard  Publshed  2.0.0 Rockwell Automation
(RA-LIB) ACM 2,00 Module Analog 1756-F8IH/A (5.3) 1756 Task Standard  Published  2.0.0 Rockwell Automation
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3. When the Object Configuration Wizard for the 1756-1F8 appears, select Finish. The
default for slot Tis acceptable for this example.

Controller Preview
v Cortrofers
v [ECLx
Controler Fault Handler
Pawer-Lp Handler
Tasks
~ Moton Groups
Ungrouped Axes
Aasels
~ il /0 Configuration
v @ Backplane
i 1] 1756-IF8 Local 0
Zx Ethemet

Create the 1756-0B16 Digital Output Module
1. Right click the I/0 Configuration > Backplane and select Add New.

Controller Preview %

Contributing Instances

Wiew »

2. Enter 1756-0B16l into the Filter bar.
Select the (RA-LIB) ACM 2.0 Module Digital 1756-0BI16I.

Object Configuration Wizard ? X
Select a library

Fiter:  [1756:0B16] ] O3 Shaw Al Revisions

Solution LibraryType Cataloghumber Family ~ ContentType  Class  Status  SchemaVersion  Owner

El pigital {4 items)

(RA-LIB) ACM 2.00 Module Digital 1756-08161 (5.3) 1756 as Published Rockwell Automation
(RA-LIE) ACM 2,00 Module Digital 1756-0BI6IEF/A (5.3) 1756 Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIE) ACM 2.00 Module Digital 1756-OBIGIEFS/A (5.3) 1756 Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIE) ACM 2.00 Module Digital 1756-0B1615 (5.3) 175 Task Standard  Published  2.0.0 Rockwell Automation

3. When the Object Configuration Wizard for the 1756-0B161 appears, select Finish. The
default for slot 2 is acceptable for this example.

Controller Preview
Controliers
v [ cx
Controller Fault Handler
Power-Lip Handler
Tasks
~ Motion Groups
Ungroupedfxes
» Assets
¥ il 1O Configuration
v @9 Backplane
§ 1) 17564F8 Local_01
i 12 1756.0B161 Local 02
&5 Ethemet

Create the 1756-EN2T Communication Module
1. Right click the I/0 Configuration > Backplane and select Add New.

Controller Preview %

Contributing Instances

Wiew »
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2. Enter 1756-EN2T into the Filter. Select the first (RA-LIB) ACM 2.0 Module Communication
1756-EN2T.

Object Configuration Wizard 7 X
Select a library

Fiter.:  [1756-EN2T | 1 Show All Revisions

Solution LibraryType Cataloghumber Family ContentType Class Status SchemaVersion Owner

E communication (3items)

(RA-LIE) ACM 2.00 Module Communication 1756ENZT (2.1) 1756 Published Rodkwell Automation
(RA-LIB) ACM 2,00 Module Communication 1756-ENZTP (4.0) 1756 Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) ACM 2.00 Module Communication 1756ENZTR (2.1) 1756 Task Standard  Published  2.0.0 Rockwell Automation

3. When the Object Configuration Wizard for the 1756-EN2T appears, select Finish. The
default for slot 3 is acceptable for this example.

Controller Preview X -

Cortrollers
v [ CLx
Cortroller Faut Hancler
Power-Up Hander
Tasks
~ Mation Groups
UngroupedAnes
Pssets
~ ia 110 Configuration
w @ Backplane
# [1]17564F8 Loeal_01
A 121175608161 Local_02

P9 (3] 1756-ENZT Local_03
& Ethemat

Create the PowerFlex 755T Variable Speed Drive
1. Using the Class View window, right-click on the CLX controller and select Add New.

2. Enter PF755T into the Filter bar. Select the (RA-LIB) Device Power Velocity
raC_LD_Dvc_PF755T.

Object Configuration Wizard ? X

Select a library

Fiter:  [PF755T | O3 show Al Revisions

_ LibraryType  Category Y Cataloghumber Family  ContentType  Class  Status  SchemaVersion  Owner

Device Control (2 items)

B powervelocity (3 items)
(RA-LIB) Device Asset-Control PowerVelocity raC_Dvc_PF755T (3.4)  Logix Task Standard  Published  2.0.0 Rodkwell Automation

(RA-LIB) Device Device PowerVelogty raC_LD_Dvc PF755T (3.4) Logix Published Rackwell Automation

(RA-LIB) Device Asset-Control PowerVelocity  raC_Opr_PF755T_PM (3.4) Logix Task Standard  Published  2.0.0 Rodkwell Automation

3. Inthe Object Configuration Wizard for PF755T, change the name of the drive MT100_Dvc
and change the ObjectInterfaceDatatype to PredefinedDatatype.

Object Configuration Wizard T X
I Name: [MT100_Dve ] I
- —
ption: [2C_Dve_PF755T Device Clject and Extensians imy|
Catalog Number: 1aC_LD_Dve_PF7SST (34) - Published
fon: RALIB) D
Soltion: (RALIE) Device T %] Frogan

Parameters  Linked Libraries

El

~ 00 General
RoutineName MT100_Dvc
TagName MT100_Dve

TagDescrption raC_Dve_PF755T Device Object and Extensions implementation

ObjectinteriaceDatatype PredefinedDatatype -
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4. Add a parent module by selecting the ellipse button. Select the 17756-EN2T module in slot
3.(Local_03) and select Finish.

v 01 Module

ModueName Mod_MT100_Dve
IncludeHWY Tue

ModueType PowerFlex755TR
PAddress 192.168.1.1
N (€3] Local
DrveRatingTR 400V 2604 Heavy Duty

(69 Select a Reference

v 3 Project - Process Example Copy ~
4§ Historian
[ HMI

4 Cortrollers

Object Name

Local_03

Object Description
1756 10/100 Mbps Ethernet Bridge, Twisted-Parr Media

Module

T
56-IF8

v [ 0

5. Change the IP Address to 192.168.1.10 (must be something different than the parent) and
then select Next.

Object Configuration Wizard

Name: [MT100_Dve |
Description: |raC7D\tc7Pl—755T Device Object and Extensions im[l
Catalog Number: raC_LD_Ovc_PF755T (3.4) - Published
ion: RA-LIB) D

Selution: ( ) Device Task: ~ | Program
Paramsters  Linked Libranes
Bl | =
v 00 General

RoutineMame MT100_Dve

TagName MT100_Dve

TagDescription raC_Dve_PF755T Device Object and Extensions implementation

TagScope Program

ObjectinterfaceDatatype PredefinedDatatype
v 01 Module

ModuleMame Mod_MT100_Dve

IncludeHW True

Powerfle =
152168110
E [l eIy
DriveRating TR 400V 260A Heawvy Duty

6. Select the Linked Libraries tab and select the Auto Create button on the next screen.

Linking to the device library allows ACM to create the Add-On Instruction
(AOI) designed to interface to the drive data structure. The AOI formats the
data for use throughout the project and control strategies.

Object Configuration Wizard ? X
Name: [wTio0ove T3 ]
Description: |raC_Dve_PF755T Device Object and Extensions |
Catalog Number: raC_LD_Dvo_PF755T (34) - Pubiished
Solution: (RA-LIB) Device . B Frogan

Parameters  Linked Libraries

v Linked Libraries -
raC_Dve_PF755T #[€3] raC_Dve_PF755T (Select Create to Instantiate)

7. Select the raC_Dvc_PF755T link name and select OK.

Auto Create Linked Objects

B¢
Link Name Library Action Object Name:
ﬁ raC_Dve_PF755T raC_Dve_PF755T (3.4) Create New raC_Dvec_PF755T

8. Select the Normal Task in which the logic will be inserted and select Add New program.

Object Configuration Wizard ? X

Name: [MT100_Dve |

Description: [raC_Dve_PF755T Device Object and Eensions imy|

Catalog Number: raC_LD_Dvo_PF755T (3.4) - Published

Solution: (RA-LIE) Device I Tt [ . I rogam

Blel | = fooEa

[~ Linked Libranes
raC_Dvc_PF755T 3] raC_Dve_PF7SST
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9. Type Tanks for the new Program the name and select Finish to complete adding the
PowerFlex 755T Drive and device library code.

Object Configuration Wizard ? X

Name: | [rend | ]

[Description |

Catalog Number: Frogam  (1.0) - Pending

i Syst
Solution e Task:  Nomnal

Parameters

Rl
v Configuration
Type Program
InhibitProgram False
Synchronize RedundancyDataAfterExecution False
MainRovtine Name MainRoutine
MainRoutine Type ALL
FaultRoutine Name:
Class. Standard
v General
UseAsFolder False

Type
Program Type

Coce pr— o

Controller Preview Class View
d Controllers v Controllers
v @ CLX v @ CLX
Controller Fault Handler N d 1756-EN2T (21)
Power-Up Handler z Local_03
v Tasks v [ 1796IF8 (5.0)
~ (L Fast z Local_01
v L raP_EventQUnload N d 1756-0B16l (5.3)
@ MainRoutine Local_02
v L FastProgram |=] Program (1.0)
@ MainRoutine N d raC_Dvc_PF755T (34)
v © Noml
v L NomalProgram N d raC_LD_Dvc_PF755T (34)
@ MainRoutine  MT100_Dwve
v L Tanks = Task (1.0}

Add Hardware Bus Object

In this section you create the Hardware Bus object to reference the three local I/0 modules
from the prior section.

1. Right click the CLX controller and select Add New.
W_Clﬁﬂ(m [l xI

411

Generate Controfler

v il Update from ACD/LSY

Import

Exteact Attached Files

2. Enter Hardware into the Filter bar. Select (RA-LIB) Process 5 Organization Hardware_Bus
and select Next.

Object Canfiguration Wizard
Select a library b

Fiter:  [Hardware | [ Show Al Revisions Show Al Libraries

_ LibraryType ~ Category Y Cataloghumber  Family  ContentType  Class  Status  SchemaVersion  Owner

B Bus (1item)

(RA-LIB) Process 5 Organization Bus Hardware Bus (4.1) Logix Program Standard  Published Rodkwell Automation

Speciality (1 item)
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This is normal.

You will see a warning on the next window stating, “Library contains the
program Hardware Tree which is already scheduled in the task System”.

Object Configuration Wizard

Solution: (RA-LIB) Process 5
Task:

Name: \Hwaus Org ‘ Library contains the program Hardware Tree which is already scheduled in task
= System

Description: [Descrption ]

Catalog Number: Hardware_Bus  (4.1) - Pubiished

Paramsters Bus  View_Assignment

=]

~ 00.00-Org
HWOrgViewSize 4

w 00.01 - Org Scan Data - Common
Sean_Library raP-5_20
i S e

3. Use the Task drop down and select the System Task.

Object Configuration Wizard

Name: |HWBus_Org |
Description: [Description |
Catalog Number: Hardware_Bus (4.1) - Published

ion: RA-LIB) P 5
Solution: { ) Process I Task: | System

4, Select Finish and verify that the Bus was created

Controller Preview

d Controllers Controllers
v Bl v [ o

Controller Fault Handler
Power-Up Handler
v Tasks

v [F 1756ENZT (21)
Local_03

'raC_Dve_PF755T
v L Tanks aC_LD_Dwec_PF755T (34

MT100_Dve
[4 Task (1.0)

MainRoutine
MT100_Dve

Add Hardware Module Status Object

In this section you create the Hardware Module Status object to reference the three local I/0

modules from the prior section.
1. Right click the CLX controller and select Add New.

;1w o Cotsien -

v DER

¥4 Generate Cantroller

Contectes prevew > IR <= v 8 % I

v il Update from ACD/LSY

Expornt
mpart

Exteact Attached Files

Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026

n9



Chapter 6 Use ACM to Create an Application

2. Enter Hardware into the Filter. Select the (RA-LIB) Process 5 Hardware_Module_Status
and select Next.

Select a library
Fiter: | [Hardware | | O3 show Al Revisions

_ LibraryType Category Y | Cataloghumber Family ~ ContentType  Class  Status  SchemaVersion  Owner
[ Bus (1item)

B speciality (1 i

Standard  Published 2.0.0 Rockwell Automation

(RA-LIB) Process 5 HardwareMoritoring Specility Hardware_Module_Status (4.1) Logix

3. Toselect a module, select the ellipse button on the far right of the Module row.

Object Configuration Wizard 70X
Name: ‘HWMS, ‘ The name "HWMS_' is invalid.
Description: [This instruction checks the 10 connection status of |
Catalog Number- Harduware_Module_Stetus (4.1} - Published
Solution: (RALIB) Process 5
Parameters

gisl|E
> 00.01 - Data - Common
~ 01 - Options
Bus_lnstance

5 0101 -Ontions

4. Select your first module. In this example, select the module in slot 1(Local_01) and
select Finish.

(2% Select a Reference
~ {it Project - Process Example

> € Historian Y . o
3 ﬁ HMI CLX Module Local_01 8 Channel Non-Isal...
v Controllers Module Local_02 16 Paint 10V-30V ...
v [ ax Module Local_03 1756 10/100 Mbps. ..
v [ 1756EN2T (21)
[ Local_03

v [5 17561F8 (500

h. To select a Bus Instance, select the ellipse button on the far right of the Bus_Instance

Object Configuration Wizard N ? X
Name: [HwMS Local_01 |
Deseription: [This instruction checks the 1/0 connection status of |
Catalog Number: Hardware_Module_Status {4.1) - Published
Solution: (RALIB) Process 5
Parameters
=42
> 00.01 - Data - Common
~ 01 - Options:
Moduie Local_01
> 01.01-Ontions

6. Select the Bus tab on the far right. Select Cmd_1and select Finish.

W
Refesence
4 - Process_Fxampin Coy Ivpe Object neme Object
[ R
]
cremtemy
fa X
BT (27}
TR (B0)
1EeORE (53
¢ o) Hatoms_fhn (41}
[ MW Gy m]
Hardeave_Modde_Qatui 14.1) Cmd [m]
Progam {10} omd 7 =]
wC_Dve_PFTSST (34)
j i _LD_Dve PFRAT (4) omd 8 a i
o Task (1.0) Crind_% (m] ]
I CLxt =
] VSEOFERUA (53
| Hadware_Modde_Stshus {4.1) Sublbiect Pleferences  SubPaametrr
L) name scope  val Descriphon  UType  CLIDeR
PAD (42) = — — = ror -
PallM (42) — 4 - -l
| Frogram (1.0} [—— - f o
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e

Controllers
v [ ClX

>
>
v

Controller Fault Handler
Power-Up Handler
Tasks
~ (B Fast
v L raP_EventQlnload
@ MainRoutine
~ b FastProgram
@ MainRoutine
~ (& Normal
~ L NomalProgram
@ MainRoutine
v L Tanks

Main R dine

1. Verify the module Local_01is assigned to HWBus_Org_Bus_Cmd_1and select Finish.

Object Configuration Wizard

Controllers
v [mCX
v |2 17BEENZT (21)
Local_03
v [ 1756IF8 (5.0)
Local_01
v |5 1756-0B161 (53)
Local_02
v |4 Hardware_Bus (4.1)
HWBus_Crg
lodule_Status

Program (1.0 N
%] raC_Dvc_PF755T (34)

2™ M~ BETRRT

Name: [HWMS_Local_01 |

Description: |Thi5 instruction checks the 1/0 connection status of |

Catalog Number: Hardware_Module_Status (4.1} - Published

Solution: (RA-LIB) Process 5
Parameters

=)
> 00.01 - Data - Common
v 01 - Options
Module Local_01
HWBus_Org.Bus.Cmd_1

> 01.01 - Options

> 04 - Alarm Configuration

> 04.01 - Module Fault Alarm

> 04.02 - Any Channel Fault Alarm
> 06.01 - HMI 2nd Language

The first Hardware Module Status object looks like the following highlighted example.

Controller Preview Parameters

NE=N=
v i Commen !
Area
Instruction
Label
Library
v 01 - Options
Module
Bus_Instance
» 01.01 - Options
» 04 - Alaam Configuration
> 04.01 - Module Fault Alarm
>
?

(41)

04.02 - Any Channel Fault Alarm
06.01 - HMI 2nd Language

Areall
raP_Dvc_LgzModuleSts
Module Status

raP-5_20

Local_01
HWBus_Org Bus Cmd_1

8. Right-click on Hardware_Module_Status. and select Add New Instance for the second

module.

Controller Preview

.

Controllers

v @ CLX

> Controller Fault Handler
> Power-Up Handler
v Tasks
~ (L Fast
v L raP_EventQUnload
@ MainRoutine
v L FastProgram
@ MainRoutine
~ (& Nomal
v L NomalProgram
@ MainRoutine
v L Tanks
MainRoutine
MT100_Dve
~ (& Slow
v L SlowProgram
m MainRotine

Class View o x Revision History  Con
v Controllers Revisim Hi:
v @ CLX
v [F 1756ENZT (21) Revision
Local_03 10
v 1756F8 (5.0) 11
Local_01 12
v 1756-0B161 (5.3) 20
Local_02 3'0
-| Hardware_Bus (4.1) :
HWBus_Org 40
41
_| 3
> Program (1.0}
v raC_Dvc_PF755T
raC_Dvc_PF755]
W raC_LD_Dvec_PF7 Export
MT100_Dve
> [ Task (10) Import
» FaCI¥1
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9. Using the same steps when adding the first module, select the Ellipse on the right and

select the module in slot 2 (Local_02). Then select the second bus element

(HWBus_Org_Bus.Cmd_2).

Object Configuration Wizard

Name: [HWMS_Local_02 |

Description: |Thi5 instruction checks the] /0 connection status of |

Catalog Number: Hardware_Module_Status  (4.1) - Published

Solution: (RA-LIB) Process 5

Parameters

=4l | B

~ D0.01 - Data - Common
Area Arealll
Instruction raP_Dve_LgxModuleSts
Label Module Status
Librany raP-5_20

~ 01 - Options
Module Local_02
HWBus_Org.Bus Cmd_2

> 01.01 - Options

10. Select Finish.

1. Right-click on Hardware_Module_Status. and select Add New Instance for the third

module.
Controller Preview Class View Q 3 || Revision History
d Controllers v Controllers # Revision !
v @ CLX v @ CLX
Controller Fautt Handler v |E-| 1756-EN2T (2.1) Revision
Power-Up Handler z Local_03 10
v Tasks v [ 1796IF8 (5.0) 11
~ (L Fast z Local_01 12
v L raP_EventQUnload N |E-| 1756-0B16l (5.3) ZID
@ MainRoutine Local_02 3.D
v L FastProgram v |E-| Hardware_Bus (4.1) 4"]
@ MainRoutine HWBus_Org :
~ (& Nomal v [F =
v L NormalProgram View 4
@ MainRoutine HWMS_Loc
v L Tanks Program (1.0
MainRoutine raC_Dvc_PF755]
MT100_Dve raC_Dvc_P Export
PRI 5 P . =] - o "

12. Using the same steps when adding the second module, select the Ellipse on the right

and select the module in slot 3 (Local_03). Then select the
(HWBus_Org_Bus.Cmd_3).

second bus element

Object Configuration Wizard

Name: [HWMS_Local_03 |

Description: |Thi5 instruction checks the 1/0 connection status of |

Catalog Number: Hardware_Module_Status (4.1} - Published

NN Medinoa
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13. Select Finish. The Hardware Module Status looks as follows:

Controller Preview Class View
d Controllers v Controllers
v @ CLx v @ CLx
Controller Fault Handler N J 1756-EN2T (2.1)
Power-Up Handler z Local_03
v Tasks =] 1756-F8 (5.0)
~ (L Fast Local_01
v L raP_EventQUnload 1756-0B161 (5.3)
@ MainRoutine Local_02
v L FastProgram Hardware_Bus (4.1}
@ MainRoutine HWBus_Org
~ (& Nomal Hardware_Module_Status (4.1
v L NomalProgram HWMS_Local_01
@ MainRoutine HWMS_Local_02
v L Tanks HWMS_Local_03
M miom Dms diemm &l —— 100

Add Control Strategies

In this section, you add three Control Strategies into the ACM project.
«  CS_PAI(Process Analog Input) for the Tank Level Indicator LI100
«  CS_PVLV(Process Valve) for the Inlet and Outlet Valves XV100 & XV101
«  CS_PVSD (Process Variable Speed Drive) for the pump motor MT100

See PROCES-RM201 for more details on using the Control Strategies.

Add CS_PAI
1. Right click the CLX controller and select Add New.
m—_ﬂm\ry [l xl

v ] |Ef4 Generate Controlie

v il Update from ACD/LSY

Expont

Import

Extract Attached Files

2. Enter PAl'into the Filter bar. Select the option (RA-LIB) Process 5 Control Strategies
Input Processing PAl and select Next.

Object Configuration Wizard ? X
Select a library

Fitter: ‘PA\ | [1 Show All Revisions

Solution _ category Y  Catalogumber Family ContentType Class Status SchemaVersion Owner "
(RA-LIB) Process 5 Plug-In Input Processing CS_PAL (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing C5_PAI_FtherMetlP (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS5_PAI_FtherMNetlP_MoHB (4.1) Logix Task Standard ~ Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAI_EtherMetlP_Sensor (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing C5_PAI_FF (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAT_HART (4.1) Logix Task Standard ~ Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAI_PA (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing C5_PAID (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAID_FEtherNetlP (4.1) Logix Task Standard ~ Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAID_EtherMetlP_MNoHE (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAID_FF (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAID_HART (4.1) Logix Task Standard ~ Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAID_PA (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing C5_PAIM (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAIM_EtherNetlP {4.1) Logix Task Standard ~ Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAIM_EtherMetlP_NoHB (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAIM_FF (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS5_PAIM_HART (4.1) Logix Task Standard ~ Published 2.0.0 Rockwel Automation
RA-IB) Process 5 Plug-In Input Processing CS_PAIM PA (4.1 Logix Task Standard  Published  2.0.0 Rockwell Automation
{(RA-LIB) Process 5 ControlStrategies  Input Processing Logix Standard  Published Rodwel Automation
RA-LTB) Process 5 ControlStrategies  Input Processing PAID (4.2 Logix Tasl Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 ControlStrategies InputProcessing PAIM ({4.2) Logix Task Standard  Published 2.0.0 Rockwell Automation
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IMPORTANT

3. Change the control strategy name to L1100 and select the Task Normal and Program
Tanks, then select Finish.

Select a Control Strategies solution and not a Plug-In.

~ §% Project - Pocess Example

€ Historian
[ HMI

v Controllers
v [ CLX

[ 17BE-ENZT (21)

-] 17564F8 (5.0)

[ Local_11

[ 175608161 (5.3)

|=] Hardware_Bus (4.1)

|#| Hardware_Module_Status (4.1
3 PAI (42)

] raC_Dve_PF755T (3.4)
|| raC_LD_Dvc_PF755T (34)
] Task (1.0)
~ [ CLx1
|| 17560FBIH/A (5.3)
|=] Hardware_Module_Status (4.1
|4 PAI (42)
| PAD (42)
5 PAM  (42)
[#| Program (1.0
[ Task (1.0}

124

Controller

Module

~ . Controllers

Object Configuration Wizard 70X
1
Name: I Li100 I
Description: [Deseiption ]
Catalog Number: PAl (42) - Published
Solution: (RA-LIE) Process 5 Iml - Iml -

4. When the import is complete, select the LI100 routine in the Class View window. In the
center window, provide a description of Level Indicator and scroll down the parameters
list to the 10 Configuration section. Select the Ellipse button for input process variable
Inp_PV.

U100

“Level Indicator | |
el

PAl 142) - Published

{RA-LIB} Process & Task: | Nomal ~| Program: | Tanks ~

=i |ER | =
v [mCLx "
~ [ 1756EN2T (2.1} OESSslachon

. 00.01 - Data - Common

Local
~ [ 1756F8 > e
tocel 01 02 - Device Configuration

&
>
03 -
(5.0} > 00.02 - Data - General
>
> 02.02 - Device Configuration Fail Actions
>

o
LI100_Inp_PV

04 - Alarm figuration
06 - HMI Configuration
06.01 - HMI 2nd Language
08 - Field Device

Historian Confiquration

HWMS_Local_03

= T

5. Select the module Local_01 and channel 0 Local_01_00 for the input process variable
reference, then select Finish.

N covicctiame  Obiect Al Object References Parameters
Local_D1 Name _ Referenced By Description Channel  SubObject Descrip

Local_01_01 1
Local_01_02 2
Local_01_03 3
Local_01_04 4
Local_01_05 5
Local_01_06 [
Local_01_07 7
SubObject References  SubParameters
Name Scope Val Description DType CLXDep AADDep
Address Al Local: 1:1.ChOData String true false
ChFault AL Local: 1:1.ChOFault String true false
Qverrange AL Local: 1:1.Ch0Overrange String true false
Underrange Al Local: 1:1.ChOUnderrange String true false

6. Scroll down the parameters list for LI100 to the HMI Configuration and select the Ellipse
button for input process variable AssocDisplay.
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7. Select the HMI FTViewSE Server and the Displays tab on the right. Select the Display that
we created earlier named Tank_Display_SE_Import then select Finish.

(5% Select a Reference

Object Description Object References  Parameters

v it Project - Process Example
4§ Historian
[ Hmi

v Controllers

DisplayTitle

FactoryTalk View SE ... Displ

Tank_Display_SE_Import

v @ CLX
[E] 1756-EN2T (21)

8. When the HMI display named Tank_Display_SE_Import is selected for the L1100 control
strategy, select the Apply Changes button. This reference will create and link L1100 to a
level indicator graphic for our Tank display in the HMI.

The AssocDisplay reference allows ACM to create a level indicator graphic for LIT00
on our Tank display in the HMI.
Add CS_PVLV
1. Right click the CLX controller and select Add New.
W;___cmmw [l xl

tora| A Contedlers
411

Generate Controfler

v il Update from ACD/LSY

v il Unachedded : Export
" ] Impan
il [Lngroupediones | 1 Extract Attached Files
fasets q

2. Enter PVLV into the Filter bar. Select the bottom option (RA-LIB) Process 5 Control
Strategies Device Control PVLV and select Next.

Object Configuration Wizard

Select a library

Fiter:  [PULY | T Show Al Revisians

Solution [EBEREREl cotcoory T cataloghumber  Family  ContentType  Class  Status  SchemaVersion  Owner

B pevice Contral (5 items)

(RA-LIE) Process 5 Plug-In Device Control  CS_PVLVHO (4.1)  Logix Task Standard  Published  2.0.0 Rockwell Automation
(RALIB) Process 5 Plug-In Device Control  C5_PVLYMO (4.1)  Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 PlugIn Device Contral  CS_PVLYMP (4.1)  Logix Task Standard  Published 2,00 Rocowell Automation
(RA-LIB) Process 5 Plug-in Device Control  CS_PVLVSO (4.1)  Logix Task Standard  Published  2.0.0 Rockwell Automation

(RA-LIB) Process 5 ControlStrategies  Device Control  PVLY (4.2) ask Standard  Published 1 Rockwell Automation
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3. Change the control strategy name to XV100 and select the Task Normal and Program
Tanks. Then scroll down the Parameters list and select the Out_Pos2 reference to
Local_02.D0.Local_02_00.

Object Configuration Wizard ? X
Name: I [xv100 i |
Description: [Descrption ]
Catalog Number: VLY (42) - Published
Selution: (RALIE) Process 5 ITask Nomal I ~ IFmgram Tanks I v

Parameters  Intedocks Pemissive_1 Pemmissive 2 Events Interock_Lower Interfock_Upper Interdock_Cavity

EEEE]

> 02 - Device Configuration ~
> 02.00 - Device Configuration CmdSrc

> 02.01 - Device Configuration Feedback

v 03 - IO Configuration

Local 02.00 Local 02 00

Local_02.5ts._|
Local_02.00 Local_0!
Out_Hom_Connection XV100_Out_Hom
Out_Hom_Address

04 - Alarm Configuration

06 - HMI Configuration

Cfg_HasHistTrend 0

Cfg_CrfmAeqd 0

Symbol Style 0

AssocDisplay

AssocDisplay2

AssocDisplay3

AssocDisplayd

AssocDisplay5

06.01 - HMI 2nd Language

02 _ Eeld Desice

< v

FTVienSE_Server GraphicDisplays. Tank _Display_SE_import

4. Scroll down the parameters list for XV100 to the HMI Configuration and select the Ellipse
button for input process variable AssocDisplay. Configure the AssocDisplay to
Tank_Display_SE_Import display to select the references as you did with the level
indicator control strategy previously.

h. Select the Interlocks tab. Right click in the background and select Add New.
For Intk_00 choose a reference tag by selecting the Ellipse button.

Object Cenfiguration Wisard = 2
Hame X0

Descrption [Descrteon

Catslog Number PV (20) « Published

Scution (RALIE) Process 5§ |

Task  Momal | Pegam  Terks |

Paramters [Fimto3a | Pamissve 1 Pamissve 1 Everts teock_Lowsr _bkock_Upper _bdock Covty
Rame  Index lder-zmau.i Include_Iofash  Usel a9 Custom_f _Tag  Condition  Reflag Dese  UseCustombescription

int 00 00 =] O (m]

7. Select the PAI L1100 control strategy that we created earlier and in the right-side
window select Sts_HiHi reference, then select Finish.

(6% Select a Reference
v %+ Project - Process Example Object Name Object Description Object Refersnces  Parameters Events
% Historian
g v tegies L1100 Level Indicator [ score Vel Description  DType CLXDep AADDep
v ] Controllers Sts_ErrOoRDB Cbject  LI100.5ts_ErrOoRDE Error CoRDE Bool  true false
v B Sts_ErOoRGateDly Object  LI100.Sts_ErrOoRGateDly  Error OoRG... Bool  true false

[ 1756-EN2T (2.1)

2 1756IFE (5.0) Sts_ErOORONDly  Object  LI100.5ts_ErOoROMDly  Error OoRO... Bool  true false
756-0B161  (5.3) Sts_ErrOoROfDly  Object  LI100.5ts_ErrOoROFDIy Error OoROf... Bool true false
ardwars_Bus  (4.1)
archiare Modle. Siatus (41) Sts_ErrStuckTime  Object  LT100.Sts_ErrStuckTime Error StuckT... Bool  true false

7 PAl (42) Sts_ErrAlm Object  LI100.5ts_ErrAm Error Alarm  Bool  true false

LI100 Sts_ErDB Object  LI100.5ts_ErrDB Error DB Bool true false

- Sts_ErrCtriDB Object  LI100.5ts_ErrCtriDB Error Contro... Bool  true false

2 Xv100 Sts EMCHHIDE  Object  LIL00.Sts_ErrCtriHHDE Error CrHiH... Bool  true false

= aE’ESCEPFﬁ;ss(TM(}u) Sts_ErrCriHiDE Cbject  LI100.Sts_ErrCtrHIDB Error CtriHIDB  Bool true false
2C_LD_Dve._|

2k (10) Sts_ErrCtriLoDB Cbject  LI100.5ts_ErrCtriLoDB Error CrlLoDB Bool  true false

v @i Sts_ErrCirlloloDE  Object  LI100.5ts_ErrCirlLoloDE Error CtriLoL... Bool true false

= 115 MEWZE?TA/D :mi?;ug an Sts_Alm Object  LI100.5ts_Alm Alarm ool true false

Al (42) Sts_Alminh Object  LI100.Sts_Aminh Aemith  Bool  tue fdse

AD (42) Sts_IOFaLlt Object  LI100.5ts_IOFault 10Fault Bool true false
AN (4.2)

ogram (10) Sts_HHiCmp Object  LI100.5ts_HHCmp HghHghCmp Bool  true false

[ Task (10) Sts_HiHiGate Object  LI100.5ts_HHiGate HghHgh Gate Bool  true false

Object  LI100.5ts_HHi High High
Sts_HiCmp Object  LI100.5ts_HCmp HighCmp Bool  tue false
Sts_HiGate Object  LT100.5ts_HiGate HghGate  Bool  tue false
e Hi Ohisct 11100 Ste Hi Hinh Bonl tri fal
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8. Verify the level indicator LIT00#Sts_HiHi is selected for the Interlock, then select Finish.

Object Configuration Wizard ? X
Name: |XV‘I[H} |
Description: [Descrption |
Catalog Number: PVLV {4.2) - Published
jon: RA-LIB) P 5
Selution: ( ) Process Task: | Nomal | Program: |Tanks ~
P | Intedocks | p 1| Py ive_2 Events Interock_Lower Intedock_Upper Interdock_Cavity
Name Index ReferencedTag Include_IOFault UseCustomReferencedTag Custom_Referenced_Tag Condition RefTag_Desc UseCustomDescription
Intk_00 00 LI100#5ts_HiHi | Level Indic...  High High O

This interlock prevents the inlet valve from opening and filling the tank when the
tank level is full.

9. Tocreate a second control strategy for the outlet valve, you can repeat the previous
steps or follow the faster copy/paste method as described for this example. Right click
the XV100 control strategy and select Copy.

Class View Farz

@)=

v
Controllers 2

v [ CX
v IE] 1756-EN2T (2.1)
z Local_03
v IE] 1756-IF8 (5.0)
z Local _01
v IE] 1756-0B161  (5.3)
Local_02
~ | Hardware_Bus (4.1)
HWBus_Org
~ | Hardware_Module_Status (4.1)
HWMS_Local _01
HWMS_Local_02
i HWMS_Local_03
v IE] PAl (42)
= L1100
[ Program (1.0}
v IE] PVLY (42)

Cvwvwvvwvwvw

v |4 raC_D View
w o rald
v d raC_L[
@ M)
[ Task
2 CLx1

Export
Import

Extract Attached Files

Delete

Paste

10. After XV100 is copied, right click CLX and select Paste.

Controller Preview - Class View axl
~f~ m_m,‘,.."‘ Genesate Controller

Update from ACD/LSX

tach from ACD/LS

Add New..
~ Esport
1 Impart
>-E Extract Attached Files
Delete
Copy

Paste Specisl

B comyte
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I o
Description: [Outlet Valve |
Catalog Number: PVLV (42) - Published
Solution: (RA-LIB) Process 5 Task: |Nomnz v/| Program: |Tanks v
v
: Parameters Interfocks Pemmissive_1 Pemissive 2 Events Inteock_Lower Interiock_Upper Intedock_Cavity
¥ o Contrlers =B | =
v [Cx )
v 17S6EN2T (21) > 00 - Selection
Locdl 03 > 00.01 - Data - Common
v 3 17561 (50) > 00.02 - Data - General
Local 01 > 01-Options
v [ 175608761 (53) > 02 - Device Configuration
Local 02 > 02.00 - Device Configuration CmdSrc
~ [ Hordware Bus (£1) » 02.01 - Device Configuration Feedback
HVWBus_O
v |4 Hardware ioce_Sicts (41) Local_02.00.Lecal_02_01
HWMS_Local_01 o e —
HWMS Local 02 Out_Pos2_Address Local_02 0O Local_02_01#Address
HWMS_Local_03 Out_Pos2_ModuleOk Local_02.5ts_IOFautt
. - Out_Pos2_ChannelFaul Local_02.00 Local_02_01#ChFaut
v @ Pao(42 Pos? | X _02_|
- ngm ! Out_Hom
> [3 Progem (1.0) Oui_Hom_Connection %V107_Out_Hom
- lJ PVLV (42) Out_Hom_Address
= > 04 - Alamm Configuration
~ 06 - HMI Configuration
~ [ rae.ve T (34) Cfg_HasHist Trend 0
raC_Dve_PF755T Clg_Crfmieqd 0
~ | raC_LD_Dvc_PF755T (34) SymbolStyle 0 . .
MT100_Dve AssocDisplay FTViewSE_Server GraphicDisplays Tank _Display_SE_Import
> [ Task (1_6) AssocDisplay2
y oL AssocDisplay3
AssocDisplay4
AssocDisplays
s NR N1 - HMI Ind | anmaane

1. The paste operation asks you to rename the control strategy. Rename XV100_copy to
XV101 and select OK.

[ Toe = ™ Mg

; —— = i

= T ==

12. Using the Class View window, select XV101 control strategy. Change the description to
Outlet Valve and scroll down the parameters list to Out_Pos2 and change the 10 point to
channel 1 Local_02.D0.Local_02_07, then select Apply Changes.

Add CS_PVSD

1.

Right click the CLX controller and select Add New.
Controlie Preview % —cmf View [l xI

[ a] A Controders

v pEE

% Generate Controfies

v il Update from ACD/LSY

Extract Attached Files
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2. Enter PVSD into the Filter bar. Select the bottom option (RA-LIB) Process 5 Control
Strategies Device Control PVSD and select Next.

Object Configuration Wizard 7 X
Select a library
Ater: | [PvsD | | 3 Show All Revisions Show Al Libra

Solution _ Category Y  Cataloghumber Family ContentType Class Status SchemaVersion Owner

B Device Control {18 items)

(RA-LIB) Process 5 Plug-In Device Control  CS_PVSD (4.1) Logix Task Standard  Published  2.0.0 Rockwel Automation
(RALIB) Process 5 Plug-dn Device Control - €5_PYSD_DvcChj (4.1} Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  CS_PYSD_Hand (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Device Control  CS_PVSD_PF525 (4.1) Logix Task Standard  Published  2.0.0 Rockwel Automation
(RALIB) Process 5 Plugn Device Control - CS_PVSD_PF525_Energy (4.1) Logix Task Standard  Published  2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plugdn Device Control  CS_PYSD_PFS25_Hand (4.1}  Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  CS_PVSD_PF753 (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Device Control  CS_PVSD_PF753 Hand (4.1)  Logix Task Standard  Published  2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plugdn Device Control  €S_PVSD_PF755 (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  CS_PYSD_PF755_Energy (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Device Control  C5_PVSD_PF755 Hand (4.1)  Logix Task Standard  Published  2.0.0 Rockwel Automation
(RALIB) Process 5 Plug-dn Device Control - €S_PVSD_PF755T (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  CS_PYSD_PF7SST_Hand (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control ~ CS_PYSD_PF600OT ( 4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RALIB) Process 5 Plugn Device Control  CS_PYSD_PF6000T_Hand (4.1) Logix Task Standard  Published  2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plugdn Device Control - €S_PVSD_PF7000 (4.1) Logix Task Standard  Published  2.0.0 Process Library 510,01 releas
(RA-LIB) Process 5 Plugdn Device Control  CS_PYSD_PF7000_Hand (4.1) Logix Task Standard  Published  2.0.0 Process Library 5.10.01 releas

Published

[ Discrete Monitoring and Contral (1 item)

[ Regulatory Control {36 items)

< >
Library Description:

Variable Speed Drive

Caneel << Previous Next >> Finish

3. Change the name of the drive control strategy for the motor to MT100 and assign it to
Task Normal and Program Tanks. Change Cfg_HasDvcObj from False to True. Then
select the ellipse for the Ref_DvcOject and browse to the drive MT100_Dvc.

Object Configuration Wizard

Name: |vTioo | |

Description: |L‘ intion |

Catalog Number: PVSD (4.2) - Published

ion: RA-LIB) P 5 I_I I I
Selution: { ) Process Task: | Normal ~ | |Program: | Tanks ~
P Interlock Fwd_Permissi Rev_Pemissi Events Linked Libraries
A=
v 00 - Selection ~
Cfg_UsedInCther Falze

True

Cfg_DvecObj_Tag
Cfg_DveObj_Type

4. Select the Linke(i Libraries tah.

Object Configuration Wizard ? >

Name: [mT100 |

Description: | Description |

Catalog Number: PVSD (4.2) - Published

jon: RA-LIB) P 5

Selution: ( ) Process Task: |MNomal ~ | Program: |Tanks ~

Parameters Intedocks Fwd_Pemissive Rev_Pemissive Everts|
Auto Create

Rockwell Automation Pub

ication PROCES-UM100J-EN-P - April 2026

129



Chapter 6

Use ACM to Create an Application

ol

Select Link to Existing Instance.

Object Configuration Wizard ? >
Name: [MT100 |

Description: | Description |

Catalog Number- PVSD (42) - Published

ion: RA-LIB) P 5

Solution: ( ) Process Task: |MNomal ~| Program: | Tanks ~
Parameters Intedocks Fwd_Pemmissive Rev_Pemmissive Events Linked Libraries

HYE uto Create

v Linked Libraries
raC_itf_PowerVelocity

o

i (= nstance
| | Link to Existing Instance

B Select a Reference ] *
* ¢+ Project - Process Example
> 4§ Historian -
> I HMI Device
v Controllers
v [@CLX
> ] 1756ENZT (2.1)
> = 1756IF8 {5.0)
> = 17560B16 (53)
» [ Hardware_Bus (4.1)
» [ Hardware_Module_Status  {4.1)
> o PAI (42)
» || Program {1.0)
s 4 PVLV (42)
> 2 PVSD (42)
» [ raC_Dwvec_PF755T (34)
v = raC LD Dwec PF755T (34)
MT100_Dve
> [ Task (10)
Object Configuration Wizard ? *
Name: [mT100 |
Description: ||'_‘ intion |
Catalog Number: PVSD (4.2) - Published
ion: RA-LIB) P 5
Solution: ( ) Process Task: |MNomal ~| Program: |Tanks ~
P Intedocks  Fwd_P Rev_Pemmissive Events Linked Libraries
Auto Create
@ MT100_Dve
1. Select the Parameters tab and scroll down the list to change the options for
Cfg_HasFwdPermObject and Cft_HasIntlkObj both to True.
Object Cenfiguration Wizard 7 X
Name: [wT100 |
Description: [Description |
Catalog Number: PYSD (42) - Publshed
Solution: (RALIE) Pracess 3 Task: [Nomal | Program: | Tanka -
| Pﬂfﬂmﬁml\mmud(s Fwd_Pemissive Rev_Pemnissive Everts  Linked Libraries
RENE]
Cfg_DveOkbi_Eneray False "
Cig_DvcObi_StateMonitor False
Use_FTIS False
> 00.01 - Data - Common
5 00.02 - Data - General
~ L01.-Options |
Cig_HasFwdPemObi Te
Cig_HasinthObj True I
0. PesHesToD, Tase
Cfg_HasRunTimeObi Fase
Cfg_HasHand False
> 01.00 - Options - Interlock Bank 0
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03 - 10 Configuration

04 - Alarm Configuration
06 - HMI Configuration
Cfg_HasHist Trend
Cfg_CnfrmReqd

SymbolStyle

Cwvww

AssocDisplay

AssocDisplay2
AssocDisplay3
AssocDisplayd
AssocDisplays
> 06.01 - HMI 2nd Language

(6% Select a Reference

02.03 - Device Configuration Limits and Scaling

8. Continue to scroll down the parameters list to assign the 06 - HMI Configuration to
reference the graphic using the Ellipse button.

0
0
0

9. Browse to the HMI FTViewSE Server and select the Displays tab on the right. Select the
display that we created earlier named Tank_Display_SE_Import.

v I+ Project - Process Example
“§ Historian
[ HMI
v Cortrollers
v [ CLX
=] 1756-EN2T (2.1)
<] 1756-F8 (5.0)
1756-0B161 {5.3)
Hardware_Bus (4.1)
Hardware_Module_Status  (4.1)
PAI {42)
Program (1.0}
PVLV (42)
PVSD (42)
| raC_Dwc_PF755T (34)

v 06 - HMI Configuration
Cfg_HasHist Trend
Cfg_CnfrmReqd
SymbolStyle

AssocDisplay

AssocDisplay2
AssocDisplay3
AssocDisplayd
AssocDisplays
> 06.01 - HMI 2nd Lanouace

Object References F'arametersl Displays I

DisplayTitle

DisplayLeft Disp

10. Select Finish. The display reference appears as follows.

FTViewSE_Server GraphicDisplays. Tank _Display_SE_lmport I

WRIERR= = =

1. Select the Interlocks tab. Right-click and select Add New. Select the Ellipse button in the
Reference Tag column.

Object Configuration Wizard ? *
Name: [mT100 |
Description: ||'_‘ intion |
Catalog Number: PVSD (4.2) - Published
ion: RA-LIB) P 5
Selution: { ) Process Task: | Nomal ~ | Program: | Tanks ~
F‘arametersl Interlocks lwd_F‘enﬂissi\re Rev_Pemissive Everts Linked Libraries
Mame Index Refi dTag Include_IOFault UseCustomReferencedTag Custom_Referenced_Tag Condition Usel iption By
T e [ 0 0 0
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it a Reference

12. Browse to the PAI > LI100 level indicator control strategy. On the right, select the
Sts_LoLo reference. Select Finish.

roject - Process Example
§§ Historian
0 Hmi
Controllers
v [ CLX

] 1756-EN2T (21)

1756-IF8 (5.0)

1756-0B161 (5.3)
Hardware_Bus (4.1}
Hardware_Module_Status  (4.1)
P

Program 0)

PVLV (4.2}

<] PVSD (4.2)

o MT100

= raC_Dvc_PF755T (34)

raC_LD_Dvc_PF755T (3.4}
|4 Task (1.0)

B Clxt

Type Object Name Object Description Object References  Parameters Events

trolst _ Scope  Val Description DType CLXDep A
Sts_ErrCrHDB Object  LI100,5ts_ErrCtrIHIDB Error CtrHDB  Bool true fa
Sts_ErrCtriLoDB Object  LI100.Sts_ErrCtriLoDE Error CtrlLoDE  Bool true fa
Sts_ErrCiriLoloDE Object  LI100.5ts_ErrCirlLoLoDB Error CtriloL... Bool true fa
Sts_Alm Object  L1100.5ts_Alm Alarm Bool true fa
Sts_AlmInh Object  LI100.5ts_AlmInh Alarm Inh Bool true fa
Sts_IOFault Object  LI100.5ts_IOFault 10Fault Bool true fa
Sts_HiHICmp CObject  LI100.5ts_HiHiCmp High High Cmp  Bool true fa
Sts_HiHiGate Object  LI100.5ts_HiHiGate High High Gate Bool true fa
Sts_HiHi Chject  L1100.5ts_HiHi High High Bool true fa
Sts_HICmp Object  LI100.5ts_HiCmp Hightmp Bool true fa
Sts_HiGate Ohject  LI100.5ts_HiGate High Gate Boal true fa
Sts_Hi Object  LI100.5ts_Hi High Bool true fa
Sts_LoCmp Object  LI100.5ts_LoCmp LoCmp Bool true fa
Sts_LoGate CObject  LI100.5ts_LoGate LoGate Bool true fa
Sts_la Chject  LI100.5ts_lo Lo Bool true fa
Sts_LoLoCmp Object  LI100.5ts_LoloCmp LoLoCmp Bool true fa
Sts_LoloGate Object _ L1100.5ts_LoloGate LoloGate Boal true fa
Object  LI100.5f I

Sts_CtriHiHi Object  LI100.Sts_CtriHiHi CtriHiHi Bool true fa
She i Ahiart  1TH0A Ghe Fiis i Annl b I3

This interlock prevents the pump from dry starting if the tank is nearly empty.

13. Select the Fwd_Permissive tab. Right-click and select Add New. Select the Ellipse button
in the Reference Tag column.

(5% Select a Reference

Object Configuration Wizard ? *
I
Name: [mT100 b |
Description: [ Description |
Catalog Number: PVSD (4.2) - Published
ion: RA-LIB) P 5
Selution: { ) Process Task: | Nomal ~ | Program: | Tanks ~
P Interlock Fwd_P Rev_Pemissi Events Linked Libraries
Mame Index Ref dTag Usel fi dTag Custom_Referenced_Tag UseCustomDescription Condition Bypassable RefObjectame
. 1 0 0 :

14. Browse to the PVLV > XV101 level indicator control strategy. On the right, select the
Sts_Pos2 reference. Select Finish.

s

v It Project - Process Example
“§ Historian
3 HMI
v Controllers
v [@ CLX
|2 1756-EN2T (21)
[= 1756-IF8 (5.0)
[= 1756-0B161 (5.3)
|=| Hardware_Bus (4.1)
|=| Hardware_Module_Status  (4.1)
[ PAI (42)
= Program (1.0}
PVLY (4.2)
XN100
101

ST T

132

Object Name Object Description Object References  Parameters Interocks Pemmissive_1 Pemmissive_2 Ever

ControlStrate XV101 Outlet Valve Scope Val Description DType C
Sts_Moving CObject  XV101.5ts_Moving Maoving Bool n
Sts_MovingT... Object  X¥101.Sts_MovingTo... Moving To ... Bool n
Sts_MovingT... Object  XV101.5ts_MovingTo... Moving To P... Bool n
Sts_Posl Object  XV101.5ts_Pos1 Paosition 1 Bool n
Object X Position 2 Bool
Sts_Pulsing Object  X¥101.5ts_Pulsing Pulsing EBool n
Sts_Stopped  Object  XV101.5ts_Stopped Stopped EBool n
Sts_TransitStall Object  XV101.5ts_TransitStal  Transit Stall Bool n
Sts_TripFail Object  XV101.5ts_TripFail Trip Fail Bool n

This permissive only allows the pump to start when the outlet valve is opened.
15. Select Finish in the Object Configuration Wizard.
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T e s Ty

HWBus_Org

~ |4 Hardware_Module_Status (4.1}
HWMS_Local_01
HWMS_Local_02
HWMS_Local_03

v [E PAL (42)

L1100

| Program (1.0}

PVLY (4.2)

X100

= XVI0

v [E PVSD (42)

MT100

raC_Dvc_PF755T (34)
raC_Dvec_PF755T

fla CLX1

Add Alarm Groups

16. Select the newly created control strategy MT100 for the pump motor and scroll down the
parameters list to 10 Configuration.

wi

_
Qut_Start_Connection MT100_Out_Start
Qut_Start_Address
Qut_Stop
Qut_Stop_Connection MT100_Out_Stop
Qut_Stop_Address
Qut_SpeedRef
Qut_SpeedRef_Connection MT100_Out_SpeedRef
COut_SpeedRef_Address
Qut_Hom
QOut_Hom_Connection MT100_Out_Hom
QOut_Hom_Address
Qut_Reset
Qut_Reset_Connection MT100_Out_Reset
CQut_Reset_Address
Out_Fwd
Out_Fwd_Connection MT100_Out_Fwd
Out_Fwd_Address
CQut_Rev
Out_Rev_Connection MT100_Out_Rev
Out_Rev_Address
Out_ClearFault Data
Qut_ClearFault Data_Connection MT100_Out_ClearFault Data
Qut_ClearFault Data_Address
Out_Run
Out_Run_Connection MT100_Out_Run
Out_Run_Address

> U4 - Alarm Confiauration

Tags

are automatically created for connection parameters. This 10 Mapping Strategy

was determined when you first created the controller and entered type 5.

ACM can create alarm groups and you can assign alarms within control strategies to those
groups based on organization. Specify the type of alarms that ACM generates in the controller

parameters.
Parameters
sl Elw |2
w 05 - Alarming
Alarm Type
Alarm Type
0= MNone, 1=FTAE Instruction Based, 2 = FTAE Tag Based,
1. Go to ACM System View > HMI > Alarms and add an FTAlarmEvent object from the library.
The default name is FTAlarmEvent_Server.
Systern View 1 x
v {} Pmject - Pmcess Example
4 Historian
~ [ HMI
& Colors
[ Displays
a
i Used Add

Paste Special

Paste
Contrell...
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134

2. Select the FTAlarmEvent_Server object to access the Alarm Group Tab and select Add
New.

Parameters Alam Group

Name AlarmGroupID ParentAlarmGroupID AlarmGroup SubObject Description

. Default 0 1 Default FactoryTalk Alarm Groups

Add Mew

Copy
Paste

Delete

Reset Grouping...

3. Add groups for your areas and assign the Parent Alarm Group ID to represent the
parent/child hierarchy.

Parameters  Alam Group

Name AlarmGroupID ParentAlarmGroupID AlarmGroup SubObject Description

Areall_0 2 1 Areall FactoryTalk Alarm Groups

Areal2_0 3 1 Areal? FactoryTalk Alarm Groups

Areal3_0 4 1 Areald FactoryTalk Alarm Groups

Process0l_1 1 1 Process01 FactoryTalk Alarm Groups

Once you have alarm groups, you can enable alarms in your control strategies and
link each alarm to the desired group.

4. For each control strategy, access the parameters tab and expand 04 - Alarm
Configuration. Enable the alarms that you need (such as, Hi Hi, Hi, Lo, or Lo Lo).

Ideally an alarm design has been performed to assure that only those alarms that
uniquely identify an abnormal situation and require action by the operator are
enabled. Configuring alarms without a proper design effort creates nuisance
alarms that make the operator less effective and create mistrust in the alarm
system.

5. Expand an enabled alarm (such as, Hi Hi Alarm) and select the Group parameter (such
as, Cfg_HiHiAlarmGroup).
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6. Click the ellipse button and use the Select a Reference dialog to choose the alarm

group.

MName: XT100

Description: | Description

Catalog Number: PAl {1.0) - Published

Solution: (RA-LIB) Process 5 Task: |N | Program: [P v

Parameters

=42 9|

v 04 - Alarm Configuration ~

I Cfg_HasHiHiAlm True I

Cfg_HasHiAlm Falze
Cfg_HasLoAlm False
Cfg_HasLoLoAlm False
Cfg_HasFailAlm Falze
AlamClass ]
AlamCommand Mav ToDisplay [ControlStrategies]<T100 x "Faceplate” "/RP"
Cfg_AlmMeszgaeType Falze

v D04.02 - Hi Hi Alarm
Cfg_HiHiDeadband 1
Cfg_HiHiOnDly 0
Cfg_HiHiCfH Dly 0
Cfg_HiHiAckReqd True
Cfg_HiHiResetReqgd Falze
Cfg_HiHiSeverity 750
Cfg_HiHiMaxShelve Duration 430

I Cfg_HiHiAlamGroup FTAlam Event_Server AlamGroups. Area01_1 | E

Cfg_HiHiAlarm Setoperations True w

Generate Controller and Graphics Files

Application Code Manager can generate Logix Designer controller files in both the L5X and ACD
formats. The controller files contain the I/0 modules, hardware bus and status, and control
strategies that you created in ACM so you can download the project to a Logix controller.

ACM can also generate HMI graphics to be imported to FactoryTalk View SE displays. These
standard PlantPAx graphics are sourced from the Process Library and each graphic is
associated to the control strategy referenced in ACM.

Generate Controller ACD File

1. Right click the CLX controller and select Generate Controller.

The Logix Code Generation dialog appears.
2. Check the Create ACD box. Take note of where you save the file. Select the Generate

button.
1%l Logix Code Generation ?
Generate Mame Save As Qverwrite Existing ACM Project Data Create ACD Status
CLx cLx O m}
Save Path:  [C:\Users \whity\Documents'Cortroler ACD =
Close Open Folder Generate
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The Overwrite existing checkbox is optional and is selected if you want to overwrite
afile already in the directory. The ACM Project Data creates just the L5X formatted
file.

3. When the generation is completed, select the Close button.

1% Logix Code Generation ?
Generate Name Save As Overwrite Existing ACM Project Data Create ACD Status
cLX CLx O [m] s L5X Successful [17 seconds] CLX. ACD Successful [34 seconds]

Save Path:  |C:\Users'\whity\Documents\Cortroller ACD 1.

Finished

Generate the HMI Display File

1. Using the System View, expand HMI > Displays and right-click on FTViewSE_Server.
Select Generate Displays and Generate Tank_Display_SE_Import display.

System View 1 x
~ 1% Project - Process Example )
» #g Historian Description:
~ [ HMI
& Colors Catalog Numbe:
v [ Displays
PO F T/ SE_Server Solution:
; Alams Generate Displays 3 | All Displays
> EUR Used Libraries| -
o ' I Generate Tank_Display SE_Import display I
Controller Preview Extract Attached Files 8% A | [y

Save the display Tanks_Display_SE_Import.xml to the same directory as the ACM file.
3. Select OK when the Generation is complete.
If needed, generate a CSV file of tags to import into your FactoryTalk Historian SE

database.
Systemn View I x I
v {3 Project - Process Example ~
~ #g Historian

v B ScanClass

“ m G te Histori 3
v [ HMI | Enerate Mistorian | All Controllers
& Colors Extract Attached Files
v [ Displays
FTViewSE_S Delete
A Aams Copy
Controller Preview
Rename
v Controllers
v Y [
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Download ACD File to the Controller

Since ACM is an offline tool, after a controller file is generated, the Studio 5000 Logix Designer
software is required to open and download to a Logix controller.

1. Using Logix Designer select Communications > Who Active from the top menu.

& Logis Desigrer - CLX 1TS6-LASER 3511
File Edt View Search Logic

LE e X0

2. Select a controller from the tree. For this example, expand the Ethernet,
EmulateEthernet driver in FactoryTalk Linx and select the empty controller at address
1270.0.1. 9310-WED300ENT, CLX and then select Download.

& Who Active (FactoryTalk Lina) a x

Glisaalr v

e Ceeom ]
i e Fctony Tale Lire - Desidog, PASSC02 = Upload...

e

b s Ehemet, AE_ETHA

b &5 Bhemet, AB_ETHP-1 Update Frmmare....

B, EmiateEthemet
4 5 el
+ [§ 127001, 5010-WED300ENT, CLX
Help

D s Enemet, EBremet
b e USE

EBrowsing - node PCviaUISB. 17-Node USE CIP Port 2foc. Zoom: 100%

Path: EmdateEthernet|127.0.0.1 ‘Set Project Pash
Pathin Project: <none

3. Review the standard warning dialog and select Download.
4. After the download is complete, put the controller into Remote Run mode.

"R [Emulatos] - Logix Designer - CLX [1756-LESEP 35.11)

File Edit View Search Logic Communicstions Tools Window Help

LA T =Y el _,fc.‘ +
2 Progra- Mode =

1 Congrolier OK F Path: EmulateEthernet|127.0.0.1%

= W Erergy Storage OK
1510 toot Baspendeg e Prog [ £ roForces b, NoEdts

Controiler Organizer Go Offline

¥ 1 Power-Up Handler
4 ) Tatks

4 @ Fast (100 ms) L
¥ & Faamréqnin

Test Mode

b L P EventQbnlosd

h. Select Yes to change the mode to Remote Run.

Add Graphics to HMI

See Rockwell Automation Publication, PlantPAx Display and Library Guidelines PROCES-RM200
for information on the Graphic Framework.

Bulk Configuration

This section is to demonstrate the advantage that Application Code Manager has over Studio
5000 Logix Designer when creating large projects with numerous similar devices.

For simple projects the traditional Studio 5000 design environments can be sufficient,
however as complexity and size increase the export\import features of ACM can greatly
reduce design time.

ACM creates the initial control strategy and devices. ACM then exports the project where

devices can be quickly replicated. Afterwards, import the bulk project back into ACM to
generate your final controller file, HMI graphics and Historian tags.
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1. InACM, sect Tools > Import Export Manager.

| 9 Application Code Manager (PASS-COLACM_DB)
FILE EDIT [ TOOLS | VIEW  MELP
sy | il i Impert Export Manager |

Database Manager

v gt Poject Plugins
&
v - E"‘é Leg Debug Information
) Log Viewer
~ [ HM
! od Settings
ai_ OpenTageaco

2. Select the Export tab, select Complete Project and select Export.

[ Import Export Manager ? X
FILE TOOLS

Project - Process_Example

Impart Compare Tags Import Tags Export  IAB / Architect

Export

O Al Projects

Type Controller Instance
() Partial
[1 Use Template
[ Show Modfied Export
[ Export Used Libraries Export and Open
Cancel << Previous Next > Finish

3. Save the export file and ensure that you keep the default file name.
4, Select Finish when the export is done and minimize ACM software.
b. Navigate to the newly exported file.

1
Home Share View 0

&« v » ThisPC » Documents v O Search Documents 2

MName Date modified

3 Quick access
[ Desktop

Controller ACD

* _
Libraries ACM
- Downloads * Studio 5000
Documents » B Project_Process_Example
=/ Pictures b
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6. The project opens to the PVLV control strategy tab by default. Notice both valves XV100
& XV10T are listed, along with the configured parameters as you scroll right. Explore the
other tabs across the bottom to review other components of the ACM project.

B c o 3 P EN, S S DN L M [} [ v Q
1 PVLY, Process 5, Maj QPA;UILIDMM'IM'AM'MLEH Ws)
3 jsDbjects.
o =
1 ] il §
k- = a ¥
£ % 2 ] 3 E 2
5 5 = E g\ B -1 T =4 I i
=z i d el 2 H 5 5 5 5 i
- H Fl glg| Bl % ¥ H 5 3 z
HE i I b B B - I B - I - A
4 solenaid-operated valve (P_WatvesO] [0 o [0 |Aroand [FVLY |PYLVMP raPS 30 [rafes 30 [rP-5 20 raP-S 30 nfa
5 xvioa CLX | Normal Tanks Desoplion |Solenasd- operated Valve (2 VaheSO] 0 1 [Arall [FVLY [PYLVMP  [OWI00 ral s 20 jraPs 20 lraPs 20 raPS 20 s
g cLx [ Normal [Tanis |Cutiet Vaive |Solencid-operated valve (7_valveso) [0 [0 0 |areaot [pviy [evivme [xvion raF-5_30 |raf-3_30 |raf-3_30 [raf-5_30 [nfa
)
3 ow
-
i i H
§ & | & & H
2 FoXE E i ¥ =
] i HERA & £ -1
A 5 & g £y = E‘ % % 3 = £
£ ul % HEIE g 3 = =
HE z 3 : 4 £ H3| §| ¥ |- e % Y 3 § g
H i 3 - £l & & E al ¢ & E & £ =
] 2§ H & &8 o ol a'l &l af o o o o o o o
0 SHNInL Intik_{index (Candition) False (] i fo 3 3 3 3 o
1 X160 L [inik_o0 Lawel Indicator - Kigh wigh |False £ L1085z Wi [i [0 o o o 0 0
13 sSubObjectPermbsaive_E)
¥
2 i 5 ] 5
I 2

I__I g g
~| PANAZ) PVIDI42) raC_LD_Dove BFTSSTR4) ral_Dw _PFTSST.8) PULYiaZ) # i

1. The bulk creation of devices is achieved by copying existing devices and pasting as
new rows. Then focus on a new row and using Search & Replace you can easily change
the names for each new additional device that is controlled by this control strategy.

sLibran(PVLY, (RA-LI) Process 5, Major4, Minor 2, [0 89764501 FROD-AD-48-AD06-760FEEAOC ECS)

2 1Objects
o
i 3 ;
= = E H
Bl ¥ ] 8 z £ 2
= £ = g =1 ] =y ] (]
3 z = §\ b =) = 2 H = E 3 E 1
il§ " 1. 3y 5|4 E§ & i 4 4 3 ¢
3 = = & & P ala!l af o a o' o ! o' o'
4 Sxvion Desoription |Solensid-oparated Valve (8 Vakes0o) 0 [0 0 |Areald ULV [BVIVMP [ [ObjecName] |raf.5 20 ralh-5 30 (ra.5 20 |raP-5 30 |rfa
5 xvioo L | Normal Tarks. Description_[solenoid-operated value (P_vales0) [0 [0 0 [areabs [Py [evavime_[xvico rak 20 |raih 3w jrap 5 _20|rak-5_20]n/a
ATV Ll sormal anks Qutlevalye [Solengid il valve (B valeiQl 3 'u_ [0_laea dachde Ly io) (255 Z0 i3 20 a3 20 b 3 2in/a
|_xvaco C1% |Norml Tanks Deseription_[Solencid-operated valve (P valveso) [0 [0 0_lareans [Pyl [pvivie|xvaco Irap-5 20{ra®-5 30 rap-5 20[raP-5 20 n/a
4 :SubObj {inter] ocks]
.4
| %2 g
H & | E B £
(4 w o w¥l3| B E H
] Bl %8 i i .
- 5 & £ 2l 5 ! s E =
i i 3 : B Bl 3| B s L gl 3
HE : - £2 32 HYy 5 8 5 i §
1 28 3 & H I ) e ) o i ) O () [~
1 Sant lintlk_[index) [{Condition] False £ () (1 0 o @3 i
12 ¥V100 CL |intlk_00 Level Indicator - High High |False 00 LI100 |Sts_HiMi|1 0 0 0 o 0 a
14 SubObjectsiFermissive 1)
¥
85| %
-1 | & B
. | BaEEH | BVEDEE | oCLODv PRTSSTEG | raC DvCRRTSSTIRA) | BVINELY )

8. Save the bulk ACM file and close the spreadsheet.
9. InACM, select Tools and Import Export Manager from the top menu.

@ Application Code Manager (PASS-COZACM_DE)
FILE EDIT [ TOOLS | VW  HELP
oy |EI'” Import Export Manager |

Database Manager

v gt Poject Plugins
v ":' E‘; Log Debug Infarmatian
! Leg Viewer
v E Hnu Iq Settings
2 ) OpenTarget ACD
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10. Select the Import tab, select Replace - Overwrite project. Using overwrite for this
example prevents errors if the user project differs from what was intended.

1. Use Ellipse to navigate and select the bulk creation file and select Import.

) Import Export Manager ? X
FILE TOOLS

Project - Process_Example,

Import  Export Compare Tags Import  Tags Export  IAB / Architect
Import

() Mew - Create new project

@ Replace - Overwiite project

(O Update - Merge with existing project (will not delete existing objects) [1 Auto Continue

Excel File C:\Users'whilty\Documents'Project_Process_Example_ I I

Sl [ Backep ogna

Cancel << Previous Next >> Finish

12. Select Next on the import verification and Finish when the import is done.
13. Explore the additional content imported into ACM.

FILE EDIT TOOLS VIEW HELP

nelda e
Systemn View nx
~ %% Project - Process Example ) X200
“ Historian Description: |Descnpt|on
[ =W
RE§ Used Libraries Catalog Number: FVLV (42) - Published
Selution: (RALIB) Process 5 Task: |Mom ~ Program: |Tan
Paramet
- Cortrollers Il ~ Controllers arameters Interdocks Permissive_1 Pemissive_2 Events Intedock_Lower Intedock_Upper Intedock _Cavity
pox | v pax = Ee S
=] 1756-ENZT (21
] 1756IF {5(1]) : pUESelechon "
175608161 (5.3) ACM_Type Solencid-operated Valve (P_ValveSO)
Hardware_Bus ;f41} Use_FTIS False
- v 00.01 - Data - Common
Hardware_Module_Status {4
PAl (42) Hrea Areall
Fmgram. (0 Instruction PVLY
v g Py (42) Label X200
X100 Library raP-5_20
Library_Irtlk raP-5_20
Library_Pem raP-5_20
- Library_ValveStats raP-5_20
aC_Dve_PF75T (3.4) URL na
13C_LD_Due_PFTSET (34) Has_ore_URL
1 Task {‘1{”‘ » 00.02 - Data - General
= ) XCmd_Pos2_Label Open
Sts_CmdToPos2_Label Command to open
Sts_MovingToPos2_Label Opening
Sts_Pos2_Label Opened
XCmd_Pos1_Label Close
Sts_CmdToPos1_Label Command to close
Sts_MovingToPos1_Label Closing
Sts_Pos1_Label Closed
XCmd_Pos2Pulse_Label Pulse open
XCmd_Pos1Pulse_Label Pulse close
XCmd_ContPulse_Label Pulse
Sts_Pulsing_Label Pulsing v
Area
Area name for security.
Version 404.00 Apply Changes...
<
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Modifying an Existing PlantPAx System

The Rockwell Automation Library of Process Objects, also referred to as the “process library”,
includes templates of controller and HMI applications to help you add incremental project
content to an existing project/system. For example, additional instrumentation has been
added to the process and the Analog Indication control and HMI content must be added to the
system.

Studio 5000 Logix Designer® and

New or existing FactoryTalk® View SE software

Studio 5000 Logix Designer and FactoryTalk View SE software can open templates to start new projects or
import library elements directly into existing projects. Both software products are required throughout the
application development process,

Open and import library elements:

« Controller project template .ACD files

Controller Add-On Instruction and rung .L5X files
HMI project template .APA files

HMI global object and graphic display .GFX files
HMI image .PNG files

PlantPAx Configuration Tool for

Existing Tags, Alarms, and Historian

The PlantPAx Configuration Tool for Tags, Alarms, and Historian helps define controller .ACD files with
associated HMI applications. The PlantPAx Configuration Tool for Tags, Alarms, and Historian is best suited for
modifying the output from an ACM project, an existing controller project, or a template project from the process
library.

The PlantPAx® Configuration Tool for Tags, Alarms, and FactoryTalk® Historian are delivered in a separate
download, PlantPAx Tools, which can be used to edit existing projects. See the following table for software and
tool usage and explanation.

Use the PlantPAx Configuration Tool for Tags, Alarms, and Historian to:

- Organize parameter files for use the code, tags, and HMI displays into a process tree (builds the Logical
Organizer)

Create FactoryTalk® Alarms and Events alarm groups

Create Historian Asset Framework elements

Edit controller tag data with import and export

Build HMI parameters for use with tag search and navigation graphics

Prerequisites Which library elements to use depends on whether you:

l Process
Controller

muEm

| °4°;

EWS

» Modify an existing application

» Create a new application based on a sample template
+ Import library elements into a project

«  Generate library elements into code by tools

For more information about the process library, see the PlantPAx Display and Library
Guidelines, publication PROCES-RM200.

Resource Description

PlantPAx Display and Library Guidelines,

publication PROCES-RM200 Describes how to build and use library components that comprise the Rockwell Automation Library of Process Objects.
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Studio 5000 Logix Designer The processlibraryincludes templates of controller and HMI applications. These templates are
and FactoryTaIk View SE designed to get you started if you aren’t using ACM software or do not have an existing project.

Software Logix Designer Application Templates

Controller templates have the library instructions and task model already defined. They also
have a basic 10 configuration that you can modify according to your project plan.

<« RA_Process_Library_v4.10.01 » Templates » Logix Templates

~

Mame
55
|| RSL5k_18_Template_nolib.ACD
|| RSL5k_18_Template_ProcLib_4_10_01_all.ACD
| | RSL5k_18_Template_ProcLib_4_10_01_bas.ACD
|| RSL5k_20_Template_ProcLib_4_10_01_all.ACD
| | S5kLD_24 Template_ProcLib_4_10_01_all. ACD
| | S5kLD_31_Template_ProcLib_4_10_01_all.ACD

ds

ats

Open a Logix Designer application project and browse to the template directory and select the
template to open.

& Bs Q abed | 297 ab.. v cab
3 Controller 55kLD_31_Template_Proclib_4_10_01_all ~ ”
r] Tasks TASK MONITOR
4 @ Task_A_50ms (50 ms)
4 !3 Task_A_MainProgram Thiz rung monitors THIS Task and provides information on the Task

ap et dlocal T and an Alarm if the Task Execution Time s a "Plan” threshold.
arameters and Local Tags

3 @ Task_B_100ms (100 ms)
P (B Task_C_250ms (250 ms)
3 @ Task_D_500ms (500 ms)
P () Task_E_1s (1000 ms)
3 @ Task_F_2s (2000 ms)
4 Task_G_3s (3000 ms) -
b 8 Task_H_10s (10000 ms) Yal Wetchdog noe
P (B _Controller_Status (250 ms)
Unscheduled
4 Motion Groups |
pl Assets
4 Add-On Instructions |
b I_1715IF16_FW3
4 I_17130F8I_FW3
b I_1718_1719_AlAH
4 I_1718_1719_A04H
b I_1734sclE2CH

For more information, see PlantPAx Process Objects.
FactoryTalk View SE templates

HMI templates contain pre-defined components such as, Displays, Global Objects, Libraries,
Images, Macros, and basic configurations for FactoryTalk View SE applications.

<« RA_Process_Library_v4.10.01 » Templates » FTView Templates

Name
5
|| FTWME_10_0_Template_ProcessLib_4_10_01.apa
|| FTWME_10_0_Template_Sequencer_4_10_01.apa
|| FTWSE_10_0_P2fQuickStart_4_10_01.apa
|| FTWSE_10_0_Template_ProcessLib_4_10_01.apa
|| FTWSE_10_0_Template_Sequencer_4_10_01.apa

ds

its
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If you already have an HMI project on your PASS, you can:

» Use the template application as a new HMI, then recreate your Areas, HMI server, data
server and alarms and events server, such as you do when you configure a PASS.

« Use the existing HMI application, on the PASS, and add library components into the
application.

You must restore the template so you can access the application and its components.

1. Go to the FactoryTalk View SE Application Manager and select to restore a local station
archive.

2. Browse to the .APB file in the templates folder in the process library and open the
application.

- If you choose to make this template your new HMI application, see Chapter 3,
Automation System Server for how to create areas and servers.

- If you choose to maintain your existing HM| application, export the Displays, Global
Objects, Libraries, Images, Macros from the template and import them into your
application.

You can use the Add Components in Application method to add Displays, Global Objects,
Libraries, Images, directly from the library.

1. Inyour application, select the component (such as Displays) and select Add Component
in Application.
21 FactoryTalk View Studio - View Site Edition (Local Station) - [Untitled
File Edit Wiew Settings Objects Arrange Animation 1

‘mHe he =T 0 f ROE > e XT

Explorer - Template_ProcessLib v I

=0 Local (PASEOT)
e Ternplate_ProcessLib

n-. Runtirne Security
LT Seripts
52 Ternplate_PracessLib
E| Systern
. Command Line
. Hrdl Tags
L Tags
EI Graphics
= e
B MNewy
-B Add Component into Application...
-B i Mew Folder
S E:: Delete
B F Rernowve
B Import and Export..,
- B (RA-Bas) L_laskMon-Summary
-3 (RA&-BAS) Logix-Faceplate

2. Browse to the .GFX_fiIes in the library folders and select those to open.
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Edit a Project via the

PlantPAx Configuration Tool

for Tags, Alarms, and
Historian

144

ol

File View Tools Windows Help

=

The PlantPAx® Configuration Tool for Tags, Alarms, and FactoryTalk® Historian are delivered in
a separate download, PlantPAx Tools, which can be used to edit existing projects. This tool
performs various functions to help you create or modify an existing PlantPAx project. To use this
tool, you must have a controller project (.ACD)file, which can be:

» Generated from ACM
« Existing controller project
»  Sample controller project from the process library
For more information, see the quick start guide that comes with the tool. The Quick Start guide

automatically launches when you open the PlantPAx Configuration Tool for Tags, Alarms, and
Historian.

=+ Logix Controllers
. =@ RA_LIB_LBSEP

- d HMI Alarm Servers
i -l TagAlarms and Events
H Ef RA_LIB_LBSEP
&-® Historian Servers
=-® Historian SE
-Jf RA_LIB_L85EP

=& Associated HMI Application =
B, FactoryTalk View SE Local
-® HMI Server Name = HMI Server
dly Data Server Name = RSLinx Enterprise
'8y Data Server Device Shortcut Name = CLXD1

Controllers 8 HMI pigcess Tree

HMI Server = HMI Server

=] kﬁ‘ B Quickstart.pdf x ‘+ ~ - m| X
~ - O @ | filey///C:;/Program%20Files%20{x86)/Rockwell%20A S = 71 =
4 o [ = P -+ 2 728 MmN L & B B
Table of Contents
Software License Agreemen t 2
Table of Content: 4
Software Overview 7
Supported Software.
Quick Start — Create Project 9
Add Controliers to Projact. 9
ZEnter FactorvTalk View HM Informati 9
Save Projec 0
Context Sensitive Popup Manu I
Quick Start — Process Tree Organizer, 12
Adding Folders 2

With the PlantPAx Configuration Tool for Tags, Alarms, and Historian, you can:

« Define a project that has multiple controller .ACD files and associated FactoryTalk®
View HMI applications.

«  Organize controller logic, tags, and HMI displays in a Process Tree organizer. You can
then use the tree structure to create FactoryTalk Alarms and Events alarm groups and
Historian Asset Framework elements.
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Edit Tag Data - Edit tags and data in offline controller .ACD files.
» Export and import tag data to and from text files.
« Create Microsoft® Excel® workbooks for online OPC tag data reads and writes.
1. Add controllers to the project or load existing project.

2. Launch the bulk data editing function from the controllers project tree by right-mouse
clicking a project controller and selecting one of the four export/import tools:

- Logix Controllers

Rl PTU)
& HMI Alan Remove Controller..
& A1 Controller Properties...
&P % Controller as Cur -
R ilsl[:o;lg? Open Explorer Folder Containing Controller File...

Edit Controller Logix Description Format...

Open Controller in Child Window

Open Controller in RSLogix 5000 / Logix Designer
Edit / Export Controller Tags...

Export Tag Data to Excel Workbook...

Import Tag Data from Excel Workbook..,

Export Tags to Excel OPC Read/Write Workbook...
Export Tag Meta Data to Logix Localization File...

3. This launches a dialog window for each of the tools. Click the "Help” button in the dialog
window for additional instructions.

Edit Alarms « Create FactoryTalk Alarms and Events. XML import files using tag data from controller
files.

1. Multiple AE alarm servers can be used in FactoryTalk applications. Each AE alarm server
can provide alarms from multiple Logix controllers. The project can contain multiple
controllers. Select the controllers to use for each AE alarm server XML import file you
want to create. Right-mouse click “HMI Alarm Servers” and “Add Alarm Server”:

File  Yiew  Tools Windows  Help

B =

| 5-'-? @__Lngix Controllers
@ LYU_MosquitoStation
-8 LYU_TankFarm

WY HMI Alarm Server:
Add Alarm Server...

2. Enter alarm server name and description. It is recommended that the FactoryTalk AE
server name be used.

IMPORTANT  The software does not have the capability of accessing the FactoryTalk
AE server. The alarm server created here is merely used for organizing
the controllers associated with the server. Any name can be used.
However, it is recommended to use the actual AE server name to avoid
confusion.

Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026 145



Chapter 7 Modifying an Existing PlantPAx System

3. Select the controllers to associate with the alarm server. Only Logix tags from the
selected controllers will be used.

Select Controllers for Building Alamis Tags in HMI Alamm Server | ]

Tl _MosquitoStadion (HRI App = LU _tosouitoSiatians_ 3, HMI Server = LUk
ACILWU_TankFam (HMlApp = LY _Moscquitn Stetions_y3, Hl Server = LY _bMosguit

4 [ . b

Uncheck&ll | [ Checkall

ok, [ cencel

The alarm server and associated controllers are added to the project tree.

=-fi% Logix Controllers
m-@ LVU_MosquitoStation
. +-#f LVU_TankFarm
= MK HMI Alarm Servers
EF AE1)
----- 8 LvU_MosquitoStation
88 LVU_TankFam
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Launch AE Alarm Configuration Tools

The tool can be used for controller tag-based alarms and AE server-based alarms. Click Help
for details.

AE Alarms Configuration Tools “

Tagsto Update
Use All Tags for All Controllers Defined in the Alamm Server Setup

(®) - Includes Process Tree tags
- Use contmller Logeal Crganizer as alam group structure for tags rot in Process Tree

(7)) Use Only Tags fiom Procass Tree Folders

Cantraller Tag-Based AE Mlams | AE ServerBaced Polling Alarme

Click Run to automatically set the following controller tag based dam paremeters:

-Set damn group ‘o tag's parent folder name
For ¥3J and higher, the full path name is used to provide darm goups hisrachy

Set FactoryTalke View Command to laurch ssscsiied faseplate display or macr
Nete: as of Lagix Designer V32, alam group name can certain enly alphanumeric charactere and the space chamcter.
The updte funciion replaces invalid charscters in the parent falder name with e space chameter

The "." and "_" charactere are zllowadin V32 and higher. The *." character iz used ae the delimiter for the alarm groupe hierarchy.

Clicking Run will updats the controller tag-based alarms in the ACD file. Save the proiect to save the changas to the ACDfile
[Note that there na other expori/impart steps reauired. This updaies the off 4ne ACD file dimcihy )

FactoryTalk View Command
If & data type s not configured with associsted faceplate/macno, then use the following macro and command suffix:
NavToDisplay Command Suffic | § "Quick™ /CC

Example: macro name = Mav ToDisplay, command suffix = {x} "Quick” /CC
The following Factory Talk View Command is configured in the alam tag by the Updale function:

Mav ToDisplay HmiTagAddress 4] "Quick” /CC

where HniTagAddress is the full path HMtag address for the base 1ag containing the corfigure alam
The HmiTagAddress is set by the Updale function.
Make sure to include any leading space or comna reguired with the command sufiix.

O I primary HMI process displays are corfigured in the Process Tres, then include
display command to open the tag’s asseciated pimary HV| disolay.

Run Cancel Help

Edit Historian Points «  Bulk configure 0SI PI Asset Framework (AF) databases with Logix tag AF elements. This
includes automatic configuration of related Pl points in the FactoryTalk® Historian data

server (Pl data server).

»  For systems without Asset Framewaork, a separate utility provides bulk configuration of
Pl points in the Historian data server. The utility provides the option of generating a
bulk import file, or adding the Pl points directly if a Historian data server connection is
available. The bulk import file can be used with the Pl Point Builder Excel AddIn to
create points in the data server.

For more information about Historian tags, see Chapter 9, Historical Data
1. Create project with Logix controller files.

File View Tools Windows Help

0 &

SR .| Logix Controllers
- L. LGXCO1
-~ Mosquito_V3_5_05
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2. Right-mouse click on the Historian Servers tree node and add a historian server. Any
names and description can be used as the name is used as a project placeholder.

' =& Logix Controllers
b LGXCO

- )% Mosquito_V3_5_05

- MK HMI Alarm Servers

|

Add Historian Server...

3. Select the controllers to use and fill in the information in the window. For FTH, the point
source name is “FTLD". Contact your Pl administrator for the point source name if not
using FTH. Note the data server name is not required when the point source is not FTLD.

MNama: EWS30
Diescripion: Production Historian

FTLO Intedface Number [T |

SeusorColecwetione [ |
PointSourca Name:
Select Controllers and Enter Data Serverlnformation
Salect Contoller Applicalion Deta Area Full Path Data SamerName Llource Shocul
Mame Mame

0 |Lexcn
Mosquito_V3_5_05

FactoryTalk Applicaion Name, Data Server Name and Device Shoricut Mame must be provided when using FTLD point source.
Crata Server Name is nol iequired when poinl sourceis nol FTLED.

Tha default data server name used by Factory Talk is *RSLinx Enferprisa"

[Data Area Full Path example: "MorhPlaniData1?)

o [ eme ]

If the controllers are already configured for a project Alarm Server (refer to the Alarm
Builder user manual), then the application and data server information are
automatically filled in - it's assumed that the same data servers from the HMI

application are used. Make any changes if necessary.
Use FactoryTalk Administration Console to find the data server information:

File View Tools Window Help
s [
Explorer
=14 Network (THIS COMPUTER)
el FTViewDemo
gy InstantFizz
t!ﬁ PlartPiy
i e
U Alam
7B Data
= 84 Plont? DAT

L.z Communicetion Setup
i P;n'IPM_HMI _Ramava | o | =1 FocteryTolk Liro, EWS30
BT system EEERT=" T =89 1703-A17. Bockplone
-3 Action Groups W Mos (-~ § D, ALing RSLink Server
i [} ! 2, RSLegix 3000 Emulator, LGXCO1
=1L Pelicies +
Computers and Groups - 3 AsLogac 5000 Emulator, Mostuito_¥3_5 05
1~ Mahunrks and Nevirar &g Etherflet, AB_ETH-1
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4, Click OK when the information has been entered. A new Historian Server tree node
should appear in the project tree.

—— L —
Name  EWSH
Deserption  Praducton Historian
FTlDkiedace Number. |1 |
SarerorCaecve e
PontSouce Nome:  FTLD

Select Entor [
Select Canboller Rop e Date Area Full Path Data ServerName Bl S S oar
me Name
¥ LGXCO1 | PlaniPAx |AreafDats |PlamPAx_DAT LGXCO
¥ Mosquio V3 505 PlaniPAx ArzaData PlaniPAx_DAT Mos
Fiey Talk Aplicabon Mrne Daka Serve Bheses sl Dipiice Shyscf Moasin i bt rorvstest b aing ETEN st e

Data ServerName i 1ot requied when pairt seurcs is not FTLD.
The default data server name used by FactoryTalk is "RSLine Enterprise™
(Data Avea Full Peth example: "NorhPlanyDatal’)

o ] (oms]

= Logix Controllers

L& Lexeom

i - Mosquito_V3_5_05

- MK HMI Alarm Servers

=B Historian Servers
SR Y EWS3

5. Right-mouse click the historian server node to make changes.

=-® Historian Servers H _
R Y< s3]

Change Controllers Associated with Historian Server...

Rename Historian Server..,

Remove Historian Server

Import to Asset Framework (AF) Database
Build PI Points or Import File...

Expand All
Collapse All
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6. Right-mouse click the project historian server tree node and select “Build PI Points or
Import File":

A =¥ Logix Controllers
o i Lexcot
.. #f Mosquito_V3 5_05
-2 HMI Alarm Servers
=@ Historian Servers

Change Contrellers Associated with Historian Server...
Rename Historian Server...
Remove Historian Server
Import to Asset Framework (AF) Database
| Build Pl Points or Import File...
Ll ‘Buiid PI Faints in FTH Data Server ar Create Pl Paints Impon Fle =i |
500 [ Imatan Bud
Buop
= Buld import File Sun:a
7 Buitd P Poirts in FTH Dt Server
Prsaer
MetConnested
[ — Pros Ly Virston
Optans pAD
P1Port BulderLogs Data Type Defniion: PlanPx Elments to uze for Pt Poris
o e i o e s Cormmitog rageen
LGRiH )
Detitons.

7. Select the Build Option to create an import file or add PI points directly to an FTH Data
Server. An 0SI PI client must be installed to add PI points directly. See 0S| PI
documentation for instructions.

Build Option

® Build Import File ‘ Save As...

) Build Pl Points in FTH Data Server

PlSener v Connect

NotConnected

8. If the “Build PI Points in FTH Data Server” option is selected, then use the pull-down list
box to select the data server and click Connect.

@® Build Pl Points in FTH Data Server

Pl Server |EWS3D v‘ ‘ Connect

Mot Connected

The connection status is displayed under the pull-down list box after clicking
Connect:

® Build PI Points in FTH Data Server

PlServer |EWS30 v| ‘ Connect

connected to EWS30
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9. Since different Process Library versions can have the same data type names containing
different parameter names, separate sets of historian library definitions and templates
are used. Select the library version using the pull-down list box:

Process Library Version

WV4_1_and V5 0 w|

W35
W4_1

V4_1_and V5.0

10. Use the “PlantPAx Elements to use for Pl Points” pull-down box to select the project
elements to use.

PlantPAx Elements to use for Pl Points

ControllerLogicalOrganizer v

ControllerLogicalOrganizer
ProcessTree
ControllerTagsInFlatStructure

a. "ControllerLogicalOrganizer”. All tags from the historian controllers list are added
(same as ControllerTagsInFlatStructure option).

h. “ProcessTree”. The contents of the project Process Tree are used. See the “Process
Tree Organizer” user manual for configuration instructions.

c. “ControllerTagsInFlatStructure”. All tags from the historian controllers list are added
(same as ControllerLogicalOrganizer option).

1. Click the Build button to create the import file or add Pl points to the Pl data server.

el Build FI Points in FTH Data Server or Create P1 Points Import File ===
Setup | Womnation | Buikd

Build

AbotBuikd

Save Log..

If the build import file setup option was selected, then a text file with Pl points
configuration generated. Use Pl Builder Excel add-in to import the points to the PI
data server.
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If the PI points in FTH data server setup option was selected, then the build function
updates the connected data server with library digital states sets and Pl points.

o Build Pl Paims in FTH Data Server or Create PI Points Import File SN

| Sewp | infomaton| Build

Staus

3/25/2INE 1106 16 AM InProgress. Processing PIPeint Mosquito_V3_5_05L1_31 Val' ~
32502018 1106 16 AM InProgiess Proceszing PIPcint Mesquio V3 5 05 L1 31 SeQ’

32502018 1106 16 AM InProgiess Processing PIPcint Mesquio_V3_5_US LI_31 Val_Fault _

32502018 1106 16 AM InProgiess Processing PIPcint Mosquia V3 5 0550 32 Val_Sts' “
5_0EXV_32Val Fault

3[2502012 1108 16 AM InPrograss Processing PIPeint Mesauia V3 5 051 CPL_OutC ommblse RespCPUAVET

|_OutCommllse RespCPUACY
I OutMemLse Fresl D' Abort Build

32502018 1106 16 AM InPrograas Processing PIPcint Mosquii
32502018 1106 16 AM InFrogress Processing PIPint Mosquiio
32502018 11:06:

!
16 AM InProgress Processing FIPaint Mosquio V3 5 051 CPL OutMembUse.FresDatalogic’
3[25/2018 11:06:16 AM InFrograss Processing PIPcint Mesquita V3 5 051 CFU_OutMemUse FreeGen'
3/25/2018 11:06:16 AM InProgress Processing PIPoint Mosquito_V3_5_051_CPU_OutMemUss FreeSafety’
3/25/2018 11:06:16 AM InFrogress Processing PIPoint Mesquito_V3_5_05L_CFU_OutCPUUse.Comms’
AN InProgress Processing FIPaint Mesquiio V3 5 05L CPLOUtCPUUseMessaging'

3252018 1106 16 AM InProgress Processing PIPoint Mozquro_V3_5_051_CPLL_OutCPUUse Motion'

3/252018 11.06.16 AM InFrogress Processing PIPoinl' Mosquilo_V3_5_05L_CFPU_OutCPUUse Redundancy'
3/252018 11:06. 16 AM InFrogress Processing PIPeint Mosquito_V3_6_06L_CFU_QutCPUUse Safely’

/2520718 11:06: V6 AM InProgress Processing PIPeint Mosquiio_V3_6_06L_CPL_OutCPUUse Systam’

3252018 1106 16 AM InPrograss Procassing PIPeint Mosquito_V3_5_06 | _CPL_Out CPUUse PariodicAndEvent'
325{2018 11.06. 16 AM InFrogress Processing PIPoinl Mosquito_V3_5_06L_CFL_OutCPUUse ContruousOrFree’
/252008 11:06 16 AM InProgress Processing PIPeint Mosquite_V3_E_06.L_CPL_OutiOLEDStatus'

3/25£20NE 1106 16 AM InPrograss Procassing PIPeint Mosquia_\ CPLU_OutForcaStans'

325208 1106 16 AM InPrograss Processing PIPoint Mosquito_) L_CEL_Out MinorFault=rog’

13/25/2N8 11.06 16 AM InProgress Processing PIPeint Mesquito_V3_5_06 L_CPL_OutMinorFaultT ask’

3[25/201& 1106 16 AM InProgress Processing PlPeint Mesquia_V3 5 051 GPL_OutMineFauloor

2502018 1106 16 AM InProgress Processing PIPcinl Mesquiio_V3_5_051_CPL_OutMinorFaulSat
325281106 16 AM Complele The requeste d acbon is complele Sava Log..
3/252012 11:06 16 AM Exited Impon CSV File ta PServer EWS30

Cempleted adding Plpeints to Pl Sarvard26/2018 11:06:19 AM Exit PIServer_impodCEVFile
Elapaed exerution time = 00:00:03 0686710 ‘.

See the help user manual for additional details:

Help

Quick Start Guide

| Contents 4 Process Tree Organizer

About ... Edit Tag Data

Software License... Alarm Builder Tools

Alarm Definitions Builder Tool

SILAlarm Import/Export Functions

Historian and Asset Framework Configuration Tools
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Edit HMI Displays Two utilities help build specially formatted FactoryTalk View SE parameter files.

+  One utility builds a parameter file containing a list of controller tags with associated HMI
faceplate displays. Users can search for tags using tag names and tag descriptions. The
user can open tag faceplates from the returned search results.

« The other utility creates a navigation tree from the project Process Tree structure.

Organize the FactoryTalk View SE HMI displays under process tree folders.
1. Go to Logix Controllers > Open FactoryTalk View SE Displays List... and select the

Process Tree tab.
2. Drag adisplay file from the SE display files window and drop it into the Process Tree
folder.
-0 Areal -
‘= Mosquito a5 FactoryTalk View SE Display Files
= &5 Pipeline T
=83 vab os_MainLing
L "Ja;i:\d{)pem‘ed\‘ahes R & Mos_MainLine1_test
#- MotorOperatedVahes Bt Mos_MainLine2
5 43 Pumps B Mos_PigSequence-Faceplate
v B Logix Code B Maos_PowerMonitor
o O & Mos_Simulation
&-53 Levell B Mos_StartCanfirm
B Mos_Stetion
B Mos_StationinterlocksPemissive
= Mos_Sump
= Mos_UFS
B PO Admin
B PO Alarm-Summary
Bt PO Home
Controllers & HMI| Process Tree P m

Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026 153



Chapter 7 Modifying an Existing PlantPAx System

Notes:
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Chapter 8

Asset Management

FactoryTalk® AssetCentre software is a centralized tool that helps:

« Maintain inventory assets in the system

» Manage version control to track program changes
+  Collect audit logs to track user and system activity
+  Schedule backups and verify program integrity

This is the recommended workflow to configure and implement a FactoryTalk AssetCentre
application. Each step outlines requirements. For more detailed information, follow the

referenced links.

Example Asset Data Flow

Safe, IT-Managed Location

Alarm and Event -‘ |

FactoryTalk AssetCentre -
Data AppServ-Info (SQL)

Asset Framework Events

Asset Framework Configuration
Asset Backups

AppServ-Asset

AR
o)ty

FactoryTalk Historian Additional PASS FactoryTalk EWS _:Egn FactoryTalk

Server Server Directory I B ¥ Batch
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Prerequisites

Following the System Workflow, configure application servers.

An asset management server (AppServ-Asset) supports maintenance and plant operations to

Application the system with FactoryTalk AssetCentre software.
Servers
In most PlantPAx® systems, the AppServ-Asset server is on a separate computer and requires
these components local or distributed on remote servers:
l »  FactoryTalk® Directory
-------------------------- « FactoryTalk® Activation server
«  FactoryTalk® SQL server (can be on the same computer as the AppServ-Asset server or
on its own computer)
Install FactoryTalk AssetCentre Client software on the FactoryTalk AssetCentre server, the
EWS, and the OWS.
For more information, see these additional resources.
Resource Description
FactoryTalk AssetCentre Installation Guide, publication ETAC-INOOS. How to install the FactoryTalk AssetCentre system.
FactoryTalk AssetCentre Getting Results Guide publication FTAC-GR002 How to get started with the FactoryTalk AssetCentre system.
FactoryTalk AssetCentre Utilities User Manual, publication FTAC-UMQO1 How to use FactoryTalk AssetCentre utilities.

FactoryTalk AssetCentre

Inventory Plant Assets

156

For Rockwell Automation tutorials, see these YouTube videos.
« Introduction to Asset Management
« Using the Inventory Agent in FactoryTalk AssetCentre
»  Getting Started with FactoryTalk AssetCentre
« Introduction to FactoryTalk AssetCentre Disaster Recovery

» FactoryTalk AssetCentre Disaster Recovery to Backup and Compare a FactoryTalk®
View SE Application

FactoryTalk AssetCentre provides a centralized tool to manage and track asset information
and protect assets.

To help protect your automated control system, we recommend that you develop a strategy for
archiving application data and determine recovery plans. For a tutorial, see the YouTube video
‘Introduction to Asset Management..

FactoryTalk AssetCentre software provides a centralized tool to manage and track asset
information as well as protect assets. You can:

« Scan the network for existing devices to create an inventory.
» Manually add individual assets.

Regardless of method, we recommend that you add asset types for controller project, HMI,
engineering workstation, and servers.

An asset inventory lists the connected devices and computers on the network and stores
unique identification information about the hardware, firmware, and software in the system.

There are multiple ways to build your inventory list of assets with FactoryTalk AssetCentre
software tools.

Scan the System for Assets

Drag-and-drop an Asset Inventory asset type into the FactoryTalk AssetCentre tree and scan
for device information.

For a tutorial, see the YouTube video ‘Using the Inventory Agent in FactoryTalk AssetCentre'.
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1. Inthe FactoryTalk AssetCentre window in Design mode, move the Asset Inventory item
into your asset tree.

Asset View (Design) 4 x

e oy
£ TT01001

P Add To Assets

Catalog -~
= Device ltems
~1_spop

-
i
¥ FactoryTalk Directory

"] FANUC Robet (Use Generic

2. Open the Asset Inventory Properties and select Scanning Configuration to define how to
scan the system.

peneric FT | =

Dialog Box

Action

Scanning Configuration

Select a type of scan from the following options:

Scan devices using CIP™: Common Industrial Protocol (CIP) scanning browses the network by using FactoryTalk® Linx drivers to
return Rockwell Automation® Asset Management Program™.

Scan devices using SNMP: Simple Network Management Protocol (SNMP) scanning browses the network for SNMP-enabled devices
with a specified IP address range or IP subnet. If a device responds, the FactoryTalk AssetCentre service requests available SNMP
information.

Scan software using WMI: Windows® Management Instrumentation (WMI) scanning browses the network within the specified IP
address range or IP subnet, and returns software installed on a Windows host.

When you've selected a scan type, select Advanced Settings.
IMPORTANT: Leave the default Unlimited scanning box checked to scan the entire network.

Advanced Settings

Select Community String.

Scanning Configuration -
Scan devices using CIP
Start scanning with this device: ‘EWSN ‘ I:l
Maximum scanning depth: 1 - Unlimited scanning
Scandevices using SNMP
Scan within: (® |P address range O IP subnet
Start IP address 172 18 0 1
End IP address: 172 18 0 100
Maximum number of hops 1 3 Unlimited hops

Scan software using WMl

Scan type: (® Changes only O Full sean

Scan within: (®) |P address range O IP subnet

Start IP address 172 18 1 1

End IF address: 172 18 1 254
Maximum number of hops 1 = Unlimited hops

Login: ‘SYSTEM\Admimslthr ‘

Password

3. Select a device.

The device must have communication paths to any devices that you want to return when the
Inventory Agent runs.
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4. Select Schedules and create a schedule for the Asset Inventory item. When the schedule
runs, an inventory list is generated.

2 FactoryTalk AssetCentre [-T=1
File Edit View Tasks Tools Windows Help

S EH S D B M B ases | T AgentGroups [ Archive B Assetslifecycle R Calibration @ OTM View & LDg Searches | (7 @

Asset View (Desian] o Ex] i
& Dssign | | 352 | & AssetCentre > PlantPAx Inventory
Wy AssetCentre o New.. 38 |3 | B RunNow [
@ LGxcot
& PlantPh Inveniary ©) Ml Schedules  (® Fier by Schedules which include PlantPx Invertony’
e TT000) ‘Schedule Locabon Operation T Next Time Stats ol

r u Inventory Scheduls Asset&ntre:?lammx Baclxup Dlsahlad

f.} Add To Assets

Aninventory has a list of devices and a list of software.

a Asset Inventory I;Ii-
& search | [f] Columns | Unde &7 Checkln %Export [ Add ¥ Update g Help
Start Time:  1/26/2018 2:4%:08 PM
End Time:  1/26/2018 4:56:47 PM
Result: Succeed
I Devices are
®add O Update Collapse All
Device Name Device... Product_.  Product.. Product. Revi. Vendo.. Commissio.. Additional .. Additional .. Additional ..
| BT [\ GiEaEEE
1 SNMP_172.18.01 1721801 0 01/262018
il SNMP_172.18.0.10 17218010 0O 01/26/2018
] SNMP_172.18020 17218020 0 012612018
il SNMP_172.18.0.21 17218021 O 01/26/2018
]  SNMP_172.18022 17218022 0 012612018
] SNMP_172.18023 17218023 0 012612018
] SNMP_172.18030 17218030 0 012612018
L:_:J SNMP_172.18.0.31 17218031 O 01/26/2018
L1 SNmp 1727009 Asset Inventory - [o
] SNMP_172.
[]  SNMP_172] | M Search |[¥] Columns |Wf Undo &7 Checkln ByExport |[[% Add &3 Update € Help
] SNMP_172.
Start Time:  1/26/2018 2:45:08 PM
End Time: 1/26/2018 4:56:47 PM
- l Result: Succeed
Devi
Name Install Date Vendor ersion

PADCA System. PlantPlu local
PADCE System.PlantPfu local
PASS01. System. PlantPAx local
PASSDZ2A System. PlantPoc local
PASSDZE. System. FlantPoc local
ASMNMO3. System. PlantPLx local
ASCGO3 System PlantPLx local
BEwS01 System. PlantPfe local
ASIHOTA System. PlantPfox local
ASIHO1B.System. PlantPfox local
ASIS01 System. PlantPfox local
ASNDT System. PlantPfo local
asamD1 System FlantPlu local
ASIH02. System.PlantPu local
ACPO1.System. PlantPAx local
ASCG01.System. PlantPhx local
ASCG02.System. PlantPlx local
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Manually Add Individual You can manually add assets.

Assets For a tutorial, see the YouTube video ‘Getting Started with FactoryTalk® AssetCentre'.

1. While in Design mode, drag-and-drop the asset into your
FactoryTalk AssetCentre project.

9%
File Edit View Tasks Tools Windows Help

P BB RS Ases @ Agent Grouy

DR,

P Add Legix3000 Controller

- Catalog T

= Device ltems
i~7§ ABB Robot (Use Gfneric

. Custom Device =

7§ FANUC Robot (Ugk Gene |~

@ General DTM Deffice
W Generic Device

i-*] Motoman Robot

An FactoryTalk AssetCentre dialog box appears for the asset that you are adding.
2. Select the asset to configure details.

For example, add an .ACD file for a controller.

Add a Logix5000 Controller to AssetCentre

B =
4 1.General
(Parent) | AssetCentre
Description
- Name Logix5000 Cortroller
4 2 Hardware Information :
g;r:::’i:::‘;m . Configuration Data Browser: Logix5000 Controller | =[9
Change Detect Capzble -ty AssetCentre
Configuration Data Nofiessled [ §
Device Name | ey TTO1001
Firmware Revision
Hardware Revision

Hardware Type | = e — o -
e Rockdi Al Configuration Data Browser: Logix5000 Controller
4 3.Asset Information -4y AssetCentre 01.ACD
Agent Group | System D * | |Logix5000 Controller
Asset Number | oy TTO1001
Location
| Serial Number
Configuration Data

Configuration dats for the device

Filter: |RSLogix §
=] §

Filter: [RSLogix 5000fikes ["acd) v]

o Jre=t [[Ee |

3. Foracontroller, select a path to the controller by using the Addressing Info Browser (...
ellipsis) button.

4. Name the asset.

We recommend that you use the steps to add each of these asset types from the
catalog to your inventory:

« Controller project
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+ HMI
« Engineering workstation
+ Servers

Configure Audit Logs There are multiple logs that can be generated to capture asset data. Select the one that you
want:

 Audit Log monitors FactoryTalk-enabled software products and logs user actions. For
example, who was the last user to change a program.

» Diagnostic Log to monitor system health.

» Event Log to track FactoryTalk AssetCentre events, such as when a backup starts and
who generates a report.

Audit data is stored in the SQL server and displayed in the FactoryTalk AssetCentre logs.
Information that is collected includes:

»  User actions
+  Program changes
«  Security events

Security Audit Logs

Microsoft Windows® 0S captures security audit records locally for every PlantPAx server and
workstation. We recommend that you make sure the log is sized adequately to capture
sufficient records to satisfy your retention policy. In Windows Event Viewer adjust the
configuration of the security log according to your system requirements.

# Event Viewer
File Action View Help

&= 7z B

Event Viewer (Local) Log Properties - Secunty (Type: Administrative) -

4 [ Custom Views
I L] Server Roles
T Administrative Events

General

4 Wmdnw.s Ln.gs Full Name: Security
5| Application
i Log path: FeSysternRoot?e\System32\Winevt\LogshSecurity.evbx
= >etup
2] System Log size: 128.00 MB(134,221 824 bytes)
]| Forwarded Events
» [E) Applications and Services Lo Created: Thursday, February 4, 2016 4:10:13 PM
i1 Subscriptions Modified: Thursday, June 7, 2018 8:53:02 AM
Accessed: Thursday, February 4, 2016 4:10:13 PM
Enable logging
Maximum log size (KB J: 13107242

When maximum event log size is reached:
® Overwrite events as needed (oldest events first)
O Archive the log when full, do not overwrite events

O Do not overwrite events  Clear legs manually }

For information about how to configure secure audit logs, see Configure System Security
Features User Manual, publication SECURE-UMQO01.

Schedule System Backups FactoryTalk AssetCentre software stores backup data on an SQL server.

The Disaster Recovery function creates backup files from the running asset on the plant floor.
The backup file is compared to the original and archived to a Master version. The Agent
service performs these comparisons and can be scheduled to operate at specific times and
intervals.

Once assets have been added to your system, the assets can be configured from the Archive
tab. From the Archive view, you can do the following:
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«  View the archive of current and previous versions of programs
and assets.

» Set a personal working folder to hold Checked-Out files.
Promote a specific program version to be the master.

% FactoryTalk AssetCentre i il [
File Edit View Tasks Tools Windows Help
S E S @ @ RS assers | G AgentGroups (B Assets Lifecycle B Calibration @ DTM View o Logs (%) Schedules i
Asset View (Design) 1% P ' x
& Design | &p (M5 X M @ CheckOut 8 Checkin g UndoCheck Qut Get | B Mewlabel g Removelabel  Exportfor PCDC
P
-4, AssetCentre
& § Lexco Q:& AsseiCentre
£y TTO1001
Description: |
‘working folder: |{none set) Set...
Name User Chech Cut Location
: Browse For Folder -
Set Working Folders i :
System working folder for this asset (set by administrator):
| b 8 Videos -
I = Floppy Disk Drive (&)
Personal working folder for this asset (overrides system working folder if set): ) |’.5~ Local Disk (C:}
4P AddL . |
| | e | 3 Hiprom Software >
. (?atalog b L inetpub =
E- Devi =
i b MSOCache
it Based on these settings, and those for assets further up the hierarchy files for Perflogs
i this asset will be stored at: 1
H 7 PlantPAx|
.- [ = ] b B3 PlantPAx Utilities
i omote
- b L. Program Files
- TS T Eilar [v0E) T
=Y OK Cancel Help
Il |I| | | | Make New Folder oK Cancel
-+ Eormrerorge rosessor . d
<@l MobileView - :
< o T 5 < 1 | >
Ready b SYSTEMADMINISTRATOR 25 Connected % Agents 1 o

Create a Backup Schedule

1. From the main menu of the FactoryTalk AssetCentre client dialog box,
select Schedules.

2. Select New and follow the Wizard instructions at the top of the
dialog boxes.

Configure Disaster Recovery

The Disaster Recovery function creates backup files from the running asset on the plant floor.
The backup file is compared to the original and archived to a Master version. The Agent
service performs these comparisons and can be scheduled to operate at specific times and
intervals.

The Agent service can be co-located with the FactoryTalk AssetCentre server, or it can be
located with another server. The Agent service performs the background actions of uploading
and comparing program files and versions.

For more information about FactoryTalk AssetCentre Agents, see the resources that are listed

in the table on page 156.

For a tutorial, see the YouTube video ‘Introduction to FactoryTalk AssetCentre Disaster
Recovery'.
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Maintenance Strategy
Recommendations

Maintenance Type Recommendations

We suggest that you develop a plan to back up your control system configuration and process
data on a reqular schedule. Consider involving your IT department to develop this plan. An
effective backup plan can help protect you from loss of resources and revenue.

IMPORTANT  We recommend that you verify operating system or software
updates on a non-production system or when the affected
system components are not-active. These precautions help to
prevent unexpected results.

For equipment monitoring and safety, we recommend that you
follow the procedures of the manufacturer

The following table summarizes the types of backups and updates for routine and annual
maintenance. The time frames are examples and can be modified based on the attributes and
risk factors in your plant.

Backups

Why?

When? What?

Application configuration - See page 162

Roll back or file protection Periodic

Controllers

PASS servers

« FactoryTalk Directory

« HMI, FactoryTalk® Linx data servers

« FactoryTalk® Alarms and Events servers
Network switches

Data - See page 164

FactoryTalk® Historian

Archive or project protection Periodic and on-demand |FactoryTalk® Batch

FactoryTalk AssetCentre

Recommended Configuration Backup

The PlantPAx system can be configured to back up control system configuration data
automatically. FactoryTalk AssetCentre software stores data in a SQL server. The server stores
an Archived copy of both the master files and previous file revisions in a protected database.
The Archived files are available if there's a failure.

Database backups for FactoryTalk software packages (Historian, FactoryTalk AssetCentre) can
occur anytime without system operation impact. We recommend that process backups be
routinely scheduled so that data loss is minimized if computer issues occur.

FactoryTalk® Batch uses a SQL server for archiving journal data, storing master recipes, and
material database.

Application configurations for PlantPAx system servers and workstations are to be backed up
separately and more reqularly. The frequent backups mitigate the risk of configuration and
application information loss between PlantPAx system backups. Frequent backups simplify
the process of restoring only a portion of your application, if needed.

The following table shows examples of project files that are to be backed up regularly. Some
files contain configuration scripts and collected data.

Configuration Host Environment Tool Files Backed Up
Controller project file Studio 5000 application FactoryTalk AssetCentre Disaster Recovery .ACD
FactoryTalk Directory FactoryTalk® Administration Console . L
- - Distributed Application Manager .APB
PASS servers FactoryTalk® View Studio software
Network switches System network User choice TXT (based)
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Controller Project File AppServ-Asset

Use FactoryTalk AssetCentre software on your AppServ-Asset server to back up Logix 5000°
software and Studio 5000 Logix Designer® application project files (.ACD). Logix 5000 assets
are created in the FactoryTalk AssetCentre project tree for each controller and project files
can be associated with those assets and checked into FactoryTalk AssetCentre software.

A schedule can be created to back up the project files at reqular intervals. Use an EWS to
perform check-out and check-in features to make modifications to the project file.

FactoryTalk AssetCentre software is integrated with the Logix Designer application to let you
access files in the Archive without leaving the design environment. Use change tracking on SR
project files to audit modifications. feaal

FactoryTalk Directory

AppServ-Asset

Our recommendation is to back up the FactoryTalk® Directory regularly. The backup includes
any FactoryTalk® Security, users, and computers, among other configurations.

The backup is contained in the output .APB file of the Distributed Application Manager, which
is installed on the PASS with the FactoryTalk® View software, version 8.1and later.
FactoryTalk Directory

PASS Servers

The core servers in the FactoryTalk View application need to be backed up reqularly whenever

changes are made. The core servers on the PASS consist of the HMI, Data, and Alarm and Event

Servers.

AppServ-Asset
IMPORTANT  FactoryTalk AssetCentre software, version 9 and later, includes E

an asset for FactoryTalk View SE version 11 and later. This asset
can be created to support disaster recovery for a FactoryTalk
View SE application. For details see the YouTube video ‘Use
FactoryTalk AssetCentre Disaster Recovery to Backup & Compare
a FactoryTalk View SE application’.

A FactoryTalk AssetCentre custom asset can be created by following the procedure in PASS
Knowledgebase Answer D 818741 ‘Building Custom Device assets for FactoryTalk Distributed

Application Disaster Recovery'. The project servers store the output .APB file to the

FactoryTalk AssetCentre server. Schedule the custom asset to run regularly.

\ Network Switches
ppServ-Asset

If using an older version of FactoryTalk AssetCentre software, back up the network switch
configuration to retain the network architecture by using a custom asset. An export of the
switch configuration can be generated by using various tools, including the following:

»  Studio 5000 Logix Designer software

«  Third-party applications, for example the Cisco® Network Assistant Tool
» Command-line interface

+  (ther desired methods of your IT department

=% aw!i
RLLAE ]

i
il
*
E
s

Network Switch
The custom asset pulls the contents of the backup into the FactoryTalk AssetCentre server.
You specify the file location in the custom asset configuration. Schedule the FactoryTalk
AssetCentre software to back up the exported switch configuration regularly.

For more details about the custom device plug-in for FactoryTalk AssetCentre, see the

Knowledgebase Answer 1D 634535 ‘Building Custom Devices for use with FactoryTalk
AssetCentre Disaster Recovery'.
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Server Back up and system FactoryTalk® Historian and FactoryTalk® Batch servers produce process system data to

Restore

Recommended Data Backup

document historical production data. The software configurations, which create the system
data, must be protected along with the data.

Configuration

Host Environment

Tool Files Backed Up

Historian configuration and data

FactoryTalk® Historian software

Pibackup.bat Backup folder contents

Batch configuration and data

FactoryTalk® Batch software

Batch system files System folder contents

FactoryTalk AssetCentre data

SOL server data

SOL server

AssetCentre.BAK
[DBName].BAK

SOL Management Studio

Safe, IT-Managed Location

Data Backup

Historian Server

Safe, IT-Managed Location

Data Backup

FactoryTalk Batch Server

164

Consider the following when using FactoryTalk AssetCentre software:
- No single asset (verification or custom asset) is to exceed 1GB.

« The system is not to exceed 100 assets that are scheduled in a 12-hour period for one
Agent only. Increasing the number of Agents can increase the load capacity of your
system.

Historian Configuration and Data

The FactoryTalk® Historian server contains historian points, configurations, and data that
need to be reqularly backed up. As a part of the Historian standard installation, a script file
pibackup.bat is installed on the Historian server. This script is used to back up the Historian
server.

The output of this tool is a folder hierarchy that contains all components necessary to back up
and recover the Historian server. We suggest that you consider separating the historical data
from the configuration for scheduling purposes.

The historical backup data, which is generated by FactoryTalk Historian, is stored on the
Historian server. Consult with your IT department to determine the appropriate location to
move and store these files outside of the AppServ-Info (Historian) server.

Batch Configuration and Data

There are multiple components of a FactoryTalk® Batch system that require a backup plan
depending on the implementation of your system. See Knowledgebase Answer D 538578
‘FactoryTalk Batch: How to backup and restore a Batch configuration to a new computer'.
Included are files that are to be backed up for each of the following components of a batch
system:

« Batch serverfiles

« Batchclient files

» eProcedure® files

+ Material manager files

The file contents of the various Batch system components need to be separated into two
groups: (1) configuration or system files and (2) data files.

The configuration files are all files that comprise the Batch project, such as area models and
recipes. The data files are the batch journals that are constantly created by a running Batch
server.

The configuration files and data can be backed up at different intervals to a safe, IT-managed
location outside of your AppServ-Batch server.
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SOL Server

FactoryTalk
AssetCentre Server

Retention Policy
Considerations

FactoryTalk AssetCentre Data

FactoryTalk AssetCentre software manages the information that is produced by each of its
assets and processes the data into a SQL server. When performing a backup of FactoryTalk
AssetCentre software, nothing must be done within FactoryTalk AssetCentre. To back up the
FactoryTalk AssetCentre configuration and data, back up the FactoryTalk AssetCentre
database in your SQL server.

For guidelines on how to back up your FactoryTalk AssetCentre database in SQL, see the
Knowledgebase Answer 1D 53541 ‘Backing up and Restoring FactoryTalk AssetCentre with
Microsoft® SQL Server.

SOL Server Data

The FactoryTalk® Alarms and Events History software is configured to log to a SQL database.

These databases include the following:

»  For FactoryTalk Alarms and Event database, go to FactoryTalk® Administration Console
and expand System>Connections>Databases. Select the database to view the
information on the Alarm and Event Historian Database Properties dialog box.

« For FactoryTalk Historian Asset Framework, the SOQL Database PIFD’ contains the Asset
Framework data and configuration content.

Backup Verification

We recommend that your system use a dedicated, non-production environment that is capable
of accepting and validating backups. You need a strategy for how frequently the backups are
validated.

System Restore

We recommend that you consider a strategy for recovering and restoring your PlantPAx
system to a known secure state after a disruption or failure.

System recovery and restore to a known secure state means that all system parameters
(either default or configurable) are set to secure values. If any

security-critical information, such as patches, is installed after the last backup, the
information must be reinstalled. For example:

Security-related configuration settings re-established
»  System documentation and operating procedures available

- Application and system software that is reinstalled and configured
with secure settings

« Information from the most recent, known secure backup is loaded and the system that
is fully tested and functional.

There are two ways to retain data: archived records and a detailed backup policy. While
archiving provides historical records, backups are typically not useful unless you can access
the data for a restore. You must take the time to design a retention policy for the reuse of
dated materials.

For example, a backed up .ACD file from the Studio 5000 Logix Designer application could
possibly not be saved in the most current version of Studio 5000 environment. Accessing the
contents of this .ACD file could be problematic. But an archived printout of the logic that is
stored in PDF format could help restore a system project.

Secure archived data and make sure that you can search for the data if requested. There are
numerous reasons to archive data, including, but not limited to, the following:

«  Compliance with government requlations
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System Operating Assumptions

Retention of production knowledge
Reduction of backup storage footprint

Consider the following when developing a backup retention policy:

Location - Backup information is only worthwhile if retrievable for a restore. To
mitigate risk, duplicate the backup contents to an off-site location if an ‘Act of God'
renders the on-site copy unusable.

Storage - The type of storage medium that is used to backup data can affect how
quickly you're able to restore data. Cloud storage provides scalable backup potential
and requires the least amount of on-site hardware. But, the cloud requires additional
steps if the process facility isn't connected to the enterprise cloud servers. Disk
mirroring can provide the fastest time to restore and smaller data loss intervals. This
process can cost more than periodic backups to a hard disk drive.

Security - The confidentiality and importance of backup information must be carefully
evaluated. Limit access to the retained backup storage devices and locations to help
reduce the risk of threats. Password protection and encryption can improve risk
mitigation.

Cost - The cost of backing up a process system can be justified with one application
configuration restore. The time alone to re-engineer a process configuration can justify
the cost of physical media and IT infrastructure. Automated backup policies can reduce
time and money for IT to complete reqular backups.

System Storage Rates

The following tables provide an estimate of storage usage for a PlantPAx system. Evaluate
your system size and adjust appropriately according to your corporate policy.

Description Small (" Medium'? Large®®
Alarms SQL database

(alarms/min according to the ISA 18.2 peak alarm rate) 20 50 100
FactoryTalk Historian Event Frames SQL database

(event frames per hour) 250 500 1000
FactoryTalk AssetCentre SQL database 9 5 10
(commands/min per PlantPAx audit log guidelines)

FactoryTalk Historian points 5000 10,000 20,000

(1) 3000 1/0 points and 10 operator workstations

(2) 3000 1/0 points and 25 operator workstations

(3) 5000 1/0 points and 50 operator workstations

Storage Rates

Description Small (" Medium® Large®®
Microsoft SQL server 4 GB/month 5 GB/month 9 GB/month
FactoryTalk Historian server 2 GB/month 3 GB/month 6 GB/month

(1) 3000 1/0 points and 10 operator workstations
(2) 30001/0 points and 25 operator workstations
(3) 5000 1/0 points and 50 operator workstations
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Prerequisites

Application
Servers

Historical Data

FactoryTalk® Historian SE software captures data for reports to help maximize plant-floor
objectives and productivity. The software collects historical points in the system to produce
analytical data. Analytical data includes process variables, trends, estimations, and statistical
reporting.

For a PlantPAx® system, it's recommended to implement more than one historian server to
create a collective of historian servers. A collective provides higher availability with
continuous access to data during planned and unplanned outages. Adding redundant node
interfaces is also recommended to send time-series data to all servers in the collective.

To streamline the FactoryTalk® Historian SE software configuration, follow this quick start. For
experienced users, each step outlines requirements. For more detailed information, follow the
referenced links.

Following the System Workflow, configure application servers.

A historian application in a PlantPAx system requires:
+  Domain controller
«  Process Automation System Server (PASS) hosting the FactoryTalk® Directory (PASSO1)
«  Process Automation System Servers (PASS) for node interfaces (PASS02A, PASS02B)
- Engineering Workstation (EWS)
«  Operator Workstation (OWS)
« SOL standard or SQL Express database server
»  Asset Framework server

When you deploy a FactoryTalk Historian application in a PlantPAx system:
« Install FactoryTalk Historian servers as a collective.
«  Configure a Performance Monitor interface.

The following software must be available:
» FactoryTalk Historian SE Server
« FactoryTalk Historian Asset Framework Server
» FactoryTalk Historian Asset Framework SQL database
Pl Builder Excel® add-in

You must be familiar with the following utilities:
+  PISDK - An object-oriented library that is designed for customizing applications
«  Powershell - Command-line shell and scripting language.

For more information, see this additional resource.

Resource

Description

FactoryTalk Historian SE Installation and Configuration Guide,

publication HSE-IN025

Installation, configuration, and troubleshooting of FactoryTalk Historian Site Edition software.
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Chapter 9 Historical Data

Required PlantPAx Elements

Configuring historical data collection requires access to the following equipment. All
equipment must be physically installed before using this document.

) .-

]

Engineering Workstation (EWS) Operator Workstation (OWS) Domain PASSO1
Controller FactoryTalk
Directory

 omm—
"
==
-
L

PASS02A PASS02B AppServ-Info AppServ-Info
FactoryTalk® Live Data FactoryTalk Live Data Server Historian (ASIHO1) Historian (ASIHO02)
Server Secondary Node Interface Primary Secondary
Primary Node Interface
Historical Data In a PlantPAx system, the FactoryTalk Historian SE software collects, stores, and manages

data. The software includes these hardware and software components:

- Data Sources - Plant floor devices and instruments that generate data, typically
controllers. Other Data Sources can include external databases.

« Historian SE Interfaces - The FactoryTalk Historian node interface enables process
data to be passed between a FactoryTalk® Live Data Interface (for example,
FactoryTalk® Linx) and a FactoryTalk Historian server. Each instance of the interface
can provide data to a single FactoryTalk Historian server or collective.

« Historian SE Server - Compresses and stores the collected data and acts as a data
server for Microsoft® Windows®-based clients applications. It's also possible to use the
Historian SE server to interact with data that is stored in external systems.

« Historian SE Clients - Microsoft Windows-based applications that are used by plant
personnel to visualize the Historian SE data.

+ Historian Asset Framework - Asset Framework replaces the Historian module
database (MDB) with a Microsoft SQL server database for improved scripting and

reporting.
Configure Servers for a A collective is a configuration of multiple servers that act as a logical server in your Historian
Collective database to provide high availability (HA), disaster recovery, load distribution, and increased

scalability. Each server in a collective is called a member of the collective. When the primary
member in a collective becomes unavailable, a secondary collective member continues to
collect and provide data access to your Historian clients.

Create Firewall Rule for Historian Servers

B |
: ﬁ % To create a server collective on computers that have the Windows Firewall turned on, you
must manually open the TCP 445 port between the two computers. Perform this section on
ASIHOT both the primary and secondary Historian servers.

ASIHoZ 1. Go to Control Panel > Windows Firewall settings on the Historian Server.
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2. Inthe Advanced Settings, select Inbound Rules and create a New Rule.
For the new rule, specify the following:

On This Page Configure

Rule Type Select Port

Protocol and Ports Configure Specific Local TCP Port as 445

Action Allow the connection

Profile Apply the rule to the Domain, Private, and Public

Name Type a name for this rule (Collective Connection in the example)

Set Initial Security Settings

For any Historian server that is going to join a Collective, security settings must be considered
for each initial connection. To simplify the connection process, reduce the security levels of
both the primary and secondary Historian servers. After the initial connection, the security
levels can be modified as needed.

ASIHO1
ASIHO2

F o

Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.
Select the server in the Collectives and Servers section.
In the System Management Tools section, select Security > Security Settings.
Set the slider to its lowest point and click Save.

File  Wiew  Tools

Servers

SErvers
ASIHDWI
|

System Management Tools
Search
Alarms
Batch
Data
Interfaces
IT Points
Operation
Paints
~ Security
[atabase Security
Firewall

Mappings & Tiusts

|dentities, Users, & Groups

T Security Settings - Pl System Management Toals {Administrator) — m]

Help

4@
Server - A5IHO1

%S

0

Search

% Disable API tusts

% Disable SDK tusts

% Dizable explicit login

% Digable explicit login for piadmin
% Dizable blank passwaords

=]
Ie)

Session Record

ASIHOAdministrator | piadmin

h. Repeat the settings for the secondary server.
6. For the security setting changes to take effect, restart the servers.

Create Connections Between Historian Servers

The PI SDK Utility is used to create the connection between the Historian servers. This action
is required on both servers before creating a collective.

1. Go to Rockwell Software > FactoryTalk Historian SE > FactoryTalk Historian SE System >

M % E PISDK Utility.

ASIHO1
ASIH02

the servers.

2. Select Connections and then right-click on the empty area next to
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3. Select Add Server.

@ plsoK Utility (&dministrator) — O x

File  Buffering  Tools Connections Help

1@ P sk 0] % asiHon Network Node £5IHD1
o

s 5450)
Port Number: w
<2, Snapshot Tool g . Dol Llonc bl piadmin
=l Tools onnes 1 Seconds
@I Hizssame Lag Cannectas.. B0 Seconds
.; Support Data Disconnect
& Error Lookup
= Refresh Fa
B Tracing Setup £lres FI3
& KST Cleanup ‘ N 2dd Server... ins || 3adB8708-4410-42ba-Bid6-c05cS.
Remove selected Server  Del

Connected User.
IP Address:
Pl Version:

Operating System:

Save

Default Server: ASIHO

4. Enter the server name in the Network Path dialog box and accept the rest of the default
settings.

Remove any servers that aren't necessary.

To verify the connections, go to Security Settings > PI System Management Tools
(Administrator.)

This example shows servers ASIHOT and ASIH02.

R Security Settings - Pl Systern Managerment Tools (&dministrator) - m] X
File  ‘iew Tools  Help
Servers 4@ | @

Search 2 p

Server - A5IHO1
Servers

ASIHOT % % Disable APl tusts
ASIHO2 4 Disable SDK tusts
% Dizable explicit lagin
% Dizable explicit login for piadmin
g Digable blank passwords
System Management Tooks »

Alarms
Batch Server - 45|H02

Data 34 Disable API trusts

Interfaces

1T Puints % Disable SDK tusts
g Disable explicit login

Operation
Points
~ Security

Database Security % Disable blank passwords
Firewall
Identities, Users, & Groups » Save o
Mappings & Trusts
Security Settings

Save

g Dizable explicit login for piadrin

Session Record

ASIHOMNWAdministrator | piadmin

170 Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026



Chapter 9 Historical Data

Create the Historian

Collective

Client to Server

Connections

m [

— LTI
- LOICIEELELT
—

o 2

PASS02A
PASS02B

S

Manager.

Now that the servers are configured, you can create a Collective by using the Pl Collective

Go to Rockwell Software > FactoryTalk Historian SE> FactoryTalk Historian SE System > PI
Collective Manager and complete these steps:

On this Dialog Box

Action

l E Create New Collective Initial Page - Select [ have ver!f!ed my bapkups are valid S
= « Select | have verified my Pl interface servers configuration
. Create New Collective - Existing or New | Select a newly installed Pl server
ASIHOT Primary
Create New Collective - Select Primary Select the Collective Primary server and define the properties
and Collective name y prop )
ggsgisNew Collective - Select Secondary Select the Collective Primary server and define the properties.
- . « Accept the default number of archives to be copies
Create New Collective - Select Archives |, Accept the default location for the temporary backup
Create New Collective - Verify Selections | Verify the information
Ig:sgis'iew Collective - Conversion Verify the conversion progress is completed
Server ID Mismatch Select Accept the new ID
Create New Collective - Finished Acknowledge the creation of the collective
For all servers and workstations that require access to Historian data, use the
PI SDK Utility to add a connection to a Historian server or Collective of servers. This includes
the PASS servers (PASSO1, PASS02A & PASS02B), EWS, and OWS workstations.
Connect another Computer to Historian Server
Domain . . .
Controller PASSOT For each computer that requires a connection to the collective, complete
— these steps:
— . . . .
! = 1. Goto Rockwell Software > FactoryTalk Historian SE > FactoryTalk Historian SE System >
e L
PISDKUtility.
'H B 2. Select Connections and then right-click on the empty area next to the servers to add a
0= new server.
ASIHO1
ASIHO2
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3. Maintain the default connection name of 'Production Historian' for library object
reference, then select the Server or Collective Name and click Test Server Connection.

@) Mewr Historian Server Connection e

M ame:

I| Production Histarian I

Drescription:

Histarian for the production area of the plan]

Server or Collective Mame:

[4sIHOT -
@ < Back Mext > | | Cancel |

If you're using a collective, enter the primary server.

\?)
4. Select the box next to the new server.
The server appears in the middle of the utility for a successful connection.

]
File  Buffering  Tools  Connections  Help
5
B@‘; SDK % ASIHDI Network Nods: ASIHT v
About FISDK
p = a Port Number: F4A0
& Connections
& 8napshot Taol Delaukt User Hame

5. Remove any server connections that aren't necessary.

Historian to FactoryTaIk Use the FactoryTalk® Administration Console to add the FactoryTalk Historian server

Directory Connection connection to the FactoryTalk Directory.
1. Go to Rockwell Software > FactoryTalk Administration Console and select ‘Network’ for

the directory you want to use.

2. Go to Network > System > Connections > Historical Data and select New Historian
Server Connection.

EWS
m! File ‘iew Toals Window Help
: =

1 Explarer E
=€ Metwork (PASS0T)
&; FTviewDemo
&; InstantFizz
B[:l Systern
[ Action Groups
(10 Policies
[:l Computers and Groups
25 Metworks and Devices
[:l Users and Groups
B[:l Connections
I (2] Databases
&} istorical Data]
[ Hlsturlcl Mew Historian Server Connection..,
120 Permissior

Security...

|
3. Select the Server or Collective Name and click Test Server Connection.
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EWS

)

If the connection is good, a green check mark appears along with the text 'Server
Found.'

Server o Collective Mame:

[#sIHDT v

Test Server Connection | (@ Server found

In the FactoryTalk Administration Console, go to Network > System > Connections >
Historical Data > Production Historian and
choose Properties.

Select the Licensing tab and enter how many licenses are stored
on the server.

« If one license is stored locally in each collective server, enter '1' in the
Assigned column.

« Ifboth activation licenses are on the activation server, enter 2’ in the
Assigned column

Create a Data Collection Interface

A data collection interface is used to collect data (tags) from data sources, such as Logix
5000™ controllers, and pass it to the FactoryTalk Historian server or collective.

The FactoryTalk Administration Console is used to create and configure the data collection
interface.

1.

Using an EWS, launch the FactoryTalk Administration Console and expand Historian
server connection.

When a new FactoryTalk Historian server is added, a default node interface is
created along with a name FTLD and ID 1(FTLDT1).

Delete the default node interface FTLD1.
Select the Historian server connection and select New Data Collection Interface.

W FactonTalk Administration Console - m] X

File ‘iew Toals Window Help
|
Explarer n
=€ Metwork (PASS0T)
% FTViewDemo
% InstantFizz
=@ Systermn
[0 Action Groups
3 Palicies
[0 Cormputers and Groups
&5 Networks and Devices
(20 Users and Groups
=21 Connectians
[:I Databases
E[:I Historical Data

[:I Historical Data bv Lelets

~[3 Permission Sets I New Data Collection Interface.., I

Security...

Select the Interface Type: (FactoryTalk Live Data), Name: FTLD and
ID: Tand choose the computer hosting the interface.
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For example (PASSO2A) where the remote FactoryTalk® Linx data
Server runs.

(@ Data Collection Interface Properties x

General  Scan Classes

Interface Type: Mame: ([}

FactoryT alk Live Data ~ | [FTLD 1 =

Description:

Default FTLD interface created by the FTH configure wizard.

Cormputer hosting the interface:

| EEIED o |

FactarpT alk Historian Server Connection:
Production Historian on

Service Status

Mew

Startup Type: | Automatic i

Launch Interface Configuration Uty

2 Corcel | Aot

IMPORTANT  When redundant node interfaces exist (PASS02A & PASS02B), only
one data collection interface is required, and it references the
primary (PASS02A) node interface.

Create a Synchronization Path for Redundant Node Interfaces

PSSOt A common folder is used for files that are used for handshaking and redundancy. This folder is

E created on the PASS server that hosts the FactoryTalk Directory.

FTD

T T sy
ieaieieiiiaiaiaas

PASS02A

Synchronization

e
Folder
PASSO1

PASS02B

ASIHO1

1. On the PASSO1, create a folder on Local Disk (C:) named FTHSE_Failover.
2. Specify these properties for the folder.

From this Location Configure

Sharing Tab Advanced Sharing

Advanced Sharing « Select Sharg th.|s folder
« Select Permissions

Permissions for FTHSE_Failover Add the group Everyone

Select Users, Computers, Service Accounts, or Groups | Select Object Types
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Configure Redundant Node

Interfaces

From this Location Configure
Object Types Select Computers

Enter the PASS servers used as Node Interfaces as the
object names to select

x

| | biect Types..

Select Users, Computers, Service Accounts, or Groups

| Locations.

Enttet the obiect names to select (sxamplss):
PASS024; PASS02E Check Names

Allow Full Control, Change, and Read permissions for all

Permissions for FTHSE_Failover Node Interface servers

A FactoryTalk Historian node interface enables process data to be passed between a
FactoryTalk Live Data server and a FactoryTalk Historian server.

Synchronization Folder

PASSO1 n

“ PASS02A

ASIHO1 PASS02B

A PlantPAx system with redundant data servers requires configuration of the node interface on
the primary and secondary servers (PASS02A and PASS02B).

The Pl Configuration Utility (Pl ICU) is an application that aids in system management by
consolidating the setup and configuration options of each node interface. PI ICU allows you to:

«  Configure all interface parameters

» Manage, start and stop interface service

« View and configure interface service dependencies
«  Configure and run buffering

«  Configures the Universal Interface (Unilnt)

Unilnt provides generic functions that are required by most interfaces, such as establishing a
connection to the Historian Server node and monitoring the Historian Point Database for
changes. To minimize data loss during a single point of failure within a system, Unilnt provides
two failover schemas: (1) synchronization through the data source (Phase 1) and (2)
synchronization through a shared file (Phase 2).

Phase 1 Unilnt Failover uses the data source itself to synchronize failover operations and
provides a hot failover, no data loss solution when a single point of failure occurs.

Phase 2 Unilnt Failover uses a shared file to synchronize failover operations and provides for
hot, warm, or cold failover. The Phase 2 hot failover configuration provides a no data loss
solution for a single point of failure similar to Phase 1.

IMPORTANT Inthis section, only Phase 2 Unilnt Failover is addressed.

The Unilnt failover scheme requires the data source to be able to communicate and service
data to two interfaces simultaneously. Additionally, the failover configuration requires that the
interface supports outputs. A redundant solution requires two separate interface nodes
communicating with the data source.
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In a hot failover configuration, the interface copy that is in a backup role collects and queues
data in parallel to the interface that is in the primary role. The interface in the backup role
does not send the data that is collected to the Historian server. However, if a failover occurs,
the interface immediately sends its data to the Historian server.

Configure a FactoryTalk Live Data Primary Interface

The primary interface goes on PASS02A and connects data servers to the historian database.
1. Go to Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility and

— HEEH select the interface.
-—
— ' . [
e For example, select 'FTLDint1 (FTLDInt1)}->ASIHO1.
P I B "
PASS02A 2. Ifthe Interface ID isn't already T, change it to 'T.
£ Pl Interface Canfiguration Utility - FTLDIntT - - m] X
Interface  Tools  Help
NE X » 2 @
| Interface: j Rename
Type: |FTLDInl ﬂ Fockwell FactaiyT alk Live Data Pl Data server Connection Status
Description: |Dsfau\l FTLD interface created by the FTH configure wizard, ,.? ASIHO1 PlantPAs Rockw
¥ Witeable
Wersions: |FTLDInLexs version 4.6.0.60 Unilnt version 4.6.0.60
General General Pl Host Information
gTLplnl PoirtSouce:  [FTLD J Server/Collective: [15HOT
ervice —_—
Unilet FTLD | || sDKMember  [ashol -
é--FaI\UVEI APl Hosthame:  |A5IHO1.PlantPas Rockwelll =
i Health Paints
- Perfarmance Caunters | Interface IO u User: piadmin | FTHAdministrators | FTH
i Perfoimance Paints
CPlonK & o Classes Type: Primary - I3
- Disconnected Startup Wersion: 3.4.415.1188
*-Debug Part:
0 Scan Frequency ‘ ScanClass# A s 9450
ate
Interface Status A !
005 2 :
nterface Installation Pal
Ve 3 Intertace Installation Path
‘/ 025 4 |E'\F’mg|am Files [+88]\Rockwel SoftwarehFact:
j 2 5 E Interface Batch Filename
M > [FTLDInE bat
Ready Stopped FTLDIntT - Installed

3. Select Service and do one of the following:

« If prompted, select Yes. The PI ICU sets the PIBufss service to be a
dependency of FTLDint1.

« Ifyouaren’t prompted, you must scroll down the Services list and set
the PIBufss service to be a dependency of FTLDint1.

4. Go to Unilnit > Failover and select the following:

Location Action
Unilnit Failover Select Enable Unilnit Failover and Phase 2
UFO Type HOT

Path = Network > pass01> FTHSE _Failover directory (that was

Synchronization File Path created in the previous section)
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PASS02B

B 0
heaiieiraneiicen

Drescription: |Default FTLD interface created by the FTH configure wizard,

Versions.  |FTLDInk exe version 4.5.0.50

General it Eailoese
FTLDInt ¥ Enable Unilnt Failover

‘Unilnt wersion 4.6.0.60

_? ASIHOT.PlantPhs. Rockw
¥ ‘wiitesble

a:’ll‘":fe Failover D for this instance: [I [“PASSO2ANFTLDIAN
L. Failover Failover ID# of the other instance: |2 |

Health Points
Ferformance Counters
Performance Poirts

[” Do not fallover when bath interfaces lose connection to PI
[™ Fallover control tags are unsolicited [not scan based)

Disconnected Startup LFO Type: Synchronization File Path:

Erowse

FISDK Fiate at which the heartbeat point iz updated/checked:  |5000 millizeconds

Debug |HoT b |
10 Rate

| Browse I

Interface Status Status | Tag | Exdesc

| PoirtSource A

Mot Created ASIHOM-FTLDIn_1_FTLD_UFOZ_ActivelD
Mot Created ASIHOT-FTLDInt_1_FTLD_UFDZ2 Heartbeat_1
Mot Created ASIHM-FTI Dnt 1 FTID LIFNZ? Heatheat 2
€

[UFOZ_activelD] FTLD
[UFO0Z2_Heartheat:1]  FTLD
NFN? Heartheat 1

FTI D v
>

Chapter 9 Historical Data
£ Pl Interface Canfiguratian Litility - FTLDInt1* - ] X
Interface  Tools  Help
DEX[H|» B R & e
Interface:  [FTLD1 [FTLDInt] -> ASIHOT ~|  Rename
Type 'm Rocluwell FactaryTalk Live Data Pl Data server Connection Status

Ready Stopped

Cloze Apply

FTLDIAT - Installed

5. Right-click the tag area and select 'Create UFO_State Digital Set on Server ASIHOT.

UFD Type: Synchronization File Path:

[HOT x| [\\PASSO1\FTHSE Failover\FTLDInt_FTLO_1.dat Brawse
St I [ Exdesc [ PontSouce ~
Mot [ [HO1-FTLD Int
Mot Created ASIHOT —FTLDH Create UFD_State Digital Set on Server A5IHO1.. II

v

Nnt Crrated ASIHOT-FTI Dint
<

The active D value is located or
The primary interface active 1D w
primary. The value of n must be a

Create all paints (UFO Phase 2)
Delete all paints (UFQ Phase 2)

T~
Correct all points (UFO Phase 2) o

6. Inthe tag area, select ‘Create all points (UFO Phase 2)
1. When the status for FTLDInt1_UF02_ActionlD tags changes to ‘Created), select Apply.

The 'Unilnt Failover’ configuration isn't complete until the ‘Other' interface is

selected' message appears.

Configure a FactoryTalk Live Data Secondary Interface

The secondary interface goes on PASS02B and connects data servers to the historian
database. The configuration is provided in a .BAT file.

1. Go to Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility.
2. Select the folder symbol to create an interface instance from a .BAT file and enter this

information.

From Location

Action

Open Interface Configuration File Dialog Box

Select the LDInterface folder

Interfaces > LDInterface directory

Select C:\Program Files (x86)\Rockwell Software\FactoryTalk
Historian\PIPC\Interfaces\LDInterface\ directory

The Select Host Pl Data server/collective dialog

Select the hose Pl Data server/collective and the collective

box member
Service > Service Configuration >Display name | Enter FTLD1
General > General > Interface ID Enter1
- . P Select Enable Unilnit Failover
Unilnit > Failover > Unilnit Failover Select Phase 2
Unilnit > Failover > UFO Type Select HOT

Unilnit > Failover > Synchranization File Path

Path = Network > pass01> FTHSE _Failover
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From Location Action

Unilnit > Failover > Unilnit Failover > Failover ID

# for this instance Enter 2

Unilnit > Failover > Unilnit Failover > Failover 1D | EMErT ,

# for the other instance Select the interface file (FTLDInt_FTLD.bat.bak) on the
secondary server

Synchronize UFO settings dialog box Select yes to synchronize the UFO settings

3. The failover and synchronization information appears in the respective fields.

Unilrik Failover
W Enable Unilnt Failover " Phase 1 ¢ Phase 2
Failaver [D# for this instance: [z [WPASSOZENFTLDIN

Fallover ID# of the other instance: |1 [\\RAGSI2AWFTLDInK

[ Do ot Failover when both interfaces lose connection to Pl
™ Failover control tags are unsolicited [not scan based)
Rate at which the heartbeat point is updated/checked: (5000 millizeconds

UFD Type: Synchionization File Path;

TR ~ | [1\PASSO1\FTHSE_Fallover\FTLDInt_FTLD_1.dat Browss

4. Inthe Pl Interface Configuration Utility window, select Apply.
Return to the Primary PASS (PASS024)

. Select the interface path for the second interface.

J—Y

Unilrik Failover
W Enable Unilnt Failover " Phase 1 (¥ Phase 2
HH e Failover ID# for this instance: [T [WPASSOZANFTLDIN
Failover ID# of the other instance: ‘2 |\\PASSDZB\FTLDInH | Biowse
[ Do not failever when bath interfaces lose connection to Pl
™ Failover control tags are unsolicited [not scan based)
PASSUZA Rate at which the heartbeat point i updated/checked:  |5000 miliseconds
UFD Type: Sunchronization File Path:
[HOT v [\passDTSFTHSE_Failover\FTLDInG_FTLD_1.dat Browse
Status ‘ Tag ‘ Endesc ‘ PointSource A
Mot Created ASIHO-FTLDInt_1_FTLD_UFO2_ActivelD [UFD2_ActivelD] FTLD
Mot Created ASIHOT-FTLDInt_1_FTLD_UFOZ_Heartbeat_1 [UFO2_Heartbeat1]  FTLD
Nat Created ASIHAT-FTIDIAE 1 FTID TIFN? Heartheat 2 MNFN? Heartheat?1  FTIN e
< >

2. Go to Control Panel > Administration Tools > Services and select Properties for FTLD1.

. Services (Local)
~

FTLD1 Marme Description Status Startup Type ™
Ok FactonyTalk WiewPoint Adm... FactoryTalk ViewPoint Administrat..  Running  Automatic

Stop the service & " . .

Pauce the service Lk FactoryTalk ViewPoint Alar.,  Passes alarm data to ViewPoint Running  Automatic

Restart the service Ok FactoryTalk WiewmPoint Histo.., Integrates FTWiew Datalogging an..  Running  Automatic
Lk FactoryTalk ViewPoint Reci..  FactoryTalk ViewPoint Recipe Servi.. Running  Automatic

. FactoryTalk ViewPoint String Service Running  Automatic

Description: ” "

OSlsoft FTLDInt1 Interface Service

(Default FTLD interface created by the  ~:FTLDIntAgent Running  Automatic

FTH configure wizard.) CLFTSysDiagSvcHe Stop Diagnostic Services f..  Running  Automatic
CEFTView Shared & Pause 3l directories and rern...  Running  Autormatic
CLFTViewServiceH Resurme Running  Automatic
Ok Function Discov Restart T service hosts the Fu.. Manual
20k Function Discow 5 computer and resou.., Manual
0L Geolocation Sen All Tasks ? nonitors the current L., Running  Manual (Trig...
20k Group Policy Cli Refresh responsible forappl.,  Running  Automatic (T,
Lk Harmony Manual
Lk Human Interfac maintains the use of... tanual (Trig...
CLHY Host Service Help aterface for the Hype.., Manual (Trig..,
Ok Hyper-y Data Bx_. ., —ereee —echanism to exchang... tanual (Trig...
“ChHyper-V Guest Service Inter...  Provides an interface for the Hype... tanual (Trig...
Ok Hyper-¥ Guest Shutdown 5., Provides a mechanism to shut do.., Manual (Trig..,
Ok Hyper-y Heartbeat Service Monitors the state of this virtual m... tanual (Trig... ¥
< >

3. From the Log On tab, Select Log on as Local System Account.
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4. Inthe Pl Interface Configuration Utility window, select Apply and Play # to start the
primary service (if not already running).

EA Pl interface Configuration Ltility - FTLDInt1 - m] X
Interface  Tools  Help

NE X | dk BR| & e

Interface:  [FTLD (FTLDIRH] -» ASIHO1 ~|  Rename
Type: ,m Fioskwell FactonTalk Live Dats Pl Data server Connection Status

& ASIHOT PlantPax Rockw

Description |Defau|t FTLD interface created by the FTH configure wizard, 4
v Wiiteable

Versions:  [FTLDInt exe version 4.6.0.60 [t version 4 6.0.60

b. Select Yes if asked 'Would you like ICU to start this service for you?
Return to the Secondary PASS (PASSO2B)

1. Select the Interface that was created earlier and click Play ¥ to start the secondary

Service.

EA Pl interface Configuration Ltility - FTLDInt1 - m] X

— e

— \\J’]terface Tools  Help

3 NE X 4 Bk & e

PASSO2B Interface:  [FTLD (FTLDIRH] -» ASIHO1 ~|  Rename
Type: FTLDInt -| PRockwell FactoyTalk Live Data Pl Data server Connection Status
Desciiption: [Defaul FTLD intertace cieated by the FTH configure wizard 7 ASIHOPlantPéx Rocke

v Wiiteable

Versions:  [FTLDInt exe version 4.6.0.60 [t version 4 6.0.60

2. Select Yes if asked 'Would you like ICU to start this service for you?'

EWS Confirm Unit Failover Diagnostics

Historian server.
1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.

D From an EWS, test and confirm the failover diagnostics from the

2. Select Data > Current Values and select the Tag Search <& icon.

% CurrentWalues - Pl System Managerment Tools (Administrator) - O x

File  “iew Tools  Help

Servers ‘ 2 (7]
Search yel
Tag Name Server Collective  Timestamp alue Engineerng Units  Descriptor

Collective: ASIHO1
agihl  Primary
[ ASIHO2  Secondary

< >

System Management
Seavch pel
Alarms
Batch
v Data
Archive Editor
Stale and Bad Poir
Interfaces
IT Points
Operation
Points
Security

Session Record

PASSOTNAdministratar | piadmin, FTHAdministratars, ..,

From Location Action
Tag Mask field Enter *FTLD*
Tag Search Dialog Box Select all tags
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Configure Pl Performance
Monitor

Domain
Controller

3. SelectPlay P to see the online status.

T Current Values - PI Systern Management Tools (Administrator) - m} x
File  Wiew Tools  Help
Servers @ & B & @
Search yel
Tag Name Server Collective  Value Timest: *
Collective: ASIHO1
. | ASIHOT-FTLDInG_1_FTLD_UFOZ_pctivelD agihll ASIHDT 2 574720
ashll  PHmaty | o1 FTLDIn 1_FTLD_UF0Z DeviceStatus_1 ashol  ASHOI D 544420
DI ASIHOZ - Secondaty | ag)nt.£TLDIn_1_FTLD_UFOZ_DeviceStalus_2 ash0l  ASHOT O 5/4/20
ASIHO1-FTLDInt_1_FTLD_UFO2_Heartbeat_1 asih0l ASIHOT 15 5/4/20
ASIHOM-FTLDInt_1_FTLD_UFO2_Heartheat_2 asih0l ASIHOT 3 5/4/20
< 5 ASIHOT-FTLDInt_1_FTLD_UFOZ_State_1 agihll ASIHOT - Backup 674720
ASIHOT-FTLDInt_1_FTLD_UFO2 State_2 asih0l ASIHOT Primary 5/4/20
System Management s st PASS0T FTLDInt Device Status asih01 ASIHOT Gond 54420
Search B sy st PASS01 FTLDING Heatbeat asih0l ASIHO 15 h/4/20
Alarns A | st PASSO1.FTLDInt]. Interface Paint Count asih01 ASIHD 0 54420
Batch sy.stPASS01FTLD Int110 Rate asih0l ASIHOT O 5/4/20
v Data sy.5L.PASS01.FTLDINt1 Message Count asih0l ASIHO 42 h/4/20
Archive Editor .5t PASSOTFTLD Int1. Output Bad Value Rate asih0l ASIHOT - MoResuk  5/4/20
Current W alues sy st PASS01 FTLD Int Output Rate: asihil ASIHO1 MoResut  5/4/20
Stale and Bad | g of PASSO01FTLDING Soan Class Bad Value Ratescll  ash(l  ASIHOT  MoResub  5/4/20 %
Interfaces < 3
IT Paints
Operation Session Record
Foints
Sty hd
PASSOTNAdministratar | piadmin, FTHAdministratars, ..,

The Windows Performance Monitor (PerfMon) is a powerful operating system tool to monitor
the health of resource usage and processes on a computer.

The Pl Interface for Performance Monitor (PIPerfMon) collects performance counter data from
Windows performance data providers, local and remote, and sends this data to the Historian
server. [t's recommended to use PIPerfMon in a PlantPAx system.

Create Domain User for PIPerfMon Service

The PIPerfMon service defaults to running in a local account. For PlantPAx systems with a
domain, it's recommended running the PIPerfMon service in a domain account. This enhances
security and provides access to obtain data for a performance capture among other domain
computers.

The domain user account for PIPerfMon service must be created on the domain controller. It's
a user account with privileges to run the service on other computers within the domain.

1. From the Server Manager utility on the domain controller, select Tools > Active Directory
Users and Computers.

2. Add a new user to the Managed Service Accounts.

] Active Directory Users and Computers - O X
File Action View Help
e E 0B HEItaEaTaR

I Active Directory Users and Compul| Name - Type Description

| Saved Queries
~ 3 PlantPAx Rockwell Automation.
Builtin
Computers
Domain Controllers

ForeignSecurityPrincipals
Managed Service Accounts)
PlantPAx

o Areas

w 3]

Roles
Users

Delegate Control... 10 items to show in this view.
Move...

Find...

All Tasks > Contact
Refresh Liup

InetOrgPerson
View >

msD5-ShadowPrincipalContainer
Arrange lcons > mslmaging-P5Ps

Line up lcons MSMC Queue Alias

Properties Organizational Unit
Help Printer
User

Create a new object...

Shared Folder
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3. Specify these properties for the User.

Item Description
First name Type a name for t[]e'PI PerfMon service.
IMPORTANT: The PI' preface is the name of the AVEVA product.
Initials Optional
Full name Type the same name for the PI PerfMon service.
User login name gl[;ecttr;%sfgloemn:ig]?oflgghe Pl PerfMon service and click the pull-down to

IMPORTANT  The logon password creates a service user, not a person. The
service user grants access to system computers for placing data
into memory (buffer).

4. Create a password with the following conditions:
« User cannot change password
« Password never expires

] Active Directory Users and Computers

Fle Acion View Help

LL R RETERCEEN Ml R SR Pk Y

[ Active Directory Users and Compu| Name

| Saved Queries
v 53 PlntPAcRockweliAutomation.
 Buitin
| Computers
21 Domain Contrllers
| ForeignSecurityPrincipels
| Managed Senvice Accounts
v & PlantPhs
5 Aress
2 Roles
2 Uses
9 Users

< PYIES

Delegate Control..
Move..

Find...

New
All Tasks.

Refresh
View

Arange lcons
Line up lcons

Properties

Help

Create anew object..

- 0 X ‘
New Object - User X
Tree Descrpt ; . . New Object - User X
Createin:  PlantPAx. RockwellAutomation.com./Flant P Ax/Us
o tems to show in this view, >
; Createin:  PlantPAx. Rockwell Automation.com,/Plant P Ax/ Users
Password |u-u-u- ['ré )
> Computer
Corfim password: |......... o ] ]

) Contact When you click Finish, the following object will be created:

(tatp ] User must change password at nest logon Full name: PIPerfMon

InetOrgPerson
’ msDS-ShadowPrincipalContainer User cannot change password User logon name: PlPerfMon@Plant P Ax. Rockwel Automation com
) mslmaging-PSPs Password never expires The user cannot change the password

MSMQ Quese Alias [ Account is disabled The password never expires.

Organizational Unit

Printer

User

Shared Folder

< Back Next >

LR A0 RN AR 10
eieiineaianiiiniet

< Back Cancel

5. Assign the PIPerfMon profile as a member of Performance Monitor User.

PiPerfion Properties ? =
Remote control Remote Desktop Services Profile Dialdin
General Member Of Profile Environment Sessions
Member aof:
M Performance Monitor Users

Configure the PIPerfMon Interface

To use PIPerfMon, you must configure an interface name and a points value within the
FactoryTalk Directory. The points are the limit that the interface uses based on the number of
computers in your system. Each variable - CPU usage, RAM, disk space - is one point. You can
use the number of points up to 20% of your FactoryTalk Historian SE software license.

Configure the interface on the primary historian server.

1. Go to Rockwell Software > FactoryTalk Administration Console and select ‘Network’ for
the directory you want to use.

ASIHO1
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2. Go to System > Connections > Historical Data folders > Production Historian and select
properties.

IMPORTANT Be patient because this dialog box could take a few minutes to

appear.
3. Onthe Point Sources tab, type an interface name (such as PerfMon) and a value for the
points limit.
(@ Production Historian - Historian Server Connection Properties X
General Licensing Paint Souces
Interface Type Points in Use Limit
Rockwel 177 45000
General i} 10000
Interface Tupe Allacation Points in Use Limit
FTLD 177 54500 | ~
PERFMON 500
Delete
[ Mors Do |
@ Cancel Lpply

The value is the expected number of performance points in the system.

4. Go to Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility.
and select New Windows Interface Instance from BAT file.

£ Pl Interface Canfiguration Utility - FTLDIntT - O x
Interface  Tools  Help
Mew Windows Interface Instance fram EXE... Ctrl+N
Mew Windows Interface Instance from BAT File.., I Ctrl+l J
- Rename

MNew UNDEAMS Interface Instance.., ]
Fl Data server Connection Status

5. Select the PiPerMon.bat_new file from C:\Program Files (x86)\Rockwell
Software\FactoryTalk Historian\PIPC\Interfaces\PIPerfMon directory.

6. Select the FactoryTalk Historian server as the host Pl Data server/collective.
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ASIHO1

7. Enter a Point Source name and an Interface ID number.

M Plnterface Configuration Utility - PIPerfMon -

Interface  Tools  Help

ol salppEle

Interface:  |PIPerfian -» ASIHI

Performance Counters |InterfaceID 2 User

& Performance Paints

Interface Installation Path

j Rename

Type: FlPeritdon | Pl Performance Monitor Pl Data server Connection Status
Diescription: | '7 ASIHO1 . PlantPAs Rockw
¥ Wilteable
Versions:  |FIParM on exe version 2.1.0.88 |Unilnt version 4.6.0.60
M General Pl Host Information
zlPa.rann Point Sowrce:  |PERFMON J Server/Collective: |451HO1
ervice
Unilnt PERFMON J SDK Member  [asindl >
- Failover -
.. Haalth Paints APl Hostname: | asih(1 -

piadmin | FTH&dministrators | FTH
Type: Primary - PI3

L PISDE Scan Classes
- Disconnected Startup =% | € Wersion: 3.4.415.1199
L Deb jE=al Cadl| R A A .
o Scan Frequency [ScanClasstt | Port 5450
10 Rate v
Interface Status 00:00:05 1
~ oo 2

Interface Batch Filename

|C “Program Files [x86]\Fockwell 5oftwarehFact

[PiPerton bat

Ready

Clase

Running PlPerfion - Installed

IMPORTANT

The Point Source name must match the interface name that you
typed in the Historian Production dialog box in step 3 on

page 182.
The Interface ID number must be unique in the system.

8. Restart the interface service.

Create PIPerfMon Diagnostic Health Points

For diagnostics, associate the PIPerfMon interface with the health tags that monitor a device
heartbeat. The heartbeat count helps to determine if the system is working efficiently. If

there’s a stoppage, you can analyze what prompted the fault or device error.

1. Goto Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility and

select the PIPerfMon for the interface.
2. Create the Health Points for PIPerfMon.DeviceStatus.

M Plnterface Configuration Utility - PIPerfbaon -

Interface  Tools  Help
i ) Sd 3R E e

Interface:  |PIPerfian -» ASIHI

j Rename

Type: FlPeritdon | Pl Perfamance Monitor Pl Data server Connection Status
Description: | ‘? ASIHOT PlantPAx Rockw
v Wiiteable
Wersions: |F’IParFMnn exe version 2.1.0.88 Unilnt version 4.6.0 60
General Urilnt Interface Health Monitaring Points
FlPerftan Status Tagname | Type | Sci A
Service Mot Created sy stASIHO.PIPerfMon Interface Paint Count [UI_POINTCOUNT] i]
Unilnt [UI_HEARTBEAT] 0
i Failover Ell
Health Paint: 3J.5LA | Create I
ﬂunlels Mot Created  sy.stASIHOT.FIPerfMon. |0 Rate 0
; N Mot Created sy stASIHON.PIPerfMan Message Count Create &ll 0
- Perfoimance Points Mot Created sy stASIHOT PlPerfMon. Dutput Rate 0
i PISDK Mot Created sy, sLASIHOT PIPeilMon. Dutput Bad Value Rate  Delete 0
i+ Disconnected Startup Mot Created sy st.ASIHOT. PIPerfMon. Trigger Rate Delete Al o
+Debug Mot Created sy stASIHOM.PIPerfMon. Trigger Bad Value Rat a
10 Rate Mot Created sy sbASIHOT.PIPefton.Scan Class 10 Rate.sc Ealas: 1}
Irterface Status Mot Created sy st ASIHONPIPerfMan.Scan Class Bad Value 0
Mot Created sy st ASIHO1 PIPerftdon Scan Class Scan Cour Correct &1l a
Mot Created sy.stASIHON.PIPerfMaon.Scan Class Scans Skic o>
< Rename >
Refresh Snapshots
Refresh Tahle
To create, delete, correct, or rename a Unilnt Interface Health . cu v aeo igeos vmmos oo
Ready Running PlPerfton - Installed

3. Create the Health Points for PIPerfMon.Heartbeat.
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4, Go to Service and complete the following information.

From this Section Action
Installed Services Move pibufss to Dependencies
Service Configuration Select Log on as: Domain\Username
UserName Enter the same user name and password that you initially
created for the service. See Create Domain User for PIPerfMon
Password rvice on 1
W Pl Interface Canfiguration Utility - PIPerfivion * - m] X

Interface  Tools  Help

DS X |d a6 @
Interface:  |PIPerfian -» ASIHI »|  FRename

Type: PIPerftdan ~| Pl Performance Monitor Pl Data server Connection Status
Diescription: | PlantFés & ASIHOT PlantPéx Rockw
W Writeable
Versions:  |FIParM on exe version 2.1.0.88 |Unilnt version 4.6.0.60
General Service Configuration
PlPerftdan Startup Type Create / FRemove

Service name: PIPertMan 1D:
| [l [, [ oeae |
m Display name: ‘F‘I Performance Moritor [full version) = Manual

ity " NT Service\PIPerftion " Disabled
Health Points Logon as

(¢ _[Domain\]UseiMame
Pertoimance Counters
Pertormance Points UserHame |53 TEM'FIParfmon
PISDK Passward: [
; Dizconnected Startup -
‘. Debug Confim password: ‘ \nstalled services
10 Rate Dependencies: = FlBaien &
Interface Status P pibasess
pibatch
» pibufss
PlDirectaryPublizher w
< >
Pl Buffer Subspstenn
Close Apply
Ready Running PlPerfion - Installed

5. Go to Control Panel > Administrative Tools > Services.
6. Select PI Buffer Subsystem, and set the Startup type to Automatic.

. Services (Local)

Pl Buffer Subsystem Marne Description Status Startup Type Log On &s 2
-,.‘:;?;Nehnrork Setup Service
{.&‘;Netwurk Store Interface

Start the service Pl Buffer Subsystern Properties {Local Camputer) *

"S{‘: Offline Files Gereral ogOn  Recovery  Dependencies
L OpcEnum
Q;Optlm\ze drives Service name:  pibufss
GkPedormance Counter B Display rame:  PY Bulfer Subspstem
“ChPerformance Logs & 4l
Gl Phane Service Description:
Pl Buffer Subsystern
CLPI Message Subsystem Path to executable:
.‘f_é\;p\ Network Manager "C:%Program Files\Rockwel SoftwarehFactomT alk HistorianPIPC\binpibul
{}-P\—Euffer Server
o Startup type; _Aulumallc ad
“CLPI-Buffer Server x64 -
{.&‘;P\PC Log Server
{}:P\PC Log Server x64
{;}EP\ug and Play Service status: Stopped
.
\_{;Purtable Device Enume Start Stop Pause Resume
Ok Powver
{(IX Print Spooler “f'ou can specify the start parameters that apply when you start the service
. from here.

{.&‘;PrlntErExtensluns and
“G:Problem Reports and 8¢ rart parameters: |
“CLProgram Compatibility|
{.&‘;Ouahty’Wmduws Ludi

Tt Badic kdzmaneman + o

\ Extended /(Standard Cancel Apply 7

<

7. Restart the interface service from the dialog box.
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Test the PIPerfMon Interface

From the primary Historian sever, verify that the PIPerfMon interface has a good working

status.
1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.
mmee | 2. Inthe left, top pane, select the appropriate server with the interface.
—
= 3. Inthe lower, left pane, go to Data folder > Current Values.
ASIHOT After you search for tags you need, the Value category displays the health state of
the interface and the number of seconds between the heartbeat counts.
% CurrentWalues - Pl System Managerment Tools (Administrator) - O x
File  “iew Tools  Help
Servers @ ; & W @ & @
Search yel
Tag Name Server Collective  Yalue Timest: *
Collective: ASIHO1
o | pi ASIHOT-FTLDIng_1_FTLD_UFOZ_ActivelD ashll  ASIHOT 2 5/4/20
asl nmary ASIHOT-FTLDIne 1_FTLD_UFO2 DeviceStatus 1 asihol ASHODT 0 5/4/20
[T ASIHD2  Secondaty | ucing £TLD I 1_FTLD_UFD2 DeviceStatus_2 ash0l  ASHOT D 54420
ASIHOT-FTLDInG_1_FTLD_UFOZ_Heartbeal_1 ashll  ASIHOT 15 5/4/20
ASIHOT-FTLDIng_1_FTLD_UFOZ_Heartbeal_2 ashll  ASIHOT 9 5/4/20
ASIHOT-FTLDIne 1_FTLD_UFOZ State 1 ashll  ASIHO1  Backup 54720
< > | ASIHONFTLDIn,1_FTLD_LIFOZ_State_2 ashifl  ASIHI Frimary 54420
System Management .5t PASSO1LFTLD It Device Status asihll ASIHDT Good 54720
Search L s st PASS0N FTLDIRt1 Heartbeat asih01 ASIHD 15 54420
Alams ~ | #stPASSOTFTLDInt Interface Point Count asih01 ASIHO1 1} 5/4/20
Batch sl PASS01FTLDING. IO Rate ashll  ASIHOT O 5/4/20
~ Data .5t PASSOT.FTLDINt Message Count asih01 ASIHD 42 54420
Srchive Edito sy st PASS01 FTLD Int1. Output Bad Value Rate asih01 ASIHO1 MoResult  5/4/20
.51 PASSOT FTLDIni1. Dulpul Fiate ash0l  ASHDT  NoResul 5/4/20
Stale and Bad | | 5y ot PASSOTFTLDInt. Soan Class Bad Value Rate.sc0 asih0l ASIHO1  MoResuk  5/4/20 v
Interfaces < >
IT Paints
Operation Session Record
Faints
Senurit hd
PASSOTNAdministratar | piadmin, FTHAdministratars, ..,

Enable the PIPerfMon Interface on other Computers

After the PIPerfMon interface is verified to work correctly on the Historian server, you can
configure the other servers and workstations that you're collecting data. This requires the
domain account to allow PIPerfMon to be added, create a Windows Firewall rule for access and
enable the Performance Counter DLL Host service.

Domain 1. Go to Control Panel > User Accounts and define this information.
Controller PASSO1

From this Page Action

EWS ows
— ]
— Control Panel\User Accounts Select Manage User Accounts
mime ¢ User Accounts Select Add
=

=] et r— Add a User Enter the same user name and Domain that you did to grant
— — = system access for the PerfMon service. See step 4 on page 184
2 ¢ ¢ What level of access do you want to grant this | Select Other and choose Performance Monitor Users from the
PASS02A ASIHOT user? pull-down.
PASS02B ASIHO2

2. Go to the Control Panel > Windows Firewall and define
this information.

From this Page Action
Control Pane\Windows Firewall Select Advanced settings
Create a new inbound rule.

@ \Windaws Firewall with Advanced Security

File Action View Help

L Ao =N 7

&P Windows Firewall with Advance
&3 Inbound Rules

EY Outbound F Mews Rule...
B Connection

Advanced Settings

Inbound Rules

es——

- Filter by Profile ¥
B Monitoring v [

New Inbound Rule Wizard: File Type Select Port
New Inbound Rule Wizard: Protocol and Ports Select TCP and enter the Specific local ports: 135 and 445
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From this Page Action

New Inbound Rule Wizard: Action Select Allow the connection

New Inbound Rule Wizard: Profile The rule applies to Domain, Private, and Public.

Enter a name for the rule.

New Inbound Rulz Wizard: Name For example, Perfmon Connection

3. Goto Control Panel > Administrative Tools > Services and find Performance Counter
DLL Host.

4, Right-click Performance Counter DLL Host and select Properties.

/. Services (Local)

Performance Counter DLL Host Mame

20k Offline Files

Description Status Startup Type Log OnAs 2

Start the service Perfarmance Counter DLL Host Properties (Lacal Computer) x

General LogOn Recovery Dependencies

Description:
Enables remote users and 64-bit
processes to query performance

counters provided by 32-bit DLLs. If

this service is stopped, only local
users and 32-bit processes will be

b
ChPerformance Logs & Alert:
0L Phone Service

0L Pl Buffer Subsystem
CLPI Message Subsystem

Service name:  PerfHost

Display name: Perfarmance Counter DLL Host
Enables remote users and B4-bit processes to query

D tior:
Sserptian: perfarmance counters pravided by 32-bit DLLs. If

o prormace U2 e Mo
0L Pl-Buffer Server
“CLPI-Buffer Server x64
CLPIPC Log Server
CEPIPC Log Server x84

“CLPlug and Play

Path to executable:
CWwindowshSyswowEdsperfhost exe

v

Startup type:

0L Portable Device Enumerat
Ok Powver Service status: Stopped
4 pri

i Print Sposler Start Stop. Pause Resume
0L Printer Extensions and Mot

You can specify the start parameters that apply when you start the service

20k Problem Reparts and Salu
fram here:

“CLProgram Compatibility s
20k Quality Windows Audio Vi
20k Radio Management Servic

Start parameters:

“ChRemote Access Auto Conl

ChRarmnta ficcacs Mannachin

h. Select Automatic as the Startup type.

PI Buffering helps to protect local data in the event a client loses connection to the Collective.

Create Domain User for Pl Buffer Service

The PI Buffer service defaults to running in a local account. For PlantPAx systems that are part
of a domain, it is recommended to run the PI Buffer service under a domain account. This
enhances security and provides access among other domain computers.

The PI Buffer service domain user account must be created on the domain controller and
granted the privileges required to run the service on other computers within the domain.

1. From the Server Manager, click Tools and choose Active Directory Users and Computers.

2. Expand your domain folder, right-click Managed Service Accounts and choose
New>User.
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3. Complete the User text boxes.

O Active Directory Users and Computers - O

File Action View Help

e nF O XEd Hm 3 aETES

: Active Directory Users and Computers [f|| name Type Description
| Saved Queries
w 3 PlantPAx.RockwellAutomation.com New Object - User
| Builtin
:.: EZ::if?;nthars 3 Createin:  skwellAutomation com/Managed Service Accounts
“| ForeignSecurityPrincipals
- :: ;"\I:::Pg;(d Service Accounts First name: ‘PIEuﬂerSeN\ce | Intials ‘ |
o] Areas Last name: ‘ |
2] Roles
3 Users Full name: [PIBuferServics |
Users
User logon name
@PlartP A RockwellAtomatior
User logon name {pre-Windows 2000):
‘PLANTPAX\ | |p|buﬁ‘ersew|ce |
i > < < Back MNext > Cancel Ed
ltem Description
Type a name for the Pl buffering service.
First name IMPORTANT: The 'PI' preface is the name of the 0SISoft
product.
Initials Optional; you can leave blank.
Full name Type the same name for the Pl buffering service.
Type the same name for the Pl buffering service
User login name and click the pull-down menu to select your
domain folder.
. Use the SYSTEM\ default and type the same name for the Pl
User logon name (pre-Windows 2000) buffering service.

IMPORTANT  The logon password creates a service user account, not a user
account typically assigned to a person. The service user grants
access to system computers for placing data into memory
(buffer).

4, Type your password twice.

New Object - User X

‘;4‘ Createin:  PlantPAx. RockwellAutomation.com/Managed Serv
4

Password:

Confirm password: |......... |

[] User must change password at next logon

User cannot change password
Password never expires
[] Account is disabled

< Back Mext > Cancel

5. Make sure that the following boxes are checked:
« User cannot change password
« Password never expires (indefinite service for system access)
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MNew Object - User

x

& Createin:  PlantPAx Rockwell Automation com/Managed Service Acce

When you click Finish, the following object will be created

Full name: PlBufferService

The user cannot change the password.
The password never expires.

User logon name: pibufferservice @PlantP Ax. Rockwell Automation.com

<Back [ Frsh | | Cancel
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Create Security Mappings

On the Historian server, associate the service user identity with the Historian mapping and
trusts.

1. Go to Rockwell Software>FactoryTalk Historian SE>System Management Tools.
The PI System Management Tools window appears.

" PI System Management Tools (Administrator) = LCE
File View Tools Help
s Y AEE D
LZ:,;,S O Tortnce [ Trusts
ASIHO1 Mapping Server Collective Description Pl Idertity Enabled
Q Add New Mapping -
S e o ——
Search A WindowsSD: [ |[@
I Mlams
I Data
I Interfaces
5 Cpen Pldny: =
Digital States [] Mapping is disabled
Performance Equations
Foint Builder
Paint Classes
Point Source Table
Totalizers
4 Security
Database Security
F\rewa.l\
Session Record
| SYSTEM\Administrator [piadmin
2. Do the following:
« Under Servers, check the server that you want to set the
security settings
« Under System Management Tools, choose Mappings & Trusts
»  Click Add Mapping icon

From the Add New Mapping dialog box (right pane), click
Browse (ellipsis ...")

3. Select the PIBufferService user that you created earlier.

Select Users, Computers, Service Accounts, or Groups x

Select this object type:
|User5, Groups, or Builtin securty principals | Object Types...

From this location:
| PlartP foc. RockwellAutomation com

= ) "
P|BufferService {pibufferservice PlantPPo(.RockweIIMomat\on.comI Check Names

Locations. ..

Advanced... Cancel

4. Onthe Add New Mapping dialog box, click Browse and select a group from the Type pull-
down menu.
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5. Select a desired identity.

3 Add New Mapping -
Windows Account: [SYSTEMpbufiersenvice |
Windows SID:  [5-1-5:21-3778824255-4044 12221
Description: ‘

Server: [asiHo1 v
Pl Identity: [Required

[[] Mapping is disabled
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6. Click Create.

Select Pl Identitiy, Pl Group. or Pl User

Select from server ASIHO1

Tyee

Defining against a Pl Group is not the preferred method of configuring a Pl

Mapping. Instead, define against a Pl Identity where possible.

Name Description
€5 FTHAdministrstors  The administrative: Pl Group formerty named "piadmin”

€4 FTHEngineers
€3 FTHOperators
R U P ic

| The geneic Pl Group formerly named "piuser”

IOK|CanDEI|

Your security mapping should look similar to the example.

File  Wiew  Tools

Servers
Search

Collectives ASIHO1
asihl  Primary
[ ASIHOZ  Secondary

System Management Toaks
Search
Alaims
Batch
Data
Interfaces
IT Paints
Operation
Foints
~ Security
Database Security
Fireweall

Mappings & Trusts
Securty Seftings

L3 Mappings & Trusts - Pl System Management Tools (Administratar)

O X
3 X & E=8E)
Mappings  Trusts
Mapping Server Collective  Description Pl ldentity  Enabled
_&SYSTEM\pihuffarmgservica asih0l ASIHO piusers
< >

|dentities, Users, & Groups

Session Record

ASIHOTAdrministratar |piadrmin, FTHAdministrators, .. |
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Configure the Buffering Interface

Configure buffering for the server that you're connected, such as PASS02A
and PASSO2B.

1. Go to Rockwell Software>FactoryTalk Historian SE>Interface Configuration Utility.

The Pl Interface Configuration Utility dialog box appears.
2. From the Tools menu, choose Options.
3. Click 'Load interfaces from a selected list of Pl Data servers'.

ER Options >
Loading Load Interfaces from these Pl Servers/Collectives

Marning Conventions " Load interfaces from default Pl D ata server only

Diebug - .

Reserved Point Sources | |

c ¢ Load interfaces from a selected list of Pl Data servers

ervice
.BAT Files SIHO
W arnings

ok | Cancel Apply

Ready

Select a server box.
From the Tools menu, choose Buffering.
Message windows appear.

wizard.
8. Complete the Buffering Manager wizard.

Click Yes, and then 'Continue with configuration’ to initiate the Buffering Manager

Item Description

Detected Pl Interfaces Select the Pl interfaces that you're buffering and click Next.

Pl Data Archive security created earlier. Click Next.

Click Change, and enter the user name and password that you

Click Next twice, and then ‘Exit new installation wizard'.

Buffering Manager message windows Click Yes and OK to confirm PI1CU dependency.

9. From the Pl Interface Configuration Utility dialog box, click Tools menu and choose

Buffering.
10. Verify that the Buffering Manager is invoked and the close the dialog box.

1. From the Pl Interface Configuration Utility dialog box, click Tools menu and choose

Options.

12. From the Options dialog box, check ‘Load interfaces from a selected list of PI servers'

and make sure that the server is checked.
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Configure Historian Data
Collection

ASIHO1

192

Configure the Pl Buffer Service Logon

The following procedure applies only if the Change Option wasn't available on the New Install

Wizard dialog box.
1. Onthe PASS server, right-click Start menu and choose Computer Management.
2. Complete the New Install Wizard dialog box.

ltem Description

Local User and Group (left pane)

Open Local Users and Groups, right-click Groups and choose Administrators.

Click Add and type

Add name SYSTEM\pibufferservice.

Click Check Names, and click OK.

From the Start menu, click Programs and choose Administrative
Tools>Services.

Right-click PIBuffer Subsystem and choose Properties.

Assign log on service account | On the Log On tab, click Browse.

Click Locations, choose 'Entire Directory', and click OK.

Enter SYSTEM\pibufferservice and click Check Names.

Click OK.

The procedures in this section use the 'System Management Tool' and Pl System Explorer
within FactoryTalk Historian software. The tool is available for Historian Asset Framework

management computers, such as server, node interface, and EWS.

Microsoft® Excel® software is required to enable the bulk editing capability. An additional

license is required to use PI Datalink.

We also document how to manually create Historian tags, digital states, and Asset Framework.
We recommend using the section “Configure Asset Framework Databases with the PlantPAx

Configuration Tool” on page 205 for creating bulk tags for large process systems.
Create Digital States

Historian points can be defined as analog or digital. Digital points can be used to enumerate
the process states, thus creating a relationship between the value and the text state name. For

example: 1= Good.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools and

select Points > Digital States
2. Add a Digital State Set to the server.

i Digital States - PI Systern Management Toals iAdrministratar) - m] X

File  ‘“iew Tools  Help

Servers
Search

Collective: ASIHO1
asihl  Primary
[ ASIHO2  Secondary

v | asihll
=

Add a digital state set to the selected server
) e

REeRHERE @

State State Mame

Y InterfaceP aiameter
Y InterfaceParameter

System Management Tooks
Seavch pel
Alarms
Batch
Data
Interfaces
IT Points
Operation
~ Puintz
Drigital States
Perfarmance Equations
Point Builder
Point Classes
Paint Source Table
Totalizers
Security

[BY pisqcalam
[BY SvSTEM
G4 UFO_State

Session Record

ASIHOMWAdministrator | piadmin, FTHAdministrators, ..,
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ASIHO1

Source Quality Data Examples

Parameter |Data Type |Description

Final PV source and quality.

TEST 8 = Device simulated
9 = Device loopback simulation
10 = Manually entered value

Sre0 SINT UNCERTAIN 16 = Live input, off-specification

19 = Shed, using last good value
20 = Shed, using replacement value

33 =1/0 channel fault
34 =1/0 module fault

17 =Value substituted at device/bus
18 = Value substituted by maintenance (Has and not Use)

GOOD 0=1/0live and confirmed good quality
1=1/0 live and assumed good quality
2= No feedback configured, assumed good quality

BAD 32 = Signal failure (out-of-range, NaN, invalid combination)

35 =Bad I/0 configuration (for example, scaling parameters)

i Digital States - PI Systern Management Toals iAdrministratar)

File  ‘“iew Tools  Help

Collective: ASIHO1 Y Batchact
asihl  Primary
[ ASIHO2  Secondary

=

Y InterfaceP aiameter
Y InterfaceParameter
1 InterfaceP arameter
Y InterfaceStatus

ra

System Management Tooks

Servers Za X d B B REEH B @ MNurnber of states: 3
search v 1B asihi State State Mame
140 live and confirmed good quality
10 live and assumed good quality

Mo feedback configured, assumed good quality

Add State

>( Delete State  Ctrl+X

Search pel B hodes
Alarms
Batch Y Phases
Data GY pialarmad
Interfaces !:': pialamcantral
IT Points Y pisgoalam
Operation G SYGTEM
~ Paints 5 UFO_State
Performance Equations
Paint Builder Session Record
Point Classes
Point Source T able
Totalizers
Security

ASIHOMWAdministrator | piadmin, FTHAdministrators, ..,

Import Digital Sets and States

To save time entering common Digital Sets and States, templates are available to import.

A Process Objects Digital Set is available from the PlantPAx Process Library. After downloading

the library, the Templates folder contains Historian files.

The PIPerfmon Digital States are available from a local template in the installation directory.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools and

select Points > Digital States
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2. Select Import.

]
File  Wiew Tools  Help
Servers E D B REEH B @
Search L
Collective: ASIHOT T mport Digital St box
asih(l  Primary Cornma defimited file with sets and states:
[ ASIHOZ  Secondary || | =
System Management Tools SF‘IT F."E:‘IEW
ets in file:
Search L
Alaims Set
Batch
Data
Interfaces
IT Paints
Operation Qvenwrite Options
~ Fuoints (®) Do not ovenarite existing sets
Digital States (O Import set with a differert name if ot aeady evists
Performance Equations () Prompt before ovenariting existing sets
Paint Builder Session Record (O Automatically overwiite existing sets
Point Classes
Point Source T able Import setfs) to server: | asih01 ~
Totalizers
Secuiy Create Setfs) Close

ASIHOMWAdministrator | piadmin, FTHAdministrators, ..,

3. Select the PI_PIperfmon_DS.csv file for the Comma delimited file with sets and states.
The file is located in C:\Program Files (x86)\Rockwell Software\FactoryTalk
Historian\PIPC\Interfaces\PIPerfMon.

4. Select Create the Set(s).

A minimum number of the recommended Digital Sets is created. This procedure does
not create the basic Digital Set file for all Process Objects digital states.

R Import Digital Set(s) O X

Cornma defimited file with sets and states:
|C:\F‘rogram Files [#86)\Rockwell Software\FactomT alk Histori‘

File: Preview

Sets in file: 1

Set State 0 State 1 State 2
[4FIPeitton HOT INITIALIZED  OFFLINE  NO ACCESS

< >

Qvenwrite Options

(®) Do not avenwrite existing sets

(O Impoit set with a different name if set alieady exists
() Prompt before ovensiting existing sets

() Automatically overvrite existing sets

Import setfs] to server: | asih0l w

Create Setfls) Close

Create Individual Historian Points

Ews You can create historian points by using the FactoryTalk® Administration Console. Define
these points from an engineering workstation or an Historian server. The following is one
I:I! example.
1. Go to Rockwell Automation Software > FactoryTalk Administration Console and select
| the network for the type of FactoryTalk directory.
ASIHOY

194 Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026



Chapter 9

Historical Data

2. Inthe Explorer pane, select an application (PlantPAx is our example) and choose Add

Individual Historian Points.
Explarer n

2145 Metwork (PASS01)
o fim FTvienDema
Eﬂ InstantFizz

=]
~CE & Delete
=3 Syt
e Mew frea...
mE@ P Add New Server >
=16 e Discover Histarian Paints...
a5 I I Add Individual Historian Points.., I
@@L
w3 c Logical Name »
e
& Backup...

Resource Editor...
Security..,

Properties,.,

r Application I Communications I

3. Onthe Add Historian Points dialog box, select Browse Tags.

4. Inthe Tag Browser window, select an object tag (TT01001in the example) in the Folders

pane on the left side of the window.

& Tag Browser

Selected tag(s)

Select Tagfs)
Folders Contents of ‘#rea/Data:LEXC01 Onine/”TO1001"
-] PFOC_FaultCod( A AmeE Access Rights Description
% (] Programshreal
v 23 Program:Diagnc & Val_Fau ReadOnly
+#-L0 Program:Task & || & vl Hikilim  ReadOnly
#-2 Program:Task B | & yay piLim ReadOnly
2 ';I Program:Task_{ & Val InpPV ReadOnly
-0 Prograr:Task O #Val_Lullm ReadOnly
i E"’g”’mi“tﬁ & val Lololim  ReadOnly
" g P:::::T:I(E G?VBLMOE,'E L=raidy
-3 Program:Task_+ ,g?VaI_Mg{rﬁ- ReadOnly
© ] SMC3)_FauhCo & Val_Owner  ReadOnly
] cEe Fautte || € VALPVEUMax  ReadOnly
H B} & Val PVEUMin  ReadCnly
i MTChan | || & Val PVMaxC.. ReadOnly
v || & valpvMinC.. ReadOnly
Refresh All Folders Tag filter: | ~ | Add Taagls) to List

MhrealData [LGXCONTTOT0M Val

Home area: / Femave

Clear

Help

5. Inthe pane on the right side of the Tag Browser window, double-click the tag to

configure as a Historian Point.
Val (Process Variable Value) is the example.

6. Select Add Tags to List and OK to accept the tags in the list.
7. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.
8. Inthe Servers Pane (or the Servers and Collectives pane if you've a collective), select

the historian server.
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9. Select Point Builder and search for tags.

ﬂ Paint Builder - Pl System Managerment Toals (Adrministrator) - O x

File  ‘“iew Tools Help

Servers (‘f C E] (7] 0 points

Search 2

Collective: ASIHOT Server Ned\f’alues Paint Source  Point Type  Point Class  Descriptor
asihl  Primary
[ AsiH0Z  Seconday General Archive Classic Securty  System
. R i
e Neme [ [ sever [sshin v
Search 2| Deseriptor |
g“:t';s Stored Walues: | ReaMime data ~ | Point 5ource: Point Class: | classic ~
Data Point Type: Float32 ~| Digital Set:
Interfaces
IT Paints Eng Units: | Display Digits:
Operation .

v Puints Exdesc: | |
Digitsl States SowceTag | ||l&
Performance Equations
Proint Builder
Point Classes
Point Source Table Session Record
Totalizers

Security
ASIHOMWAdministrator | piadmin, FTHAdministrators, ..

10. In the Tag Search window, type the Tag Mask and select Search.

You can use an asterisk (*) for a wildcard. The point name and entire path appear on
the Point Builder window.

TI.  Select the tag and select OK.
12. Select the tag and select Rename.

13. Enter a new name in the Rename PI Point dialog box.
The name must be modified as 0PCTopic.Backingtag.parameter in order to populate
a historical trend in the PlantPAx faceplate. In the following example it
isLGXCO1.TT01001.Val.

14. In the General tab of the Point Builder dialog box, enter a tag description and
engineering units.

wm:hive I Classic I Security I System |
Name: LGXCO01.TT01001.Val | [Rename | i server:
Descriptor: | Temperature 01001 I |

Point class: |classic Point source:
Foint type: Digital set

|Eng Units: |C | | DISD|E‘,’€|IgltSZ
Exdesc: | |
Source tag: | |

15. In the Archive tab, configure the range (Zero and Span), typical value, and all exception
and compression data for the historical point.

[ Genemll Archive I Classic | Security | System |

|Typic:a| \ra\ue:| 55| Zero: | -2ﬂﬂ| Span: l—‘mﬁﬂ| |

Scan Archiving Step Shutdown Compressing
® 0n ®0n 2 0n ® 0n ®0n
O off O off (®) Off O Off O of
Exception Deviation Compression Devigtion

0.25] [Eng. Unts  v| | 05| [Eng.Unis |

Day Hr Min  Sec Day Hr Min

Min. Time: mmm Min. Time: mm
wox Tre: [ o] 0] 0] MexTme[ 0] o] 0]

L)
o
g

IMPORTANT  Usually, Minimum Range Value = Zero, Span = Maximum Range
Value minus Minimum Range Value. The Typical Value is between
the Minimum Range Value and the Maximum Range Value.
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16. Select the Classic tab, to view the historical tag path (instrument tag) that includes the

Data server name.

This example shows the FactoryTalk® Linx name, PlantPAx_DAT.

The historical point link is broken if any change is made to the FactoryTalk® Linx application

name.

| General I Archive || Classic  Security I System |

Location1: Conversion factor: Userlnt1: Ijl
Location2: [ 0] Fheroode: [0 serni2: [0
Location3: Square root code: Ijl UserReal1: Ijl
Lacations: Total code: [0 UseRealz [

Location5: Ijl

Instrument tag: | Plart P A/ Area/Data:Plart P A _DAT:[LGHCOTTO1001.Val

Monitor Historical Data

From the primary Historian server, use the Pl System Management Tool to verify Historical

data has good values.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools and

select Current Values and select the search button.

ﬂ CurrentWalues - Pl System Management Toals (Adrministrator)

File  ‘“iew Tools  Help

Servers ‘ & W @ﬁ @
Search yel

Collective: ASIHO1

asihl  Primary

[ ASIHOZ2  Secondary

Tag Name Server Collective  alue
TTO1001.Val agihill ASIHOT 2239998

System Management Toaks
Search yel
Alaims
Batch
~ Data
Archive Editor
Stale and Bad Points
Interfaces
IT Paints
Operation
Foints
Security Session Record

<

ASIHOMADministrator | piadmin, FTHAdministrators, ..,

T

e

2. Enter a tag mask or an asterisk (*) for all tags.
3. Select any tags that you wish to monitor.

4. To see values change as they periodically refresh, select the Play & button.
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Define Digital Historical Points

The digital set is available only to a digital points type. The FactoryTalk Administration Console
automatically creates a Float32 (Real) point type for each new point.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools

2. Tobe able to change the digital set, select Digital for the Point type and then select a
Digital Set (SrcQ in the example).

f% Paint Builder - Pl Systerm hManagement Tools (Rdministratar) [m] x
File  “iew Tools  Help
Servers @ HE e 2 points
Search P Server  Point Poirt Source  Poirt Type  Poirt Class  Descriptor ~ Point Secy
Collective: ASIHO1 ash0l  TT01001.5cQ FTLD Float32 classic piadmin: A
asihl  Primary ash01  TTO1001 Val FTLD Float32 classic piadmin: Af
[1 ASIHOZ2  Secondary
Spstem Management Tools
Search 2
Suchive Editor ~
Curent Walues
Stale and Bad Points
> Interfaces
> 1T Paints < B
> Dperation -
~ Paints | General |Ard7ive |Classic |Security | System ‘
Digtal States Name:  [TTO1001.5rGQ | [Ferame | Fi server: [zsinnt v
Performance Equations
Paint Builder Descriptor. |Tampemtune 01001
Point Classes :
Point Source Table Point clzss: |classic Feint source: @
| Tosizes ol potope: (g §|  Diaialse
e e e - P_DoseFM_Val_Fault
| ASIHOTNAministrator | piadmin, FTHAdministrators, ... P_DoseFM_Val_Sts
SRy ot Vi

3. Select the Save [ icon to store the Historian point.

Use the FactoryTalk Historian Asset Framework to build and deliver model-driven analysis and
reporting solutions.

Historian Asset Framework

Configure the Connections to the Servers

When a Historian Collective is used, the Asset Framework server and Pl Analysis Service must
be installed on a separate computer, such as a dedicated SQL server.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Explorer (64-bit) and
select File to choose Connections.

2. Select the data collective (ASIHO1) and choose Properties.

Servers m} x
My Add Asset Server ' Add Data Server © Connect o Set as Default 75 Properties @ Buffering Manager 5
Fifer o -
Mame Host User Buffer Status Description Type Default Datab...
7 ASIHD Mol figured Jata =
G nsHn Add Data Server Asset Server PlantPax

1
@ Add Asset Server
8 Connect

2

Connect As..,

@ Connectto Primary

<]

Connect to Collective Mermber..,

)

Refresh

X Remove..

Buffer stal (7 IPVGPEI’UES I

Close
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3. Rename or configure this connection as necessary for your system.

25 Pl Data Archive Properties ] X
General | Collective
Name: [astroL | | Rename
Description: | |
Host: [asiho1 Plantpax Rockwellautomation.com | port: (5450 |
Connection Timeout: |1El ‘ seconds
Data Timeout: |60 ‘ seconds
1D |h4247833—fd77—4164—aaaf—2837DDD7Fhfc |
Time Zone: |(UTC-05:UU) Eastern Time (U5 & Canada) |
Yersion: [3:4.415.1188 |
Aliases: ASIHOZ 4
®
Cancel Apply

4. Select the Asset Server (ASISOT) and choose Properties.

Servers m} x
My Add Asset Server 8§ Add Data Server © Connect © Setas Default 75 Properties @ Buffering Manager =
Fifer o -
Mame Haost User Buffer Status Description Default Datab...
o .
G stHo1 & Add Data Server Asset Server PlantPAx
B Add Asset Server
8 Connect
O Connectfs.
@ Connectto Primary
©  Connectto Collective Member..,
& Refresh
X Remove..
Buffer stal I§ Properties I Close

5. Rename or configure this connection as necessary for your system.

5 Pl AF Server Properties m} x
General Plug-Ins Libraries Identities Mappings Counts
Mame: |ASIHUI | Rename
Description: | |
Hast: |Iocalhost | Port: |5457 |
Account: |admm|strator | Timeout; |3EIEI | seconds
1D [s75Fd041-a530-474a-bFe-Fb197d07082 |
Time Zone; |(UTC-05:DD) Eastern Time (U5 & Canada) |
e |Server:2.9‘5.8368) Database:2 9.5.9368 |
glszce) localhost *
=
Extended Properkies (0} Security
Configure Active Directory fccess for Contacts
Cannect
Cancel Apply

Import Asset Framework Templates

An asset framework provides a means to organize your process equipment assets. Asset
Framework Templates are provided in the process library. This download is available online
from the Product Comparability and Download Center (PCDC).

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-

bit).

IMPORTANT
database.

Steps 2 and 3 are only performed the first time that you name the

2. Select Yes from the Create Database dialog box to create a user database.

3. Enter the name of the user database.
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4, Select Library in the lower, left pane, select the database name and choose Import from

File.

@ WASIHOT\P IantPAx - PI System Explorer (Administrator) - m} X
File  ‘“iew Go Tools Help
@ Dstabase PH Queny Date ~ (U @ & Back H, checkln %) « [#]Refresh | @ New Template -
Counts
[Plantrax |
Impart from File... | ‘
n:
Exportto File...
[mstHt =
H, Checkin Extended Properties (00 Security
k) Undao Check Out
Renarne
Audit Trail Events..,
- (& Security..
<
= Properties
(7 Hements
= Event Frames
_ | Library
wm Unit of Measure
42 Contacts
PlantPAx Modified:5/12/2020 7:10:58 &AM CuynerASIHOT Administratar
5. Browse in your system files to the
(RA-LIB) AssetFramework_Templates .xml file and open the file.
QX L ASIHOTAP antPAx - Pl Systern Explorer (&drministrator) — m} X

File  ‘“iew Go Tools Help
@ Dstabase PH Queny Date ~ (O @ 3 Back H, CheckIn ¥ v [2] Refresh | '@ New Template -

Library [P\antPAx

&5 Plantrax

I rt fram Fil X
Templates mperiram e

[ Element Templaty

[ Evenk Frame Tert  File: |\Down\oads\PIantPAforocesstlbrary\Tools & Utilities\Histarian ‘I I
= Model Templates|
i i Transfer Templat Open X
@y Enumeration Sets -
%, Reference Types “— v A <« Tools 8 Utilities » Historian v | O Search Histarian yel
Tables i o
S B Table Connections Organize v Mew folder =~ [l a
: Cats -
=0 éeiira“\é;sis Categor @ Mame Date modified Type
v [ Atbribu ke Fabann # Quick access =
< > l_;‘ (RA-LIBY AssetFramework_Ternplates w1, 442272012 2:28 PR HML Doc
| EE— [ Desktop
3 Hements ; Downloads
= Event Frames @ Documents
|| Library 1 Dickiivac i v
iz Unit of Measure File narme: | (RA-LIE) AssetFramewvork_Templa \/‘ xml files (*.xml) ~
PlantPAx hodified:5/12/2020 7:1

The following template files are provided:

- Base Asset Framework Template File for standard Asset Framework functionality for
the process library, release 4.1and 5.0.

- Advanced Asset Framework Template File for use with SQL Server Reporting Services
reports. These objects use the base template, with additional parameters to enable
reporting functionality.

6. Accept the default import options.
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The database now contains the Library object templates.
@ WASIHOT\P IantPAx - PI System Explorer (&dministrator) - m} X
File  ‘“iew Go Tools Help
@ Dstabase PH Queny Date ~ (U @ 3 Back H, CheckIn ¥ v [2] Refresh | '@ New Template -
Library Elernent Templates
@ PlantPax - Group by: [ Category
=N
HoFempts Fiter oo~
- £ Element Templates
(3 C_Interface_FTLD Hame | Description Categary Type(} ‘ o
% Ef;ntirfacefPerFmon [ C_Perfmon_ASIH | Historian Computer Perfomance Monitor Computer Element
_Perfmon
(3 C_Perfmon_asam [ C_Perfmon_ASIS | SQL Server Computer Perfomance Monitor Compuker Element
- [ C_Perfmon_ASIH (@ C_Perfman_PASS | PASS Computer Perfomance Monitar Cormpuker Element
[ C_Perfmon_ps15 .
- ) <_Perfmon_PASS HL_CrU Processor Utilization iZontroller Element
- [y LCPU - o)bje(ts (% L_sShorteut R5Linx Enterprise Sharkout Cormpuker Element
(G L_Sharteuk B P_AIn simple analog Input 10 Processing Element
s (G P_AIN
% P:AInAdv (G P_AInAdy Analog Input Advanced 10 Processing Element
[ P_ATnDual [ P_AInDual Dual Analog Input 10 Processing Element
- G P_AIMU P_adnbult MLt Analar
' i Inpuk 10 Processing Element
| - G P_AOUL v|| @
|| @ P_A0ut Analog Oubput 10 Processing Element
3 Hements -
[ P_D45D Discrete Control 4 States Walves Element
T S S Deadband Contral Regulatary Co... |Element
;‘;g Library &P _n Digital Input 10 Processing Element
wn Unit of Measure & P_DInAdy Digital Input Advanced 10 Pracessing Element
48 Contacts (B P _Dose Dasing Contral Procedural Co... |Element | o
C_Interface_FTLD Maodified:5/12/2020 7:51:16 AWM OwnerASIHOVAdministratar

Configure Asset Framework Elements

Associate the tags with historian elements, which are the Process object templates.

The term ‘element’ is used in the Asset Framework software. For PlantPAx system purposes,
‘element’ can be considered synonymous with ‘objects’ in the process library.

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-

bit).

2. Select Elements in the lower, left pane, select Element and create a New Element.

File  Search

Wiew  Go Toals

@ WASIHOT\P IantPAx - PI System Explorer (&dministrator)

Help

@ Dstabase PH QuenyDate - O @ | O Back

m} x

H, CheckIn %3 « (2] Refresh |3 New Element -

Elerments

AT

Mews Elernent

W[4

Mew Madel

Add Elernent Reference...

Arrange By
Refresh

Paste

Paste Reference
Irmpart from File..,

Security..,

Elements

Group by: [ Category [] Template
Search 2o
| Name = Description Category Type Template @ |

There are no elements configured For this database, Elements are the fundamental
organizational and object black of &F, typically used to represent an asset or group of assets.

Iew Element
Tew Mode|
Add Element Reference

7/ Hements

= Event Frames

i Library

wm Unit of Measure

42 Contacts

0 Elerments

3. Select P_Aln in the Choose Element Template dialog box.
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4. Type the tag name that is being assigned to the object and check it in.

@ WASIHOT\P IantPAx - PI System Explorer (Administrator)

- m} x
File  Search ‘iew Go  Tools  Help
@ Dstabase PH Queny Date ~ (U @ & Back H, CheckIn %) « [2]Refresh | (3 Mew Element -
Elements P_2In1
555”"5“5 General  Child Elements  Attributes  Ports  Analyses  Notification Rules — Version
g P_AINL
(£}, Element Searches Mame: |TTDIDDI ‘
Description: |SimpIeAnaI0gInput ‘
Elements
o Categories: @ Default Attribute:  <Mones
= Event Frames
Extended Properties (0)  Annotations {0)  Location  Security.
i Library

Find: Parents Chidren Event Frames

Models  Lavers — Connections

e Unit of Measure

5. Confirm the settings and Check In again to complete the check in process.
6. The current historical value is accessed by selecting the Attributes tab and refreshing.

Search Event Frames

Event Frames are a way to capture, contextualize, and analyze time-based events in
FactoryTalk Historian rather than just raw time-series data. They represent a meaningful
event such as a batch, unit operation, abnormal situation, or downtime period defined by a
start time, end time, attributes, and related historian tags.

Use the following steps to search for event frames that represent an event of interest.

1. Go)to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-
bit

2. Select Elements in the lower, left pane of the Pl System Explorer dialog box and then

select the Analyses tab.
@ WASIHOTWPlantPay - Pl Systern Explarer (Administratar) — ] x
File  Search ‘iew Go  Tools  Help
@ Dstabase PH Queny Date ~ (U @ 3 Back H, CheckIn %3 o [£]Refresh | [3 MewElement -
Elerments TTo1001
5 Elements General Child Elements  Attributes  Ports  Analyses  otification Rules  Yersion
i [ TT01001 .
(£}, Element Searches ) L] e s
e = W Backfilling D=
@ = Categories:
Expression
@ = Analysis Type: i
Event Frame Ge
7/ Hements
= Event Frames
i Library
wm Unit of Measure
42 Contacts szt Event-Triggered @) Periodiic Advanced..
%Manaqement Period: 00h 05m 00s Configure
TTOI00T Madified:5/12/2020 8:08:44 A0 OwnerdSIHOT Administratar Wersion: 1/1/1970 12:00:00 AN, Revision 1

202 Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026



Chapter 9 Historical Data

Finding Faults for Analysis

You can also search event frames to assess faults.

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-

bit)
2. Select Event Frames in the lower, left pane, select Event Frame Searches and choose
New Search.
@ WASIHOT\P IantPAx - PI Systern Explarer (dministrator) - [m] x

File  Search ‘iew Go  Tools  Help
@ Dstabase PH Queny Date - O ﬁ O Back H, CheckIn %) « [#]Refresh | New Event Frame

Event Frames HEvent Frame Searches
"'—d Fiter o -
[l ] Even ew Search
- ‘-a LI Mame Query
g Transfer Mew Attribute Search
~3 Trans| I3 Event Frame Search 1 Max: 1000 Search:'Active Between' Stark:*-30d End:*+1d AllDes...

News Event Frame

#
=
[#] Refresh

3 Hements

-~ Event Frames
i Library

wm Unit of Measure
42 Contacts

% Management

3. Select the desired search criteria and any filters.

The search results for the selected criteria appear at the bottom of the dialog box.

Ewvent Frarme Search *
| o Processing’] w. | Search
Criteria ]
Search: Starting Before w [ InProgress

Search start; |S/12/2020 1:13:26PM PR » &l Descendants

Marne: | | ®

Analysis Name: | | ®

Element Mame: | | ®

Categary: Ii2 Processing K

Template: <al= w| X
S Add Criteria +

Results (=]

Name 5f... [06:26:34.6732025] 5/... |Duration @ o
'ﬁ Fﬂtkﬁﬁﬁﬂ{&ﬂﬂ&i&ﬂ%’? _ E H _0:03:44.035

== Fault Analysis 2017-05-30 08:23:58.940 l—‘ .1:40:13.181 |=
= Fault Analysis 2017-05-30 14:25:30.245 H 0:03:35.346 :“v

The search found 4 Event Frames matching the search criteria.
ancn_al Res_e_t_
4. Toview elements (tags) that are assaciated with the fault for the selected search
criteria, double-click a fault.
b. Select the Referenced Elements tab.
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Each tag (and description) that is assigned to the element appears.

G WASIHOT\P IantPAx - P| System Explorer (&dministrator) - m} X
File  Search ‘Miew Go  Tools  Help
@Database % Query Date ~ @© @ (@ Back B, CheckIn %) o [&] Refresh | —| New Event Frame

Event Frames Fault Analysis 2017-05-30 14;25:
rent Frame Searches | General i Child Event Frame: iRE Eé‘\‘:l“é\éﬁiéi‘iﬁ'\gi tiributes |
3] Event Frame Search 1 c
- | FaUlt Analysis 2017-05-30 14:25:30.249
- b= Fault Analysis 2017-05-30 08:23:58.940 | lGizd
=1 Fault Analysis 2017-05-30 08:12:27.907 | | | @ |3 yame 4| Description Caapes T e
- [=| Fault Analysis 2017-05-30 08:02:30.923 T T
ansfer Searches Ll iﬁmlﬂﬂl iSimple Analog ... |10 Processing  None P_AIn
“t TransferSearcht |||

6. Toview a description of the abnormal condition, select the
Attributes tab.

Tools for Creating Historian Depending upon how far along you are in your process application build, these can help create
Tags tags and other bulk code:

» Application Code Manager software
+  PlantPAx Configuration tool
Pl Builder Add-in for Microsoft Excel

Application Code Manager

Application Code Manager (ACM) software supports a historian library to assist with creating
historian tags.

Use ACM to create the historian tags when your control strategies in ACM are in the final stages
and ready to generate a Logix 5000 Controller .ACD file.

See Chapter 6, Use ACM ta Create an Application for specific details on ACM.

After ACM generates historian tags, the .CSV file needs to be copied to the computer that has
PI Builder Add-in for Microsoft Excel installed to publish the tags into the historian database.

IMPORTANT  If additional control strategies are created using the Logix
Designer application, then ACM won't be able to generate the new
historian tags. In this scenario, the PlantPAx Configuration Tool
may be considered to create the historian tags.

Pl Builder Add-in for Microsoft Excel

PI Builder is a Microsoft Excel add-in that lets you use Excel to create, view and modify
Historian points and Asset Framework objects in your Historian database. With PI Builder you
can make bulk tag edits by importing and exporting your spreadsheet.

To retrieve and publish Pl Asset Framework objects, Pl Builder must connect to a Pl Asset
Framework database and for Pl points a PI Data Archiver server.

1. Open your version of Microsoft Excel and click the PI Builder tab.
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2. Inthe Connections group on the upper left corner. Select your Data Server, Asset Server,
and Database as available.

P search

File Haorne Insert Page Layout Formulas Data Review Wiew Help Pl Euilder 1 Share ™ Comnrents

Data Server: @ ASIHOT ~ % 00) Select All /-" g;g & E| EP Show Values in Rows [ Headers | () about
& H ']
= Settings || (2 Help

Lisset Server: OASIHOT = C ) Deselect &l . 3 3 N Show Values in Columns
Publish PlPoints | Library Elements  Ewent Security  Retriewe

Database: @P\antPAx“ 2 Reset to Template = = = Frames ~ = $ (2) Feedback
Connedions Build ] Retrieve F] Attribute Data References Resources ~

Al 7 F23 v
A E C [P} E F G H | 1 K L M M o] P Q -

For information on how to publish your historian tags to the historian database, see the PI
Builder add-on Help section.

Configure Asset Framework Databases with the PlantPAx
Configuration Tool

Use the PlantPAx Configuration tool to configure Asset Framework databases with Logix tag
elements. This includes the automatic configuration of related Historian points in the
FactoryTalk Historian data server.

This procedure assumes that the controller, HMI server, and the alarm server are configured
using the PlantPAx Configuration Tool.

1. Open the PlantPAx Configuration Tool.

2. Add the Historian Server.
asl PlantPAx Configuration Tools for Tag

File View Tools Windows Help
0=k

=-## Logix Controllers
=-f LGXCo1
= /2 Assaciated HMI Application = PlantPA

.. ® FactoryTalk View SE Network
LB, HMI Server Name = PlantP Ax_HMI
LB HMI Server Area Name = Area
4y Data Server Area Name = Area/Dat
4y Data Server Name = PlantPAx_DAT
4y Data Server Device Shortcut Name

= # HMI Alarm Servers

M PlantPAx_AES

- LGXCO1
ey
Add Histerian Server... [
T
From this Page Action
Add Historian Server Type the name of the historian server.
Select Controllers for Building Data Points in Historian Enter the server collective name and select the
Server applicable controllers.
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Select Controllers for Building Data Points in Histonian Server -

Name: Production Historian
Description:

FTLD interface Number. 1|

Server or Collective Name: I‘ASIH(H |I

Point Source Name: FTLD

Select Controllers and Enter Data Server Information

Select Controller Application Data Area Full Path Data Server Name Device Shortcut
Name Name
LGXCO1 PlantPAx Area/Data PlantPAx_DAT LGXCO01

FactoryTalk Application Name, Data Server Name and Device Shortcut Name must be provided when using FTLD point source.
Data Server Name is not required when point source is not FTLD.

The default data server name used by Factory Talk is "RSLinx Enterprise”.

(Data Area Full Path example: "NorthPlant/Data1")

OK Cancel

3. Select the Historian server that you just created (Production Historian in our example),
and select to Import to Asset Framework (AF) Database

L=} PlantPAx Configuration Tools for Tags. Alarms. and Histonian [PlantPAx] Ll ) -
File View Teools Windows Help
0 EHE |

= i Logix Controllers
2 LGXCo1

=& Associated HMI Application = PlantPAy
..., FactoryTalk View SE Network
i ®, HMI Server Name = PlantPAx_HMI
-, HMI Server Area Name = Area
g Data Server Area Name = Area/Dat
Data Server Name = PlantPAx_DAT
Data Server Device Shortcut Name

B ﬁ HMI Alarm Servers
- PlantPAx_AES
B8 LexXcm

Change Controllers Associated with Historian Server...
Rename Historian Server...

Remove Historian Server

Import to Asset Framework (AF) Database
Ul oints or Import File...
4 an

From this Location Action

Build Tags: Setup Tab Select Connect

Set the PI Server, Asset Framework Server, and Asset

Connect dialog Box Framework Database

Verify that you're connected to the Pl Server, Asset

OK Cannested dialog box Framework Server, and Asset Framework Database
Build Tags: Setup Tab Select Pl Paint Builder Options

FactoryTalk Histarian Import File Builder Options dialog |Use the controller name as a prefix to Historian tags. For
box: Naming tab example, LGXCO1.<tagname>

Build Tags: Information Tab Review and verify the information

Build Tags: Build Tab Select Build
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[Setup [ Information | Buid |

Status:

1000c2951ddd44'
FIC01002

|AFDatabase change event

10002951 dd44'
Equipmentd1

|AFDatabase change event

000c2951ddd44'
\Areall

iAction='SubObjectChange'. Identity='"Element'. UniquelD="242b3bb6-699b-11e8-80dc-000c2951dd44'. ParentD="242b3bb3-639b-11e8-80dc-

|Action="SubObjectChange', Identity="Element’, UniquelD="242b3bb3-699b-118-80dc-000c2951dd44", ParentiD="242b3bb0-699b-11e8-80dc-

|AFDatabase change event

|Action="SubObjectChange'. Idenity=El
Process01
|AFDatabase change event

|Action="DirtyCleared"
PlantPAx

d44'. ParentD='00000000-0000-0000-0000-

Completed adding Logix elements to AFDatabase,

|AFDatabase change event

System

|Action="SubObjectChange'. Identity="Element, UniquelD="242b

1da44’, ParentiD="

6/6/2018 11:06:11 AM Exited Adding AFElements to AFDatabase PlantPAx

Verify Asset Framework Library and Elements

Abort Build

After using the PlantPAx Configuration Tool, you must verify that the asset framework library
and elements are properly imported into the Asset Framework database.

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-

bit).

2. Select Library in the bottom left of the system explorer and verify the contents of the

library.

@ WASIHOT\PlantPax - PI System Explorer (Administratar)

File  Wiew Go Tools Help

@ Database [FQueryDate + © @& | Back H, Checkin ) v [2]Refresh | gl New Template ~
Library Element Templates L '
@8 PlantPax A Group by: [] Category
= & Templates Fiter P~
- [ Element Templates
- C_Interface_FTLD Name 4 Description Category TypelS | 2
g E_;ntefrFace_Perfmn (f C_Perfmon_ASIH  Historian Computer Perfomance Monitor Computer Element
_Perfron L | |
@ C_Perfrmon_ASAM ﬂ C_Perfmon_ASIS _SQL Server Computer Perfomance Monitor Computer Element
- [ C_Perfmon_ASIH (@ C_Perfmon_PASS  PASS Computer Perfomance Monitor Computer Element
= [y C_Perfmon_ASIS s
- G C_Perfmon_PAS5 HL_crU VProcessor Utilization Controller lElement
- G LcPU (& L_Shorkcut _RSLinx Enterprise Shorteut Computer _Ebemant
@& I;_i?;ortcut @ P_AIn Simple Analog Input 10 Processing  Element
g P_AInAdy (& P_AInAdy Analog Input Advanced 10 Processing | Element
- [ P_AInDual (& P_AInDual Dual Analog Input IO Processing Element
2 i—:g"‘:“'“ o || Gr_amma Multi Analog Input 10 Processing | Element
" u | ! |
(@ P_AOUt Analog Output IO Processing Element
El ts T |
@ Blemsn (& P_D45D Discrete Control 4 States Valves Element
™= E‘_'E'“ Frames (& P_DBC Deadband Control Regulatory Co... Element
_ILibrary & P_DIn Digital Input 10 Processing | Element
Unit of Measure (% P_DInAdy Digital Input Advanced 10 Processing  Element
&8 Contacts (& P_Dose Dasing Control Procedural Co... Element |

3. Select Elements in the bottom left of the system explorer and verify the elements.

C Interface FTLD Modified:5/12/2020 7:51:16 A OwnerASIHO\Administrator

File  Search ‘iew Go  Tools  Help

@ Dstabase PH QuenyDate - O @ | O Back

@ WASIHOT\P IantPAx - PI System Explorer (&dministrator)

H, CheckIn %3 « (2] Refresh |3 New Element -

- ]

Elerments

4% Elements
iyt P_pINL
(£}, Element Searches

() Elements

== Event Frames

5 Library

e Unit of Measure

P Al
General | child Elements  Attributes  Ports

Analyses  Motification Rules  Yersion

Marme: [TTotooy

Description: |Simp\e Analog Input

Template:

Categories: |10 Processing (] Default Attribute:  <one>

Extended Properties (0} Annotations (03 Location

Find: Parents cChidren  Event Frames
Models Lavers  Connections

Security

Mone
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Notes:
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Select the Batch Solution

Batch Management

PlantPAx® systems support scalable options for batch management that are based on ISA88
standards and can help:

» Automate sequences to reduce time-to-market
» Manage recipes and procedures to focus on yield, throughput, and quality
Provide models to improve traceability, reporting, and approval controls.

Scalable offerings and tools range from controller-based to enterprise-wide solutions.

Logix Batch & Sequence
Feature Manager SequenceManager FactoryTalk Batch
Deployment Logix controller code Firmware-based controller feature |Server-based application
ControlLogix 5570 ControlLogix 5570 ControlLogix 5570
ControlLogix 5580 ControlLogix 558017 ControlLogix 5580
Supported controllers ControlLogix 5590 ControlLogix 55901 ControlLogix 5590
CompactLogix 5370 CompactLogix 5370 CompactLogix 5370
CompactLogix 5380 CompactLogix 5380 CompactLogix 5380
Units Single unit recipes Single unit recipes Multiple unit recipes
Phase construction PhaseManager™ programs PhaseManager programs PhaseManager programs

Phase interface

Phase and bit logic Dropdown menu Dropdown menu

Max recipes/steps/phases 32 Limited by memory or resources Limited by memory or resources
Max input/report parameters 4 No max No max
Parameter expressions No Yes Yes
BOOL BOOL BOOL
Parameter data types REAL INT, INT, DINT SINT, INT, DINT
REAL REAL
) Sequential Sequential
Proceduralstructure Concuren gt Bhergon
Recurrent Recurrent
Recipe design Tabular HMI configured SFC like SFC like
Recipe editing Runtime via HMI Import only at runtime Runtime editing via Recipe Editor
HMI integration Faceplates 3 Active X ﬁ;&lctlve X
Batch reporting Queue controller services Event client and archive services | Event client and archive services
FactoryTalk Batch integration No Yes -
Dynamic unit binding No No Yes
Unit arbitration No No Yes

(1) Only available in the Process Controller versions of ControlLogix 5580 and ControlLogix 5590.

Logix Batch and SequenceManager Requirements

The Logix Batch and SequenceManager™ option consists of controller code and visualization
elements. You need:

 Logix 5000® controller
+ FactoryTalk® View Studio software
» Logix Batch and Sequence Manager files

For more information, see Logix Batch and Sequence Manager, publication PROCES-RMOQ7.
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SequenceManager Requirements

SequenceManager controls direct PhaseManager programs in this controller-based option.
You need:

+  Logix 5000 controller
» FactoryTalk View Studio software
«  SequenceManager software

For more information, see SequenceManager Controls, publication 1756-RM101.

FactoryTalk Batch Requirements

A FactoryTalk Batch application is a server-based option.

AppServ-Batch application server with:
 FactoryTalk Batch server
» FactoryTalk® eProcedure® server
« FactoryTalk® Event Archiver database

AppServ-Info SQL server with:
»  SOLserver
» FactoryTalk Batch Material server
» Master Recipe storage

For more information, see Factory Talk Batch Application on page 212

The batch solutions work with each other to provide a comprehensive solution.

| )

FactoryTalk® Batch

Logix Controller

‘ LBSM SequenceManager""
Logic- [ PhaseManager™ Controller

Third-party

For more information, see these additional resources.

Resource

Description

PlantPAx Logix Batch and Sequence Manager Reference
Manual, publication PROCES-RM007

Provides procedures on how to use LBSM to store recipes and sequences equipment and phases to make
products.

SequenceManager Controller Reference Manual,
publication 1756-RM101

Describes how to install, configure, and run SequenceManager Contrals.

FactoryTalk Batch Getting Results,
publication BATCH-GROTI

Introduction to the basics of automated batch manufacturing and the FactoryTalk®Batch product components.
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Resource

Description

PlantPAx Batch Design Considerations Reference

Manual, publication PROCES-RM008

Provides guidance on selected batch implementation topics in a PlantPAx system.

Batch Application Toolkit Quick Start,

publication IASIMP-(S042

Provides a framework for how to use the tasks to complete the components of the Toolkit.

PhaseManager User Manual, publication LOGIX-UMOO1

Provides instructions on how to configure and use a Logix 5000 controller with equipment phases.

FactoryTalk Batch PhaseManager User Manual,

publication BATCHX-UMOTI

Provide instructions on how to use phase logic to integrate FactoryTalk Batch software with a Logix Designer
application.

Logix Batch and Sequence

Manager

The Logix Batch and Sequence Manager (LBSM) application is controller-resident batch
execution for single-unit or multiple-independent unit operations.

Premix - Product A

@ Idle
I 5“ Active Recipe

Product A
Product Code:

Garfield1-2323

\ersion Date
6/31/2018 12:00
Author

Marvin Gardens

p

Scale Factor

0.00]%

@ Premix - Product A @
i Active Sequ C 1t Step uiD:
i F‘rt:dzm I:EPCE ISUEEr‘aEtzn Temp 10007037 ?
(] 1] ]
0 1¥2 34 5 6¥7 g¥10 11 12 13 14 15

Wait D D D
Add Ingredient A D
Add Ingredient B D
Add Ingredient C D
Agiate oo Oooogon
Dispense

() [Heat Vessel Odgdooodgod

- e e e e e
2
Pause at next e
o v 4 DM 100.00 'o
Auto Pause o
- . No 1 )¥es q[l / @

An LBSM application is best for:

Single-unit batch processes, with 5...10 recipes, that can be defined with
four real and four Boolean parameters per phase

Processes that need frequent recipe changes

Systems where recipe changes must be made through an HMI
Process skids

Pilot plants

LBSM Details

The LBSM application provides controller logic and HMI objects.

An LBSM application supports:

For more information, see PlantPAx Logix Batch and Sequence Manager Reference Manual,

PhaseManager programs and custom sequences
Maximum of 32 recipes per controller

Maximum of 32 steps per recipe

Maximum of 4 real and 4 Boolean Parameters/phase
Recipe changes are made from the HMI

publication PROCES-RM0Q7.
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SequenceManager Controls SequenceManager is a firmware-based feature that directs PhaseManager programs inside a

Editor — Logix Designer application

Define a procedural sequence that
coordinates the execution of
equipment phases

Factory Talk Batch
Application

Logix 5000 controller in an ordered sequence.

Operator - FTView SE Data Collection & Reporting Services
Monitor and interact with a running Generate events used to produce

procedural sequence in the HMI batch reports and procedural analysis

A SequenceManager application is best for:
«  Small batch systems (single unit)
«  Systems with no server connectivity
»  Process skids

» Modular systems connected into larger FactoryTalk Batch processes
« Fast processes

SequenceManager Details

The Logix controller must have firmware support to implement a SequenceManager
application. Not all controllers support the SequenceManager application.

Use the SequenceManager to model and execute sequential manufacturing processes using
the ControlLogix features described in the following tasks:

«  Configure the coordination of equipment phase execution using the Equipment
Sequence Editor.

» Execute Equipment Sequence programs using ControlLogix.
+ Tune and troubleshoot running equipment sequences using Studio 5000 Logix Designer

- Enable operators to monitor and manage running equipment sequences and equipment
phases by adding SequenceManager ActiveX controls to FactoryTalk® View SE displays.

» Subscribe and collect generated sequence events using SequenceManager Event Client
Service and SequenceManager Event Archiving Service.

For more information, see SequenceManager Quick Start Guide, publication 1756-0S109.

A FactoryTalk Batch application is a server-based, comprehensive approach to batch
management.

« Handles complex unit coordination, resource arbitration, and optimization of routes
» Manages recipes including formulations, scaling, secure approvals, and versioning
« Includes integrated visualization and reporting

A FactoryTalk Batch application is best for:
«  Multi-unit batch control
+ Integration of process skids
» Integration with third-party systems
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FactoryTalk Batch Details

A maximum of 10 FactoryTalk Batch servers can exist in a PlantPAx DCS. Follow these
guidelines when you install FactoryTalk Batch on the AppServ-Batch server:

« Install the FactoryTalk® eProcedure® server on the same computer as the FactoryTalk
Batch server.

« Install the FactoryTalk Batch Material server on a computer with the
SOL server. The computer must be different than the computer that hosts the
FactoryTalk Batch server.

« Install the FactoryTalk Event Archiver Database and Management Tool on another
server from the FactoryTalk Batch server.

Example FactoryTalk Batch Network

2]
o [ ]
0 )
No.  |Description No. |Description
1 Site level 8 FactoryTalk eProcedure clients
2 FactoryTalk Batch Material Manager clients 9 FactoryTalk Batch server (1...10) and FactoryTalk eProcedure server
3,14 |FactoryTalk Batch Material server; FactoryTalk Event Archiver database |10 FactoryTalk Batch server connects to SQL server for Master Recipe storage
b SOL server 1l FactoryTalk Batch View clients
5 FactoryTalk Batch clients 12 Proprietary network
6 TCP/IP 13 Process-connected device
7 Plant floor

For more information, see:
»  PlantPAx Batch Design Considerations Reference Manual, publication PROCES-RM008
 FactoryTalk Batch Getting Results, publication BATCH-GRO11
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FactoryTalk Batch Server
with Redundant Controllers

Using a FactoryTalk Batch server with redundant controllers requires an understanding of the
batch server hold/failure propagation behaviors.

Redundant ControlLogix 5580 and 5590 controllers do not support ControlNet®
communications. This means a FactoryTalk Batch application with active phasesisn't a
bumpless event when a switchover from primary to secondary controllers occurs.

The phases switch over and remain in their respective state and code executes as expected,
but the FactoryTalk Batch server observes a brief momentary communication loss over the
EtherNet/IP™ network.

This communication loss is enough for the batch server to issue Hold propagation on all
recipes with phase actively running in the controller than switched over. In this circumstance,
the transitions in the recipe Held while the phases in the controller are still running.

Hold Propagation

The Hold Propagation area lets you indicate the hold propagation type to use when the
FactoryTalk Batch server detects a failure that is caused by a watchdog timeout, a handshake
timeout, or a phase failure (PHASE_F > 0).

Hold propagation is a configurable selection that defines how the batch server reacts to
failures that affect an active control recipe. Configure the selection in the FactoryTalk
Administration Console, which stores the value in the BATCHSVR.INI.

FactoryTalk Batch Services Properties X
Archived Events Descriptors and Defaults Advanced
General Secondary Server Project Settings Batch Reporting

Name:
FTBatch

Computer hosting the primary FactoryTalk Batch Server:

ASS-CO

Enable FactoryTalk eProcedure
[[1Enable FactoryTalk Batch Material Manager

Batch creation

Create ID range 1to 99,999,993 >

Default Batch ID | BATCH_ID

Event files

File format | 1501 Lines (EVTI) ~

Enable Event Journal Signatures

Miscellaneous
Hold Propagation | gapch .

Maximum log file size (MB)

Minimum disk space (MB)

Maximum number of items to verify in parallel

Minimum free virtual memory (MB)

OPC communications timeout

Period (msec) | 10000 |

Alowable faiures | 5]

Material polices

PASS-CO1

Failure and Hold

Hold on Split Feed

Cancel Apply Help
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A Hold command that is associated with a failure propagates up through the recipe hierarchy
as high as the mode and selected option allows.

Hold Propagation Option

Description

None

The batch server does not issue a Hold command to any level of the running procedure for any phase
failure. Therefore, the phase logic is solely responsible for putting a failed phase into Hold.

Phase

The batch server issues a Hold command to only the phase in which the phase failure occurred. This
includes only the active step within the operation that experienced the failure, and not the active transition
that belongs to the operation. Therefore, only the failed phase is commanded to Hold by the batch server
and any other level of the batch remains unaffected such as, any running phase, operation, unit procedure,
and the procedure itself

Operation

The batch server issues a Hold command to the running operation in which the phase failure occurred. This
includes all active steps and transitions within the operation level of the batch. Therefore, all running
phases within this operation, and the active operation transitions are commanded to Hold by the batch
server. Any other running operation, unit procedure, and the procedure itself aren't affected by the Hold
command; the batch server does not propagate the Hold command to these other levels of the batch.

Unit

The batch server issues a Hold command to the running unit procedure in which the phase failure occurred.
All running phases and operations within this unit procedure, and the unit procedure itself, are commanded
to Hold by the batch server. This includes all active steps and transitions within these specific levels of the
batch operations and the unit procedure. Any other running unit procedure and procedure itself aren't
affected by the Hold propagation; the batch server does not propagate the Hold command to these other
levels of the batch.

Batch

The batch server issues a Hold command to the entire running procedure in which the phase failure
occurred. All running phases, operations, unit procedures, and the procedure itself, are commanded to Hold.
This includes all active steps and transitions within all levels of the batch.

The most common event to trigger Hold propagation is an abnormal process condition being
continually monitored by the controller.

When an abnormal process event occurs in the system, the controller logic sets phase failure
for the appropriate phases actively running in the unit, or units. As a result, the phase failure
tags are set with a value greater than zero value by the controller logic. The value corresponds
with a known failure condition in the process. The batch server can display the failure to the
operators and record the appropriate phase failure event.

State Composite Evaluation

The Hold propagation configuration determines the highest procedure level within the running
recipe for which the Hold command from the batch server is issued when a failure is detected.

The state of each batch level (such as procedure, unit procedure, operation) is continually
evaluated by the batch server. Each batch level state is based on the composite states of its
underlying steps and transitions.

» Inthe case of an operation, the composite state is based on the state of all active
phases and the state of their underlying active phases transitions.

» Inthe case of the unit procedure, the composite state is based on the state of all active
operation steps and the state of their underlying active operation transitions.

« Inthe case of the procedure, the composite state is based on the state of all active unit
procedure steps and the state of their underlying active unit procedure transitions.

Order of Precedence for Batch States

State Element Type Priority
RESTARTING Step’ 12 (highest)
HOLDING Step 1
ABORTING Step

RUNNING Step 9
ARMING Transition 9
ARMED Transition 9

FIRING Transition 9
STARTING Step 8
STOPPING Step 8

HELD Step 6
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Order of Precedence for Batch States

State Element Type Priority
HELD Transition 6

IDLE Step 5
ABORTED Transition 4
ABORTED Transition 4
STOPPED Step 3
STOPPED Transition 3
COMPLETE Step 2
NOTCONNECTED Step 1
UNKNOWN Step 0 (lowest)

If the owner of the step (a phase) is EXTERNAL, then the step isn't considered in the
calculation.

The determining state for any procedure level (procedure, unit procedure, or operation) is
based on the states of the active recipe elements it contains - both, steps and transitions. All
these S88 procedure levels are virtual to the PC memory in the batch server, except for
SequenceManager operations which reside in the controller, much like most phases.

When a procedure level of a control recipe is connected and commanded by the batch server,
the state of each of its procedure levels is derived by a composite state analysis to determine
a final state for each procedure level. As the path of recipe execution proceeds through a
control recipe, the state of each recipe element object is dynamic, and is continuously
updated. The state with the highest priority becomes the state of the procedure level for an
operation, unit procedure or procedure.

» Inthe case of an Operation procedure level, the composite state is based on the state of
all active phases e active transitions within the operation.

 Inthe case of the Unit Procedure level, the composite state is based on the state of all
active operation steps and active transitions within the unit procedure.

« Inthe case of the Procedure level, the composite state is based on the state of all active
unit procedure steps and active transitions in the procedure.

Types of Failures

The batch server translates a phase failure value to an enumeration string that presents an
actionable string of text to the operators for the type of failure. A phase failure is the most
common type of failure. Other types of failures may occur in the batch system such as, a
parameter download failure, a report upload failure, a failed phase request, a request timeout,
a command timeout, a quality tag status other than good, a watchdog failure, or a
communication failure.

In most cases, the batch server reacts to these failures just as it does for the phase failure
event with Hold propagation. An exception occurs whenever the batch server experiences a
communication failure to a controller, a data server, or a phase.

When communication to the controller or phase is compromised, the Hold propagation only
acts on the components of the control recipe that are without risk, or internal to the batch
server memory (procedure, unit procedure, operation). In this case, the risk pertains to those
components where the phases or SequenceManager operations reside, so Hold propagation
isn't executed to the phase level or SequenceManager operations.

If communications are restored quickly so the watchdog in the controller does not time out
and place the running phases into a Held state, running phases stay running as if nothing
occurred. If communications are restored quickly and the controller phases aren't configured
to Hold upon communication loss, then running phases also stay running as if nothing
occurred.
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This momentary communication blip where phases remain running can cause a dynamic when
all other levels (procedure, unit procedure, operation) are sent Hold commands upon failure
according to the Hold propagation configuration. As a result, these procedure levels are Held
but the composite state of a running phase and Held transition is running state for the
operation. This traverses up the control recipe where a running operation step and a Held unit
procedure transition evaluates as a running state for the unit procedure, and so on one more
level to the procedure. With transitions Held, the recipe can't move transition to other steps,
and the recipe could act to an untrained operator as though it's hung, or unresponsive. One
solution is to issue a Hold command to the control recipe, then a restart to the control recipe
to get all steps and transitions in an active and running state as expected.

In the case of redundant systems with newer ControlLogix firmware revisions that do not use
ControlNet communication, the switchover of the controllers where active phases are being
run by the FactoryTalk Batch application isn't a bumpless event. The phases switch over and
remain in their perspective state and code executes as expected, but the FactoryTalk batch
server observes a brief momentary communication loss. This loss is enough for the batch
server to issue Hold propagation on all recipes with phase actively running in the controller
than switched over. In this circumstance, you can find transitions in the recipe Held while the
phases in the controller are still running.
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Configure Automatic
Diagnostics

Automatic Diagnostics -
FactoryTalk View SE

Automatic Diagnostics

Automatic diagnostics is a system-level feature in devices that provides device diagnostics to
HMIs and other clients, with zero programming. Devices that support automatic diagnostics
have the feature enabled by default.

You can deactivate and activate the whole feature while online or offline from the Controller
Properties dialog box. You can also deactivate automatic diagnostics for a specific device in
the module properties.

On the Controller properties Advanced tab, Enable Automatic Diagnostics is a feature that was
added to the process controllers starting with firmware revision 33. When enabled, it sends
analog I/0 modules diagnostic information to the Automatic Diagnostics Event Summary
object.

If deactivated, you only see Mode changes and loss of communication with controllers in the
Automatic Diagnostics Event Summary object.

The automatic diagnostics feature is enabled by default. The deactivation of automatic
diagnostics at the device level deactivates all device-driven diagnostics. You still get device
faulted/communication loss diagnostics as the controller drives these diagnostics.

T I

Iderat Protoced My

it edie

e e P

Mocke Fauit

IMPORTANT  Verify that FactoryTalk Alarms and Events is installed and configured before attempting to view automatic
diagnostics. For more information, see publication FTAE-RMOO1.

You can use the Subscribe To setting under FactoryTalk Alarms and Events in FactoryTalk Linx
to activate or deactivate diagnostic information that is sent to the Automatic Diagnostics
Event Summary object.

Subscribe To

1. To configure notification subscription options for Automatic Diagnostics, access the
Communication setup and select your controller.
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2. To assure Automatic Diagnostic messages are presented in the Automatic Diagnostic
Event Summary in FT View SE, set the Subscribe To setting to All Alarms & Events
Notification Messages. Other settings will cause FT View SE to ignore the messages.

View Automatic Diagnostic Messages

IMPORTANT  After Logix version 33 release, any device can participate in automatic diagnostics with an AOP update.

Events are delivered through FactoryTalk® Alarms and Events (FTAE) with FactoryTalk View
Site Edition (SE) version 12 and later as a Display Client™.

Figure 9 - FactoryTalk View SE Automatic Diagnostics Example

B Automatic Disgnostics v33 Demo

O B U & Nofiter Y enu

[ste [ase.. | evencTime o aves | Device Name
« e, Df<al

_ PodutType | Message
I Pl

" |AD_DemoRemote DLR Communications Adapter  Connection Lost with Device
|AD_Demo]OB16D
|AD_Demo]0816D
[AD_Demo]OB16D 1756-0B160/A General Purpose Discrete |70 Point 4, Mo Load - The wire is disconnected from the module.

|AD_Demc]0B16D 1756-0B1E0/A General Purpose Discrete |10 Point §, Mo Lead - The wire is disconnected from the module.

S6-EM2TR
756-0B16D/A General Purpose Discrete |/0 Point 1, No Load - The wire is disconnected from the modube.
1756-0B160/A  Genersl Purpose Daserete /0 Pomnt 2, Mo Load - The wire is disconnected from the module.

[AD_Demo]0816 7 16074 General Purpose Discrete hint 12, No Load - The wire is disconnected from the medule.
[AD_Demeo]OB160 B16DVA 1P (e 10 Point 12, My from 4 1
AD_Dema] 0816 1756-0B160/A  General Purpose Discrete Point 14, No Load - The wire is disconnected from the module,
D_Dn 08160 56-0B160/A G | Purpose O o 14, e Load - Th di d fi !

e e
0000000000

:: AM |AD_Demo]08160 1756-0B160/4 Genersl Purpose Diserete |0 Point 15, No Load - The wire is disconnected from the medule.
an 10:21:36 AM |AD_Dema]AutomaticDiagnostics v33_Demo  1756-LE3E Plugummlb& Logic Controller ajor Fault T04:C34 - Program Fault: A timer instruction had a negative value forits PRE or ACC
To view these diagnostic messages, you need:
» FactoryTalk Alarms and Events, version 6.20 and greater
« FactoryTalk View SE, version 12 and greater

Automatic Diagnostics History
FactoryTalk Alarms and Events (FTAE) keeps a historical log of Automatic Diagnostics
messages. The historical log is stored in the same SQL database as the FTAE alarms.
FactoryTalk Linx must be configured to log alarm and event historical information into the SOL
database. In the FactoryTalk View SE application, the historical log is viewed using the data
grid control. From the data grid, you can export log data to CSV.

Automatic Diagnostics Log

BLIL

Message ServerName | State Catalog MajorRev MinorRev EventType SourcePath MessageCode |

Connection Lost with Device FactoryTalkL... 1 ATEEIATEIA a 1 2 RNA:ISGlobal...

Mincr Fault TO2:C06 - Program Fault: GSV/SSV operand imvalid FactoryTalk L... 1 1766-LESE a3 11 2 RNAISGIobal.

Connection to controller is normal. FactoryTatk L... 0 o o 2 RNA/SGIobal...

Connection to controlier is nomal. FactoryTalk L... 0 0 o 2 RNAISGIobal.

Connecticn to controller has been lost. FactoryTalk L... 1 1756-LBSE 33 1 2 RNAISGlobal ..

Connection to controlier is nommal. FactoryTalkL... 0 1766-LBSE a3 11 2 RNACISGlobal...

Connection to controlier has been lost. FactoryTalkL... 1 1756-LBSE 33 1 2 RNACIEGIobal.

Connection to controller is normal. FactoryTalkL... 0 1756-L85E 33 11 & RNASGIobal. .. "
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Online Updates of Additional Device Diagnostics

» Additional device diagnostics are distributed with updated AOPs
+ These additional device diagnostics can be added while online to a running controller

When using Studio 5000 Logix Designer, you are notified that updates are available in
the following ways:

- Project verification warning

......... =
<] 06rors || A 2Wamings || © 8 Messages |
[Verifying Controller...
[Verifying Module 'Moduledl VO_0°
[Verifying Module ‘"Moduled2 VO_1°
[Verifying Module *Moduled3 V1 _1°
[Verifying Module *ModuledS V2 1°
[Verifying Module ‘Moduled4 V1 2'
Warning: Updated information is available for Automatic Diagnostics for devices. To update your project, go to Controller Properties / Advanced tab.
[Verifying routine 'MainRoutine' of program "MainProgram'
[Verifying program connections
[Warning: Duplicate Destructive Bit Reference Detscted: 'MainProgram - a.l'

MainProgram - MainRoutine, Rung 1, OTE

MainFrogram - MainRoutine, Rung 0, OIE
Itumple:e = 0 error(s), 2 warning(s)

- Information message in the controller Properties (Advanced tab)

& Controller Properties - test -3

Monvolstie Memary Capatity 1h Secutity Alarm Log
General  Major Faults Mincr Faults Date/Time Advanced SFC Execution Project  Redundancy

ComoteFauaancir | TN -

Power-Up Handier: |<nane>

[CIMateh Project ta Controlier

Senal Number. 0

(] aliow Consumed Tags o Lise AP Pravided by Producer

[JRepot Ovedlow Faus @

[] Enatés Automatic Diagnostics

O Updated information is available for Automatic Diagnastics for 9mices. | Undate Project
I To update your project. select “Update Project”

o] ) s e

Additional diagnostics can be downloaded to the controller by pressing the Update Project button.
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Appendix A

PlantPAx Security Certification

The PlantPAx® architecture supports IEC-62443-3-3 SL 1 security requirements. To help meet
these requirements, reference these publications:

For this information See
Guidance on how to conduct security assessments, implement Rockwell Automation
products in a secure system, harden the control system, manage user access, and System Security Design Guidelines Reference Manual, SECURE-RM001

dispose of equipment.

. . Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,
Network architecture recommendations publication ENET-TD00]

Windows® infrastructure recommendations

How to configure and use these Rockwell Automation products:
« FactoryTalk® Directory

« FactoryTalk® Activation Manager

« FactoryTalk® Security

« FactoryTalk® AssetCentre

How to configure and use CIP Security™ with Rockwell Automation products to improve | CIP Security™ with Rockwell Automation Products Application Technique,

Security Configuration User Manual, publication SECURE-UMOQ1.

the security of your industrial automation system publication SECURE-AT001
PlantPAx security Integrating industrial automation and control systems (IACS) with enterprise-level systems
Architecture enables better visibility and collaboration, which helps improve efficiency, production, and

profitability. But greater connectivity also exposes control systems to additional cybersecurity
risks. Availability is the most crucial aspect of a secure IACS. To meet the needs of industrial
environments, Rockwell Automation aligns PlantPAx systems that are developed on our
technology with the international standard ISA-99/IEC 62443-3-3. This standard is designed
specifically for Industrial Automation and Control Systems and defines procedures to
implement an electronically secure system.

ISA-99/1EC 62443 is based on seven foundational requirements that cover a defense-in-depth
approach that is suited for an IACS. These foundational requirements are:

«  FRI: Identification and authentication control (IAC)
«  FR2: Use control (UC)

«  FR3: System integrity (SI)

«  FR4: Data confidentiality (DC)

«  FRb: Restricted data flow (RDF)

«  FR6: Timely response to events (TRE)

«  FR7: Resource availability (RA)

The guidelines and checklists in this appendix present the collective strategy to meet the ISA-
99/IEC 62443-3-3 SL1requirements in conformant PlantPAx systems. The intent of a certified
architecture is to demonstrate security competency, as well as to provide a standard,
prescriptive reference design.
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Appendix A PlantPAx Security Certification

A representative PlantPAx system, shown in the diagram below, relies on zones to segment the
system. This topology has been certified as a proof point to assure properly implemented
architectures can also be certified.
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Zone Description
An IDMZ is required to connect to the corporate network. This zone contains a firewall stack, a pivot host,
IDMZ SEP Server and WSUS host. Additional hosts can be added, as needed.

Configure the IDMZ to separate untrusted (public) zones from the trusted (private) zones. Communication
outside of the IDMZ is considered untrusted.

Application Server

The Application Server zone houses all application servers. Each server is deployed on a separate VM. The
following mandatory nodes must be deployed:

« FactoryTalk Directory server

« FactoryTalk® View SE HMI server

« FactoryTalk View Data server

Other optional servers include:

« FactoryTalk® Historian server

« FactoryTalk® AssetCentre server

« SOL server

EWS/0WS

This zone contains the engineering workstations to provide programmer access and the operator
workstations to provide operator access.

Each workstation has the necessary software to program or interact with the system. Workstations can be
virtualized or they can be ThinManager® clients.

Each EWS has:

« Studio 5000® environment

« FactoryTalk View Enterprise Edition
« RSLinx® Classic

« FactoryTalk AssetCentre client

Additional software includes:

« Studio 5000 Application Code Manager,

« Microsoft® Office

« PuTTY (open source SSH and telnet client)

Each OWS has the FactoryTalk View runtime client.
Additional software includes:

« FactoryTalk Historian client

« FactoryTalk AssetCentre client

« Microsoft Office

PRP

DLR

Simplex

The control system is segmented into process areas. Each process area contains the hardware necessary
to run and operate that area. The topology of each area can be:

» PRP

« DLR

« Simplex

Trusted Zones

ISA-99/1EC 62443-3-3 SL1 requires the capability to separate trusted and untrusted zones. You
can use a standard firewall implementation to separate trusted traffic and untrusted traffic.
Standard implementation creates two basic security zones that are known as inside and
outside. The inside, or trusted zone, is also referred to as the private zone. The outside, or
untrusted zone, is also known as the public zone. The public zone is outside the control of an
organization and can be thought of as simply the public Internet.

Rockwell Automation recommends a risk assessment for network security zoning. Your risk
assessment and risk posture help determine the trust level of each zone. You can have
multiple levels of trust on inside zones with different types of access. For further guidance on
risk assessments, see the ISA-99/IEC 62443-3-2 standard.

Certificate Authority

A trusted certificate authority, also known as a commercial certificate authority, is a third-
party entity that issues certificates for organizations that request them. They aren't controlled
in any way by the person or organization that requests a certificate from them. A trusted CA
issues publicly trusted digital certificates that meet at least the minimum regulatory
standards (baseline requirements) that are outlined by the CA/Browser Forum (CA/B Forum).

A private certificate authority, also known as private PKI, is an internal CA that exists within a
larger organization (typically an enterprise) that issues its own certificates.
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« Aprivate CA functions like its public counterparts, but a private CA's certificates are
trusted only by its internal users, clients, and IT systems.

» Aprivate CA issues certificates that restrict access to a select group of users.
« You must configure and host the private CA yourself.

For more information about CAs, see Microsoft Server Certificate Deployment Planning
information or the Microsoft documentation for your operating system.

System Security Feature Use the following checklists to secure your system.
Checklists

Requirements for Identification and Authentication Control

Identify and authenticate all users.

Required to Meet IEC- .
v~ Product 62443-3-3SL1 Details

Configure and use the following:

« Create Active Directory groups and unique users for each zone
« Enable 802.1X authentication on all switchports

« Implement encryption algorithms for wireless access (such as WPA2
Enterprise, TLS, or IPSEC)

Implement public key infrastructure (PKI) certificates
Authenticate Group membership via a RADIUS server

Enable system natifications

Configure Kerberos

Configure an interactive login policy

Monitor unsuccessful login attempts

Windows® infrastructure Yes

For more information, see:

« Configure System Security Features User Manual, SECURE-UMOO1

« System Security Design Guidelines Reference Manual, SECURE-RM001

« Deploying 802.11 Wireless LAN Technology within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TD0O6

« Deploying Identity and Mability Services within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TDO08

« Site-to-Site VPN to a Converged Plantwide Ethernet Architecture Design and
Implementation Guide, ENET-TD012

Follow standard guidelines for password strength and recommendations

For more information, see:

NIST Special Publication 800-63B Digital Identity Guidelines
Configure System Security Features User Manual, SECURE-UMOO1
System Security Design Guidelines Reference Manual, SECURE-RMOO1

« Configure the PlantPAx domain controller.
« Configure all operating system clients as domain members
« Enable multi-factor authentication on the domain controller

Password strength and

recommendations Yes

Create and manage all accounts in the Active Directory
Windows domain Yes Require administrative credentials to manage account activities
For more information, see:

« Chapter 2 Domain or Warkgroup
« System Security Design Guidelines Reference Manual, SECURE-RMQ01
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Requirements for Identification and Authentication Control

v

Product

Required to Meet IEC-
62443-3-3SL1

FactoryTalk Directory software
FactoryTalk Security software

Configure appropriate:
« Users, groups, roles
« Security policies

For more information, see:
« Configure System Security Features User Manual, SECURE-UMOOQ].
« System Security Design Guidelines Reference Manual, SECURE-RMO01

Wireless access

Optional

Configure and use the following:

« Implement encryption algorithms for wireless access (such as WPA2
Enterprise, AES Encryption TLS, or IPSEC)

« Obtain access to the IACS from an untrusted network through the IDMZ with
multi-factor authentication and certification-base authentication

« Use encryption tunnels (such as VPN and IPSEC) between VLANS

« Allow remote access only when necessary to authorized users in the Active
Directory

Important: Hardwired connections are always preferred. Never use wireless
connections for safety functions.

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001

FactoryTalk Secure Remote Access

Optional
(Required if access via
untrusted networks is
desired)

Configure appropriate:
« Users, groups, roles
« Security policies

« Logging

By default,
MFA is enforced for all users
Traffic is encrypted

For more information, see:
« Stratix 4300 Remote Access Routers user manual, 1783-UMO14A-EN-P

Requirements for Use Control

Define control policies to control the use between users and assets.

v

Product

Required to Meet IEC-
62443-3-3SL1

Windows infrastructure

Yes

Configure and use the following:

Active Directory Groups for each zone

Group membership authentication via RADIUS server
802.7X authentication on all switchports

Session lock

Remote session termination

Concurrent session control

Interactive login policy

Notifications for unsuccessful login attempts

For more information, see:

« Configure System Security Features User Manual, SECURE-UMOO1

« System Security Design Guidelines Reference Manual, SECURE-RM001

« Deploying 802.11 Wireless LAN Technology within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TD0O6

« Deploying Identity and Mability Services within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TD008

Windows domain

Yes

Configure all operating system clients as domain members

For more information, see:
« Chapter 2 Domain or Workgroup

FactoryTalk Directory software
FactoryTalk Security software

Configure appropriate
User Groups in each Area to support the segregation of duties and least
privilege

For more information, see:
« Configure System Security Features User Manual, SECURE-UMOO1.
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Requirements for Use Control

v

Product

Required to Meet IEC-
62443-3-3SL1

ThinManager software

Recommended

Manage mobile and portable device access via a ThinManager server and route
through the IDMZ. The ThinManager server limits mobile applications to view
only.

For more information, see”
« ThinManager and FactoryTalk View SE Deployment Guide, TM-AT001
« ThinManager User Manual, TM-UM0O1

FactoryTalk AssetCentre software

Yes

Configure and use the following:
« Auditable events

« Audit storage capacity

« Diagnostics and health log

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RMQ01

Requirements for System Integrity

Protect the integrity of transmitted data. Recognize changes to information during

communication.

v

Product

Required to Meet IEC-
62443-3-3SL1

Details

Windows infrastructure

Yes

Configure and use the Active Directory and domain structure to handle authorization.

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001

Converged Plantwide Ethernet
architecture (CPWE)

Yes

Configure the Industrial Demilitarized Zone (IDMZ) with appropriate firewalls.
Use TCP/IP connections between zones.

For more information, see:
Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, ENET-TD0OT

Endpoint Protection

Yes

Use endpoint protection to harden workstations.

Important: Confirm that the endpoint protection solution does not affect control system
processing

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001

CIP Security™

Recommended

Use FactoryTalk® Policy Manager software (installed on the FactoryTalk Directory Server)
to define communication between zones.

For more information, see:

« CIP Security with Rockwell Automation Products Application Technique, SECURE-AT001

« Deploying CIP Security within a Converged Plantwide Ethernet Architecture, ENET-
10022

« FactoryTalk Policy Manager Getting Results Guide, FTALK-GROQ1

FactoryTalk AssetCentre software

Yes

Configure and use the following:
« Change detection and reporting
« Scheduled backups

For more information, see:
« Configure System Security Features User Manual, SECURE-UMOO1
« System Security Design Guidelines Reference Manual, SECURE-RM001

PlantPAx process instructions and
object library

Recommended

The process instructions and library objects are designed to work with Rockwell
Automation products to provide:

« Input validation

« Deterministic output

« Alarms and error handling

For more information, see PROCES-RM200
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Protect the confidentiality of communication and data to help prevent unauthorized

disclosure.
Requirements for Data Confidentiality
v Product ggzzgf;_;osﬁe( IEC- Details
Segment the network into the required zones and use firewalls.
Use conduits to zone-to-zone connections.
Use encrypted hard disk drives in computers. ) )
Converged Plantuide Ethernet os If necessary, use cryptographic algorithms according to industry practices.
architecture (CPWE) For more information, see:
« Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, ENET-TDQO1
« Deploying Industrial Firewalls within a Converged Plantwide Ethernet Architecture,
ENET-TD002
Use FactoryTalk Policy Manager software (installed on the FactoryTalk Directory Server)
to define communication between zones.
Note: Integrity only does not provide confidentiality. Use CIP Security confidentiality
profile if confidentiality is desired.
CIP Security Recommended . .
For more information, see:
« CIP Security with Rockwell Automation Products Application Technique, SECURE-AT001
« Deploying CIP Security within a Converged Plantwide Ethernet Architecture, ENET-
1D022
« FactoryTalk Policy Manager Getting Results Guide, FTALK-GROO1
Configure and use the following:
« Implement encryption algorithms for wireless access (such as WPA2 Enterprise, AES
Encryption TLS, or IPSEC)
Wireless access Recommended « Implement the PKl infrastructure to aid device authentication
For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RMQ01

Segment the network into zones and conduits to manage the flow of data.

Requirements for Restricted Data Flow

v

Product

Required to Meet IEC-
62443-3-3SL1

Converged Plantwide Ethernet
architecture (CPwE)

Segment the network into the required zones.
« Use a separate VLAN for each zone.
« Firewalls provide additional protection

For more information, see:
« Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, ENET-TDQO1
« System Security Design Guidelines Reference Manual, SECURE-RMQ01

Virtualization

Recommended

For more information, see:
« Virtualization on page 231.

CIP Security

Recommended

Use FactoryTalk Policy Manager software (installed on the FactoryTalk Directory Server)
to define conduits.

For more information, see:
« CIP Security with Rockwell Automation Products Application Technique, SECURE-AT001

« Deploying CIP Security within a Converged Plantwide Ethernet Architecture, ENET-
10022

« FactoryTalk Policy Manager Getting Results Guide, FTALK-GR0O1

Network Attached Storage (NAS)

Recommended

Use Network Attached Storage (NAS) in a segmented location to store backups of virtual
images, system documentation, and related files where a FactoryTalk AssetCentre
application isn't appropriate.
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Collect and access security logs.

Requirements for Timely Response to Events

v

Product

Required to Meet IEC-
62443-3-3SL1

Details

Configure and use the following:
« Audit log accessibility
« Continuous monitoring

FactoryTalk AssetCentre software Yes
For more information, see:
« Configure System Security Features User Manual, SECURE-UMOOQ].
« System Security Design Guidelines Reference Manual, SECURE-RM001
Optional

FactoryTalk Secure Remote Access
Software

(Required if access via
untrusted networks is
desired)

For more information, see Remote Access on page 232

Individual products in the system

Yes

logs.

Threat Detection managed service

Recommended

Monitor the detection service dashboard for:
« Risk & Vulnerabilities

o Alerts

« Events

« Unknown devices

observed on the system.

Requirements for Resource Availability

Maintain the availability of the system against the denial-of-service events.

v

Product

Required to Meet IEC-
62443-3-3SL1

Details

Windows infrastructure

Yes

antivirus checks and patching.
Network redundancy is highly recommended.

Download software patches from trusted sources.

For more information, see:

Managed switches

Yes

Use QoS and ACLs to configure proper segmentation.

For more information, see:
« Chapter 4 Network Infrastructure

ENET-TDOO1

FactoryTalk AssetCentre software

Configure and use the following:
« Asset inventory

« Control system backup

« Disaster recovery

SECURE-UMOQ1.

UPS

Yes

power to properly shut down servers and workstations.
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Protect the internally stored audit logs in individual products in the system.
Configure the FactoryTalk AssetCentre audit log to collect these individual audit

For more information, see the user documentation for the individual products.

PlantPAx recommends the use of threat detection services. Claroty CTD was
tested on a PlantPAx Distributed Control System and no adverse impact was

Configure the operating system to prioritize control system functionality over

Configure virtualization software to manage service limitation.

« System Security Design Guidelines Reference Manual, SECURE-RMQ01
Configure managed switches for both distribution and access functions.

« Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,

For more information, see Configure System Security Features User Manual,

Provide your own UPS with separate battery unit and redundant power supplies.
Size the UPS so that is correctly supports the system and provides enough
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Virtualization The PlantPAx architecture uses virtual machines, VLANS, and zones to support partitioning
data, applications, and services. Virtualization is preferred for all server and client operating
systems.

VLAN Recommendations

Zone VLAN IP Address Gateway Subnet Mask
Management 500 192.168 10.0/26 192.168.10.1 255.255.255 192
PRP Contraoller 501 192.168 10.64/26 192.168.10.65 255.255.255 192
Operator 510 192.168 10.128/26 192.168.10.129 255.255.255 192
Engineering 51 192.168 10.192/36 192.168.10.193 255.255.255 192
Management 400 192.168 11.0/26 192.168.11.1 255.255.255 192
OLR Controller 401 192.168 11.64/26 192.168.11.65 255.255.255 192
Operator 40 192.168 11.128/26 192.168.11.129 255.255.255 192
Engineering i 192.168 1.192/36 192.168.11.193 255.255.255 192
Management 300 192.168 12.0/26 192.168.12.1 255.255.255 192
Simplex Controller 301 192.168 12.64/26 192.168.12.65 255.255.255 192
Operator 310 192.168 12.128/26 192.168.12.129 255.255.255 192
Engineering 3n 192.168 12.192/36 192.168.12.193 255.255.255 192
Server Management 600 192.168 53.0/24 192.168 53.1 255.255.2550
Application 601 192.168 52.0/24 192.168 52.1 255.255.255 0
OWS/EWS ows 610 192.168 50.0/24 192.168 50.1 255.255.255 0
EWS 611 192.168 51.0/24 192.168 51.1 255.255.255 0
Management 700 192.168 105.0/24 192.168 105.1 255.255.255 0
Wireless 702 192.168 104.0/24 192.168 104.1 255.255.255 0
DMz IDMZ 703 192.168 100.0/24 192168 100.1 255.255.255 0
IDMZ 704 192.168 101.0/24 192.168 101.1 255.255.255 0
IDMZ 705 192.168 102.0/24 192.168 102.1 255.255.255 0
IDMZ 706 192.168 103.0/24 192.168 103.1 255.255.255 0
Management 200 192.168.13.0/27 192.168.13.1 255.255.255 224
Rapid Mix 201 192.168.13.96/27 192.168.13.97 255.255.255 224
0EM 202 192.168.13.128/27 192.168.13.129 255.255.255 224
. Blend Fill 203 192.168.13.160/27 192.168.13.161 255.255.255 224
CIP Security Zones
Clean Place 204 192.168.13.192/27 192.168.13.193 255.255.255 224
Safety 205 192.168.13.224/27 192.168.13.225 255.255.255 224
Operator 210 192.168.13.32/27 192.168.13.33 255.255.255 224
Engineering m 192.168.13.64/27 192.168.13.65 255.255.255 224

« Network Devices first 10 IP addresses start at .2
o Host IP addresses start at .12
«  PRP zone devices(10.2...10.11) and hosts (10.12...10.63)
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Remote Access

CIP Security

Follow the best practices referred to in Stratix 4300 Remote Access Routers, Publication 1783-
um(Q14.

It's required that the following setting be implemented:
+ Logall connection operations

It's recommended to require a comment when a device connection ends.

These settings can be enabled by:
1. Login to the FactoryTalk Remote Access service (via FT Hub)
2. Navigate to Settings > Options >
3. Select the settings and save

Options

Explorer

Domain view

Devices view .
Log all connection operations

[ Require a comment when a device connections ends]

Map view [ send email notifications of account information (@

Settings
Options

Audit
Operations

Connections

Tools

VPN settings

Device setup

Download

CIP Security™ is a standard, open-source communication mechanism that helps to provide a
secure data transport across an EtherNet/IP™ network. CIP Security lets CIP™-connected
devices authenticate each other before transmitting and receiving data.

CIP Security uses the following security properties to help devices protect themselves from
malicious communication:

»  Device Identity and Authentication
» Data Integrity and Authentication
» Data Confidentiality

Rockwell Automation uses the following products to implement CIP Security:

«  FactoryTalk® Policy Manager software (includes FactoryTalk System Services, version
6.20 or later)

«  FactoryTalk Linx software, version 6.11 or later (lets workstation software communicate
securely using CIP Security)

« Studio 5000 Logix Designer® application, version 31.00.00 or later

This application is required to interface with CIP Security-enabled Logix controllers.
The minimum application version varies by controller product family.
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»  For more information on applying CIP Security, please review CIP Security with Rockwell
Automation Products Application Technique, publication SECURE-ATQ01

CIP Security Architecture

OEM Zone Vian 202
ATEELTS with 1755 ENSTR

Rapid Mix Zone Wlan 201

Blen: Fill Zone A Viam 203
1756-L8SE i
a
Blerid Fill Zone B Vian 203
Ha Controller (RI0)

4ol Secure Communication — -
L

Permitted Communication

Clean and Place Zone Vian 204
1756-175 w 1756-ENATR
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Notes:
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Appendix B

Common Ports

Firewall Configurations

Table 8 shows the most common ports that must be considered during the firewall

configuration.
Table 8 - Common Firewall Port Descriptions
Port Type Usage
25 TCP SMTP mail
80 TCP Standard WWW port
123 upp Network Time Protocol
135 TCP Remote process calls
137 uop
138 upp File and printer sharing
139 TCP
L4 TCP Use in the Collective configuration and file and print sharing
1433 TCP Communication to SQL server
1434 ubp Browsing for SQL server
ggg? EEE Rockwell Automation® trace diagnostics

Rockwell Automation TCP/
UDP Ports

Table 9 - TCP/UDP Port Descriptions

Table 9 shows the TCP/UDP ports for Rockwell Automation® firmware and software products.

Port

Type

Protocol

Products

Comments

23

1CP

Telnet

Trusted®
AADvance® before release 1.3

Diagnostic command-line interface (see also 55555)

25

CP

SMTP

1769-L35E, 1769-L32E,1756-ENBT,
1766-EN2T,1756-EWEB,1768-ENBT,
1768-EWEB,1788-ENBT,1763-L16x
1766-L32x,FactoryTalk® AssetCentre, FactoryTalk®
Transaction Manager, FactoryTalk® Integrator

Outbound email only

67..68

ubp

DHCP/BOOTP

1756-ENET,1756-ENBT,1756-EWEB,
1756-EN2T,1794-AENT,1734-AENT,

1769-L35E, 1769- L32E,1788-ENBT,
1761-NET-ENI,1785-LXXE,1785-ENET
J791ES,1763-L16x,1766-L32%, PowerFlex® Drives,
PowerMonitor™ 3000, PanelView™

Client only

69

uop

TFTP

5820-El

For binary download, used in conjunction with BOOTP

80

TCP

HTTP

1756-ENET,1756-ENBT,1756-EWEB,
1794-AENT,1734-AENT,1769-L35E,
1769-L32E,1788-ENBT,1761-NET- ENI
1785-LXXE,1785-ENET, 1747-L55¥,

1763-L16x,1766-L32x, PowerFlex Drives, PowerMonitor
3000, PanelView, FactoryTalk® View SE, FactoryTalk®
ViewPoint

FactoryTalk ViewPoint can use any other custom
assigned port

123

ubp

NTP

PowerMonitor 3000, AADvance

Network Time Protocol

135

1CP

RPC/Endpoint Mapper

FactoryTalk, RSMACC™

DCOM endpoint mapper

161

uop

SNMP

1756-ENET,1756-ENBT,1794-AENT,

1734-AENT, 1769-L35E, 1769-L32E,

1788-ENBT, 1761-NET-ENI, 1785- LXXE,
1785-ENET1747-155x,1766- L32x,

5820-EI, PowerFlex Drives, PowerMonitor 3000,
PanelView

300...400

ubp

Proprietary

PowerMonitor 3000

Master/slave configuration
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Table 9 - TCP/UDP Port Descriptions

Port Type Protocol Products Comments
. Transaction manager, compression server,
400...402 TCP RPC FactoryTalk Transaction Manager and configuration server
443 TCP HTTPS FactoryTalk ViewPoint When using web server with secure certificate
Master or slave (AADvance),
502 TCP ModbusTCP AADvance, Trusted® Slave only (Trusted)
1001...1009 upp Proprietary 1426 PowerMonitor 5000 Waveform synchronized broadcast
D i .
(])632%:5535+) TCP DCOM FactoryTalk DCOM dynamic ports
1089 ff-annunc
1090 TCP/UDP ff-fmx 1788-EN2FFR FOUNDATION Fieldbus
1091 ff-sm
Safety Network Control Protocol, used by OPC,
T2 TP SNCP ARDvance workbench debugger, and binding networks
1330 TCP rnaprpc FactoryTalk Object RPC
1331 TCP rnaserv FactoryTalk Service control
1332 TCP rnaserveping FactoryTalk Server health
1433 CP N/A FactoryTalk® AssetCentre (server), SOL server communication (default port)
Recommended static destination port for MSSOL to
minimize the number of ports open on a firewall
1434 UDP N/A FactoryTalk AssetCentre (server), See Microsoft KB287932 - Configure the Windows
Firewall to allow SQL Server ..
Windows® Service installed by Sentinel USB HASP
driver. This service isn't required for USB dongle to
: ; function.
1947 TCP/UDP N/A SafeNet Sentinel Local License Manager See the Knowledgebase Answer ID 570831 Disabling
the Sentinel Lacal License Manager service
(hasplms.exe).
AADvance (Slave only), Trusted (Master or slave, used | RTU packaged in serial stream. Other ports can
2000 Tce Modbus RTU for OPC and SOF) be assigned
. Used to configure systems. The tool sends broadcast
2010...20M uop Discover tool AADvance to 2010 and systems reply to port 2011
1756-ENBT,1794-AENT,1734-AENT, I/0 communication that is used by products that only
z2n UDP EtherNet/IP™ 1769-L35E, 1769-L32F 1788-ENBT support 1/0 over EtherNet/IP
1785-Lxxe,1785-ENET,1771-DMC(x),
2222 TCP CsP 1747-155x,5820-E1, PowerMonitor I, This is the source port for connections
RSLinx® Classic
3060 TCP rnadirft FactoryTalk Directory server file transfer
3622 TCP/UDP ff-Ir-port 1788-EN2FFR FOUNDATION Fieldbus
4000 uppP Peer-to-peer Trusted Original simplex protocol
4120 Production server
42 Server manager
4122 . PlantMetrics™ server
TCP RPC RSBizWare™
4123 Task manager
4124 Scheduler server
4125 Scheduler CTP server
. . See the Knowledgebase Answer ID 68260 FIX: FT
b TCP TCR/IP FactoryTalk® Diagnostics (CPR SR3) Service Platform Port 4446 Conflicts with JBoss
5000 upp Peer-to-peer Trusted, AADvance Enhanced (new) protocol
. . See the Knowledgebase Answer ID 68260 FIX: FT
5241 TCP TCP/IP FactoryTalk Diagnostics (CPR9 SR and greater) Service Platform Port 4446 Conflicts with JBoss
5450 PI network manager
5454
5155 Analysis Framework v1.x
5456 TCP FactoryTalk® Historian Site Edition ACE 2 scheduler
5457 Asset Framework server
5458 Pl notifications
5459 Asset Framework to OLEDB Enterprise
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Table 9 - TCP/UDP Port Descriptions
Port Type Protocol Products Comments
6000 TCP Workbench Trusted Online debugger
6543 TCP rnaalarming FactoryTalk Alarming server
7002...7004 CP FactoryTalk AssetCentre (default) FactoryTalk AssetCentre services
7600 Event multiplexor
7700 TCP FactoryTalk Event server
o Directory server
7720 HMI server
TN . Server Framework
TCP FactoryTalk® View SE —
17122 HMI activation
7723 Historical Data Log reader
P i f t
8080 ToP HTTP RSBizWare roduction server, reports
8081 Server manager
8083 TCP HTTP CTP Server
Transparent communication interface, where an
10001...10006 TCP Serial data AADvance Ethernet host can talk through AADvance to a serial
port
Four more application required to run FLEXSVR.exe.
FactoryTalk® Activation Server, and LMGRD.exe, see the Knowledgebase Answer ID
27000...27009 TP TCR/IP FactoryTalk Activation Manager 646176 FactoryTalk Activation Server/Client
Communication.
1756-ENET,1756-ENBT,1756-EWEB,
1794-AENT,1734-AENT,1769-L35E,
1769-L32E,1788-ENBT,1761-NET- ENI, Messaging, data transfer, upload/download, peer
44818 TCP/UDP | EtherNet/IP 1785-LXXE, 785-ENET, 747- LB5x, messaging, and so forth; used mainly by RSLinx
1763-L16x,1766-L32x, PowerMonitor3000, PanelView,
RSLinx Classic, FactoryTalk Linx
FactoryTalk® Live Data,
40281 TP TCR/IP FactoryTalk View SE HMI tag server HHMI tag server
55555 TCP Telnet AADvance from release 1.3 Diagnostic command-line interface
60093 TCP TCP/IP FactoryTalk Diagnostics (CPR9 SR2 and earlier) See the Knowledgebase Answer ID 83260 FIX. FT

Service Platform Port 4446 Conflicts with JBoss
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Appendix c

PlantPAx Deployment Recommendations and
Verification Tool

The PlantPAx® verification tool is a Microsoft® Excel® spreadsheet (.xIsx) that helps verify that
functionality complies with PlantPAx deployment recommendations.

PROCES-RD101 contains the PlantPAx checklist spreadsheet. Download the
&) spreadsheet from this public article and use the tab that is referenced in each
) step.

Use the spreadsheet (.xIsx) file as is. There are formulas that correspond to recommended
PlantPAx settings. Any edits that you make can affect the validity of the results.

Each section in this appendix contains a checklist that corresponds to a tab in the verification
tool. Each item (row) in a checklist corresponds to a row in the verification tool.

Checklist Description

Design Recommendations Tab | System design considerations and best practices

System Infrastructure Tab System infrastructure elements that are shared across all servers and workstations
Server or Workstation Tab Loading and configuration of each individual server and workstation

System Architecture Tab Design and configuration of your system components

PASS Tab Design and configuration of the applications that PASS servers host

Controller 5590 Tab Application and load on a ControlLogix® 5590 or CompactLogix™ 5380 controller
Controller 5x80 Tab Application and load on a ControlLogix 5580 or CompactLogix 5380 controller
Controller 5x70 Tab Application and load on a ControlLogix 5570 or CompactLogix 5370 controller

Design Recommendations

The Design Recommendations tab lists best practices to follow when you design a PlantPAx

system.
Tab Y
System ID
Design Recommendation Tab: Overall Considerations
Row Guidelines Description
4 PlantPAx Core Software bundle Catalog number of the PlantPAx Core Software bundle
The System Integrator generated the .raai file via the FactoryTalk® AssetCentre inventory agent
g Inventory agent The .raai file contains the System ID serial number There could be multiple .raai files, for example, one
for each subnet accessible by the FactoryTalk AssetCentre server
. The System Integrator registered to the system, and provided directions on how to access the
6 MyEquipment portal MyEquipment portal

The PlantPAx System ID is a unique identifier that helps simplify the management of your
application over its lifecycle. The System ID creates a record of the installed hardware and
software in the system and provides a dashboard that shows the hardware lifecycle status,
notifications of updates and patches, and compatibility information.

The System Integrator uses an Asset Inventory Agent in a FactoryTalk AssetCentre project to
generate the System 1D and .raai file. The System Integrator registers your System ID with
Rockwell Automation and provides you directions on how to access your MyEquipment portal.
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Controller Considerations

Design Recommendation Tab: Controller Considerations

Row

Guidelines

Description

Controller name

Keep the shortcut, ACD file name, and controller name similar (intuitive).
Follow a systematic naming structure to help identify each controller in all system components.
Inconsistent naming can create confusion in a production environment.

Routine / Tag Names

Follow ISA standards for control strategy and instrument naming schemes.

Keep in mind devices that are already labeled in the field and the wire/cable numbers that are in place.
Existing names can mean less flexibility for future field device names.

ISA tag naming is an industry standard which design firms often follow when developing P&IDs. Link
tags in the controller to the P&IDs to help link the process (P&IDs) to the programming within the control
system.

Controller Organizer

Organize control programs to contain logic based on required execution rates.

Organize code in a program within the desired task that aligns with the process area. If code for a given
process area must execute at different rates, create multiple programs in different tasks that are
related to the same process area. Program names should be the same in the different tasks but with an
indication that is embedded within the program name that indicates the task. This helps identify which
task the program resides in when the programs are organized in the Logical Organizer.

Logical Organizer

In the Logical Organizer, folder names should be the same as the primary graphic display names.

The Logical Organizer contains folders which contain the programs for specific process areas. Each
folder contains the code that supports the HMI display for a single process area and is aligned with
alarm groups. The alarm groups provide navigation to identify which HMI displays contain active alarms.

The folders in the Logical Organizer should match the graphical hierarchy (L1, L2 & L3) so that the alarm
builder tool creates alarms in the appropriate alarm groups and populates the navigation bars correctly.

1.4

Controller Routines

Have one routine per device to help ensure that online edits only affect that specific device.
Name each routine the same as the device name to help identify routines and their devices in the
Controller Organizer.

Each device (such as motor, valve, PID) should use a standard PlantPAx control strategy that is
programmed in function block diagram.

Keep supervisory or device control logic external to the device control strategies. This reduces
variability among strategies and minimizes the risk of replicating modified contral strategies.

Controller Programs

Align programs with graphic displays (typically L3 displays) so that the routines in a program have the
same primary HMI display.

« Marm annunciation breadcrumbs highlight the associated navigation bar button.

« If you add a device to a display, the device is also added to the associated program and alarm group.

Library Considerations

Design Recommendation Tab: Library Considerations

Row

Guidelines

Description

16

Process Library Objects

Do not modify process library Add-On Instructions or graphic objects.

Alarm Considerations

Design Recommendation Tab: Alarm Considerations

Row Guidelines Description
7 Standards Review the ANSI/ISA-18.2-2016 or equivalent standards to implement an effective alarm system that can
be lifecycle managed.
Avoid extensive use of ALMA and ALMD instructions. These instructions pravide a high-resolution time
; stamp, but they also use considerable data server bandwidth. Minimize ALMA and ALMD use to only those
18 ALMA 7 ALMD Alarm Instructions alarms that require high-resolution time stamps.
Instead use tag-based alarms and FactoryTalk® Alarms and Events alarms.
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1/0 Considerations

Design Recommendation Tab: 1/0 Considerations

Row Guidelines Description
Ideally, the 1/0 RPI equals half of the task execution time (0.5 * associated task period).

19 RP| The I/0 update sampling frequency should be twice the frequency of the logic execution. More frequent
sampling over uses |/0 communication bandwidth. Less frequent I/0 sampling can result in poor
control.

Select an 1/0 connection method: 1/0 mapping, direct I/0 connection, aliasing, or program parameters.

20 Consistent 1/0 Methodology Choose a method that works best for your installation and consistently apply this method throughout
your application.

HMI Considerations

Design Recommendation Tab: HMI Considerations

Row Guidelines Description
. Use the Graphic Framework available for download and use with PlantPAx. This framework helps

2 Graphical Framework achieve a consistent delivery of HMI displays.

The ANSI/ISA-101.01-2022 life cycle standard provides effective recommendations to assure operator
. effectiveness that aligns well with the alarm management recommendations on the Alarm

2 Follow ISA 101 Style Guide Considerations tab. This approach avoids excessive animation and other ineffective user interface

techniques.
. . The naming of graphic displays follows the Logical Organizer hierarchy. This alignment helps locate
2 Naming Conventions associated programming for future additions and changes.
24 Design for the Future Name applications and Areas with future development in mind.

User Security Considerations

Design Recommendation Tab: User Security Considerations

Row Guidelines Description
User / Group Configuration follows . . . . _— .
25 FactoryTalk Security SECURE-AT002 Design and implementation follows FactoryTalk Security Application Technique.

System Infrastructure Tab

System Infrastructure Tab

The System Infrastructure checklist assumes:

Your PlantPAx system is operable (for example, the HMI application is running and the
latest operating system patches are installed).

Your system infrastructure has been configured such that:

You've defined a range of IP addresses for the DHCP server in the domain, if applicable
for your system.

You have created groups and assigned users in the domain controller.

Row Guidelines

Description

4 Hardware

BIOS Power-Saving Options Disabled?
From the computer BIOS, specify whether the BIOS power-saving options are disabled. Power-saving
options reduce computer resources for your system elements.

Virtualization

Using Virtualization?
Specify whether your system uses virtualization.

Hypervisors

If you're using virtualization, enter the percentage of CPU use and memory use for each computer.
« CPU use recommended to be within 50% of resources
« Memory use recommended to be within 50% of resources
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System Infrastructure Tab

Row Guidelines Description
All servers and workstations are in the same domain
Specify whether all servers and workstations are on a Windows® Domain.
On the domain controller, go to Server Manager > Tools > DNS and verify that all servers and
workstations are listed in the DNS Manager dialog box.
£, DNS Manager - m} X
File Action View Help
e nmXE e EBm 888
& [%NS Name Type Data
~ PADCA
v (] Forward Lookup Zones %’:':S“
_‘_ _msdcs.PlantPAx RockwellAutomation.com j’tc
| PlantPAx RockwellAutomation.com <P
“| Reverse Lookup Zones %-D”“” oncz
t Domain -~ eorestnszonss
- [El(same as parent folder) Start of Authority (S0A)  [121], padca.plantpax.rock...
[Elisame as parent folder) Name Server (NS) padcb.plantpax.rackwella...
[El(same as parent folder) Mame Server (NS) padea.plantpax.rockwella...
[Elisame as parent folder) Host (&) 172.20.1.10
[Elisame as parent folder) Host (A) 172.20.0.11
Elpadct Host (4) 172.20.1.10
Elpadea Host (&) 172.20.1.10
[Elrance Host (4) 172.200.11
Elrassm Host (4) 172.20.1.110
[Elrassoa Host (&) 172.20.1.111
ﬁAS\Hm Host (4) 172.20.1.101
E:lAS\HOZ Host (4) 172.20.1.102
< > || <€ >
In the Notes, document any clients that aren’t in the domain and why.
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System Infrastructure Tab: Network

Network

Collect the network data manually from the webpages of each switch.
See Chapter 4, Network Infrastructure for details.

Information can also be collected using the Network Device Library if implemented in the
system. See the Network Device Library section for more information.

Row Guidelines Description
Verify bandwidth < 50%.
15 Bandwidth Utilization % « If using a Stratix® 5200 or 5800 switch, navigate to Administration -> Command Line Interface. Enter
SHOW CONTROLLERS UTILIZATION in the CLI to access bandwidth information.
16 Packet Error Rate Verify that there are no packet errors.
7 Temperature 0K Verify that all devices aren't reporting high temperature readings.
18 CPU Utilization % Verify CPU use < 50%.
9 Memory Utilization % Verify memory use <50%.

Server or Workstation Tab

Servers and Workstations

List the following for each server and workstation in the system (rows 20...93). The Server or
Workstation tab is where you record data regarding each server and workstation:

«  Computer name
«  System role (select from dropdown)

The Server or Workstation Name checklist assumes:

«  Your PlantPAx system is operable (for example, the HMI application is running and the
latest operating system patches are installed).

«  The Performance Monitor (PerfMon) utility is connected to the servers and workstations
that are being verified

IMPORTANT  Make a copy of this worksheet for each computer (server or
workstation) in your system.

Operating System

Verify these operating system requirements.
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Server or Workstation Tab: Operating System

Row Guidelines Description
Specify whether the Windows firewall is enabled.
For each computer, go to Control Panel > Windows Firewall > Advanced Settings.
0 Windows Firewall - a x
« v A i <« Systenand Security > Windows Firewall ~v @ | Search Control Panel r
Control Panel Home Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to
Allow an app or feature your PC through the Internet or a network.
through Windows Firewall
& Change notification settings l v Domain networks Connected ()
9 Turn Windows Firewall on or .
off Metworks at a workplace that are attached to a domain
B Restore defauls IWmdows Firewall state: On I
9 Inceming connections: Block all connections to apps that are not
Troubleshoot my network on the list of allowed apps
Active domain networks: L-i‘ii PlantPAx RockwellAutomation.com
Notification state: Do not notify me when Windows Firewall
blocks a new app
4 Windows Firewall Being Used See also l v Private networks Not connected
Security and Maintenance -
Network and Sharing Center l o Guest or public networks Not connected ()
Inbound rules allow or block inbound network traffic. Verify that Rockwell Automation software is allowed so that
data and information isn't blocked between application servers.
B Windows Firewall with Advanced Security - [m] x
File Action View Help
LL ANalkolNEY
[ momanin] T e PO .
Sutbound Rule MName Profile Action Inbound Rules
%4 Connection Security Rules 9 RSLinsNG.exe Domain  Allow &3 MewRule...
l_uﬂ' Monitoring 8 RSLinNG.exe Domain  Allow 5T Filter by Profile
9 RSLinxNGDZ.exe Domain  Allow )
£ RSLinxNG0Z.exe Domain  Allow W FitterbyState b
@ RSLinxShortcutAOAe..  Domain  Allow ¥ Filter by Group P
@ RSLinxShortcutAQAe..  Domain  Allow T Clear Al Filters
@ RsveHost.exe Domain  Allow .
View 4
@ RsveHost.exe Domain  Allow
i c C. . Nrnie Al i Refresh
Specify whether the server or workstation operating system that you're using matches PlantPAx system
5 Operating System Valid recommendations.
See the PlantPAx Distributed Control System Selection Guide, PROCES-SGOO1.
Specify whether you installed the latest software patches for the Rockwell Automation software that is in the
. PlantPAx system
6 Rockwell Software® Patches Applied e .
P All servers and clients in the system must have the same FactoryTalk® patch updates to avoid unexpected
results.
Specify whether you disabled power-saving for the Network Interface Card (NIC).\
For each computer, go to Control Panel > Network and Sharing Center > Properties > Power Management.
Make sure the ‘Allow the computer to turn off this device to save power is disabled (no check mark).
U Corp Properties b4
Intel(R) 82374L Gigabit Metwork Connection Properties x
Networking  Sharing
General Advanced Driver Detals Events Power Management
Connect using:
& Inel(R) 82574L Gigabit Network Connection [@ Intel{R) 82574L Gigabit Network Connection
- I Allow the comiulerto tum off this device to save Eowerl
This connection uses the following items Ao this device o ke the computer
7 NIC Power-Saving Options Disabled 2 Cliet for Microsoft Networks Orly allow 2 magio packet to waks the computer
T Fils and Frirter Sharing for Microsoft Networks
QoS Packet Scheduler
& Intemet Protocol Version 4 (TCP/IPv4)
[ . Microsoft Network Adapter Muliplexor Protocol
. Microsoft LLDP Protocol Driver
. Intemet Protocol Version & {TCP/IPv6) v
< >
Install Uninstall Properties
Description
Hllows your computer to access resources on a Microsoft
netwol
0K Cancel Cancel
244 Rockwell Automation Publication PROCES-UM100J-EN-P - April 2026


https://literature.rockwellautomation.com/idc/groups/literature/documents/sg/proces-sg001_-en-p.pdf

Appendix C

PlantPAx Deployment Recommendations and Verification Tool

Server or Workstation Tab: Operating System

Row Guidelines

Description

8 Windows Power-saving Options Disabled

Specify whether you disabled power-saving for the Windows operating system.

For each computer, go to Control Panel > Power Options and verify the Change when computer sleeps field is set
to Never.

3 Control Panel\System and Security\Power Options\Edit Plan Settings - O hed

« S %« Pow.. » EditPlan Set... v O Search Control Panel »

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use,

[ Turn off the display: MNever it

W Putthe computer to sleep: || Mever ~

9 Desktop Experience Enabled in RDS Servers

Windows Server 2016 and newer have Remote Desktop Server (RDS) functionality that is enabled by default.
Windows Server 2012 and prior, RDS is disabled by default and you must enable the functionality. For each
computer, go to Server Manager > Local Server and review the Roles and Features listings.

10 Adjust for Best Performance Is Selected

Specify whether Windows settings are enabled for best performance.

When Adjust for Best Performance is selected, enhanced features that aren't used are turned off, which yields
more memory and performance for the system.

For each computer, go to Control Panel >System > Advanced System Settings > Advanced tab > Settings and on
the Visual Effects tab, make sure Adjust for best performance is enabled.

Performance Options x

Visual Effects  Advanced Data Execution Prevention

Select the settings you want to use for the appearance and
performance of Windows on this computer,

(O Let Windows choose what's best for my computer
(O Adjust for best appearance

(@) Adjust for best performance

() Custom:

[ Animate centrols and elements inside windows

[ Animate windews when minimizing and maximizing
a

T S R,

1l Data Execution Prevention Windows Only

Specify whether Data Execution Prevention is enabled for essential Windows programs and services.
For each computer, go to Control Panel > System > Advanced System Settings > Advanced tab > Settings and on
the Data Execution Prevention tab, make sure ‘Turn on DEP ..is enabled.

Perfarmance Options x

Visual Effects Advanced Cata Execution Prevention

4

| (@) Turn on DEP for essential Windows programs and services only |

Data Execution Prevention (DEP) helps protect against
darnage frorm viruses and other security threats. How
does itwork?

(2 Turn on DEP for all programs and services except those | select

12 User Account Control Never Notify

Specify whether a user is never notified by the User Account Control.
For each computer, open the User Account Control settings and make sure Never Notify is enabled.

& User Account Contral Settings — [m] x
-~
Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs from making changes to your

computer.
Tell me more about User Account Contrel settings

Always natify

Never notify me when:

®  Appstry to install software or make changes to my
computer

* | make changes to Windows scttings

- @ Notrecommended.

Cancel
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Server or Workstation Tab: Operating System

Row Guidelines Description

13 This step is for computers that are not internally managed by a Windows System Update Server (WSUS).
Verify that Windows automatic update is disabled. Disabling this functionality helps prevent updates that haven't
been qualified by Rockwell Automation from being installed on the workstation or server.

For Windows 10/1, Windows Server 2016 and later operating systems:
1. Open the Run command (Win + R) and enter: services.msc

2. Select the Windows Update service from the Services list.

3. On the General tab and change the Startup Type to Disabled.

4. Restart the computer.

For Windows Server 2012 and prior:
1. For each computer, go to Control Panel > Windows Update and make sure that the update option is disabled.

Windows Automatic Update Is Disabled 2. Restart the computer

:a Vit iy o e e vl acriosrn s

Vo o gk Lglele

14 Verify that the Event Viewer is not showing errors in the logs.
For each computer, go to Administrative Tools > Event Viewer and verify that each log does not contain errors.
2] Eventviewer - O
File  Action View Help
5| 55 HE
{2 EventViewer (Local) FactoryTalk Diagnostics  Number of ev Actions
.V Custorm Views " - : l
v L Windews Logs “F  Filtered: Log: FTDiag; Level: Information; Source: . Murnber of events: 1,147 actory..
Event Viewer Is Not Presenting Errors Application Level Date and Time Source BventiD Taskn || & 0P
Ze:urw 9/1/2020 83436 M FactonyTalk Service 1001 Ope ¥ Cr.
Ses::m 9/1/2020 8:27:29 40 FactoryTalk Ling OPCServer 1001 Ope Irn...
Firwarded Events 8/27/2020 34613 PM FactoryTalk Wiew Studio 1001 (3) cl...
- Applications and Services Lo 8/27/2020 3:46:15 PM - FactaryTalk Wiew Studio 1001 (3) * Fit
CromdStrike 6/27/2020 34611 PM  FactaryTalk View Studia 1001 (3) oo
= gl Bl gEsiiss 8/27/2020 34611 PM FactoryTalk Wiew Studio 1001 (3 Cl...
Harduare Events 8/27/2020 34611 P FactoryTalk View Studio 1001 (3) B
Internet Explarer 8/27/2020 3:46:11 PM FactaryTalk Wiew Studio 1001 (3) @ Fin...
8/27/2020 3:46:11 PM FactoryTalk Wiew Studio 1001 (3 w e

15 NSLookup Resolved

Automation:
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Performance

The Windows Performance Monitor (PerfMon) utility provides a snapshot of the current
performance of a computer. To generate a performance report, do the following for each

server and workstation:

1. From the Performance Monitor utility, go to Data Collector Sets > System > System
Diagnostics and select Start.

v L Monitoring Tools
B Performance Manitar
w [ Data Collectar Sets
3_) User Defined
v Lmy Systern
T Systern Diagnaal

() Perfarmance Monitar - O

'@" File Action  “iew Window Help - &
e 2@ XELE= HE P

QS“?. Perfarmance Marme Type Qutp A

] NT Kernel
DOperating Systerm
[FlProcessar

[ Systern Services
gLuglcal Disk Dirty Test

Trace

Configuration
Configuration
Configuration

Configuration

“F Systemn Perfor

Start

I Configuration

é. Event Trace Sessio
i) Startup Bvent Trac
'ﬁ Reports

Stop

Save Ternplate...

Data Manager..

Configuration
Configuration
Configuration

Confiauration

The system diagnostics procedure takes about 1 minute.
2. Toview the report, go to Reports > System > System Diagnostics.

(%) Perfarmance Monitar

- O X
@‘J File  Action  Miew findow  Help - g
o3 2FXecBm/EEO
(®) Perfarmance Basic System Checks
v [ Monitoring Taals Tests e [— o)
es esu ription
B8 Ferformance Manitor o P
v [y Data Collector Sets 05 Checks Pacced  Checks for attributes of the operating system
3 User Defined o
v [a Systern Disk Checks Passed Checks for disk status
7 System Diagnostics © :
. Checks for state of Security Center related
T Systern Performance Security Center Tests Passed  information.
.-'oi. Event Trace Sessions o
) Startup Event Trace Sessions System Service Checks Passed Checks for state of system services
v E Reparts H Hardware Device and (7] Survey of Windows Management Infrastructure
&, User Defired Driver Checks Passed  supported devices,
v ﬁ'_ Systern

v L[ System Diagnostics Performance

a

&

I PASS01_20200901-000001 I

[ Systern Performance Resource Overview

Component Status

Metwork O Idle 1]

CPU Qe 7%

Utilization Details
Low CPU load.
% Busiest network adapter is less than 15%. &

Basic System Checks

Use the performance report from the Performance Monitor utility to verify the basic system

checks.

Server or Workstation Tab: Basic System Checks

Row Guidelines Description

. Verify that the attributes of the operating system conform to PlantPAx system recommendations.
7 Operating Systems Checks Use of not-recommended operating systems can affect system performance.
18 Disk Checks Verify the status of the disks in the operating system.
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Server or Workstation Tab: Basic System Checks

Row Guidelines Description

19 Security Center Tests Verify system security-related information.
20 System Service Checks Verify the state of system services.

2 Hardware Device Driver Checks

Verify the Windows management of supported devices in your PlantPAx system.

Resource Overview

Use the performance report from the Performance Monitor utility to verify the resources.

Server or Workstation Tab: Resource Overview

Row Guidelines Description

92 CPU (%) Verify that the CPU load complies with PlantPAx system recommendations. )
In a virtual system, the chip set on the host machine (server) can affect CPU capacity.

23 Network (%) Verify that the busiest network adapter is < 50%.

24 Disk (/sec) Verify the operations per second performed by the hard drive.

25 Memory (%) Verify the memory capacity of the server or workstation.

System Architecture Tab

248

Data Servers

Alarm Server (if used)

HMI Server

The System Architecture checklist assumes:

+ Your PlantPAx system was based on sizing recommendations from a PlantPAx System
Estimator project.

See Chapter 1, System Workflow.

«  Your PlantPAx system is operable (for example, the HMI application is running and the
latest operating system patches are installed).

 You have configured the following FactoryTalk software that you need for your
application servers.

FactoryTalk View Application Design

To verify these attributes, use the FactoryTalk® Administration Console or the FactoryTalk®
View Studio software.

_a,' FactoryTalk Administration Console

File View Tools Window Help
iHa ¢

Explorer * a
= 0E Metwark (THIS COMPUTER)

e FTWiewDemo

oo R

20 Servert
rBm FactoryTalk Linx Instance 01
S0 Server2

rBm FactoryTalk Linx Instance 02
=~ . E FTAE
S Tag Alarm and Events

-2 Alarm and Event Setup

> o E HMI
LB HMI Server
=00 System

Action Groups

Policies

Computers and Groups
&5 Metwarks and Devices

Users and Groups

Connections

Perrission Sets

Application EeGIITGTENTLH

CAP NUM SCRL 4
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Server segregation helps optimize performance. To help prevent unpredictable search results,
do not insert a server into the application root path.

IMPORTANT  Each server must be in its own area. This creates a unique path
for each server so that clients don't need to examine every

Server.

Design the system with of future growth in mind. Future growth can affect area names and
how you segregate server by controllers within an area.

To improve performance, place:

« Data servers, alarm servers (if used), and Historian interface connectors on the same
image

« HMI and other application servers on separate images

System Architecture Tab: FactoryTalk View Application Design

Row Guidelines Description
The system supports 10 HMI servers, whether they're redundant or not (you can have 10 redundant
pairs).
The number of servers and how they're configured can impact the speed of system communication.
4 Number of HMI Servers Use the application tree in the FactoryTalk Administration Console and select the project to be
analyzed.
« Reference, identify, and count all HMI servers in your system.
« If a server is secondary, do net add the secondary HMI server to the count.
The system supports 10 Tag Alarm and Event servers, whether they're redundant or not (you can have 10
redundant pairs).
5 Number of Alarms Servers Use the application tree in the FactoryTalk Administration Console and select the project to be
analyzed.
« Reference, identify, and count all Tag Alarm and Event servers in your system.
The system supports 10 data servers, whether they're redundant or not (you can have 10 redundant
pairs). Both FactoryTalk Linx and OPC UA data servers count towards the limit.
6 Number of Data Servers Use the application tree in the FactoryTalk Administration Console and select the project to be
analyzed.
« Reference, identify, and count all FactoryTalk Linx and OPC UA data servers in your system.
Each server must be in its own area. This creates a unique path for each server so that clients don't
need to examine every server before they find the data they need.
Server segregation helps optimize performance. To help prevent unpredictable search results, do net
insert a server into the application root path.
21 FactoryTalk View Studio - View Site Edition (Network Distributed)
File View Settings Tools Window Help
iwHE | neE 0L ROE > e Y
Explorer - HMI Server * I x
=0E Metwork (LOCALHOST)
S1f@ PlantPAx_ HMI
:.we Runtime Security
i [T Scripts
B DATA
7 Each Server Is In Its Own Area Serverl

i = FactoryTalk Linx Instance 01
o0E Server2

i = FactoryTalk Linx Instance 02
[EE e
= §* Tag Alarm and Events

. E] Alarm and Event Setup

SrgE HMI
= 5 HMI Server
System

HMI Tags
Graphics

Legic and Control
Data Log
RecipePro+

- -

System

For more information see, Knowledgebase Technote factoryTalk View SE Area Best Practices.
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FactoryTalk View HMI Servers

Verify that the HMI servers on the PASS comply with system recommendations.
System Architecture Tab: FactoryTalk View HMI Servers (PASS)

Row Guidelines Description

We recommend the use of FactoryTalk® Historian software rather than FactoryTalk View SE data logs to
collect and analyze system data.

To check if data logs are used in a FactoryTalk View SE project, open a Data Log folder in the HMI server.
Verify the data log model is empty.

Note: This guideline applies to standard Data Log Models only. Datal.ogPro (using an embedded or
external InfluxDB database) is supported for PlantPAx.

_Fd FactoryTalk View Studio - View 5ite Edition
File View Settings Tools Window F
imEH& he s O P Al
Explorer - HMI Server * 0 x

8 Uses Data Logging =108 Network (LOCALHOST)
Q-E_@ PlantPax_Hhl
i Runtime Security

Ef2 HMI Server

) System
HMI Tags
Graphics
Logic and Control
Data Log

You can have only 1HMI server per computer.

In FactoryTalk® View Studio software, open Properties for each server and confirm the computer host
name.

Bxplorer - HMI Server = 7% | WMl Server Properties X
08 Network (LOCALHOST)
e PlantPax HMI General Fedundancy Components
=0 Runtime Security

1T Seripts
E DATA HMI Server
E FTAE Description:
& e HM

=1 Hil Server

Systern

Mame:;

9 Dedicated Servers

Camputer hosting the server:
| Passnz |

Startup Trpe
(O on demand (Redundancy will be disabled)
(®) Load and run startup companents when operating system intializes
Projct file {relative to server computar):
‘ C:iUsers|PublicDocuments|RSView Enterprise\SEYHMI Projects\HMI Server ‘

Nurber of displays: 3 Licensed maimum: 250

Cancel Epply Help
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System Architecture Tab: FactoryTalk View HMI Servers (PASS)

Row

Guidelines

Description

Redundancy Status

In the FactoryTalk Administration Console, select the HMI server > Server Status.

Server Status - PlantPAx_ HMIHMIHMI Server -

Server status
Primary server; PAS502

Primary status: I‘ Active I |

Secondary server: PASS03

—
Secondary status: I‘ Sbﬂdb‘fl ‘

Switchover options
() Continue using the secondary server even when the primary server becomes available again

(®) Switch over to the primary server when it becomes available

Server switchover

Click the Switchover button to switch the Active server. The server thatis currently an
standby will become the Active server and the Active server will become the Standby server.

In the verification tool:
« If the status for one server is ‘Active’ and the other server is ‘Standby’, record Synched.

« If you have different results, choose ‘Not Synched" and identify the servers that are ‘Not Synched in
the Notes.

FactoryTalk Alarm and Event Servers

Verify that the alarm servers on the PASS comply with system recommendations.

System Architecture Tab: FactoryTalk Alarm and Event Servers (PASS)

Row Guidelines Description
You can have only Talarm server per computer.
1 Dedicated Servers In FactoryTalk View Studio software, open Properties for each server and confirm the computer host
name.
Use the FactoryTalk Administration Console to select the alarm server > Server Status.
In the verification tool:
12 Redundancy Status « If the status for one server is ‘Active’ and the other server is ‘Standby’, record Synched.
« If you have different results, choose ‘Not Synched" and identify the servers that are ‘Not Synched' in
the Notes
In the FactoryTalk Administration Console, open the Properties for the alarm server and check Enable
History to log alarm history.
Tag Alarm and Events Properties x
General Redundancy Friorties and History
Priorities
Enable server-assigned priorties
Severity Range
Priority Low High
Urgent
High
Mecim S
Low
13 Marm & Event History Norm and Evert Hatory
Enable history
Database definition
| Production Alarms v
Computer name: PASS01
Database name: Production Alarms
Cache file path:
|C “\Program Diata"\Rockwell\Alams |
Log languages
[ Englich (United States), ervUS “|
Cancel Apply Help
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FactoryTalk View Data Servers

Verify that the data servers on the PASS comply with system recommendations.

System Architecture Tab: FactoryTalk View Data Servers

Row Guidelines Description
FactoryTalk Linx supports 2 data server instances on one computer.
14 Max Number of FTLinx Instances on any PASS |In FactoryTalk View Studio software, open Properties for each server and confirm the computer host
name.
. UPC UA data servers should be hosted on a dedicated computer. No additional Data, Alarm or HMI
S Dedicated Server for OPC UA servers should be hosted on the same computer with an OPC UA data server.
Use the FactoryTalk Administration Console to select the data server > Server Status. For OPC UA, select
Properties > Redundancy.
" Redundancy Status In the verification tool:
y « If the status for one server is ‘Active’ and the other server is ‘Standby’, record Synched.
« If you have different results, choose ‘Not Synched" and identify the servers that are ‘Not Synched' in
the Notes
In the FactoryTalk Administration Console, open the Properties for the data server and check Enable
History to log alarm history.
FactoryTalk Linx Server Properties x
General Redundancy Alarms and Events
A [AEnable slarm and event suppart
Priorities
I nable server-assioned priiies
Geverity Range
Priarity Low High
Urgent
High
Medium 251 500
Low [
Alam and Event Histary
Enabls history
Database definition
FTAE 5
Computer name:  510-50L
Database name:  PlantPax
Cache file path
‘c \ProgramD ata\RockwelhAlarms ‘
Log languages:
‘ English (United States), end)5 v ‘
7 Aarm & Event History
FuctoryTalk Lis OPC UA Canmecter 7 *®
=
e - 0=
Soemteeg et
o
P
- e 2 Do Lispens
o Cancel
252
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FactoryTalk AssetCentre Configuration

As a rule, do not to exceed 100 assets over a 12-hour period per agent.

To verify the FactoryTalk AssetCentre configuration:
1. Onthe AssetCentre menu bar, select Help > About.

o, FactoryTalk AssetCentre \;li-
File Edit View Tasks Tools Windnwslm I
DPEH S DB M B Ase Contents Brchive :?
AssetView 3 X & Show Help F1 |
& Design ; Installation Guide
4 fissetCenre; Quick Start
-

2. Inthe Components box, select FactoryTalk AssetCentre Server Features.

About FactoryTalk AssetCentre -
} Factory Talk AssetCentre Waming: This computer program is protected by copyright law and
v. 8.00.00.199 intemational treaties. Unauthorized reproduction or distribution of

this program, or any portion of it, may resutt in severe civil and
criminal penalties, and will be prosecuted to the maximum extent
possible under the law.

(c) 2018 Rockwell Automation Inc.

Components

Component details

Name:

~ | Licensed Asset Capacty: Unlimited
Agent Groups Information | Asset licenses in use

FactoryTalk AssetCentre Server =| Total system assets: 1

Disaster Recovery - Rockwell |

Disaster Recovery - Matoman

Disaster Recovery - Fanuc

Calibration Management

Calibration Management - Remote workstation

Calibration Mananement - Fluke handheld

< " >

Server Licensed to:

Windows User

System Architecture Tab: FactoryTalk AssetCentre (AppServ-Asset Mgmt)

Row Guidelines Description
Licensing determines the allowable number of assets. A base license includes 10 assets.

18 Number of Assets From the Details pane of the FactoryTalk AssetCentre dialog box, verify the number of total system
assets.
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System Architecture Tab: FactoryTalk AssetCentre (AppServ-Asset Mgmt)

Row

Guidelines

Description

19

Number of Disaster Recovery (DR) Assets

Specify the number of controllers that are configured for Disaster Recovery (requires a Disaster
Recovery license).
Select Disaster Recovery - Rockwell in the FactoryTalk AssetCentre dialog box.

20

Number of Agents

Agents are programs that communicate with the FactoryTalk AssetCentre server and perform server
tasks, such as disaster recovery.

By using agents, work is distributed and shared among computers to help spread processing load. View
the number of agents in the bottom-right corner of the FactoryTalk AssetCentre dialog box.

& SYSTEMADMINISTRATOR 3 Connected|

How Often DR Assets Configured to Upload

Determine the frequency that the assets are scheduled to upload.
Enter the number of days between asset uploads from the Schedules > Timing properties dialog box.

Factory Tak AssetCertre

& oeiar | W

& felCa
<1 g
# e A

Loqix5000 PlantPfx Timing Proveries [x]

= LowuL Pari
i [N Mol s o charge s vebss mben o schecub g

=

Sy Time 4 sy 5t 32050
sy da a 1109 |

(7| LestS00fan  Asoi

C==]

FactoryTalk Historian SE Configuration

Verify that the following FactoryTalk View Historian SE design attributes comply with system
recommendations.

System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines Description
Verify the number of points that are in use.
To view the number of points on the FactoryTalk Administration Console dialog box, go to System >
Connections > Historical Data and select the Historian SE server.
ra FactoryT alk Administration Console
Gipiore 51| Production Histarian - Historian Server Connection Properties |10 |-
22 Points In Use g M TR P st
'g__s:"::‘ . Inertace Type Feints in Lse Limt
FRon-oraup Fockwel 7 0
i :: Ei:::lm and Groups Gensrdl 0 o
5 Nebworks and Devices ez Type Alacation Poinls in Uss Limt
% ) Users and Groups | Em T = -
= 0 Connections I
& 1 Databases
=] Historical Dats
= § Production Historian
& FTLD1
The limit depends on the points in use and the license limit.
23 Points Limit This value sets a benchmark that can be compared to future server results. The comparison can
identify a potential issue with too many points per license.
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System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines Description
Verify the scan rate that is used in FactoryTalk Live Data to send controller information to the Historian
server. This information can be viewed with Point Builder in Pl System Management Tools or using the
FactoryTalk Historian SE Excel Add-in tool.
From Excel, on the Pl Builder tab, select Pl Points > All Points and select all columns.
The column that is labeled Location 4 is an integer that is used by many interfaces to specify the scan
class of the Pl Paint.
24 Fastest Scan Class :
The Pl Interface Configuration Utility defines time period of each class number. For example, the FTLD1
interface contains 10 scan classes in terms of seconds.
BB Frintartuce Confiqurstion Liikty - FTLOWt] o ®
J_;.-'wu H:»‘ aRE Ae
I::" %“DH“.%S:‘OHM|«MY¢IHEMI "nwwlr;“;‘%:';i:
Bscagtion: sl FTLD rindace comated by Fat FIH corian v " L‘::;
oy [T PGB “iind e s
Typically, a scan class of 1second is sufficient. Some tags can require a scan class of 0.5 seconds.
Exception reporting and compression reporting for tuning parameters are important for data collection
and server loading.
25 Number of Interfaces Specify the number of FactoryTalk Live Data interfaces in your Historian configuration.
Buffering is recommended to maintain data collection in the event the connection to the server is lost.
@ Euffering Manager — m] X
File View Help
Buffering Manager
Configuration, monitoring, and troubleshooting of buffering
Global
P @ Global Buffering Status Plmessages ©
26 Buffering Enabled and Running There ere noreporied fssucs

Settings
p 0.0 seconds estimated buffer capacity

f all connections are severed, estimated time until data loss

P Oeventsin queue
Total queued events for all servers

p 0 total events sent
Total queued events sent for all servers

Logical Servers
Select a server below for more detailed information
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System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines

Description

27 Unit Fail Over Enabled and Running

On the Interface Configuration Utility, verify that failover is configured properly.

W Enable Unilnt Failover " Phase 1 (¥ Phase 2

Failver 1D 8 for this instance: [T [WPASEOZANFTLDInG

|\\PAS SO2BAFTLDIk

Failoveer IDH of the other instance: ‘2

X‘ Browse |

[ Do not failever when bath interfaces lose connection to Pl
™ Failover control tags are unsolicited [not scan based)

Rate at which the heartbeat point i updated/checked:  |5000 miliseconds

UFD Type:

Synchranization File Path:

[HOT "+ [WpassD1\FTHSE Failover\FTLDInt_FTLD_1.dat

Browse

Status ‘ Tag

‘ Endesc ‘ PointSource A

Mot Created ASIHO-FTLDInt_1_FTLD_UFO2_ActivelD
Mot Created ASIHOT-FTLDInt_1_FTLD_UFOZ_Heartbeat_1
Nat Created ASIHAT-FTIDIAE 1 FTID TIFN? Heartheat 2
<

[UFDZ_ActivelD]  FTLD

[UFDZ Heattbeat1]  FTLD

NIFN? Heartheat?1  FTIN 4
>

Verify that a collective is properly configured in a redundant Historian systems

% Pl Callective Manager (Administratar)

File  Edit Help

Collectives

Collective Mame: |ASIHO1

Collective 1D:

5 ASIHO1 Description:

asih01 PlantPéx Rockwelld,
utomation.com

|h424?833-ld??-41 E4-aaal-28370007(bfc ‘

i H Last Configuration Status:
28 Collective Enabled and Running e T (67 Sen 2020181927 |  [Good |
i [#
e
ASIHOZ asih01

PASS Tab

The PASS tab records details about the HMI elements in your application.

IMPORTANT

Make a copy of this worksheet for each PASS in your system.

To verify your FactoryTalk® View Site Edition (SE) HMI design elements, use the Rockwell
Automation Graphic Audit Tool. The audit tool analyzes exported HMI displays. The PlantPAx
Graphic Audit Tool can be found from the Product Compatibility and Download Center at
rok.auto/pcdc under the PlantPAx Tools release, specifically for the PlantPAx Verification

Checklist Tools download.

Before you run the audit tool, export the HMI application graphic files to an XML format. Then

run the audit tool on the XML file.

Field Description

Application

SE - Network
SE - Local
ME

Click SE - Network

Name

The Name and Area Name are used only to generate Data

Area Name (for example, Brewing/HMI)

Client XML files and are not used in the audit operation. See
Graphic Audit Tool Help.rtf file in the zip file for more details.

Create file of expressions and commands found

Create file of global objects found

To create the respective files, check the boxes.

Data Client

Create files for Data Client tool
Total tags

Unique tags

To enable Create files for Data Client, check the box, and
then select Unique tags.

Folder that contains graphic XML files to perform

audit operations on

Click Browse ('..." ellipsis) to select the directory
path where you exported your graphic XML files.

Audit type

Choose PlantPAx from the dropdown menu. This choice
uses rules that are specific to the PlantPAx system.
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v Cimsis fle of axpoecsions and commands found
¥ Create fle of ghobal abiects found
- Fokder that contant graphic <ML fles to perdoim sudt opsstons or

s name oo BesmraHMIE
s

W Cicale fles for D ata Chent inol

C adian

[Chcheckiat dsplys e
Mok |
Urigue s Globdl | Di e

Graphic Hame Totel Tage | oot Erpresiions [ . Tﬂw m

The process displays are listed in the Results pane.

® Sraphic Audit (Version 1.11) el
Applcatior: Aaea name [e.g Brevwing HMIE
" SE-Metwetk. " SE -Local " ME }g,,,
Mame:
FlariFéx Dista Clert
1 ¥ Canate fes bor Diata Chert hool
[+ Coeale B of ewptessions and commends found  Tolaltags & Uni
7 Crzae s of gobal objects lound i
| Folder thal contains graphic HML fles to perfom audt or
[row * |
. Urigue | Al Ghobal | Display Muliple | Cache Alter | Ahways
(Graphic Hame Total Tage o Em.Fm Oibiects Tipa g:ﬂs Runing | Displaying | Lipdating
PF) Buttoer: [1] [} [ [] 0 replace 1 lake lalse )
LAPP Display 1550 m2 3] ] 56 raplace 0.25 lalse lalse [
PP Motoes a7 1584 107 0 97 replace 1 lalse lalse [
APF|PID B 568 518 o 32 replace 1/ falie falz Falzn
APF] Tank &7 E 4 o 1/ replace 1 fake [ER] Fabom
PP Tank2 25 iE] 1 ] 1 replace 1 ke iCE (F)
4P| Tank3 k1] 13 15 o 2 replace 1/ lalse lalse [
APF] Valves BED 45 ™ L] 22 replace 1 lalie falss Falsm
| indi [FRAME| P1F Description 0 0 0 U} 01/ replace 1/l fadsz Fabse
Color-coded cells indicate R Ty . . : 2 Fin T To—tr
threshold issues | PP PEacdet 9 E 15 ] 5 replace 1 ke ldze lde
N IFRAME| P1F Help 0 0 (] 0 0 replace 1 lake false False
P HButor8ae [ [ [ [} 0 aveday 1 lakse false [
P11 Home 0 i [ 0 0 replace 1/ lakse Ialse [
TOTAL = N 3 87 [ 210

These quidelines apply to HMI applications developed via FactoryTalk View SE software. Make

sure:

The FactoryTalk View SE system is correctly installed and configured (software version,

operating system, computer requirements) according to the PlantPAx system
characterized architecture.

ISA-101.01-2022 standard.
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Design the FactoryTalk View SE system to accommodate future additions.
Develop your HMI displays using recommendations and best practices from the ANSI/
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PASS Tab: FactoryTalk View SE (HMI)

FactoryTalk View SE System

Verify that the HMI server attributes comply with these recommendations.

Row Guidelines Description
4 Number of Displays The total number of displays does not exceed the display license.
Total Tags on Server
5-10 Unique Tags Verify that there are no warnings or errors from the Graphic Audit Tool. Consider simplifying any
Expressions displays with warnings or errars.
Global Objects
For display settings, specify:
Display Settings « Display Type = Replace
Display Type « Display Cache =No
1-16 Display Cache « Always Updating + not checked
Aiways Updating
Graphic Update Rate Verify that the update rate is within recommendation of 0.5 seconds. Any faster rate has a possible
impact on the server and controller.

FactoryTalk Alarms and Events Server

There are two possible types of alarms on the PASS:
» Server Tag-based alarms
» Logix Tag-based alarms

Server Tag-based Alarms

Server Tag-based alarms that are defined within the FactoryTalk Alarms and Events server
(default for 4.6 or earlier PlantPAx system releases that are using the 4.1or earlier Library of
Process objects.)

The FactoryTalk Alarm and Event Setup dialog box provides the data.

o PlantP2xDCS
: Batch Area | Alarm and Event Setup - RNA://SGlobal/PlantPAxDCS/FTAEArea/FTAE i = X
=] FT.
S _FTAE 1l Iy || B AL e
A= Alarm and Event Setup
& HTServerares Messages Tag Update Rates
B OPCArea oy Tme | pl
E RSLEArea
E RSLEAreal CLLA‘W;A‘ Name a Use Type Input Tag =
E RSLEAread =L U nsti AlamlwaysON Yes Digtal AlamélwaysON
E RSLEAread CLX13 PC1_EM_125. T Yes Digital SRSLEArzad: [CLR1 3Prag
B RSLEAreas CLK13 FCT_EM_125.T... Yes Dighal JRSLEArsad:[CLX1 3Prog
0 System CLXI3 FCT_EM_125.T... Yes Digtal JRSLEAread: [CLX1 3fProg
Action Groups CLX13_PCT_EM_125T... Yes Digtal /RSLEAread: [CLX13IPiog
Policies CLX13_PCT_EM_125T... Yes Dighal JRSLEAread:[CLX13Pra
Cornputers and Graups CLX13_PCI_EM_125.T... et Digital /RSLEArsad: LY 3Prog
& Networks and Devices CL13_PCT_EM_125 T... Yes Dighal JRSLEArsad: LY 3Prog
Users and Groups CLX13_PCI_EM_125T... Yes Digtal JRSLEAread: [CLX1 3Prog
Connections CLX13_PCT_EM_125T... Yes Digtal /RSLEAread:[CLXT3IPiog
Permission Sets CLX13_PCT_EM_125T... Yes Dighal /RSLEAread: (LY 3Prog
CLX13_PCI_EM_125.T... et Digital /RSLEArsad: LY 3Pro
CL13_PCT_EM_125 T... Yes Dighal JRSLEArsad:[CLX1 3Prog
CLX13_PCI_EM_126T... Yes Digtal JRSLEArad: [CLX1 3Frog
CLX13_PCT_EM_125T... Yes Digtal /RSLEAread: LT 3IPiog
CLX13_PCT_EM_125T... Yes Dighal /RSLEAread: [CLX13Pro;
TRt R o e e
Alartes - 1537 items | Default max shelve time: 480 Hinutes
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Ee PlantPaDCS

Tags - 15805 tems

Logix Tag-based Alarms

B Batch Area ] Alarm and Event Setup - RNA://SGlobal/PlantPAXDCS/FTAEATea/FTAE T e
£ 5 FTAESrea
= FTAE H L e
E] Alarm and Event Setup =
B HMIServertrea All Alarms MEssagEs
E OPCArea Update Rate  Tag Name
E RSLEArea z /RSLEAread:[CLX1 3Progran:PC1_EM_125 Tw_ALM_P_AINT Alm_Fal
E RSLEAres2 z /RSLEAIead:[CLX1 3Progran:PL1_EM_125 Tw_ALM_P_AINT Alm_Hi
E RSLEArea3 z /RSLEAisad:[CLA1 3Program PL1_EM_125 Tw/_ALM_P_AINT.Alm_Lo
E RSLEAread z /RSLEAisad:[CLA1 3Program PE1_EM_125 Tw_ALM_P_AIN1.Clg_FalSeveily
E RSLEAresS z /RSLEAisad:[CLA1 3ProgramPL1_EM_125 Tw/_ALM_P_AIN1.Clg_HiSeveity
G System z /RSLEAisad:[CLA1 3ProgramPE1_EM_125.Tw_ALM_P_AIN1.Cfg_LoSevery
Action Groups z /RSLEAisad:[CLA1 3ProgramPL1_EM_125.Tw_ALM_P_AIN1.Fail Cig_MaxShelT
Policies z JRSLEAead:[CLA1 3ProgramPL1_EM_125.Tw_ALM_P_AINT.Fail Com_AE.1
Computers and Groups z JRSLEAead:[CLA1 ProoramPC1_EM_125. Tw_ALM_P_AINT.Fail Com AE.10
£ Networks and Devices z JRSLEAead:(CLA1 3ProgramPL1_EM_125.Tw_ALM_P_AINT.Fail Com AE.11
z JRSLEAead:(CLX1 3FrooramPC1_EM_125. Tw_ALM_P_AINT Fail Com AE.4
Users and Groups 2 JRSLEAeat:[CL41 3PrograntPC1_EM_125.Tw_ALM_P_AIN1Fail Com_AE.5
Connections 2 JRSLEAreat::[CLX1 3ProgramPC1_EM_125. Ty/_ALM_P_AIN1.Fail Com_AE.7
Permission Sets 2 JRSLEAread:[CLX1 3Program PC1_EM_125 Tw/_ALM_P_AINT Fail Com_AE.&
z JRSLEAread:[CLX13ProgramPC1_EM_125.Tw_ALM_P_AINT.HiCfg_MaxShelT
z JRSLEAread:[CLX1 3ProgramPC1_EM_125 Tw/_ALM_P_AINT.HiCom_4E.1
z JRSLEAread:[CLXT 3ProoramPC1_EM_125. Tw_ALM_P_AINT.HiCom_4E.10
2z /RSLEAIEad:(CLA 3IProgran: PL1_EM_125.Tw_ALM_P_AINT.HiCom_AE.11
2z /RSLEAIEad:(CLA1 3IProgran PL1_EM_125.Tw_ALM_P_AINT.HiCom_AE.4
2 /RSLEArEa:(CLX1 AProgran: PL1_EM_125.Tw_ALM_P_AINT.HiCom_AE.5
Default 2 - | Seconds

Logix Tag-based alarms are configured in the Logix Designer software and stored in controller
memory. They are processed directly by the FactoryTalk Linx data server and do not require a
Tag Alarms and Events server. This alarm type is used by version 5.0 and later of the Process

Objects Library.

To determine the number of Logix tag-based alarms:

1. In Logix Designer, export the alarms for each of the controllers with a defined shortcut
on the FactoryTalk Linx (Instance 01) data server.

2. Open the export file in Excel and filter on Use = True to total the number of in-use
alarms. Record this value in the appropriate row in the Checklist spreadsheet. Repeat
these steps for FactoryTalk Linx (Instance 02) if necessary.

T

-

Tools | Window  Help
Options...
Security

Q% Documentation Languages...

Import
Export

EDS Hardware Installation Tool

Motion

Monitor Equipment Phases

Plug-ln Manager...
Custom Tools...

ControlFLASH Plus

T I TSCRFTE CWTETIT TATm IntllTen | TRID

& (a0
_|
'Favorites Add-On
3 Tags and Logic Comments... m
Component...
Alarms...
- Alarm Definitions...
Instruction Usage... 1]

m_|OFault| TRIP P_DISCRETE_INPU

m_IOFault| TRIP P_DISCRETE_OUTE
m_OnFail | TRIP P_DISCRETE_OQUTE
m_OffFail | TRIP P_DISCRETE_OQUTE

b NISCRFTE OUITE

3. Verify that the alarm server attributes comply with these recommendations.

PASS Tab: FactoryTalk Alarms and Events

Row Guidelines Description
16 Rllgrrnrggratr)]deEevrgstrsgag-based Narms (FactoryTalk The FactoryTalk Alarms and Events server supports 20,000 Server Tag-based alarms
. Informational field provides a total number of items on the Tag Update Rates of the

7 Total Items (Server Tag-based alarms only) FactoryTalk Alarm and Event Setup dialog box

| Update rate recommendation is greater than or equal to 1second. Default is 2 seconds to help
18 Fastest Update Rate (Server Tag-based alarms only) reduce load on the system.
19 ?rlm%sdaastsaoscgﬁ? m;‘ geﬁggiezag;bﬁls;ga%ag ?:S%r:s The alarm server references the data server that is hosted on the same computer. Move non-

the alarm server compliant alarms to the appropriate alarm server associated with the data server.
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PASS Tab: FactoryTalk Alarms and Events

Row

Guidelines

Description

20

Instance 1)

Number of Logix Tag-based Alarms (FactoryTalk Linx

FactoryTalk Linx instance 1 supports 15000 Logix Tag-based alarms

20

Instance 2)

Number of Logix Tag-based Alarms (FactoryTalk Linx

FactoryTalk Linx instance 2 supports 15,000 Logix Tag-based alarms

22

total of previous 3 rows)

Total Alarms (Server Tag-based + Logix Tag-based; sum

The total number of alarms does not exceed 30,000 per PASS

Generate the FactoryTalk View Report

The FactoryTalk View Report can automatically generate some of the required data for the
PASS and Controller worksheets. Use the following steps to configure and generate the report.

IMPORTANT

The provided global abjects, display files, and images in the checklist file must be installed in the HMI before
printing the report. The display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png, icon_red.png
Global object: (RA-LIB) Report.ggfx
Displays: (RA-LIB) Report RSLinxE.gfx, (RA-LIB) Report Controller.gfx, (RA-LIB) Report Controller 5x80.gfx

The files needed to generate the report can be found in the Product Compatibility and Download Center at
rok.auto/pede under the PlantPAx Tools release, specifically for the PlantPAx Verification Checklist Tools
download.

260

1. For each controller, select the appropriate diagnostic Add-On Instruction. Diagnostic
Add-On Instructions are available in the Library of Process Objects. This library can be
downloaded from the Product Compatibility and Download Center at rok.auto/pcdc.

Use the following guidelines to determine which instruction to use.
- If the controller is from the 5x70 family, use the L_CPU instruction.

- If the controller is from the 5x80 family, use either the L_CPU_5X80 instruction (4.1
library and earlier) or the raP_Dvc_LgxCPU_5X80 (5.0 library and later).

- If the controller is a 5590 Process Controller, a library object was not available at the
time this document was published for the PlantPAx v5.50 release.

2. For each controller, import and configure the appropriate Add-On Instruction. Verify
that the instruction's tag is controller-scoped and named “L_CPU" for the L_CPU or
L_CPU_5X80. If the raP_Dvc_LgxCPU_5X80 is used the tag name must be
“raP_Dvc_LgxCPU".

3. Theinstruction must have Data Collection enabled from the maintenance tab on the
faceplate.

See Rockwell Automation Library of Process Objects, publication PROCES-RM200 for
more information on L_CPU, L_CPU_5X80, and raP_Dvc_LgxCPU_5x80 Add-On
Instructions.

4, InFactoryTalk View Studio, go to Global Objects file (RA-LIB) Report and select the Show
Data Server and Controller Report Displays button.

.’2 FactoryTalk View Studio - View Site Edition [Metwork Distributed) - m] X

File Edit WView Settings Objects Arrange Animation Tools Window Help

EHe D2 0L A s YA PRABERRFQAQOCE@RIES =T b

Explorer - HMI Server a0l [ (ra-lib) report - /PlantPAX_HMI//HMI (Global Objects) X
A

2fE HMI Server

B

a
Systern (ra-lib} report - /PlantPlx_HMI//HMI (Global Objects)
LB Cormand Line

HMI Tags n n ]

Graphics
= Displays -
.- B Graphic

- B Maotors

- B R&_APP_Display
J Global Objects

i =B dra-lib) report

Show Data Server
and Controller -
Repaort Displays
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Copy the Global Object button and paste on to desired display.

Select the button and open the Global Object Parameter Values.

Under Tag on the Global Objects Parameter Values dialog box, click Browse (ellipsis "...")
browse to select a controller shortcut.

W7 Global Object Parameter Values X
Mame: Value Tag Description |
1 |#1 [ +se kst Shorkeut 7 =
z_|#2 +|2nd shartcut & Tag Browser
3 |#3 = |3rd Shorbeut Select Tag
; :; = ;E ESEEE [ Folders Contents of #Area/D ata::LGKCOT/Onine/D4S0100
L] . Bth Short
7 P T A || Mame BccessRights  Description A
s = Chshetoy o Eg?:}?”ﬁ & AckDe.  Readrite
- Shrteu !
10 #in |/ 10th Shorteut 3 E300 Faultcod & bckFal  Readiiite
& FI0T D & Aokt Readiiite
o Friol & Ack_ID..  ReadWirite
0 F0lA & Alm_Fal  Readirite
23 FM100 & #m Do Resdwiite
o3 FoTI00 & Blmint.. ReadWrite
3 FTi00 & Am 10, Readirite
2 {2 FT100_Dve & cfgDe. ReadiWiite
£ Pme, & cfg_De.. ReadWrite
(22 GRPMTRI00 & CfgDe. ReadWiite
(2 GRPMTRIO0) | & Cfa De. Readirite
(0 GRPMTRIO | & Cfg Fail  ReadWrite
(20 GRPMTRIO0I v || & Cg_int.. ReadiWrite
< > v
Refiesh All Folders | Taa fiker: v‘
Selected Tag
H /ireasD atan[LGKCM ]Imsmuu ‘
Home area /DATA
[ oK | [ camed [ hep |

process for FactoryTalk Linx Instance 02 if necessary.

B Global Object Pararmeter Values

Nlame Yalue Tag Description
1 |#1 4jAreafData: [LGRCOL]H +++ |15t Sharkcut
2 |#2 2nd Shorkcut
3 |#3 Srd Shortcut
4 |#4 4th Shorteut
S |#5 Sth Sharteut
6 |#6 Bth Shorteut
7_|#7 7th Shorteut
g |#8 Bth Sharteut
9 |#3 Sth Shorteut
10 |#10 10th Shortcut
<
Cancel Help
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8. Enter a shortcut path. Use the syntax {/Area/Server::{Shortcut]}. Repeat until all
shortcuts from FactoryTalk Linx Instance 01 are added. Add a new button and repeat
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262

Controller Verification.

Use the information in this
section to complete the Checklist.

9. RunaFactoryTalk View Client session and click the Show Data Server and Controller
Report Displays button to generate a report.

[==l=]

(RA-LIE) Report RSLinkE - /PlantPAx//Area
Data Servers
Press to Show =
Controller Shortcut Controller Path Shortcut Hotes
Report Display
Jarea/Data:[LGXCO1] |RSLogic 5000 Erulator in slot 2 of the virtual backplare
Jarea Data:[PlantPax ] [RSLogx 5000 Ernulator in slot 3 of the virtual backplane
Jtrea/Data:[LGXCOLR] | RSLoghk 5000 Emulator in slot 4 of the virtual backplane
Jarea/Data[PlantPaxB] [RSLogix 5000 Ernulatar in slot S of the virtual backplane
Virtual Hemory 559172
# Polled Aug Packets Avg Packet
HNotes
Controller Shortcut Data ltems | _per Second 5 Time Results
fAres/Dataz[LEXC01] 3 g a «
» firea/Dataz[PlantPax] 25233 75 2 o
fArea/Data:[LGXCO1E] o 2 o 4
férea/Data:[PlantPaxB] 25230 2 0 4
Press to Refresh Totals 50466 13 2
Hame: Signature: Date:
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FactoryTalk Linx Data Server

For each shortcut, verify:
PASS Tab: Data Server (FactoryTalk Linx Instance 1and Instance 2)

Row Guidelines Description

Select Yes or No to indicate if the Data Server is in use. If yes, then record the memory usage
(MB) from the computer's task manager. PlantPAx recommends the memory usage of each
instance of FactoryTalk Linx not exceed 3,000 MB.

[ Task Manager - B X
File Options View
Processes Performance Users Details Services

19% 47%
Name Status CPU Memory
) EIPCommissionWebSer (32 bit) 0% 146MB  *

@) Event Client Multiplexor (32 bit) 0% 5.4 MB

@) Event Server (32 bit) 0% 3.0MB

[ FactoryTalk Activation Daemen (32 bit) 0% 20MB

23& 37 | Memory Usage [ FactoryTlk Dingnostcs Reader (32 bif v 100me

[&] FacteryTalk Historian Agent (32 bit) 0% 1.9 MB

~ [ FactoryTalk Linx Instance2 OPC Runtime Service (32 bit) 0% 493 MB
% FactoryTalk Linx Instance02 Service

@ FacteryTalk Linx Net Browser Manager (32 bit) 02% 321MB

v [&] FactoryTalk Linx OPC Runtime Service (32 bit) 0% 67.9 MB
4 FactoryTalk Linx Instance01 Service

[#:] FactoryTalk Linx Security Server (32 bit) 0% 1.9MB

@ FactoryTalk Linx Services (32 bit) 0% 31.6 MB

. FactoryTalk Linx Services (32 bit) 0.5% 31.5MB

@ FactoryTalk Linx Services (32 bit) 0% 30.9 MB

Fewver details End task

24-50 | Number of Polled Data Items The number of tags that are polled from the controller.

If your controller consistently exceeds the recommended maximum average packets per
second, it's possible your controller is overloaded. Consider reducing the number of HMI data
points that are referenced by your HMI displays from that controller. You can also change the
display update rate if you're experiencing performance issues.

The average packet response time of messages to the controller.

If your average packet response time consistently exceeds 200 milliseconds, then it's possible

that your communication adapter has a potential bottleneck. Consider the following

troubleshooting guidelines if your performance isn't satisfactory:

« Examine your network architecture and network hardware. You could be exceeding your
switch capacity or capabilities that can cause slow network performance.

« You could be using an outdated communication adapter in the path to your controller. Or,
you could be exceeding the capabilities of the communication adapter.

24-50 | Average packets per Second

24-50 | Average Packet Response Time
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FactoryTalk Linx OPC UA Connector
PASS Tab: FactoryTalk Linx OPC UA Connector

Row Guidelines Description

. The OPC UA connector should be hosted on a dedicated computer with no other servers (HMI,
51 Using OPC UA Connector Alarm, or Data) present.

The OPC UA server shouldn't have more than 20 OPC UA connections.

FactonyTal Lin 08 UA Carector 7

fgp Comeckn Setegs DPCTIA (Frmary) | GPCOTH (Saconden)

OPC LA, Servars

Fxbadarsy
| Ry e
= A Gereral
= OPCUA e

Corchgurn ot Hama
Pt S o

B o

Descrpion [opsanaly

Pl T

(0] Dbt Enspert Lo,
. e ws 1 Uthie the s URLL i primary et
52 Number of OPC UA connections s i % st s
L N:-‘ - A Bty
i
Secuty Mode
Norw
E'?Q“—[:, veld e orewior Rirel Jol)

& docept Incoming Carbicets macmatoaly

4 St ertemen Semrgn

TR o s

™ tock | [ Cunest
The OPC UA server shouldn't have more than 50,000 active tags.
FactargTak Lins 08 LA Conractor E] 0
iy Compecte Setos Fioed Time Dagnossica
e, |
O My T pre Mg Taggmes Smend Eod iy Tan
BENE | e —
53 FactoryTalk Live Data Active Tags | rona || 92
o
o
o Ay Cancal
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PASS Tab: FactoryTalk Linx OPC UA Connector

Row Guidelines Description
The OPC UA server shouldn't have more than 50,000 tag updates per second.
b4 FactoryTalk Live Data Active Tag Updates/sec R
Determining the number of Alarms and Conditions for each OPC UA server that is configured in
the connector. Each connection that is counted in Row 52 must be reviewed individually as
55 Total OPC UA Alarms and Conditions

specific configurations of OPC UA servers can vary. The sum total of all alarms and conditions
across all connected OPC UA servers shouldn't exceed 5000. Consider reducing the number of

0PC UA alarms and conditions if there are more than 5000 total across all OPC UA servers.

Pass Tab: DataLogPro

Row

Guidelines

Description

56

Total DataLogPro tags

The total number of tags configured in DataLogPro should not exceed 50,000.

Controller 5590 Tab

The Controller tab records controller properties.

IMPORTANT  Make a copy of this worksheet for each 5590 controller in your

system.

To gather information for the checklist, you can use the FactoryTalk View report, see Generate
the FactoryTalk View Repart.

Select the button shown in the following display to view the Controller Report Display.

Press 1o Shiny
Controller Shortcut Controller Path Shortcut
Report Display
Jirea/Data:LEocn ] [RELog: 5000 Emulator in d ot 2 of the virual beckplarjs I <+—

JhreafDatas[FlantPes] [RiLog: S000 Ernulator in slat 3 of the virtus backplane |

Sarea/Data[LEXC0LE] (FELogx S000 Ermulator in slot4 of the virtuzl backplarng: |

SareaDatac[PlantPaxB] |FELog: 000 Emulator inshot'S of the vimua backplarng: |
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Controller 5590 Tab: Properties

Controller Properties

Verify that the controller properties comply with these recommendations. 5590 now supports
front-port crossloading. For best performance, enable Front Port Crossload and Front Port

Crossload Security.

Row Guidelines Description
4 Shortcut Keep the shortcut, ACD file reference, and controller name similar (intuitive).
5 Firmware Verify the firmware revision.
6 Module The controller is indicated as available in the PSE. .
The controllers in the PSE have been characterized for use within a PlantPAx system.
1 Redundancy Indicate whether you're using a redundant controller (Yes/No).

Controller 5590 Tab: CPU Use

CPU Use

Verify that the CPU use complies with these recommendations.

Row Guidelines Description

8 Logix Engine At least 25% free for Redundant controllers. No restriction for simplex controllers.
9 Communications Core At least 40% free.

10 Packet Processing Engine At least 25% free.

Controller 5590 Tab: Faults

Faults

Verify that the fault handling complies with these recommendations.

Row Guidelines Description
Number of minor faults that have occurred within the controller.
| Minor Faults Count After clearing the minor faults, monitor for a period of time (at least several controller scans)
before reverifying.
Whether a task overlap occurs.
A task overlap must be resolved. Use the predefined task model in the process controller or
12 Task Overlap

simplify the program.
Lengthening the period or raising the relative priority of important tasks disables the
predefined task model in a process controller.

Controller 5590 Tab: Capacity

Capacity

Verify that the controller capacity complies with these recommendations.

To verify controller capacity, open the controller application file in Logix Designer. Go to
Controller Properties > Capacity tab.

Row Guidelines Description

13 & 14 |[Program Memory (blocks) Reserve at least 20%.

15816 |Nodes Reserve at least 20%.
266
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Connections

Verify that the total number of connections is 75% or less of the controller maximum.
Controller 5590 Tab: Connections

Row Guidelines Description

Total number of connections includes:
1/0

Produced tags

Consumed tags

Messages

Incoming

Unconnected buffers

Message cache

17-25  |Total 1/0

Time Synchronization

Verify that the controller is configured for time synchronization.
Controller 5590 Tab: Time Synchronization

Row Guidelines Description
26 Controller is time synchronized Denotes if the controller is configured for time synchronization (Yes/No).
Task Structure

Verify that the controller program uses only periodic tasks.
Controller 5590 Tab: Task Structure

Row Guidelines Description

Use only periodic tasks and remove any unused tasks
The process controller enforces 4 periodic tasks: Slow, Normal, Fast, and System.

21 Only periodic task used

Controller Alarms

Verify the number of controller alarms.
Controller 5590 Tab: Controller Alarms

Row Guidelines Description

; ~ B The total number of Logix Tag-based alarms (both IN-USE and NOT) stored in a controller
28 ltr)]tda:\l%wber of Logix Tag-based alarms (both IN-USE shouldn't exceed 20,000. See Logix Tag-based Alarms on page 259 to determine the number
of alarms on a controller.

The total number of Logix Tag-based alarms (IN-USE only) stored in a controller shouldn't
29 Total number of Logix Tag-based alarms (IN-USE only) | exceed 20,000. See Logix Tag-based Alarms on page 259 to determine the number of alarms
on a controller.
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Controller 5590 Tab: OPC UA

Row | Guidelines Description

The total number of OPC UA nodes/sec should not exceed 50,000. OPC UA nodes/sec diagnostic data is available via the controller webpage.
Minirnize Module Diagnostics OPC Unified Architecture Diagnostics
m Horne
Faults OPC Unified Architecture zerver diagnostics

mTasks Currently uzed nodes 10000

30 Tota| []PC UA nodes/ ﬁ Diagnostics Maxirnurn nurmber of nodes 15000

Sec Module Diagnostics Current nodes per second 0 nodess

OPC Unified Architecture Diagnostics
EtherMet/IP Ouarviaw

Metwark Settings

Application Connecdcions

Bridge Connecdtions

Ethernet Statiztics

Copyright @ 2022 Rockwell Autarnation, Inc All Rights Reserved,

Controller 5x80 Tab

Controller 5x80 Tab: Properties

The Controller tab records controller properties.

IMPORTANT  Make a copy of this worksheet for each 5x80 controller in your
system.

To gather information for the checklist, you can use the FactoryTalk View report, see Generate
the FactoryTalk View Repart.

Select the button shown in the following display to view the Controller Report Display.

Press o Shiny
Controller Shortcut Controller Path Shortcut

Rispiort Display
JhreafData:|LGxCol] |RiLog: 5000 Ermulator in ot 2 of the virtual backplarj= I I <4—

JareafDatas[Flantes] [Rilog: 5000 Ermulator in slot 3 of the virtusl backplange

Sarea/Data[LEXC0LE] (FELogx S000 Ermulator in slot4 of the virtuzl backplarng: |

SareaDatac[PlantPaxB] |FELog: 000 Emulator inshot'S of the vimua backplarng:

Controller Properties

Verify that the controller properties comply with these recommendations.

Row Guidelines Description
4 Shortcut Keep the shortcut, ACD file reference, and controller name similar (intuitive).
5 Firmware Verify the firmware revision.
6 Module The controller is indicated as available in the PSE. .
The controllers in the PSE have been characterized for use within a PlantPAx system.
7 Redundancy Indicate whether you're using a redundant controller (Yes/No).
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CPU Use

Verify that the CPU use complies with these recommendations.
Controller 5x80 Tab: CPU Use

Row Guidelines Description
. . At least 25% free for Redundant 5580 controllers. Non-redundant 5x80 controllers can utilize
B Logix Engine up to 100% of the Logix Engine.
9 Communications Core At least 40% free.
10 Packet Processing Engine At least 25% free.
Faults

Verify that the fault handling complies with these recommendations.
Controller 5x80 Tab: Faults

Row Guidelines Description

Number of minor faults that have occurred within the controller.
1 Minor Faults Count After clearing the minor faults, monitor for a period of time (at least several controller scans)
before reverifying.

Whether a task overlap occurs.

A task overlap must be resolved. Use the predefined task model in the process controller or
12 Task Overlap simplify the program.

Lengthening the period or raising the relative priority of important tasks disables the
predefined task model in a process controller.

Capacity

Verify that the controller capacity complies with these recommendations.

To verify controller capacity, open the controller application file in Logix Designer. Go to
Controller Properties > Capacity tab.

Controller 5x80 Tab: Capacity

Row Guidelines Description

13 & 14 |Program Memory (blocks) Reserve at least 20%.

15816 |Nodes Reserve at least 20%.
Connections

Verify that the total number of connections is 75% or less of the controller maximum.
Controller 5x80 Tab: Connections

Row Guidelines Description

Total number of connections includes:
1/0

Produced tags

Consumed tags

Messages

Incoming

Unconnected buffers

Message cache

17-25  |Total I/0
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Time Synchronization

Verify that the controller is configured for time synchronization.

Controller 5x80 Tab: Time Synchronization

Row

Guidelines

Description

26

Controller is time synchronized

Denotes if the controller is configured for time synchronization (Yes/No).

Task Structure

Verify that the controller program uses only periodic tasks.

Controller 5x80 Tab: Task Structure

Row

Guidelines

Description

27

Only periodic task used

Use only periodic tasks and remove any unused tasks
The process controller enforces 4 periodic tasks: Slow, Normal, Fast, and System.

Controller Alarms

Verify the number of controller alarms.

Controller 5x80 Tab: Controller Alarms

Row Guidelines Description
—— ) The total number of Logix Tag-based alarms (both IN-USE and NOT) stored in a controller
28 Z?]Eah%wber of Logix Tag-based alarms (both IN-USE shouldn't exceed 10,000. See Logix Tag-based Alarms an page 259 to determine the number of
alarms on a controller.
The total number of Logix Tag-based alarms (IN-USE only) stored in a controller shouldn't
29 Total number of Logix Tag-based alarms (IN-USE only)  |exceed 7,500. See Logix Tag-based Alarms on page 259 to determine the number of alarms on

a controller.

Controller 5x80 Tab: OPC UA

Row

Guidelines Description

30

m Horne

m Faults

Tazks

Total OPC UA nodes/ (& piagnostics

sec EI Maodule Diagnostics

EtherMet/IP Ouarviaw
Metwark Settings
Application Connecdcions
Bridge Connecdtions
Ethernet Statiztics

OPC Unified Architecture Diagnostics

The total number of OPC UA nodes/sec should not exceed 50,000. OPC UA nodes/sec diagnastic data is available via the controller webpage.

Minirnize Module Diagnostics OPC Unified Architecture Diagnostics EtherNet/IP Cuverview

OPC Unified Architecture server diagnostics

Currently used nodes 10000
Maximurn number of nodes 15000
Current nodes per second 0 nodesis

Copyright @ 2022 Rockwell Autarnation, Inc All Rights Reserved,

Controller 5x70 Tab

270

The Controller tab records controller properties.

IMPORTANT  Make a copy of this worksheet for each 5x70 controller in your

system.

To gather information for the checklist, you can use the FactoryTalk View report, see Generate
the FactoryTalk View Report.
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Controller 5x70 Tab: Properties

Select the button shown in the following display to view the Controller Report Display.

Press o Shiny
Controller Shortcut Controller Path Shortcut
Rispiort Display
JhreafData:|LGxCol] |RiLog: 5000 Ermulator in ot 2 of the virtual backplarj= I I <4—

JareayData[FlantPes] [RiLog: 3000 Ermulator inslat 3 of the virtusl backplar

e L]
JareaData[LGECOLE] |FELog: S000 Ermulator inslot4d of the virtud backolange |
Sorea/Datac[PlantPaxB] |FELog: S000 Emulator inslotS of the vimua backplangs |

Controller Properties

Verify that the controller properties comply with these recommendations.

Row Guidelines Description
4 Shortcut Keep the shortcut, ACD file reference, and controller name similar (intuitive).
5 Module The controller is indicated as available in the PSE. .
The controllers in the PSE have been characterized for use within a PlantPAx system.
6 Firmware Verify the firmware revision.
7 Redundancy Denotes if you're using a redundant controller (Yes/No).

Controller 5x70 Tab: CPU Use

CPU Use

We recommend CPU load in a production environment to be 75% or less. Keep 25% CPU
capacity as reserve to handle online edits, data server switchover, and so on.

Verify that the CPU use complies with these recommendations.

Row Guidelines Description
8 Free At least 50% of free for redundant controllers
At least 25% for simplex controllers.
9 Total Used Total CPU utilization
The percentage of CPU use to run all application code in the controller.
10 Total Used: Periodic Tasks Periodic tasks are the only predictable task type on performance and utilization. Keep the
number of tasks to 3 or 4 and do not use to organize code into process areas.
1 Total Used: Communication The percentage of CPU use that is needed to respond to communication requests.
12 Total Used: Motion The percentage of CPU use that is needed to execute motion.
13 Total Used: Messages The percentage of CPU use that is needed to process messages.
14 Total Used: Safety The percentage of CPU use that is needed to execute safety tasks.
15 Total Used: Redundancy The percentage of CPU use that is needed to process redundancy.
16 Total Used: System The percentage of system resources

Controller 5x70 Tab: Faults

Faults

Verify that the fault handling complies with these recommendations.

Row Guidelines Description
Number of minor faults that have occurred within the controller.

17 Minor Faults Count After clearing the minor faults, monitor for a period of time (at least several controller scans)
before reverifying.
Whether a task overlap occurs.

18 Task Overlap A task overlap must be resolved. Make changes such as simplifying programs, lengthening the

period, or raising the relative priority of important tasks.
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Memory Use

The PlantPAx system requires the free /0 memory to be a minimum of 25% for simplex
controllers. We recommend greater than 50% free memory for redundant controllers.

Controller 5x70 Tab: Memory Use

Row Guidelines Description

Reserve:

« At least 50% for redundant controllers
19.& 20 |1/0 Memory (bytes) « At least 25% for simplex controllers

If the amount exceeds the recommendations, reduce the number of /0 modules that are
scanned by this controller, make system changes.

Reserve:

« At least 50% for redundant controllers

21822 |Data and Logic (bytes) « At least 25% for simplex controllers

If the amount exceeds the recommendations, upgrade controller for more memory or make
changes to reduce load

Connections

Verify that the total number of connections is 50% or less of the controller maximum.
Controller 5x70 Tab: Connections

Row Guidelines Description

Total number of connections includes:
1/0

Produced tags

Consumed tags

Messages

Incoming

Unconnected buffers

Message cache

23-31  |Total /0

Time Synchronization

Verify that the controller is configured for time synchronization.
Controller 5x70 Tab: Time Synchronization

Row Guidelines Description
32 Controller is time synchronized Denotes if the controller is configured for time synchronization (Yes/No).
Task Structure

Verify that the controller program uses only periodic tasks.
Controller 5x70 Tab: Task Structure

Row Guidelines Description

Use only periodic tasks and remove any unused tasks

33 Only periodic task used Use only 2-3 periodic tasks (slow, normal & fast) for logic and remove any unused tasks
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HMI Communication Lost

PlantPAx Troubleshooting Scenarios

Figure 10 shows a basic workflow to correct lost communication. To target the root cause,
follow this workflow:

Figure 10 - Resolve Lost Communication

Communication
Lost

¥
Server/Controller
Comm Evaluation

See page 273
e

Separate Procedures with Specific Workflows

v
o ™
Client/Server
Comm Evaluation

See page 278
R —

h 4
Call Technical
Support

See page 278

If you can't open a FactoryTalk® View SE client application on your OWS, go directly to the
Client/Server Communication Evaluation section on page 278.

Server and Controller Communication Evaluation

Figure 11 shows how to diagnose a loss of communication between the (PASS) server and the
controller. Make sure that the server has good quality communication with the controller and
follow down the workflow to rule out any network issues.

Click the link or go to the respective page for specific information on each topic. If the server
checks out okay, then you have the option to go to the client computer for additional
troubleshooting or to call Technical Support.
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Figure 11 - Resolve Server to Controller Communication

Server/Controller
Comm Evaluation

Live Data Current Quality Good

See page 274

Live Data
Quality Good?

Yes

Was Server Servers Evaluation

Worked Before

¥ Status 0K? See page 276 Comm Loss?
No
L4
Was Network Network Evaluation Client/Server Comm
Status 0K? See page 276 See page 278
¥
Call Technical Support Application Code Evaluation
See page 278

See page 278

Live Data Current Quality Good

This procedure examines whether the controller communication is available at the server
level. If the current quality is ‘good’, then you can rule out that the server isn't talking to the
controller.

1. Go to FactoryTalk Tools > FactoryTalk Live Data Test Client and select FactoryTalk and
Network as the Initial Connection.

The Initial Connection dialog box appears.

Y Initial Connection [m] x

° 0OPC DA Server | Factore Tak | © Load Config File

ak
Fancel
Select the directary you want to use.
| Metwerk | fowse.

I oK I Cancel | Help ‘ m

= o] JPassm

Select FactoryTalk Directary x

OPC D& Server Locale D [1033
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2. Browse to the data server area and click OK.

B Initial Connection m} ot
° OPCDAServer ™ Factore Tak ¢ Load Corfig File
FTViewDemo -~ I ak I
(- InstaniFizz
= PlantPax_HMI Cancel
i HMI
£ Data Browse
: Server 2
= e PASSO
OFC DA Server Locale ID: | 1033

3. The Create Group dialog box appears.
4. Use the default or type your own group name and click OK.

Create Group >
are: [ | =
Update Rate: [250 Cancel
Active: W Help
Locale ID: [1033

5. Inthe lower, left pane of the Add Item dialog box, browse to the controller, and select

"7 Add ltem x
ltemiD: ltems to Add: 1
[LGXCO7T [Program:PS_PALXT 100 agr: 4. %T100 Inp Chs oK
Datatype Cancel
Mative -
Advanced
W fotive
Add Branch Item Propettiss Help
=T100_Iny =

EF RNA /4G lobal/PlantPas_HMI A
B LEXC01
J_Imp_P4D.
KT100_Inp_FYUncettain

- AENZTR:1:0

- AIT300

L AIT3004

- AIT3008_Dve

S AIT300B .

>

6. Inthe right pane, if no tags appear then proceed to Servers Evaluation on page 276.

Otherwise, click any tag in the controller and add the item.
The FactoryTalk® Live Data Test Client dialog box appears.

7. Check that the Current Quality is ‘Good".
The ‘Good' status indicates that you have communication from the server to the

controller.
If the status is ‘Bad’, then proceed to Servers Evaluation.
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Servers Evaluation

If using the FactoryTalk System Status Portal, open a web browser and enter https://
IPAddress/FTSystemStatus (where “IPAddress” is the IP Address of the FactoryTalk Directory
server). Verify the status of the system servers in this web portal. If not using the System
Status Portal, follow the procedure below:

This procedure verifies that at least one server has active status. Complete
these steps for the Data server and HMI server.

1. Inthe FactoryTalk® Administration Console or FactoryTalk View Studio, right-click the
Data server and choose Server Status.

| FactoryTalk View Studio - View Site Edition (Network Distributed)

File View Settings Tools Window Help
mMAe neEole AnE» wi

Explorer - HMI Server -

=0 Metwork (LOCALHOST)

S1ge PlantP i HMI

Lo Runtime Security

LT Seripts

=] E DATA

| S Server

=] FactaryTalk Lin Instance 01
Lgll Communication Setup

E Server 2

Tag &larmn and Events
{5 Alarm and Event Setup
2B HMI

=i e
26 Syste Delete
S Add Controller Instruction Faceplates...
=] HiI
LRI Server Status...
B Grap Praperties...
=P Dizviaws

The Data server status dialog box appears.

Server Stalus - PlantPAx_HMI/DATA/Serverl FactoryTalk Linx 01 ||

Server status
Primary server: PASS02

Primary status: |‘ Active | |

Secondary server: PASS03

—
Secondary status: I‘ Standby I |

Switchover options
() Continue using the secondary server even when the primary server becomes avaiable again

(®) Switch over to the primary server when it becomes available

Server switchover

Click the Switchover button to switch the Active server. The server thatis currently on
standby will become the Active server and the Active server will become the Standby server,

2. Make sure that the status is ‘Active’ for at least one of the servers.
3. Repeat for the HMI server.

Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data procedure.
Reverify that communication has been established between the server and controller.

Network Evaluation

Now you're analyzing whether the shortcut to the controller is valid. An incorrect path affects
the controller communication to the server.

. In a redundant system, perform these steps for the Primary and
O Secondary servers.
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1.

In the FactoryTalk Administration Console or FactoryTalk View Studio, open the
Communications Setup.

| FactoryTalk View 5tudio - View Site Edition (Metwork Distributed) - [Communication Setup - RNA://SGlobal/PlantPAx_HMI/DATAServer 1/FactoryTalk Linx Instance ] = a X
ﬂ File View Settings Tools Window Help
:1: = A ) MDL_I':
ﬂCommunlcatlon Setup - RNA://$Global/PlantPAx_HMI/DATA/Server 1/FactoryTalk Linx Instance 01 x
= |:E| Metwork (LOCALHOST) Device Shorkcuts PFrimnary ]
7 E?EESEZ?;:"\;:CUW Remove | pply T 1921681106, 1756-ENZT, 1736ENZT/DZ  ~
T Seripts A Leeoot B 1921681107, 1796-EN2T, 1756-EM2T/D
S B DATA B 152.168.1.108, 1756-EM2T, 1796-EN2T/D 3
LB Server 1 f 152.1681.100, 1756-EM2TR, 1756-EM2TR/C 6
5B FactonyTalk Linx Instance 01 f] 192168.1.110[192.168.1,100), 1756-EN2TR, 17¢
i"mﬂ Communication Setup ﬂ 192.168.1.111, 1756-EM2TR, 1756-EM2TR/C
4 E Server 2 =3 Backplane, 1756-410/8 or B 4
= E FTAE : W
= F* TagAlarm and Bvents < >
E| Alarm and Event Setup Mode: Online Mot Browsing
=B HMI - -
SR HMI Server Cffline Tag File | | EBrowse... |
_ I System Sharteut Type |Prucessur ne
B Command Line Logix Extended Tag Properties
: g:\:;:‘acgss ] s el el = e S v E:sﬂzrtli‘:ss-thrnugh wvalues for tag extended
+ Logic and Control
+ Data Log
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=, RecipePro+ Editor
=0 Systern
: Action Groups o
< : - >
2. Select the controller shortcut.
If the shortcut does not highlight the correct controller, then select the correct
controller and save the shortcut.
3. With the correct shortcut selected, expand the backplane.
If you can browse, then you have communication to the controller. Proceed to Was
Modification Made? on page 278.
If you can't browse, then try to ping the controller from the PASS.
4, To ping the controller, do the following:
a. Click Start and type CMD into the Search text box.
A command prompt OanS.
b. Type 'Ping xxx.yyy.zzz.aaa', where the letters represent the IP address of the
communication adapter.
5. If the adapter responds, a similar display appears as shown.
BN Command Prompt - O X
CihUsersiyRockwell Automation:
6. If your device does not respond, a ‘Request Timed Out'
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If the ping is successful, proceed to the next diagnostic action.
7. Repeat steps 2...6 if you're using a redundant Data server.
Was Modification Made?
If you found an issue and made a correction, go back and redo the Live Data procedure.
Reverify that communication has been established between the server and controller.
Review Application Code Formatting
If the server and controller are communicating and the problem still exists, we recommend
that you check the project application code. Project components could be incorrectly
configured.
Verify proper Live Data syntax for the following project elements:
» FactoryTalk View SE or FactoryTalk View ME:
- Display parameter files
- Display values, expressions, and animations
- Global object parameters
- Command buttons and macros
- Data logger
- Event detector
- Derived tags
Contact Technical Support
Call a Rockwell Automation Technical Support representative if the problem still exists after
checking the following:
«  Server communication status
»  Controller shortcut
 Application code syntax
Email technical support the most recent data that is compiled from the PlantPAx® checklists.
Client and Server Communication Evaluation
Figure 12 shows a workflow to resolve lost communication between a (PASS) server and a
client. Work through the diagnostic activities until you identify an issue.
Click the link or go to the respective page for specific information on each topic. If the issue
still exists, contact Technical Support with the details you have compiled to help with a
resolution.
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Figure 12 - Resolve Server to Client Communication

Client/Server
Comms Evaluation

¥

Ping Command Evaluation - See page 279

Ping
Successful?

Yes

Was
Modification

Yes Name Resolution Evaluation - See page 280

Made?

Worked
Before?

Application Code
Evaluation

Call Technical Support
See page 278

See page 278

Ping Command Evaluation

To check if the client computer is communicating with the server, start by pinging the
computer.

Complete these steps.
1. Click Start and type CMD into the Search text box.
A command prompt opens.
2. Type Ping (and server name).
3. If the controller responds, a display appears similar to the following:

BN Command Prompt - O X

ion 16.8.14
oration. ALl rights reserved.

72.28.1.111] with

UsersyRockwell Automation:
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4, If your device does not respond, a ‘Request Timed Out'

message appears.

If the ping is successful, check your application code for proper

syntax. See page 278.

Also, make sure that the firewall rules are not blocking the communication.

Name Resolution Evaluation

This procedure verifies the mappings of IP addresses to host names. The steps apply if you're
using a domain or a work group, with the latter explained last.

1. At the Command Prompt, type the NSLookup and server name and press Enter.

2. Type the name of the server that is being pinged.

If you receive the message ‘DNS Request Timed Out’, you typically do not have the

Reverse Lookup Zone configured.

If the NSLookup ping provides the server name and IP address (as shown in the
example), the server communication issue still exists.

[

rom

from 1
from
from

ell Automation>

If the NSLookup ping does not provide a server name and IP address, then proceed

with the following instructions on page 280.

To verify that components do not have duplicate IP addresses, complete

these steps.

1. From a DNS server, click Tools on the main menu and choose DNS.

[E Server Manager

@ ¥ 4« |ocal Server

i PROPERTIES

= @ | r Manage

28 Dashboard

For PADCA

i Local Server

- Computer name PADCA

HE All Servers Domain PlantPAx.RockwellAutomation.com
i§l AD DS

18 DHCP

& DNS Domain: On

g File and Storage Services [ Enabled

Disabled

View Help
Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows
Active Directory Sites and Services
Active Directory Users and Computers
ADSI Edit
Component Services
Computer Management
Defragment and Optimize Drives
DHCP

Disk Cleanup

DNS

ICP, IPv6 enabled

16 Stand

2016 Standard
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The DNS Manager display appears.

£, DNS Manager o O X
File Action View Help
o= pEXEc= HE § 86
j: DNS Mame Type Data
~ [ PADCA & asosios Host (&) 172.201.13
w [] Forward Lookup Zones § ASIHO1T Host (A) 172,20.1.14
__‘_ _msdes.PlantPAx.Rockwell Automation.com =] ASIVO1 HD; (A) 172.20.1.16
2 = PlantPAx.RockwellAutomation.com =] Asosio Host (A) 172.201.16
_ Reverse !_ookup Zones % Hz [A) 172.30.1.18
7 Ir::td:ilonl:t:l Forwarders KSR Hos-t L) 1720118
= = EWs02 Host (4) 172.20.1.22
& Ewso1 Host (A) 172.20.1.54
& asosios Host (A) 172.20.1.58
=] acocing Hrﬁ-hﬂ 179290 1
EEws10 Host (A) 172.20.1.60
& owsoz2 Host (4) 172.20.1.60
E=LaUSE Tlost (4] SE R DNE
& Asamot Host (A) 172.20.1.62
& passn Host (4) 172.20.1.64
] PAsso2 Host (A) 172.20.1.67
& PAsso3 Host (A) 172.20.1.69
& asosi02 Host (4) 172.20.1.70
£ AsiHo2 Host (A) 172.20.1.71
£ asiH03 Host (4) 172.20.1.72
< (€ >

2. Verify that each name has its own IP address to make sure that you're pinging the
correct server via the client.
The example DNS Manager display shows several ‘bad’ computer names with the
same IP address.
3. Ifyou're using a workgroup, open the hosts folder in your Windows local hard disk drive.
4. Using Notepad, open the hosts file.
(=] = Wi vs\Syister Lete — ] £
“ Home Share Wiewn [ 7]
7 g cut B roveitois| 3¢ Delete '::‘Jv ‘; [+ cpen = HHselectan
TR CD'p’y P;jE W Copy path ) hﬁ(gpytgv ;@Rgnamg i il Pm\p_er—'lties Edit Select none
S [7] Paste shorteut Foiden = & et selection
Cliphoard Srganize Mewe Cpen Select
T < Local Disk (C: > Windaws > Spstern32 » drivers > etc ~ o Search etc o
B Desktop fod Marne = Date modified Type Size
[ Documents B @ hosts - Motepad - = x
& Downloads [] imhosts.sam | File  Edit  Format  View  Help
b Music [ networks # For example: ~
&= Pictures | | protacal 8
B videos [ services # 182.54.94.97 rhino.acme.com # source server
# 38.25.63.1@ X.acme.com # x client host
i Local Disk (C3)
= Hetwark : localh?;;-g..argflresolutizzai;oz‘indled within DNS itself.
- H# L localhost
5items 1item selected 312 bytes
172.28.1.12 Ewsal
T2 28. 1513 owsal
172.28.1.14 PASSGL
HEF PP [ B 5 ] PASSE2A
172.28.1.1¢6 PASSE2E
bl = N 1 B B ASTHE1
172.2@.1.18 ASIHE2
HEr S rer s N ASIS@al 5

5. Verify that each name has its own IP address to make sure that you're pinging the

correct server via the client.

Was Modification Made?

If you found an issue and made a correction, go back and ping the client computer again.

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we recommend
that you check the project application code. See page 278.
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Contact Technical Support

Call a Rockwell Automation technical support representative if the problem still exists. See
page 278.

Troubleshooting Scenario: Figure 13 shows a workflow to resolve sluggish HMI displays. To target the root cause, work

HMI Display Access is Slow through the diagnostic activities until you identify an issue.

If the issue still exists, contact Technical Support with the details that you've compiled to help
with a resolution.

Figure 13 - Resolve Slow HMI Display Callup

Communication
Performance

System Architecture Checklist - See page 248

Application
Under Limits?

Controller Checklist - See page 268 or page 270 ‘

Controller
Passed?

See page 263

Data Server
Passed?

Application Code
Evaluation

See page 278

Network Checklist - See page 241

Network
Passed?

Call Technical
Support
See page 278
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Action Description
A good starting point is to verify that your system design is within the sizing recommendations for a
Application Under Limits? PlantPAx system. Design attributes include the number of servers, number of assets, and so forth.

To verify design attributes, see the System Architecture Tab on page 248.

The next step is to check whether your controllers have the CPU and memory usage as prescribed by the
PlantPAx guidelines. These percentages vary depending on whether your application uses simplex or
redundant controllers.

For details, see the Cantroller 5x80 Tab on page 268 or Controller 5x70 Tab on page 270.

Controller Passed?

If the application design and controller setup are properly configured, check the Data server. Verify that
Data Server Passed? the server is communicating data from the controllers to the HMI server and operator workstation.
For details, see the FactoryTalk Linx worksheet section on page 263.

The health of the network is critical whether you're using a virtual or traditional operating system. There's

Network Passed? a tool for analyzing network infrastructure.
For details, see the System Infrastructure Tab on page 241.
Review Application Code Formatting For details, see page 278.
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Notes:
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Use these resources to access support information.

Find help with how-to videos, FAQs, chat, user forums, Knowledgebase, and product

i ey . i

Technical Support Center notification updates. rok.auto/support

Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport
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