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PlantPAx Distributed Control System Configuration and Implementation User Manual

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and operation of this equipment before
you install, configure, operate, or maintain this product. Users are required to familiarize themselves with installation and wiring instructions in addition to
requirements of all applicable codes, laws, and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required to be carried out by suitably
trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the use or application of this
equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and requirements associated with
any particular installation, Rockwell Automation, Inc. cannot assume responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or software described in this manual.
Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation, Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property

WARNING: |dentifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.
A damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

These labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARC FLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> B>

The following icon may appear in the text of this document.

C“/ Identifies information that is useful and can help to make a process easier to do or easier to understand.
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Preface

About This Publication

This manual helps you implement process control where controllers, HMI, and 1/0 are located

in different areas of the plant. The PlantPAx® system offers flexibility, using the latest
technology and scalability to build only what you need to help reduce development time,
downtime, and operational cost.

Download Firmware, AOP,
EDS, and Other Files

Download firmware, associated files (such as AOP, EDS, and DTM), and access product release
notes from the Product Compatibility and Download Center at rok.auto/pcdc.

summary of Changes This publication contains the following new or updated information. This list includes
substantive updates only and is not intended to reflect all changes.
Topic Page
Moved quick start instructions from beginning of chapter to associated sections. throughout
Modified Chapter 6 to include an example ACM PlantPAx application project. 1
Updated Primary Domain Controller section. 22
Added reference to PlantPAx Analytics publication. 1, 235
Updated Add Groups for Area Based Security section. 30
Updated Create Roles, Areas, and Users section. 29
Added Appendix E for FactoryTalk Optix considerations. 305

Additional Resources

These documents contain additional information concerning related products from Rockwell

Automation. You can view or download publications at rok.auto/literature.

Resource

Description

Selection Guide, publication PROCES-SG001

Helps you understand the elements of the PlantPAx system to make sure that you buy the
proper components.

Template User Manual, publication 9528-UM001

Provides direction on how to install and deploy PlantPAx virtual templates.

Configuration and Implementation User Manual, publication PROCES-UM100

Provides system guidelines and instructions to assist with the development of your PlantPAx
system.

PlantPAx Display and Library Guidelines, publication PROCES-RM200

Describes the PlantPAx graphic framework, Add-On Instructions, and associated
faceplates that are available to develop applications.

Rockwell Automation Sequencer Object, Publication PROCES-RM202

Provides an overview of how to use the Rockwell Automation Sequencer Object. The manual
includes a Sequencer programming demonstration, example, and configuration instructions.

PlantPAx Faceplates for Process Controller Instructions, publication
PROCES-RM203

Describes the PlantPAx Process instructions, and associated faceplates that are available to
develop applications.

PlantPAx Analytics, publication PROCES-AT101

Describes the configuration and features of PlantPAx Analytics.

PlantPAx Process Control Instructions, publication PROCES-RM215

This manual provides a programmer with details about the available Process instruction set
for a Logix-based Process controller.

Process Object parameters Spreadsheet, publication, PROCES-RD200

Describes the PlantPAx Process object parameters.

PlantPAx Visualization Files, publication, PROCES-RD201

Describes the visualization files that are required for the Library of Process Objects.

FactoryTalk Optix Solutions, OPTIX-AT001

Provides an overview of the system, application examples, and ordering guidelines to help
you choose exactly what you need. It also guides you through the basics of creating and
deploying your own application.

EtherNet/IP Network Devices User Manual, publication ENET-UMO0G

Describes how to configure and use EtherNet/IP™ devices to communicate on the EtherNet/
IP network.

Ethernet Reference Manual, publication ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

System Security Design Guidelines Reference Manual, publication SECURE-
RMOO1

Provides guidance on how to conduct security assessments, implement Rockwell
Automation products in a secure system, harden the control system, manage user access,
and dispose of equipment.

UL Standards Listing for Industrial Control Products,
publication CMPNTS-SR002

Assists original equipment manufacturers (OEMs) with construction of panels, to help ensure
that they conform to the requirements of Underwriters Laboratories.

American Standards, Configurations, and Ratings: Introduction to
Motor Circuit Design, publication IC-AT001

Provides an overview of American motor circuit design based on methods that are outlined
in the NEC.

Industrial Components Preventive Maintenance, Enclosures, and Contact
Ratings Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley® industrial automation controls and
assemblies.
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Preface

Resource Description
Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides
Safety Guidelines for the Application, Installation, and Maintenance of general guidelines for the application, installation, and maintenance of solid-state control in

Solid-state Control, publication SGI-1.1

the form of individual devices or packaged assemblies incorporating solid-state
components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1 |Provides general guidelines for installing a Rockwell Automation industrial system.

ProposalWorks™ configuration software, rok.auto/systemtools

Helps configure complete, valid catalog numbers and build complete quotes based on
detailed product information.

Rockwell Automation Global SCCR tool, rok.auto/sccr

Provides coordinated high-fault branch circuit solutions for motor starters, soft starters,
and component drives.

Product Certifications website, rok.auto/certifications

Provides declarations of conformity, certificates, and other certification details.

Software and Firmware
Updates

Rockwell Automation
Services and Support

You can view or download publications at rok.auto/literature.

When you update software or firmware revisions, we recommend that you verify the impact on
performance and memory utilization before implementing the upgrade on the production
system. For FactoryTalk® View or ControlLogix® platforms, we recommend that you review the
release notes and verify the impact of the upgrade on performance and memory utilization.

You can also verify the compatibility of an upgrade with the other software and operating
systems in use in your PlantPAx system. See the

Product Compatibility and Download Center.

System Support offers technical assistance that is tailored for control systems. Some of the
features include the following:

Highly experienced team of engineers with training and
systems experience

Process support at a systems-level that is provided by process engineers
Use of online remote diagnostic tools

Access to otherwise restricted TechConnect™™ Knowledgebase content
24-hour, 7 days per week, 365 days per year of phone-support coverage upgrade option

For more information, contact your local distributor or Rockwell Automation representative or
see http://www.rockwellautomation.com/support.
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Chapter ]

System Workflow

The PlantPAx® distributed control system is an integrated control and information solution
that helps manufacturers achieve Plant-wide Optimization in a wide range of industries. This
single platform can run your entire plant and integrates all HMI, controls, optimization,
engineering, information, and inputs/outputs into one common system architecture.

The following workflow shows the steps for how to size, design, and implement a scalable
PlantPAx system. Click the links for the information that is related to each step.

1. Use the PlantPAx System Estimator (part of the Integrated

Architecture® Builder tool) to size your application. Smaller System Size Your System Larger System
(< 20001/0) (PASS + Application
Servers)
2. Manage servers and security policies. Work Broup

« Smaller systems = Work Group

« Larger systems = Domain Controllers

See Process Controller Features on page 99 Chapter for security
configurations

3. Configure the Process Automation System Server (PASS). PASS-C

4. Design the Network Infrastructure
« Select network topologies
« Configure switches

Core, Distribution, and Access Switches

(continued)
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(previous)

5. Develop the Process Applications. See Chapter 5, Chapter 6, and Chapter 7. Engineering Workstation (EWS)
« HMI displays (based on the PlantPAx graphic framework guidelines) Logix 5000 Process Controller
« Controller logic (control strategies using the embedded PlantPAx instructions -
and Add-On Instruction)

« Alarms o=
6. Add additional servers for application-specific needs.
- Smaller systems = application servers co-located on a PASS-C Application Servers
« Larger systems = each application server is separate « Asset management

« Historical Data

« Batch management

l « Analytics

7. Deploy your application to clients.
For more information, see Rockwell Automation Library of Process Objects
Reference Manual, PROCES-RM200

Example PlantPAx System

14

Operator Workstations (OWS)

Operator Workstations (OWS)
Engineering Workstations (EWS)

Application Servers (AppServ)
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Chapter 1 System Workflow

Size Your System

Select the Process
Automation System Server

Rockwell Automation includes the PlantPAx System Estimator (PSE) tool as part of the
Integrated Architecture® Builder software. The PSE Estimator tool helps define your PlantPAx
system and verifies that your architecture and system elements are sized properly. The PSE
includes online help that can assist you as you use the tool.

The PSE employs sizing guidelines that are based on the rules and recommendations from
PlantPAx system characterization to achieve known performance and reliability. The PSE
focuses on the critical system attributes of a PlantPAx system so you can verify that your
system does not exceed system recommendations.

Before you run the PSE, you must plan the scope of your project so that you know the 1/0
requirements. This could be an equipment list or project database of devices. For more
information, see Chapter b, Process Applications.

Make sure that your PSE project has no errors. As much as possible, the project should
accurately represent the physical layout of the system, such as the controllers, /0, HMI, and
data servers. The I/0 locations and control rooms must align with your system architecture
drawings.

» Ifyou size based on I/0 counts, the PSE makes assumptions as to the devices that /0 is
connected to and assigns the I/0 to control strategies.

« If you know the devices, the PSE results are more accurate if you size based on control
strategies.

»  Make sure that the logic execution rates accurately represent the requirements of the
process.

« Reserve memory and CPU utilization in the controller for auxiliary logic (such as logic
for batch applications).

« Accurately account for the process and device networks that are defined in the PSE.
Also account for any networks not defined in the PSE.

+  Select the execution periods in the PSE appropriate for your control strategies to verify
the controller sizing meets the needs of the system.

The final PSE project only accounts for devices, not the programming that automates the
devices. Extra programming can include batch, recipe control, or sequencing of any other
logic used in the system. Make sure to consider any extra programming so that the system
does not overload the controller.

IMPORTANT  The PSE, along with the IAB, gives you a high-level Bill of
Materials. You must complete a panel design to house, mount,
and power the equipment for your environmental needs.

Use the sizing results from the PSE, the number of 1/0 points, and the overall size of the
process to determine the Process Automation System Server (PASS) that best suits your
PlantPAx system.

The PASS is the main component for PlantPAx computing. A PASS supports an HMI server,
displays, alarms, and data connections to controllers. A PASS contains the following:

» FactoryTalk® Directory and Activation server
» FactoryTalk® View SE HMI server

» FactoryTalk® Alarms and Events server

« FactoryTalk® Linx Data server

« FactoryTalk® Historian node interface

A PASS is scalable from a single standalone server to multiple distributed servers. You can
deploy a PASS directly to a host computer or run as a virtual guest on a host server.

The sizing recommendations help determine how to best deploy the software for your
PlantPAx system:
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- Smaller systems (typically less that 2000 1/0 points) place all system software on a
consolidated Process Automation System Server (PASS-C) with multiple operator
workstations
Examples include skid, station, and distributed architectures where a single PASS-C
supports the system.

«  Larger systems use a Process Automation System Server (PASS), in addition to
individual application servers (AppServ), engineering workstations (EWS), and operator
workstations (OWS).

Larger systems are typically distributed architectures with multiple PASS servers.

Consolidated Process Automation System Server (PASS-C)
The consolidated Process Automation System Server (PASS-C) supports smaller systems, such
as skids or stations, where the system software runs on only a few computers. The PASS-C
offers reduced complexity and cost.
Figure Tillustrates a small PlantPAx system with a PASS-C that runs all FactoryTalk software
and an OWS that provides a client interface.
Figure 1- Smaller PlantPAx Systems with Single PASS-C Server

PASS-C

« FactoryTalk Directory

« FactoryTalk Activation server

« FactoryTalk Security ﬁ

« HMIserver

16

« Data server

« Alarm and Event server

« SOL server

« FactoryTalk Historian server
« FactoryTalk AssetCentre server

OWS (optional)

Process Automation System Server (PASS)

The Process Automation System Server (PASS) supports larger, distributed systems or
customer-defined, critical processes. Whenever possible, use virtualization to provide greater
computing efficiency, enhanced backup and recovery capability, and to offer high availability
with server redundancy.

Figure 2 illustrates a larger PlantPAx system, with two PASS computers and supporting
application servers, in a network distributed architecture.

»  PASS_01server contains the FactoryTalk Network Directory, Security configuration and
often hosts FactoryTalk® Activation licenses.

« PASS_02 server contains FactoryTalk® View SE (HMI server, data server, and alarms
server).

« Anoptional PASS_03 server could be a secondary (HMI, data, and alarms server) that
would switch over if PASS_02 was unreachable.

«  AppServ_Info server contains a Factory Historian SE server and a local Historian
database.

» Anoptional AppServ_Info2 server could be a redundant FactoryTalk® Historian SE
server, as part of a collective. In this configuration, the Historian database would be
hosted on a separate computer that both could access.

« AppServ_Asset server contains FactoryTalk® AssetCentre for system tracking and
verification.
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- AppServ_Batch server contains FactoryTalk® Batch software to handle large batching
processes.

Figure 2 - Large PlantPAx Systems with Multiple Servers

PASS_01:
9 - FactoryTalk Directory [EIFREIVESH ev 1 AppServ_Info:
—1 . FactoryTalk Activation server =3 . SOL server
=% - FactoryTalk Security o =% - FactoryTalk Historian server
_,|’ AppServ_Asset:
1= « FactoryTalk AssetCentre server
PASS_02:
: thl server AppServ_Batch:
« Data server
o « FactoryTalk Batch server
PASS_03 + Alarms server !
Redundant 0 » FactoryTalk Live Data server
Next Steps Once you have sized your system and decided on whether to use a PASS-C or PASS, complete
the following:

1. Manage Servers and Security Policies

A Domain Controller is recommended for most PlantPAx systems, however, in smaller
systems a Workgroup can be sufficient.

For more information, see Chapter 2, Domain or Workgroup
2. Configure the Process Automation System Server

For more information, Chapter 3, Process Automation System Server
3. Design Network Topologies and Configure Switches

The PlantPAx system supports several network topologies to meet various system
requirements. Each topology is based on system characterization tests to help deliver
system performance.

For more information, see Chapter 4, Network Infrastructure
4, Develop Process Applications

Process applications implement control strategies that encompass control logic and
HMI displays.

Execute control logic on Logix 5000® process controllers. The process controller comes
with a default task model and embedded PlantPAx instructions that improve design and
deployment efforts. The process controller is also conformal-coated for protection
from dust and corrosive pollutants.

Deploy HMI displays for operators and maintenance personnel so they can monitor and
maintain the system.
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For more information, see Chapter 5 - Process Controller Features, Chapter 6 - Bulk
Configuration of a PlantPAx System, and Chapter 7 - Modifying an Existing PlantPAx

System.

5. Add Application Servers

PlantPAx application servers (AppServ) manage system software that is required for
your application. There can be multiple servers depending on the size and structure of

Table 1- System Server Descriptions

AppServ Elements Description

The asset management server acts as a centralized tool for managing
automation-related asset information (both Rockwell Automation and third-
party assets). The asset management application server includes capabilities
for source control, audits, change notifications, reporting, security, and
backup/restore.

For more information, see Chapter 8, Asset Management.

AppServ-Asset

Data management storage can include a Historian or SQL server. These two
servers depend on the function that is being provided: FactoryTalk Historian
software or a SQL server.

For more information, see Chapter 9, Historical Data.

AppServ-Info (Historian, SQL)

The batch application server provides comprehensive batch management,
including unit supervision, recipe management, process management, and
AppServ-Batch material management. The batch application server can be linked with
visualization elements on the OWS and configuration clients on the EWS.
For more information, see Chapter 10, Batch Management.

Guidelines for Servers and Workstations

Follow these guidelines to align with PlantPAx configurations.
« Install the latest software patches for all Rockwell Automation software.

The Patch File Validator utility verifies software versions on your system and installs a
patch roll-up. To download, see the Knowledgebase Technote Patch File Validator

Utility.
« Disable power-saving for the Network Interface Card (NIC).

The NIC card connects a workstation to other devices on the network. The power-
saving feature turns off the network card when not in use, which can interfere with
network throughput.

« Disable power-saving for the Windows operating system.

The power-saving feature turns off Windows features when not in use, which can
interfere with network throughput.

- Enable Remote Desktop Server (RDS) functionality on application servers that need
remote access, such as the AppServ-EWS or AppServ-0WS.

RDS enables multiple instances of the OWS and EWS as thin clients from one server.
Thin clients can run applications and process data on a remote computer to minimize
the amount of information on a network.

Enable Adjust for Best Performance so that Windows features that are not is use are
turned off, which yields more memory and performance for the system.

»  Make sure that the user is never notified by the User Account Contral.

« Disable automatic Windows updates. This helps prevent updates that haven't been
qualified by Rockwell Automation from being installed on the workstation or server.

The only exception is if your organization has a controlled patching process to verify

updates on a non-production system, or when a facility is non-active, to reduce the
chance of any unexpected results or side effects.
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Chapter 1 System Workflow

PlantPAx System ID

System Verification

Antivirus

PlantPAx recommends the installation of antivirus software on servers and workstations
running industrial automation software. Although all FactoryTalk software is expected to be
compatible with the antivirus protections on the market, PlantPAx has tested Windows
Defender and Crowdstrike antivirus packages. These antivirus packages had no adverse
effect on the performance of the PlantPAx Distributed Control System when used with the
default configurations.

«  Proper configuration, management, and updating of antivirus software is required. Any
antivirus protection can impact operation if the configuration of firewalls, network
threat protections, and access controls is too restrictive.

The PlantPAx system ID is a unique identifier that helps simplify the management of your
system over its lifecycle. The System ID creates a record of the installed products in your
system and provides a dashboard that shows the hardware lifecycle status, notifications of
updates and patches, and compatibility information. Use this information to:

« Plan spare and replacement parts to better size inventory
«  Define the boundaries of the system
« Plan when and where to implement system upgrades

The system ID is only available if you purchase a PlantPAx catalog number for the software for
the first PASS in your system. The catalog number determines an activation string for the
software products on the bundle. This activation string (serial number) is the system ID.

The system integrator uses an Asset Inventory Agent in a FactoryTalk AssetCentre project to
generate an inventory file (.raai file). The System ID is gathered via the license number of
FactoryTalk AssetCentre via FactoryTalk Activation Manager. The System Integrator registers
your System 1D with Rockwell Automation and provides you directions on how to access your
MyEquipment portal.

A critical system attribute is a visible performance indicator of a system-wide characteristic.
Critical system attributes do the following:

«  Determine system limits

« Establish system rules

«  Establish system recommendations

» Measure system element and system infrastructure performance

The following critical system attributes are used to verify PlantPAx system characterization.
Table 2 - CSA Performance Indicators

Critical System Attribute Performance

A noncached display is called up by the operator and ready for operator use
within 2 seconds.

Display callup (paint time)

Display update The display updates control information within 1second.
Steady state alarm time gltai?)%state alarms occurring at 20 per second are timestamped within 1
Alarm burst time All alarms in a burst of 2000 alarms are timestamped within 3 seconds.

A system element returns to full operation within 5 minutes of the
restoration after a failure or loss.

Operator-initiated actions are loaded into the controller and the feedback
for the operator action is within 2 seconds.

Batch server: operator action time | An operator batch command has been acted on by the controller in 1second.
Batch server: server action time A server batch command has been acted on by the controller in 1 second.
Batch server: controller action time | Batch status events display on the operator workstation within 1second.

Recovery

Operator-initiated control

For a complete system verification, use the guidelines in Appendix C, PlantPAx Deployment
Recommendations and Verification Toal.
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Notes:
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Chapter 2

Prerequisites

Workgroup !

Domain or Workgroup

PlantPAx® systems require computer management, from either a domain controller or
workgroup configuration, for secure interaction.

A Windows® domain is a collection of computers that share rules and procedures.
These computers comprise a central directory database, which is the Active Directory.
The sharing of network objects creates a unified base to manage users, groups, and
security settings

A Windows workgroup computer is independently configured. Workgroups are only
suitable in smaller systems with 10 or fewer computers.

Following the System Workflow, configure a domain controller or a workgroup, depending on
the size of your system.

Domain

e The PlantPAx architecture assumes that there's a Microsoft Windows forest in place to host a
= supervisory and/or control domain network.

You need at least one domain controller per each parent/root/child domain.

The domain controllers are separate computers.

You need at least two domain controllers for fault tolerance.

Do not load any application software on a domain controller.

The domain controllers must be local (within the firewall) to the PlantPAx system.

We recommend that PlantPAx servers and workstations be members of a Windows domain.
However, workgroups are supported for systems with 10 or fewer workstations and servers.

Configuration Details

Workgroup - decentralized administration
(allowed if 10 or fewer computers)

Workgroup advantages:

« No domain controller (Windows Server 0S) to purchase or maintain.

« Recommended for small PlantPAx applications only where user
accounts do not change often

Workgroup rules:

« All workstation and server system elements in a single PlantPAx
system must be members of the same workgroup

« All users participating in the workgroup must be members of the
Administrators group

« Create the same set of user accounts and passwords on every
computer in a FactoryTalk® View application

Domain advantages:

« Centralized administration of users, policies, and security

« High availability, when both primary and secondary domain
controllers are used.

« Recommended for larger systems to provide the best system

performance.
Domain - centralized administration Domain rules:
(recommended) « All workstation and server system elements in a single PlantPAx

system must be members of the same domain

PlantPAx server system elements must not be used as domain
controllers.

Required for systems with more than 10 computers

The domain controller must be its own independent computer with
no other application software.
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Primary Domain Controller

For more information, see this additional resource.

Resource Description

Microsoft® online libraries, for example Microsoft Learn, provide detailed
guidelines for all aspects of the Windows and Windows domains. Examples of
Windows Operating System and | detailed guidelines are design, deployment, maintenance, security, disaster
domain references recovery, and so on. PlantPAx documentation provides best practice critique to
certain Windows roles, features, and such where a typical PlantPAx DCS is
hosted.

The domain controller manages:
« IP address scheme for the computer network
«  DNS and reverse lookup zone
»  DHCP server
« Assigned roles, areas, and users
«  Group policies

In larger systems, create a dedicated domain controller for the PlantPAx system. If your
control system contains an existing domain controller, add the configuration that is
recommended for a PlantPAx system.

If your company has an existing domain infrastructure, in which the PlantPAx system interacts
with, please consult with your local IT resources before continuing.

Domain controller components include:
«  Microsoft Windows Server operation system
 Active Directory Domain Services, DHCP, and DNS Server Roles
» Parent and child domains
» Reverse DNS Lookup Zone
»  Configure DHCP server options and authorize server

Windows Workgroups are available for small systems that do not require complex security
controls. Considerations when using a workgroup include:

» There are typically no more than 10 computers.
« Al computers must be on the same local network or subnet.
«  Allcomputers are peers; no computer has control over another computer.

« Each computer has a set of user accounts. To log in to any computer in the workgroup,
you must have an account on that computer.

»  Aworkgroup isn't protected by a centrally managed password.

For more information, see Windows Workgroup.

Create the Primary Domain Controller

Starting with a new installation of Windows Server 2022 operating system, login as local
administrator. The computer is initially assigned a random 15-character computer name,
which looks something like this: WIN-VPLC4SDIKWG.

1. Change the computer name to comply with your company naming guidelines. Or, in this
example, to reflect it as being a process automation domain controller (PADCA, PADCB,
and so forth).

2. Next assign the Windows server a fixed IP address (TCP/IPv4), within the subnet
designated for the given network architecture.

For example: 172.18.1.10
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Install Active Directory Services, DHCP, and DNS Roles

Before a Windows server can function as a domain controller, additional roles and features

must be installed.
1. Launch the Server Manager.

F= Server Manager

Server Manager * Dashboard

| Quick sTarT

Dashboard
i Local Server
ii All Servers

ii File and Storage Services P

LEARN MORE

WHAT'S NEW

-@1F

Manage Tools

Add roles and features

3 Add other servers to manage
4 Create a server group

ver to cloud services

Connect this se

2. From the Dashboard, click the second option to 'Add roles and features'. Use the
following table to complete the configuration.

Table 3 -

Roles and Features Wizard

Configure

Before You Begin

Read and click next

Installation Type

Check 'Role-based or feature-based installation.’

Server Selection

Select a server from the server pool.
Select the local computer PADCA in the Server Pool list

Server Roles

In the Roles dialog, select the following:
« Active Directory Domain Services

« DHCP Server

« DNS Server

Pop up dialog. Add features that are required for
Active Directory Domain Services.

Check the option to Include management tools (if applicable)
and then select Add Features.

Select the available .NET Framework features to be installed

Features on the domain controller.
Check 'Group Policy Management.'
AD DS Active Directory Domain Services requires a DNS server. If

selected for the Server Role, click Next.

Confirmation

Check 'Restart the destination server automatically if
necessary', and select Install.

Results

Once the installation process completes, close the wizard
and restart the server if necessary.

Promote the Primary Domain Controller

On the Server Manager management console, complete these steps for the active domain

computer.
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24

1. Select the Alert flag on the header.

e Server Manager

Server Manager * Dashboard

- (“S) | I'& h'anage Tools View Help

Post-deployment Configura...

=
Configuration required for Active Directory Domain ‘
Services at PADC1 ey
. |} manage
Promote this server to a domain controller |

i& Dashboard

i Local Server

ii All Servers

il ADDs R
{8 DHcP

& DNS

¥E File and Storage Services P

@ Festure instaliation

Post-deployment Configuration P
cland i
Configuration required for DHCP Server at PADC o cloud services
Hide
Complete DHCP configuration

Configuration required. Installation succeeded on

PADCI.
Add Roles and Features

Tack Details

Select 'Promote this server to a domain controller'.

Using the Active Directory Domain Services Configuration Wizard, use the following for
guidance on your deployment.

IMPORTANT
name.

Take careful consideration when specifying a new root domain

« Understand domain naming conventions so they make sense
given your system, owner, or location.

« Do not use any reserved words or characters, and use caution if
adding a period, which must not be used in later versions of

Windows.

« See Microsoft Support for more information on naming
conventions in Active Directory for computers, domains, sites,
and organizational units.

Topic

Configure

Deployment Configuration

Select to ‘Add a new forest'.
Specify the domain information for this operation.
Enter a Root Domain Name.

Examples:

« PlantPAx.Company.Local

« DCS.PlantPAxMfg.com

« PlantPAx.RockwellAutomation.com

Domain Controller Options

Select Windows Server 2022 as the Forest functional level.
Select Windows Server 2022 as the Domain functional level.
Check 'Domain Name System (DNS).

Check 'Global Catalog (GC).

Enter a Directory Services Restore Mode password

IMPORTANT: You use this password when you configure a redundant
domain controller and for any subsequent DC recovery efforts. Record
this password in a safe/secure place.

DNS Options

Do not specify 'DNS Delegation options.’

Additional Options

Make sure that the domain name is used for the NetBIOS Domain Name.
Accept defaults for the remaining options.

Paths

Use the default folder locations.

Review Options

Review your selection options.

Prerequisites Check

Validate all prerequisites and Install if no errors. The server restarts.
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Additional Domain
Controller

If needed, create a redundant domain controller for high availability. Considerations for the
redundant domain controller include:

« The redundant domain controller has a unique name and IPv4 address.
« Install the Active Directory Domain Services role and promote to domain controller.
« Add the Directory Services Restore Mode (DSRM) password.

IMPORTANT  For each additional domain controller, you must have a fresh
installation of Windows Server 2022 operating system before
repeating the ‘Create the Primary Domain Controller’ procedure.

Create an Additional Domain Controller

To reduce disruptions during unplanned and planned downtime, add another Domain
controller for backup as well as scalability later.

1. Change the computer name to comply with your company naming guidelines. Or, in this
example, to reflect it as being a process automation domain controller (PADCB, and so
forth).

2. Next assign the Windows Server a fixed IP address (TCP/IPv4), within the subnet
designated for the given network architecture. For example, 172.20.1.11, and supply the
DNS address from the initial domain controller: 172.20.1.10

3. Repeat Create the Primary Domain Controller steps. Name, address, and install Active
Directory roles for the additional domain controller.

4. Install the ‘Active Directory Domain Services' role.

Install Active Directory Services, DHCP, and DNS Roles

Just like creating the primary domain controller, repeat these steps.

1. Install Active Directory, DHCP, and DNS roles used on creating the primary domain
controller.

2. Install the 'Active Directory Domain Services' role.
See the primary domain controller instructions if you need help with using the roles wizard.

Promote the Additional Domain Controller

On the Server Manager management console, complete these steps for the standby domain
computer.

1. Select the Alert flag on the header.

T Server Manager

P
Server Manager * Dashboard @ | IVA Vanage  Tools  View Help

Post-deployment Configura...

% Dashboard
i Local Server ‘

ii All Servers

f§ ADDs |WHE —
18 DHCP :
& DNS ‘

tion required for Active Directory Domain

PADC1

Promote this server to a domain controller

Post-deployment Configuration P

Configuration required for DHCP Server at PADCT 0 Cloud services
E§ File and Storage Services b | Hide
< LEARI Complete DHCP configuration

O Festure installation
ROLE! —_—
Roles: « Configuration required. Installation succeeded on
PADC1
Add Roles and Features

Task Details

2. Select 'Promote this server to a domain controller’.
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3. Using the Active Directory Domain Services Configuration Wizard, use the following for
guidance on your deployment.

AD DS Configuration Wizard Configure
Select to ‘Add a domain controller to an existing domain."
Deployment Configuration Select the Domain:

Select the forest:

Select Windows Server 2022 as the Forest functional level. Select
Windows Server 2022 as the Domain functional level. Check 'Domain
Name System (DNS).

Check 'Global Catalog (GC).

Domain Controller Options Enter a Directory Services Restore Mode password.

IMPORTANT: You use this password when you configure a redundant
domain controller and for any subsequent DC recovery efforts. Record
this password in a safe/secure place.

DNS Options Do not specify 'DNS Delegation options.’

Additional Options Replicate from: ‘your domain name’

Paths Use the default folder locations.

Review Options Review your selection options.

Prerequisites Check Validate all prerequisites and Install if no errors. The server restarts.
Configure Domain On the primary and additional domain controller, now you can implement and configure the
Controllers new features and roles that were added, such as: Active Directory, DHCP, and DNS.

Server Manager Tools Menu

The Windows ‘Server Manager’ contains a Tools menu that provides quick access to many of
the management consoles required for the following configurations.

fia Server Mansger - o *

Server Manager * Dashboard @1 e

i Dashboard WELCOME TO SERVER MANAGER

W Local Server ve Directory Sites and Senvices
B Al Servers o Active Directory Users and Computers
il aoos HERNERRERLY : X ADS Bt

£ | ! Companant Servites

1E oHee QUACK START | e

Computer Management
&= DN Dk t and Optiasize |
Nefragment and Optimine Diives
W§ File and Storage Services b Ach SF SErver \naoe DHCP
Dotk Claanup
4TS B
WHAT'S NEW [
Event Viewer

Group Policy Managemert

ISCE! Initiator

LEARN MORE

ROLES AND SERVER GROUPS

Create a Reverse DNS Lookup Zone

Reverse lookup zones are used to resolve IP addresses to host names, rather than host names
to IP addresses, as is the case with forward lookup zones. You must program a special domain
namespace (in-addr.arpa) as a reverse lookup zone.

On your initial domain controller, use the Server Manager to access the DNS Manager console
window.
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1. Toaccess the DNS Manager, right-click Reverse Lookup Zone
New Zone.
£, DNS Manager m} X

File Action View Help
e @ clHEI §E83

= s informatien about one or mere contiguous DMNS domains.
~| Conc A
E View > .

I1d a new zone, on the Action menu, click New Zone,

Refresh

Help

2. Configure the New Zone wizard as shown in the following table.

£ DNsS -
v @ PADCI |0| Add a New Zone
_| Forward Lockup Zones 4
" Reverse | nnkiin 7anes . .
- Jomain Mame Systern (DNS) allows a DMNS namespace to be divided into zones, Each zone
Trust Mew Zone...

Basic Step Configure

Zone Type Select ‘Primary zone.’

Active Directory Zone

Replication Scope target domains.

For example: PlantPAx.MyCompany.Local.

Check To all DNS servers running on domain controllers in this domain <your

Reverse Lookup Zone Name | Check 'IPv& Reverse Lookup Zone.'

Network 1D last number). For example, enter 172.20.1.

Enter the network ID portion of the IP address of the domain controller (omit the

Dynamic Update

Active Directory).

Check ‘Allow only secure dynamic updates (recommended for

A successful configuration displays details of the lookup zone.

Mew Zone Wizard X

Completing the New Zone Wizard

. You have successfully completed the New Zone Wizard, You
spedified the following settings:
| 2
Name:  1.18.172.in-addr.arpa

Type: Active Directory-Integrated Primary

Lockup type: Reverse

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

Map the Host Name to the IP Address

Create a pointer (PTR) record that associates the DNS name to the IP address. During a search,

the IP address is reversed to find the associated DNS name.

From the Server Manager, use the DNS Manager to create the New
Pointer (PTR).

1. Goto Tools > DNS > Reverse Lookup Zone > Zone > New Pointer

Mew Pointer (PTR)...
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£, DNS Manager = O X
File Action VYiew Help
e nHEXECR Bml 8§ 8d
?i D_NS MName Type Data Timestam
v i PADFG Ak E—l(samaasparentfolder] Start of Authority (SOA) [1], padcl.plantpax.rockw..  static
e e e E-l(samE as parent folder) Narme Server (NS) padcl plantpax.rockwella...  static
~ [] Reverse Lookup Zones
2] 118172 inadde 2ena
-] ?rust P Update Server Data File
- Condit Reload
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2. Enter the IP address of the domain controller and browse for the
host name.

Successful configuration shows pointers for both a primary and
secondary domain controller.

£ DNS Manager - O *
File Action View Help
«= anEXE=HE 68 8

£ DNs Name Type Data Timestamp
v i p_ADO [Elisame as parent falder)  Start of Authority (S0... [1], padcl.plantpacrockwellautomation...  static
- = :::::\:ﬂ;:‘f:zzuﬂ::\ same as parent folder] Name Server (NS) padcl.plantpax.rockwellautomation.com.  static
E <1 118.172.n-sddrarpa B 17220110 Painter (PTR)
= & 172:201.11 Pointer (PTR)

~ Trust Points
“ Conditional Forwarders

Add DHCP Features

A DHCP server is a network server that automatically provides and assigns IP addresses,
default gateways, and other network parameters to client devices that request the
information.

On the Server Manager management console, complete these steps to add a DHCP server.
1. Select the Alert flag on the header.

T Server Manager - [m] X

Server Manager * Dashboard

J. Post-deployment Configura...

IEE Dashboard WELCOME TO

§ iccei Zerver —_— Configuration required for DHCP Server at PADC1 —————————
i Al Servers ‘ Complete DHCP configuration I 5

I§l AD DS - :

Ti DHCP QUICKEI'A.RT Task Details

& DNS | Z Agg oS ang reaes

2. Click to ‘Complete DHCP configuration’

3. Open the DHCP management console and right click IPv4 > New Scope and configure
the following for the control network.

Basic Step Configure

Enter a name (such as Control Network) and a description (such as PlantPAx

Scope Name Control Network).

Enter the start and end of the IP address range.
Example:

Start IP Address: 172.20.1.128

IP Address Range End IP Address: 172.20.1.254

Length: 24

Subnet Mask: 255.255.255.0

Optional: Exclusions are address or a range of addresses that aren't distributed by
Add Exclusions and Delay the server. A delay is the time duration by which the server delays the
transmission of a DHCPOFFER message.

The lease specifies how long a client can use and IP address from this scope.

Lease Duration Default values: Days: 8 Hours: 0 Minutes: 0

You have to configure the most common DHCP options before clients can use the
Configure DHCP Options Scope.
Select: 'Yes, | want to configure these options now'.

Router (Default Gateway) Enter the gateway IP address. Example: 172.20.1.1

Parent Domain: 'your domain name'

Domain name and DNS servers| qo o p aqdresses. Example: 172.20.110 and 172.20.111

WINS Optional: Computers running Windows can use WINS servers to convert NetBIOS
computer names to IP addresses.
Activate Scope Select 'Yes, | want to activate this scope now'.
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Create Roles, Areas, and
Users

Configure Failover

This DHCP option provides high availability by synchronizing IP address information between

two DHCP servers.

1. Goto Tools > DHCP > primary domain > IPv&4 > Configure Failover and configure the

following.

Basic Step

Configure

Configure Failover

Click Add Server and locate the secondary domain controller. Example: PADCB

Create New Failover
Relationship

Select 'Hot standby' for mode.

You can also choose to require authentication (a shared secret password) to
secure communications between failover partners.

Enter a 'Shared Secret', which can be passwords, pass phrases,
or random numbers.

2. Repeat step 1to configure a second DHCP server.
A successful configuration displays details of the failover configuration.

Configure Failover

Failover wil b set up betwsen padca plartpax rockwelau... and
padab plantpax rockwallau. . with the following parameters

Scapes

172.20.1.0

Relatiorship Name padoa plantpax rockweliautomat
Madmum Cliert Lead Tme: 1 hrs Omins

Mode: Hot standby

State Switchover interval Disabled

< >

Hot Standby Configuration
Role of Partner Server Standby
Addresses reserved for standby: 5%

<Back Cancel

There are required roles for a PlantPAx system. Areas and users depend on your application.
Assign users to Roles and Areas.

Name areas based on access, for example:
« Area01_Advanced (engineering access)
- Area01_Basic (non-engineering access)

Replace ‘Area0T with the name of your process area.

From operators and maintenance personnel to engineers, the domain controller manages
groups in the Active Directory. Use the Server Manager to configure the roles, areas, and users.

1. Use the Windows Server Manager Tools menu to launch the ‘Active Directory Users and

Computers’ console.

2. From your domain, right-click, select New> Organizational Unit and type the name

PlantPAx.
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3. Under the PlantPAx group, right-click and select New > Organization Unit to create
folders for Users, Areas, and Roles.

] Active Directory Users and Computers e m} X
File Action View Help
s 2@H 0 0o HE P eETE%

] Active Directory Users and Computers [PADCA | Name Type
~| Saved Queries

Description

- plantPixRockwellA 2] Areas Organizational Unit

v B .arg: Itl ReEtiomation.com 5] Roles Organizational Unit

= 127 Users Organizational Unit
 Computers

= | Domain Controllers

~| ForeignSecurityPrincipals

~ Managed Service Accounts
w 3| PlantPhAx

Add Groups for Role-Based Security

Roles define different security access for areas of a plant. We recommend the following roles:
«  PlantPAx Operators
PlantPAx Operating Supervisor
»  PlantPAx Maintenance
 PlantPAx Maintenance Supervisor
»  PlantPAx Manager
+  PlantPAx Engineering
»  PlantPAx Administrator
+  PlantPAx View Only
»  HMI Approver

[ Active Directory Users and Computers — ] X
File Action ¥iew Help
o= = = = E ¥ =
2| @0 EBcE HEIBRETE%S
[ Active Directary Users and Computers [PF| yame Type Description
- E?VEdpgx”:_’:’ 82 PlantPl Administrator Security Graup - Global
v anBt 'It" farany %PlantPAxEngmeermg Security Group - Global
= Cm " . %PlantPAx Maintenance Security Group - Global
- DD'"'J“ ;” - 2 PlantPf: Maintenance Supervisar Security Group - Global
5| Domain Cantrallers
= ForeignSecurityPrincipsls %PlantPAx Manager Security Group - Global
= PlantPAx Operating Supervisor Security Group - Global
7 Managed Service Arcaunts REE Grias
v B Planthi 82 PlantPiue Operatars Security Group - Global
] o Areas %PIantPAx\/lewOn\y Security Group - Global
= | Rales
2] Users
| Users
< >«

Add Groups for Area Based Security

We recommend the following areas that are based on a group:

« Basic - Allows access to non-engineer functions, such as Maintenance, Operator, on
process library faceplates.

» Advanced - Allows access to engineering modifications on process
library faceplates.

IMPORTANT  Even though the examples show generic area names, such as
Area01, we recommend that you use more specific names, such
as Packaging, or Molding. And create two types for each area —

Basic and Advanced—for each area.
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Name areas based on access, for example:
« Area01_Advanced (engineering access)
«  Area01_Basic (non-engineering access)

Create as many areas as needed for the system.

| Active Directory Users and Computers = O X
File Action View Help
e 250 XBoE B Laavah

: Active Directory Users and Computers [PADCAL | Name
| Saved Queries
~ 3 PlantPAx.RockwellAutomation.com
= Builtin
| Computers

Type Description
%AreaDLAdvanced Security Group - Global
%Areaﬁl_ﬁ\dvan(ed Security Group - Global
%Area{)i_}-‘\dvan(ed Security Group - Global
E&AreaM_Advanced Security Group - Global

= Domain Controllers
%AreaDS_Advanced Security Group - Global

| ForeignSecurityPrincipals

= Managed Service Accounts %AreaDT_Basl( Security Group - Global
v & PlantPAx %AreaDZ_Basi( Security Group - Global
- = Areas %AreaDB_Basic Security Group - Global
:': Roles %AreaD{Basi( Security Group - Global
2| Users %AreaDﬁ_Ba;i( Security Group - Global
—| Users
< >« >

Assign Users

Users are unique to each system.

1. Create users and assign them to the Member tab on the Properties for the associated
Role.

2l Active Directory Users and Computers - [m]
File Action View Help

e am 0 XEoE Bm 2ataTaS
: Active Directory Users and Computers [PADCA | pame v

Type Description
| Saved Queries E
v 3 PlantPAxRockwellAutomation.com New Object s User x
| Builtin
| Computers

< ; Createin:  PlantPAx. Rockwell Automation.com,/Plant P A/ User
Domain Controllers ')

_| ForeignSecurityPrincipals
_| Managed Service Accounts |

o First name

v (] PlantPAx | nials: | |
o Areas Last name: | |
2 Roles
o Users Full name | |
| Users
User logon name:
7 5 @PlantPAx.Rockwell Automatior ~

User logon name fpre-Windows 2000):
[PLaNTPaX. Il |

< Back Next >

2. Once the user name and password are created, configure the following properties as
shown in the table for each user.

On This Page Configure
Properties Select the domain on the ‘Member of' tab
Select Groups Type Area as the object name and select the appropriate Area
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The successful configuration of a user shows both their domain
and area.

File Action View Help
e 2E 8 XEEE HE 2 aaTER

: Active Directery Users and Computers [PADCAI| pame - Type Description
;— saved Queries i &John Smith User
w i PlantPAx.RockwellAutomation.com
_| Builtin John Smith Properties T s
~ Computers
2| Domain Controllers Remote control Remote Desktop Services Profile COM+
_ ForeignSecurityPrincipals General Address  Account Frofile Telephones  Organization
~ Managed Service Accounts Member Of Dialdn Environmertt Sessions
~ [2] PlantPhx
= A Member of:
reas
2| Roles MName Active Directory Domain Services Folder
I Users Arealll_Basic PlantP A Rockwell Automation.com./Plant P Aw/Ar....
7 Users Domain Users PlartP Ao Rockwell Automation .coms/Users
PlantPAx Operati... PlantPAx Rockwell Automation .com/Plant P AR
< >« >

Group policies help reduce the maintenance and complexity when you add new users and
computers into the PlantPAx system. The group policies determine what users can and can't
do, such as password maintenance or to restrict folder access. The same approach applies for
how to define server maintenance.

The settings that are outlined are baseline recommendations. Individual business, IT, and
security requirements could require additional policies.

Configure the Windows NTP Client

The domain is responsible to propagate and enforce the clock time to the domain computers.
Use the Server Manager to configure the Windows NTP client so that the domain controller is in
sync with the Windows NTP server.

1. Go to Tools > Group Policy Management.
2. Select the Default Domain Controllers Policy to edit.

|, Group Pelicy Management - O X
1Z File Action View Window Help - &
«=|m & H
&, Group Policy Management Group Policy Management
v XS Forest: PlantPAx.RockwellAutomation.com Conterts

v (£ Domains s
w 3 PlantPAx.RockwellAutomation.com Name
si Default Domain Policy £ Forest: PlartP . Rockwel Automation com
~ 2| Domain Controllers
,j Default Domain Controllers Palicy
2| PlantPhx Edit...
5! Group Policy Objects Enforced
7 WMIFilters ' Link Enabled
] Starter GPOs
i Sites Save Report...
5t Group Policy Modeling MNew Window from Here
+ Group Policy Results
Delete
Rename
Refresh
Help
< >
Open the GPO editor
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3. In the Group Policy Management Editor, select Policies > System >

Windows Time Service.

=[ Group Policy Management Editor

File  Action View Help

os | HEEE HET

_EJ Default Domain Controllers Policy [PE ~
+ (& Computer Configuration

w [ Policies
Software Settings
Windows Settings
Administrative Templates:
_ Contral Panel
5 [0 Network

| Printers

| Server

| Start Menu and Taskba
w | System

] Access-Denied Assi ”

S ... L

< >

!

[~
~ &

| System

Windows Time Service
| Shutdown
| Shutdown Options
(] System Restore
| Troubleshooting and Dizgnostics
| Trusted Platform Module Services
| User Profiles

| Windows File Protection

|iz] Download missing COM compenents

€ >

Setting Lo

Extended /(Standard/

16 setting(s)

Go to Time Providers > Configure Windows NTP Client.

=/ Group Policy Management Editor = O X
File Action View Help
Ll AR 1n [ EY |7
1 Shutdewn Options ~ . Time Providers
| System Restore N N X i
1 Troubleshosting an Configure Windows NTP Client ing
| Trusted Platferm M o e dows NTP
| User Profiles Edit policy setting. Enable Windows NTP Client
| Windows File Prote Requirements: |iz| Enable Windows NTP Server
w [ Windows Time Sen At least Windows Server 2003
| Time Providers operating systems or Windows XP
" Windows Components Professional
} o Al Settings Description:
|| Preferences This policy setting specifies a set
~ % User Configuration of parameters for controlling the
7] Policies Windows NTP Client.
= v
MR reterencey v || fyou enablet_h\s_po_li:;y seFting, < >
< > Extended /(Standardf
3 setting(s)

5. Select 'Enable’ and configure the ‘Options' with your NtpServer: IP address and use Type:

NTP.

A Configure Windows MTP Client

E} Configure Windows MNTP Client

CrossSiteSyncFlags |2
ResolvePeerBackoffMinutes |15
ResolvePeerBackoffMaxTimes

7 s
SpecialPollinterval 3600

EventlogFlags 0

E Mext Setting
(O Mot Configured Comment:
(®) Enabled
() Disabled
Supported on: [ At |eat Windows Server 2003 operating systems or Windows XP Professional
Options: Help:
NtpServer [172,18.1,102,0x1 This policy setting specifies a set of parameters for controlling ~
the Windows MTP Client.
Type |NTP s

If you enable this policy setting, you can specify the following
= parameters for the Windows NTP Client.

If you disable or do not configure this policy setting, the
Windows NTP Client uses the defaults of each of the following
parameters.

MtpServer

The Domain Name System (DMS) name or IP address of an NTP
- time source. This value is in the form of ""dnsName flags""
where ""flags"" is a hexadecimal bitmask of the flags for that
host. For more information, see the NTP Client Group Policy
Settings Associated with Windows Time section of the Windows
Time Service Group Policy Settings. The default value is
""time.windows.com,0x09"".

Type
This value contrals the authentication that W32time uses. The

Cancel Apply
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6. Goto Time Providers > Enable Windows NTP Client and
check ‘Enabled.’

Configure Windows Time Service

Enable the NTP server to initiate automatically upon startup.

1. Inthe Group Policy Management Editor, go to Policies > Windows Settings > Name
Resolution Policy > System Services >Windows Time.

=[ Group Policy Management Editor - O >
File Action View Help
e | 0E XEE|HE

=/ Default Domain Controllers Policy [PADCAL & || Serjice NEIT]EA Startup Permission ~

w i Computer Configuration
~ || Policies
| Software Settings
~ ] Windows Settings
| Name Resolution Policy
|| Seripts (Startup/Shutdown)
= Deployed Printers

@Windnw; Management In... Not Defined Mot Defined
mwiﬂduws Mobile Hotspot... Mot Defined Mot Defined
@Windows Modules Installer Mot Defined Mot Defined
mWindows Prezentation Fo.. Mot Defined Mot Defined
ﬂ‘_‘}Wmdows Push Motificatio... Mot Defined Mot Defined
@Windnw; Push Notificatio... Not Defined Mot Defined

v 5 Security Settings mwiﬂduws Remote Manag... Mot Defined Mot Defined
3 Account Policies Windows Search Mot Defined Mot Defined
:ﬁ Local Pelicies Windows Time Automatic Mot Defined
j Event Log @Wmdows Update Mot Defined Mot Defined
‘& Restricted Groups @WinHTI'P Web Proxy Aut... MNot Defined Mot Defined
A System Services & mwirad AuteConfig Mot Defined Mot Defined
< = 3 3 WM Performance Adapter  Not Defined Mot Defined v

2. In the Windows Time Properties, select the following:
« Check ‘Define this policy setting.’
« Check ‘Automatic’ for service startup mode.

Enforcing the Domain Controller Policy

Policy enforces the domain controllers to use the NTP server settings.

1. Inthe Group Policy Management Editor, select the Default Domain Controllers Policy and
remove ‘Authenticated Users’ from

Security Filtering.
&, Group Policy Management - m} X
E File Action View Window Help -5 %
| 2E 4
[5 Group Policy Management Default Domain Contrellers Policy

v 4 Forest: PlantPAx.RockwellAutomation.com

: Scope Detsis Settings Delegation
w (55 Domains

v &2 PlantPAxRockwellAutomation.com Links
s/ Default Domain Policy Display links in this location: PlartP A Rockwel Automation com -
v [2] Domain Controllers The following stes, domains, and OUs are linked to this GPO:
s/ Default Domain Controllers Policy
= PlantPAx Location Enforced Link Enabled
= Group Policy Objects (51 Domain Contrallers No Yes
% WMI Filters
) Starter GPOs i *

[ Sites
sfi Group Policy Madeling
4 Group Policy Results

Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:

Name

‘WM Filtering
This GPO is linked to the following WMI fitter:

PR o o
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2. Add Domain Controllers from the PlantPAx domain to
Security Filtering.
5, Group Polic , - ]
5L File Action View Window Help - =

o= 2F 6 HmE

(5 Group Policy Management Default Domain Controllers Policy
~ _ﬁ F?rest: PlantPAx.RockwellAutoration.com Scope Detals Settings Delegation
v [F5 Domains ’
v 53 PlantPAxRockwellAutomation.com Linics
= Default Domain Polic Select User, Computer, or Grou,
7| Y P P
w 2| Domain Controllers
s/ Default Domain Contrallers Policy Select this object type
2| PlantPax ‘Use(. .Group‘ or Built-in security principal | Object Types
¢ Group Policy Objects SEE R
i WMI Filters ‘P\arﬂFk.Rﬂckwe{lMomaﬁuﬂ com | Locations
Ll Starter GPOs
@ Sites | Enterthe object name to select (examples
3:2 Group Policy Modeling Domain Cortrollers e P
1 Group Policy Results
Advanced... OK Cancel
Add... Remave Properties
1
WMI Filtering
This GPO is linked to the following WMI fiter:
— ~
3. Right-click Domain Controllers and select Enforced.
15 Group Policy Management = O
5 File Action View Window Help -
= nm CH
(5 Group Policy Management Default Domain Controllers Policy
~ _ﬁ F?rest: PlantPAx RockwellAutomation.com Scope Details Seftings Delegation
v 55 Domains .
~ i PlantPAx.RockwellAutomation.com L
= Default Domain Palicy Display links in this lacation PlanttP A Rockwel Automation.com ~
~ [2] Domain Centrollers The following stes, domains, and OUs are linked to this GPO
a4, Default Domain Controllers Policy =
= PlantPAx Location Enforced Link Enabled Pat
5t Group Policy Objects Domain Controllers ‘fes Yes Plai
& WMI Filters ~ Enforced
] Starter GPOs +  Link Enabled
i@ Sites ! < Delete Link(s)
s Group Policy Modeling
1 Group Policy Results Security Filtering

» Password strength
« Account lockout

» Kerberos
 Interactive login

These group policies are recommended:

Use the specifications for your PlantPAx system to set the values for these policies. If you

configure any of these policies, you must enforce the policies on the domain controller for
them to take effect.

Configure the Password Strength Policy

This policy makes sure that security settings are enforced to help protect the system from
unauthorized users upon entering the system.
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1. Inthe Group Policy Management Editor, select the Default Domain Palicy to edit and
select Password Policy.
£/ Group Policy Management Editor 5 m} X
File Action View Help
= XEE| B
w (i Computer Configuration » || Palicy ~ Palicy Setting
v pf“mes X [ Enforce password history 24 passwords remembered
= SoftunreSeting iz Maximum password age 42 days
B8 wfﬂ::::;ﬁi:}i;uﬂ Policy [y Minimum password age 1 days
é Serpts (Start.up_fShutdown) B ::si\:rn;;nr:zs;wr:;:tli!i:z\exity requirements Enc:ha\:dne“
v z E::J?i)tr:i:trtli:t;? | Store passwords using reversible encryption Disabled
v 3 Account Policies
_;E[ Password Policy
5 Account Lockout Policy
= Kerberos Palicy v
< > < >
Configure the Account Lockout Policy
This policy configures the number of password attempts and how an administrator resolves a
user lockout situation.
1. Inthe Group Policy Management Editor, select the Default Domain Palicy to edit and
select Account Lockout Policy.
= Group Policy Management Editor S [m] X
File Action View Help
| 2E XE
v CompL.lt.erConfiguratiDn A || Palicy 2 Palicy Setting
v p__DIIUES X 14 Account lockout duration 30 minutes
- 4 \S:,:::::;e:;rng; & Account lockout threshold 3 invalid logen attempts
e B Wi Resalution Policy ;| Reset account lockout counter after 30 minutes
[ Seripts (Startup/Shutdown)
= Deployed Printers
v T Security Settings
- _:ﬂ Account Policies
_;::I Password Policy
- Account Lackout Palicy
=3 Kerherns Daliru ¥
< > < >
Configure the Kerberos Policy
This policy helps administer network authentication.
1. Inthe Group Policy Management Editor, select the Default Domain Palicy to edit and
select Kerberos Policy.
2. Enable the default options or modify if desired.
= Group Policy Management Editor - O X
File Action View Help
e=| 2@ =]
EI Default Domain Centrollers Policy [PADCAPLE & Policy o Policy Setting
v 8 Fomput?r Configuration |2 Enforce user logon restrictions Enabled
- P?I\UES 1) Maximum lifetirme for service ticket 600 minutes
i - f;.ft:rara Sseettﬁ\rlgs 12 Maximum lifetime for user ticket 10 hours
i !nN::;e REE:E;D” Policy 12| Maximum lifetime for user ticket renewal 10 days
; Seripts (Startup/Shutdown) 1) Maximum telerance for computer cleck synch.., 3 minutes
= Deployed Printers
~ T Security Settings
v _:ﬂ Account Policies
_ﬁ Password Policy
2 Account Lockout Policy
- Kerberos Palicy o
P g oS RRS LS . ( 5
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PlantPAx Users Policy
Object

Configure the Interactive Logon Policy

This policy configures a warning message to users of the consequences for misusing
company information.

1. Inthe Group Policy Management Editor, select the Default Domain Palicy to edit and
select Interactive Logon Palicy.

2. Inthe tree configuration of the Group Policy Management Editor dialog box, Go to
Computer Configuration > Policies > Windows Settings > Security Settings > Local
Palicies.

3. Select the Security Options folder and select the Interactive login: Message Title option.
Enter the name of the group that receives the interactive message.

File Action View Help

e rEXE= I HE

~

\=[ Default Domain Pelicy [PADCA.PLANTRAX.RL A Policy Policy Setting ~
v C.or:p:..lter Configurstion o Interactive logon: Message text for users attempting to log on  This system is the pro
w [ Policies

2 Interactive logon: Message title for users attempting to log on PlantPAx System

| Software Settings
~ [ Windows Settings | Interactive logon: Message title for users attempting to lo... T =
~| Name Resolution Policy
| Scripts (Startup/Shutdown) /| Securty Policy Setting  Explain

= Deployed Printers
~ T Security Settings

~ _:El Account Policies
5 Password Policy ) )
55 Account Lockout Palicy ] Define this policy setting
jﬂ Kerberos Policy | |P|amPﬁK System

~ [ Local Policies
& Audit Policy
i UserRights Assignmen
| Security Options

},{g. Interactive logon: Message title for users attempting to log on

4. Select the Interactive Logon: Message text option. Enter the message that appears to
users during login.

File Action View Help
e 2E XE= HE

_: Default Domain Policy [PADCA.PLANTPAX.Rt A Policy Policy Setting [ad
~ i Computer Configuration

4 Interactive logon: Message text for users attempting to log on  This system is the pro

M P.DII(IES U] Interactive logon: Message title for users attempting to log on  PlantPAx System
_| Software Settings
~ [] Windows Settings Interactive logon: Message text for users attempting te lo.. ? s
“| Name Resolution Policy
] Scripts (Startup/Shutdown) Security Policy Sefting  Explain

= Deployed Printers
~  Security Settings
v 2 Account Policies
_:E| Password Policy
5 Account Lockout Palicy

qg' Interactive logon: Message text for users attempting to log on

Define this policy setting in the template

== This system is the property of Rockwell Automation and is for author
= il Kerberos Policy The use of computing and network services and devices provided |
~ G| Local Policies 'We reserve the right to monitor and audit assets and resources., in z
= i ‘ersonal use must be consistent with our policies and Code onc
i Audit Policy P J b h L d Code of C

5| User Rights Assignment
_:ﬂ Security Options

i Fuentlon

€ >

You can create a PlantPAx Users Policy to restrict privileges and site access. Recommended
policies include access for the following:

o USBdrive
« Portable device
« Software

Use the specifications for your PlantPAx system to set the values for these policies. If you

configure any of these policies, you must enforce the policies on the domain controller for
them to take effect.
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For how to configure the recommended FactoryTalk® Security settings, see Configure System
Security Features User Manual, publication SECURE-UMOO.

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Tools, contains recommended
FactoryTalk® Security policy settings for PlantPAx systems.
Download the spreadsheet from this public article.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

Create the PlantPAx Users Policy Object

You can select a group and set restrictions. For example, a group of users can't use USB drives
as a layer of system security.

1. Inthe Group Policy Management Editor, select the PlantPAx Domain and select ‘Create a
GPO in this domain and link it here...

5L Group Policy Management
12 File Action View Window Help
e 2@ 8| XEd Bm

= Group Policy Management PlantPAx

v S\:\ F?rest: PlantPAx.RockwellAutomation.com Lirked Group Policy Objects Group Pali
v |55 Domains -
~ F3 PlantPAx RockwellAutomation.com Link Order GPO

s Default Domain Policy

2| Dorain Controllers

3] PlantP;
=) Group Create a GPO in this demain, and Link it here...
#WM|F Link an Existing GPO...
3 Starter Block Inheritance
[ Sites Group Policy Update...
sti Group Policy
% Group Policy Group Policy Medeling Wizard...

Configure the USB Drive Policy

A group of users can be restricted from using a USB drive.

1. In the Group Policy Management Editor, select the PlantPAx Users Policy Object to edit
and select Removable Storage Access.

2 Group Policy Management
'z File Action View Window Help

e | HE e X0l HmE

|2, Group Palicy Management PlantPAx USers Policy Objects
v _{S Forest: PlantPAx.RockwellAutomation.com Scope Detais  Settings | Delegation  Status
v 55 Domains .
~ 3 PlantPAx.RockwellAutomaticn.com e
s/ Default Domain Policy Display links in this location: Plant P Ao Rockwell Automation.com
=] Domain Controllers The following sites, domains, and OUs are linked to this GPO:
= | PlantPAx
v [ Group Policy Objects Location Erforced Link Enabled
=/ Default Domain Contrallers Policy 5] PlantPAx No Yes
=/ Default Domain Policy
L=[ PlantPAx USers Policy Obje-*-
% WMI Filters Edit...
&l Starter GPOs GPO Status >
i Sites Back Up...

s Group Policy Medeling

4 Group Policy Results Restore from Backup...

2. Go to Computer Configuration >User Configuration > Policies > Administrative
Templates > System.

3. Select Removable Storage Access and choose All Removable Storage classes: Deny all
access.
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4. Select Enabled.

= Group Policy Management Editor < El X
File Action View Help
=2 n@mE BEl T

= PlantPAx USers Policy Objects [PADCA.PLANTPAX.ROCK\ A
~ il Computer Configuration

_ Removable Storage Access
All Removable Storage classes: Deny Setting

_| Policies Ry - ; .
| Preferences \i=| Set time (in seconds) to force reboot
v IL‘, User Configuration el ok st CD and DVD: Deny read access
~ [ Policies CD and DVD: Deny write access
“| Software Settings Requirements: Custom Classes: Deny read access
~| Windows Settings At least Windows Vista Customn Classes: Deny write access
v [ Administrative Templates: Palicy definitions (¢ e Floppy Drives: Deny read access
| Control Panel Configure access to all removable Floppy Drives: Deny write access
| Desktop storage classes. Removable Disks: Deny read access

| Metwork This pol etting tak ’ Removable Disks: Deny write access
Snarsg Foldes cr oy indhvicusl remoable |
e Ve o Eactbar over any individual removable ﬁ Il Removable Storage classes: Deny all access

storage policy settings. To manage Tope Drives: Deny read access

~ [ System individual classes, use the policy Tape Drives: Deny write access

| ;t.rHAI\HtD:I E!ptlons settings available for each class. WPD Devices: Deny read access
_| Driver Installation = .

Folder Redirection If you enable this policy setting, no =) WPD Devices: Deny write access
=G access is allowed to any removable
| Group Pelicy

: storage class.

| Internet Communication Management
| Locale Services If you disable or do not configure this
| Legon policy setting, write and read

Mitigation Options accesses are allowed to all removable

storage classes.
“| Power Management 9

| Removable Storage Access

Configure the Portable Device Enumeration Policy

This paolicy enforces Group Policy Objects for connected mass storage devices.

1. Inthe Group Policy Management Editor, select the PlantPAx Users Policy Object to edit
and select Portable Device Enumeration Policy.

P

File Action View Help
e 2@ XE 2 BE

_.”:' Default Doemain Policy [PADCA.PLANTPAX.RI A || Service Name Startup Permission ~

™ ¥ Computer Configuration @Portable Device Enumerator Service Automatic Not Defined
~ [ ] Policies
| Software Settings Portable Device Enumerator Service Properties ? X
w ] Windows Settings
| Name Resolution Policy Security Policy Sefting

| Scripts (Startup/Shutdown)
=1 Deployed Printers
w i Security Settings
/A Account Policies
| Local Policies

ag' Portable Device Enumerator Service

Define this policy setting

j Event Log Select service startup mode:
4 Restricted Groups @ Automatic
3 System Services
AL ) Manual
1 Registry
& File System () Disabled

Wired Network (IEEE 802.3)
| Windows Firewall with Adv Edit Securty...
| Network List Manager Polic

Aﬂ Wireless Network (IEEE 802,
_| Public Key Policies
_| Software Restriction Policie

“| Application Centrol Policie Cancel Bpply

&, IP Security Policies on Actit ,,

Configure the Software Access Policy

This policy helps protect against the use of non-approved system software.

1. In the Group Policy Management Editor, select the PlantPAx Users Policy Object to edit
and select Software Access Policy.

2. Go to Computer Configuration > User Configuration > Policies > Administrative
Templates.
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3. Inthe System folder, select ‘Don't run specified Windows applications.’

= Group Policy Management Editor = [m] X
File Action View Help
e tm= Bml T

=/ PlantPAx USers Policy Objects [PADCA.PLANTPAX.ROCK\ A © System
v {8 Computer Configuration

2 policies Don’t run specified Windows Setting G
§ Prctcrnces applications ~ Folder Redirection
~ i, User Configuration Edit policy setting A L Group Policy
w |7 Policies _ Internet Communication Management
7| Software Settings Requirements: ~ Locale Services
| Windows Settings At least Windows 2000 “ILogon
~ E ArimmlstratweTamplatas: Palicy definitions (£ Description: _| Mitigation Options
- Control Panel Prevents Windows from running —| Power Management
_| Desktop the programs you specify in this | Removable Storage Access
| Network policy setting, I Scripts
| Shared Folders | User Profiles

If you enable this policy sctting,
- users cannot run programs that
v [ System you add to the list of disallowed
| Ctrl+Alt+Del Options applications.
~| Driver Installation

il Start Menu and Taskbar (iz| Downlead missing COM compoenents

Century interpretation for Year 2000

Restrict these programs from being launche

GBI ey St ot Da not display the Getting Started welcome

do not configure it, users can run
any programs.

| Folder Redirection
= Custom User Interface
| Group Palicy

Prevent access to the command prompt

| Locale Services This policy setting only prevents L] Pravant access to ragltry editing tools
“| Logon users from running programs that fi| Don't run specified Windows applications
are started by the File Explorer =) Run only specified Windows applications

process. It does not prevent users &= Windows Automatic Updates
frem running programs, suchas s =
w || Task Manager, which are started < >

< > |\ Btended { Standard
10 setting(s)

“| Internet Communication Management

~| Mitigation Options
“| Power Management
| Removable Storage Access

4, Select Enabled, Show, and then type any application software to create an access
restriction. Example: Regedit.exe
B Don't run specified Windows applications O

E‘ Don't run specified Windows applications T i Next Setting

O Not Configured ~ Comment:
(®) Enabled
() Disabled
supported on: [t |east Windows 2000
Cptions: Help:
List of disallowed applications Iml ‘ FP]Le“\rc;n:Zt\:;"r:r;dowsfrom running the pragrams you specify in this | ~
show.Conlents O % annot run programs that
ations.
List of diszllowed applications T
Walue
o’ REGEDIT.EXH from running programs
& cess, [t does not prevent
Task Manager, which are
er processes, Also, if
mpt (Cmd.exe), this
rom starting programs in
ey would be prevented
Windows 2000 or later
th this policy setting.
gtions, click Show. Inthe |,
oK Cancel Cancel Apply

Windows Workgroup For small PlantPAx systems, you can use a Windows Workgroup where complexity and security
controls are kept to a minimum. An example might be a PASS-C server for a self-contained
process unit or packaged equipment that is built by an Original Equipment Manufacturer (OEM);
commonly called a process skid.
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Assign Static IP Addresses

Without a domain controller, there's no DCHP server to assign IP addresses. The workgroup
requires all workstations and servers to contain manually set (static) IP address assignments.

1. On each workstation, access the Network Adapter TCP/IPv4 properties and assign a

unique IP address.

Internet Protocol Yersion 4 (TCP/IPwd) Praperties

General

for the appropriate IP settings.

() Obtain an IP address automatically
(®) Use the Following IP address:

‘fou can get IP settings assigned automatically if wour netwark supparks
this capability, Otherwise, wou need ko ask vour network administrator

IP address:

| 172 . 20 .

1 .1z

Subnet mask:

|
| 255 .255 .255 . 0 |
|

Default gateway: | 172,20 .1 .1
ibtain DMS server address aukomatically
(®) Use the follawing DMS server addresses:
Preferred DM server: | |
Alternate DN server: | |
[Jvalidate settings upon exit Advanced. .
Cancel

*

IMPORTANT

Stratix® managed switches can be set to operate as a DHCP

server and provide DHCP persistence. See the switch user

manual if using DHCP for workgroup computers.

Map Computer IP Addresses

Without a domain contraoller, there’s no DNS server to provide name resolution, meaning the
computers can only communicate by IP address. To communicate by using a computer host
name, mapping is required. All Windows computers contain a HOSTS plaintext file that maps IP

addresses to host names.

1. Locate the HOSTS file in C:\Windows\System32\Drivers\etc directory and specify to

open with Notepad.

Rockwell Automation Publication PROCES-UMI00F-EN-P - April 2025

41



Chapter 2 Domain or Workgroup

2. Create a list of your workgroup computers, starting with each IP address followed by
the corresponding computer name. Use a tab to delimit space between each mapping.

| =
¥

File Home Share Siewy 0
/ [F . - [
o Cut & Moveto X Delete - I o %] Open tESelect all
-~ ~ ] Copy path il ~ d Select none
k Co E - = e Froperties
L F d i 1 Rename falder b u‘—“lnvert selection
Clipboard Qrganize Mewy Qpen Select
U <« Local Disk (C) » Windows > System32 » drivers » etc v | Search etc P
~
[ Desktop Lo Marme Date madified Type Size
=| Documents | hosts | hosts - Motepad - = x
¥ Downloads | Imhastsisam | File  Edit Format Wiew Help
D Music || networks # For example: ~
&= Pictures _| protocol #
B videos ] services # 162.54.94.97 rhinc.acme.com # source server
# 38.25.63.18 X.acme. com # x client host

e LoCal Disk (C2)

# localhost name resolution is handled within DNS itself.

o Heswork # 127.0.0.1 locslhost
v # =il localhost
Sitems  1item selected 912 bytes

172.20.1.12 Ewsol
172.26.1.13 Wsa1
172.26.1.14 PASSEL
172.26.1.15 PASSE2A
172.26.1.16 PRSSE2E
172.26.1.17 ASIHeL
172.26.1.18 ASIHE2
172.26.1.18 ASISel v
< b3

3. Copy the HOSTS file to all other computers in the workgroup.

IMPORTANT  Anytime a change or new computer is added, all workgroup
computers must receive the updated HOSTS file.

Test Communication by Host Name

You can verify that each workgroup computer responds to a PING command from another
workgroup computer, referencing the remote computers
host name.

1. Opena Command Prompt and type PING followed by a host name.
For example: CMD: PING PASSO1

2. Verify that a reply from the remote computer is returned with the correct
[P address.

B Command Prompt — O x

4

in milli
Bms, A

ell Automation>

Create Local Users

While not required, increased security is achieved when using local user accounts of varying
privilege.
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Use the most restrictive account to help protect from security threats that could otherwise
use elevated privileges to exploit the operating system. Only log into an administrative
account as needed.

1.
2
3.
4.
5

6.

Open Computer Management. (Run > compmgmt.msc)

Select Local Users and Groups in the left window pane.
Right-click the Users folder and select New User.

Enter a user name, password, and select ‘password never expires’.
After the user is created, right-click user and select Properties.
Go to the Member Of tab and Add the local group as desired.

Local Users and Groups Example

User Name

Local Group

PlantPAx Engineering

Administrators

PlantPAx Operators

Power users

IMPORTANT

Local user accounts must be duplicated on all workstations with
shared credentials for seamless access.

Create Local Security Policies

While not required, if you have various levels of local users you can set local security policies
that the more restricted accounts will not be able to modify.

1. Login to the highest privilege local account with administrator access.
2. Open the Local Group Policy Editor (Run > gpedit.msc).
3. Expand Computer Configuration and go to Windows Settings > Security Settings.
=] Local Group Palicy Editar — O x
File Action Wiew Help
o | 75 X=HE
I=] Local Computer Policy A || Mame Description £

v i Computer Configuration
| Software Settings
\1 | Windows Settings I
Mame Resolution Policy

=] Scripts (Startup/Shutdown)

= Deployed Printers

v
7 Account Policies
7 Local Policies

> < >

AAccount Policies Pazsward and account lockout pal
i Local Policies

1uindows Firewall with Advanced Security
I Metwork List banager Policies

1Public Key Palicies

| Software Restriction Palicies

| Application Control Policies

o @ IP Security Policies on Local Computer

Auditing, user rights and security c
Yifindows Firewall with Sdvanced &

Metwark name, icon and location

Application Cantrol Policies
Internet Protocol Security (IPsec) 2,

Expand Computer Configuration and go to Windows Settings > Security Settings >
Account Policies.

You can configure a lockout policy for several failed login attempts of unauthorized
users.

Expand Computer Configuration and go to Windows Settings > Security Settings > Local
Policies.

You can configure User Rights Assignment and Security Options. You can limit
actions such as who can shut down the computer, change the system time, access
the computer from a network, and so on.

IMPORTANT

Local Policies must be duplicated on all workstations for
seamless operation. This can be tedious and is why a domain
controller with the ability to push domain policies is
recommended over a workgroup.
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FactoryTalk DeskLock Utility (Optional)

DeskLock is a FactoryTalk® View tool for the Windows operating system. DeskLock provides
control options for smaller systems that do not use policy or domain management.

Use the DeskLock tool to:

«  Choose setting so that an operator using FactoryTalk View can't gain access to
functionality not expressly configured by the system administrator.

« Hide items on the Windows Explorer desktop, including the Taskbar and Start menu.

Disable key combinations that are used to perform specific Windows actions, such as
accessing the Task Manager.

Launch the DeskLock tool on computers with FactoryTalk View SE, FactoryTalk® Studio, server,
or client components.

1. Go to Rockwell Software > FactoryTalk View > Tools > DeskLock

2. Select Set Up DeskLock.

DesklLock

Application 1 |

Restart windows |

Exit DeskLock |

|| SetLip DeskLack ... 1

3. Explore each of the four tabs (Logon, Desktop, Password, Behavior).

DesklLock Setup
Logon T Desktop T Paszward T Eehaviar

‘windows Logon
[ Automatically Logon to windows

Diefault Domain Mame: [Passm

Default Uzer Name: |&sclririistratar

Default Password: [

Canfirn Password: |

Options

[~ Goto the background when it starts

Drefaults | ] | Cancel |

4, Use the Help button for information on how to configure and use the DeskLock utility.
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Prerequisites

PASS-C =

8

Process Automation System Server

The Process Automation System Server (PASS) can be configured after joining an active
domain or workgroup. The configuration steps described here cover larger system
implementations.

This is the recommended workflow to configure a Process Automation System Server. For
experienced users, each step outlines requirements. For more detailed information, follow the
referenced links.

Following the System Workflow, configure a PASS or PASS-C, depending on the size of your
system. Your results from the PSE determine the size of the system.

« The PASS server or servers must be deployed before doing the procedures in this

PASS section.

[T

‘ «  PASS servers can be configured as redundant for HMI servers, data servers, and/or
alarm servers.

FactoryTaIk Components The PASS hosts the FactoryTalk® Services Platform that provides a set of common services

(such as diagnostic messages, health monitoring services, and access to real-time data).
FactoryTalk software products and applications depend on these services in a PlantPAx
system.

FactoryTalk Service Platform components for the PASS include:

Component

Description

FactoryTalk Administration Console

FactoryTalk Administration Console is a standalone tool for developing, managing, and securing multiple FactoryTalk View
applications.

On the Administration Console, delete old computer names from the FactoryTalk Directory. By deleting old computer names, the
FactoryTalk Directory contains current computer names only. Deletions also make sure that applications do not attempt to
communicate with computers that are no longer in the FactoryTalk Directory.

Required: Yes; a prerequisite on every PlantPAx® computer containing FactoryTalk software.

FactoryTalk Directory

FactoryTalk Directory provides a central lookup service for a PlantPAx system so all definitions do not have to exist in a single
physical project file. References that are saved by FactoryTalk Directory are used by FactoryTalk-enabled products and FactoryTalk
services to locate definitions when they're needed.

It allows clients to locate key configuration information such as system organization, server locations, and policy information.
FactoryTalk Directory provides a common address or phone book of factory resources that are shared among FactoryTalk-enabled
applications in a distributed system.

Required: Yes

FactoryTalk Activation

FactoryTalk Activation services provide a secure, software-based system for activating Rockwell Software® products and managing
software activation files.

Required: Yes; a prerequisite on every PlantPAx computer containing FactoryTalk software. Activation file access is required for
continuous use of FactoryTalk software otherwise a 7-day grace period is started.

Placement: A PASS is recommended location to bind and place the license files. Other servers and workstations can refer to the PASS
location for floating or time borrowed activations. For more robust applications, activate each server locally to remove the dependency of
remote license access.
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Component Description

FactoryTalk Security centralizes user authentication and authorization at the FactoryTalk Directory.

The users and groups are very similar in their management to Active Directory and can be linked to the Active Directory. This
centralized authentication and access control allows for a ‘single user sign-in’ experience when using FactoryTalk enabled
products.

FactoryTalk® Security
Required: Yes

Placement: Same server that is hosting the FactoryTalk Directory.

FactoryTalk Diagnostics collects and provides access to activity, status, warning, and error messages generated throughout a
FactoryTalk system.

FactoryTalk® Diagnostics Required: Yes

Placement: Yes; a prerequisite on every PlantPAx computer containing FactoryTalk software.
FactoryTalk Alarms and Events provides system-wide alarm monitoring and control centralized at the FactoryTalk Directory.

FactoryTalk Alarms and Events Required: Yes

Placement: Alarm and Events Server on the PASS

System SOL Server Before configuring the PASS server, confirm that the SQL Server deployment has been
Deployment completed and is accessible via the PASS server. This is required to ensure that Alarms and

Events can be recorded in the SQL Database. Additionally, Batch server and Asset Management
server will also create a DB in the SQL Server. PlantPAx requires the following SQL features to
be enabled to ensure that data recording is possible.

Instance Features
- Database Engine Services
+  SOL Server Replication
»  Full Text and Semantic Extractions for Search
 Data Quality Service
» Analysis Services

Shared Features
» Data Quality Client
«  Client Tools Connectivity
+ Integration Services
+  Client Tools Backwards Compatibility
+  Client Tools SDK
+  Documentation Components
+  SOL Client Connectivity SDK
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Configure the PASS

Configure the PASS for standalone or distributed connectivity.
«  Specify the location of the FactoryTalk Directory
«  Configure the FactoryTalk Directory
» Runthe Windows® Firewall Configuration Utility
«  Configure FactoryTalk Activation servers

Specify FactoryTalk Directory Location

Every computer must know whether to use its own local directory or to use a network
directory on a remote computer. Do the following for each computer in the system.

1. Go to Rockwell Software > FactoryTalk Tools > FactoryTalk Directory Server Location

Utility and specify the location.

« For a PASS-C, specify the LOCAL directory and for each OWS client

specify the PASS-C directory.

« Foradistributed system, specify the server that will host the directory.
Repeat for all other servers and workstations in the distributed system.

2. Restart each computer after specifying its directory location.

Configure the FactoryTalk Directory

Once you specify the FactoryTalk Directory location and restart the computer, configure the

FactoryTalk Network Directory or Local Directory on each computer.

1. Go to Rockwell Software > FactoryTalk Tools > FactoryTalk Directory Configuration and
select Network or Local or both, depending upon the perspective of the computer being

configured.
Enter the Windows Administrative account user name and password.
3. In the Summary, verify that the configuration was successful.

f@ FactoryTalk Directory Configuration Wizard *

Summary

FactoryT alk Metwork Directory
Metwark Directany was successfully configured on this local computer.
Metwork Directory Server iz located on ‘paze01' remote computer.

FactoryT alk Local Directory
Configuration successful.

. 1 To reset a disabled FactoryTalk Security Administrator account, run this FactoryTalk
L / Directory Configuration Wizard again.

To close this wizard, click Close, Close | Help

Run Firewall Configuration Utility

The FactoryTalk Services Platform includes a Windows Firewall Configuration Utility (WFCU) to

provide firewall port exceptions to incoming and outgoing processes that require remote
access. Run this utility on every computer that has installed FactoryTalk software.
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1. Go to Rockwell Software > FactoryTalk Tools > Windows Firewall Configuration Utility.
And process-related exceptions are displayed at the bottom.

2. If needed, save a list of exceptions for future reference and the WFCU activity is logged
to C:\ProgramData\WFCU\WFCULog.txt

3. If no exceptions are needed, click Exit.

It's recommended to enable Windows Defender Firewall notifications to
inform you of any additional applications that would be blocked.

Configure FactoryTalk Activation Servers

The FactoryTalk Activation Manager (FTAM) software is a prerequisite that is automatically
installed on every PlantPAx computer that contains FactoryTalk software.

For a PlantPAx system, the computer that hosts the FactoryTalk Directory, such as the PASS,
hosts the license files.

1. Go to Rockwell Software > FactoryTalk Activation > FactoryTalk Activation Manager and
select new activations, as needed.

2. After all new activations are generated, go to the Advanced Tab and click ‘Refresh
Server'.

@ FactoryTalk &ctivation Manager

LIe)
Help | About

FactoryTalk™ Activation Manager

Home Manage Activations Advanced

The button below provides a conwvenient way to restart the activation servers running on this

) Refrooh This S enrer computer. Refreshing the servers causes them to notice recent changes.

Server state:

Configure CodeMeter Server

Refresh Server

Configure all other computers to reference the PASS location.

1. Go to Rockwell Software > FactoryTalk Activation > FactoryTalk Activation Manager and
select Update Activation Search Path.

[# FactaryTalk Activation Manager = [m} *

Help | About

FactoryTalk™ Activation Manager

Home .ManageActivations Advanced

Select the location that will provide your activations or add

a new activation location: Update Activation Search Path
1> Find Available Activations Path to Activations
> Cillsers\Public\Documents\Rockwell AutomationiActivations

2. Select Add a server and enter the name or IP address of the license server (PASSO1).
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3. If there are na local activations, move PASSO1 to the top as the first location to search

for activations.

Update Activation Search Path

Select the locations that will provide your activations or add a new activation location. Unchecked locations will not appear
on the list of search paths on the Find Available Activations page.

Selected  Path to Activations
3

Chllsers\FubliciDocuments\Rockwell Autormation\Activations

Add Server Delete... Up Diawen Save Cancel

4, Update the search path on all computers that require an activation.
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Configure Servers on the
PASS

A FactoryTalk View SE application is required to create the three major server components
that run on the PASS.

»  HMI server - Stores HMI project companents, such as graphic displays, and provides
these components to Operator Workstations (OWS) upon request.

« Data server - Accesses information from the process controllers and provides
information to servers and workstations in the PlantPAx system.

»  TagAlarm and Event server - Provides alarm information from the controllers and
servers to each OWS upon request.

The number of servers and how they're configured can impact the speed of system
communication. Servers can be simplex or redundant.

« Asingle HMI server is sufficient for most PlantPAx systems.

» Multiple data servers are common. By locating each in separate areas, tag lookup
performance is improved as an HMI server knows specifically which data server to
browse and can ignore others.

The following steps provide basic server creation on a single PASS. Large distributed systems
can require multiple servers running remotely in a more elaborate architecture.

Create a New HMI Project

This section provides a method to create your own project and then import the components
from the PlantPAx Graphic Framework.

1. Goto FactoryTalk® View Studio software > New and select an application type of View
Site Edition.

The application types are Local Station, Network Station, or Network Distributed.
A PlantPAx systems are Network Distributed applications, even when server
&)  components are consolidated on a standalone computer (PASS-C). The

exception is a process skid, where a Local Station application provides
sufficient functionality.

You now have a default application.
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Define Areas

Areas organize and subdivide applications in a network directory into logical and physical
divisions. Areas can be created for different processes within a manufacturing facility or to
group each server type. This name hierarchy can be visible externally, such as in the historian
or alarm database.

Server assignment helps optimize performance. To help prevent unpredictable search results,
do net insert a server into the application root path. Each server must be in its own area.

.121 FactoryTalk View Studio - View Site Edition (Metwork Distributed)

File View Settings Tools Window Help
WEHS heE O @ A0E k=)

Explorer - HMI Server - 1 X

=0 Metwork (LOCALHOST)
E1g@ PlantPAx HMI

jer® Rindims Sechity « Alarm area folder stores the Alarm and Event server.
« Data area folder contains the data server.

T ESENeﬂ + HMI area folder stores FactoryTalk® View tags and

i @-Ee FactoryTalk Linx Instance 01 .

G senver2 displays.
ii7[Bm FactoryTalk Linx Instance 02

[_:. E FTAE |

2§ Tag Alarm and Events

i-4%] Alarm and Event Setup

=B HMI
=-j8 HMI Server

System

HMI Tags
Graphics

Legic and Control
Data Log
RecipePro+

System

Use the Explorer window in FactoryTalk View Studio to add areas.
1. Go to the application and select New Area.

| FactoryTalk View Studio - View Site Edition (Network Distributed)
File View Settings Tools Window Help

‘EHe he s 0L ROEI> = Y

Explorer - HMI Server - 0 x

=-[E Network (LOCALHOST)
o [TeT
5 Delete

Add New Server >
Logical Name >
Backup...

Resource Editor...
Security...

Properties...

2. Create three Areas, one for each of the three main server types (DATA, FTAE, and HMI).

Explorer - HMI Server * 1 X

= [E Metwork (LOCALHOST)
5fe PlantPAx HMI
= Runtime Security
LT Scripts
E DATA
E FTAE
+ B HMI

IMPORTANT  Once you create an area, you can't change the name. You must delete
and recreate if you need to modify the name.

Do not use spaces in the Area name to achieve proper HMI functionality.
Do not put multiple servers in the root location of an area.
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Add an HMI Server

All PlantPAx systems require an HMI server.

1. Go to the HMI area and select Add New Server> HMI Server. Each area can only contain
one HMI server.

Explorer - HMI Server - B X
=-[E Network (LOCALHOST)

=-g@ PlantPix HMI
i-m@ Runtime Security

H Scripts
g EEE' Delete
New Area...
Add New Server > HMI Server
Logical Name y Rockwell Automation Device Server (FactoryTalk Linx)...

OPC DA Server...

RErealE R, Tag Alarm and Event Server...

Security... OPC UA Server...

Starting with FactoryTalk View SE 13.0, developers have the ability to add all process
library components to a new or existing HMI server.

Add HMI Server Wizard - Select Operation

Select the operation to be performed.
() Create a new HMI server
[] Add PlantPAx Library of Process Objects
() Copy an HMI server
O Import a project

() Attach to an existing HMI server

| < Back | Next > | | Cancel |

2. Enter a name, startup type, and specify the computer that hosts the service (for
example, PASS01).

3. (optional) Click the Redundancy tab to specify a secondary PASS.

Select startup items on the Components tab, such as data logging, derived tags, events,
and macros.

HMI Server Properties 3 || HMI Server Properties X
General Redundancy Componerts General Redundancy Components
Mame: On startup compahents
| HMI Server
Description: Data logging:
| Derived tags:
Events:
Computer hosting the server: Macro:
[Passoz
On shutdown macro:
Startup Type
(2) 0n demand (Redundancy will be disabled) On active macro:

(®) Load and run startup components when operating system initializes
On standby macro;

Project file (relative to server computer):
| C:\Users\Public\Documents \RSView Enterprise\SEVHMI Projects\HMI Server ‘

Primary server

Mumber of displays: 50 Licensed maximum: 250 Run Startup Components I Stop All Running Components

Secondary server

Run Startup Components Stop All Running Components
Grcs | [ Ry || e et | [y [ e

5. Click OK.
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Add the Alarms and Events Database

The data servers and the alarms and events servers can log alarm and event history to a SQL
database. You must create this database before you can enable logging to the servers.

1. Use either FactoryTalk View SE Studio or the FactoryTalk Administrative Console to add
a database connection.

=08 Metwork (LOCALHOST)
wge PlantP o HMI
E System

Actioh Groups

- Palicies

i &5 Metwarks and Devices

£
@I Computers and Groups
[
=0 Users and Groups

=0 Connections

- Add Database Connection...

Security..

2. Configure the database connection properties.
« Type: FactoryTalk Alarm & Events History Database
« Definition name: (new or existing)
« Server that hosts your SQL database: (local or remote)
- SQL database authentication
« Database name (new or existing)

Database Connection Properties X

Database Connection  Alarms Size Management  Alarms Advanced settings

Database type:

I FactoryTalk Alarm & Events History Database ~ Show Usage. ..

Definition name:

|

Server namelinstance: 0

| AppSery-SQLMSSQLSERVER |

Log in to database

Authentication: SGL Authentication v

User name: | 53 |

Password: | seseneeee |

Datahase name:

[FlantpasFrac | |

Test Connection Q Succeeded

O Cancel Apply Help

If the database does not exist, you get a prompt when you click OK. Click YES to
create the database.
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Add a Data Server (FactoryTalk Linx)

A FactoryTalk Linx data server is required to communicate to controllers.

1. Go to the Data area and select Add New Server > Rockwell Automation Device server
(FactoryTalk® Linx).

Explorer - HMI Server - 3 X

=08 Network (LOCALHOST)
= f@ PlantPix HMI

i-m@ Runtime Security
i LT Scripts
ookl Delet
S elete
E _E F1 Mew Area...
L eF Add New Server » HMI Server
=k H B .
f:‘il:' Logical Name y Rockwell Automation Device Server (FactoryTalk Linx)...
A OPC DA Server...
H Resource Editor...
& Tag Alarm and Event Server...
’E Security... OPC UA Server...
o

2. Enter a name, startup type, and specify the computer that hosts the service (for
example, PASSO1).

3. Create afirst or second instance Data server (FactoryTalk Linx), each in its own area.

4. Enter a name, startup type, and specify the computer that hosts the service (for
example, PASS01).
b. (optional) Click the Redundancy tab to specify a secondary PASS.
6. On the Alarm and Events tab, enable alarm and event support and enable history.
7. Enable server-assigned priorities and configure as required.
8. Enable history to configure alarm and event logging.
FactoryTalk Linx Server Properties X FactoryTalk Linx Server Properties x
General Redundancy Alamms and Events General Redundancy Alams and Everts
Name /& [ Enable alam and event support
FactoryTalk Lirx Instance 01 Priorities
Enable server-assigned priorties
Description Severty Range
| Priorty Low High
High
Medium 251 500
Computer hosting the Factory Talk Lirx server. o 20
£ [PAssDT e Alam and Evert History
] Enable history
Server Type: Database definition:

Factory Talk Linx Instancell Server
Computer name:
Database name
Cache file path:
|C'-ngmmData'-FlﬂckweH'-Narms

Log languages: Default language:

English (United States. . ~| | English (United States), & ~
Cocd | fowy || Heb Concel | [ rowy | [ b

IMPORTANT  FactoryTalk Linx Instance02 is an independent service on the
Windows operating system that is designed to allow applications
to increase tag, data, and client capacities without impacting the
performance of the first instance (also an independent service).

Instance02 is not supported on FactoryTalk View SE local station
and is limited to an Ethernet driver.

For information on verifying the data server, see Appendix C, PlantPAx Deployment
Recommendations and Verification Toal.
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Once the data server is created, configure device shortcuts to controllers and subscribe to the
data server. Select All Alarms & Events Notification Messages to support Logix tag-based
alarms and automatic diagnostic messages.

Exploter - HMI Server R = § communication Setup - RNAY/SGIobaLPIantPAX_HMIDATA/Server 1/FactoryTalk Link Instance 01 ><-
[ Netwark (LOCALHOST) Device Shorouts |
5 B0 PlantPiax HM i i —
- Runtime Security add | _Remove |[2c | 70 1920681109, 1756-ENTR, 1756-EN2TRIC
LT Seripte r @ 192.168.1,1100192.168.1,109], 1756-ENITR, *
5l DATA @ 1901681101, 1756-ENITR, 1756-ENITR/C
B Server 1 SN ] 152.168.1.112, 5065-L H0ERP, RA_LIB_Proce
- & FactoryT 3l i Instance ade: Unline ot Brcrwsind
BeF Talk Ling | o Made: Onl Not B 9
al e
ot Server 2 L |
Shortout T
ol FTAE b Processor
i ult Hhl Logix Extended Tog Propertics
Systern n
Action Groups Lipoeaed il etaruded Lag) propertiss

Paligaes

Cornputers and Groups
i1 25 Mebarorks and Devices

ibe To Al Alsreres & Events Mokfication Mezssages
fer Trmecut (M) 0

Add a Data Server (OPC UA)

An OPC UA data server is required to communicate with OPC UA devices. This server type
supports OPC UA data and OPC UA Alarms and Conditions.

1.

10.

.

12.
13.
14.
15.
16.

Use the Explorer window in FactoryTalk View Studio to add a new area for the OPC UA
server.

Go to the new area and select Add New Server > OPC UA Server.

(optional) Click the Help button for more information about configuring the OPC UA
server.

Enter a name and specify the computer that hosts the service. It's a best practice to
host the OPC UA server on a dedicated computer with no other FactoryTalk servers.

(optional) Enable option to keep configuration when service is uninstalled.

(optional) Enable redundancy option if using a secondary server. Click the Redundancy
tab and specify a secondary server.

Click the OPC UA Servers tab.
Enter a name for the OPC UA server. Specify an Endpoint URL for the server.

(optional) If Redundancy is enabled and using a different standby URL, click the
(Secondary) tab and specify a standby URL. Otherwise, enable the option to utilize the
same URL as primary.

Specify Security settings for the OPC UA server.

Specify Authentication Settings for the OPC UA server.

Specify Data Access settings for the OPC UA server.

(optional) Enable alarm support and History in the Alarms Settings.

Specify Diagnostic Logging settings for the OPC UA server.

(optional) Click Add and repeat previous steps for any additional OPC UA servers.

(optional) Click the Certificate Management tab to manage access and certificates for
the OPC UA servers.

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025 55



Chapter 3

Process Automation System Server

FactoryTak Linx DFC LA Connector
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M pichinchncy Connecter]
W G omputer hoasng P Facton ol Lrx OPC Ui
endpos URLs. CPCOMA
2 Wanage incoming and @h ol
Suigoing CuiSoses b To uthae redundancy, sonfy e e
ol T [ Feep confguraten when uninstal
O o
e —
FactoryTal.
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Fagton/Tak Linx OPC UA Connector Tox
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For information on verifying the data server (OPC UA), see Appendix C.

Add an Alarm and Events Server

An alarms and events server is required for server tag-based alarms.
1. Go to the FTAE area and select Add New Server > Tag Alarm and Event Server.

Explorer - HMI Server * 1 X

=0 Network (LOCALHOST)
= PlantPhe HMI

i..me Runtime Security

& LT Scripts

E El_ Delete

E :E Fl New Area...

! Ei; Add New Server » HMI Server

=] = Logical Name ) Rockwell Automation Device Server (FactoryTalk Linx)...

e OPC DA Server...
' Mgt T ol Tag Alarm and Event Server...
' Security.. OPC UA Server...
B

2. Enter a name, startup type, and specify the computer that hosts the service (for
example, PASS01).

3. (optional) Click the Redundancy tab to specify a secondary PASS.
4. Click the Priorities and History tab and enable server-assigned priorities.
5. Enable history to configure alarm and event logging.

Tag Alarm and Events Properties X || Tag Alarm and Events Properties X
General Redundancy Priorities and History General Redundancy Priorities and History
Mame: Friorities
Tag Alam and Events Enable server-assigned priorities
Diescription: Severty Range
Priority Low High
Urgertt 1000
High
Computer hosting the alam server: Medium =l 50
Ay Pass0l v Low 20
Startup type

AMarm and Event History
Enable history
Database defintion:

(® Load when operating system initislizes

() When first client connects [Redundancy will be disabled)

Computer name

Database name:

Cache file path

|C “\ProgramData"Rockwell\Alams |

Log languages:
[ Englich (Unied States), enUS “]

Cancel Apply Help Cancel Apply Help
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Configure DataLogPro

DataLogPro is optional and can be used for historical data and trending. If using FactoryTalk
Historian, See Configure Historian Data Collection on page 207.

1. Open FactoryTalk View Studio and open a new or existing application. If an HMI server
does not already exist in the application, then add an HMI server by following the
procedure from the “Add an HMI Server” section.

2. Double-click the DataLogPro option under the HMI server.

The DataLogPro editor will open.

S HMIServer0l

Systerm
-6 Command Line
Hill Tags
& Taas
Graphics
Displays
Global Objects
& Symbol Factory
Libraries
& Images
- [ Pararmeters
& Legacy Recipes
2 Local Messages
E2 Trend Templates
2 Trend Snapshots
£2 TrendPra Templates
£5 ¥ Plot Templates
Lagic and Cantral
&, Derived Tags

@ Events

B Macras
B Client Keys

o

By Bats Log Models

RecipePro+
- RecipePro+ Editor

T — R
B L@@ @
r— _— s W
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3. New log groups can be added on the left. Select the log group to configure the trigger
properties to log data. The options are Periodic, On Change, and On Demand. Periodic
trigger will log data based on the defined interval. On Change trigger will log data only
when the value has changed according to the deadband configuration. On Demand
trigger will log data only when the FactoryTalk View command DataLogSnapshot is
issued. For trending, it is recommended to use periodic trigger.

& Owstoghva Fansiio DC LHMEarerires o ®
DL L@ m @

[ somes e . - s

B Ungrisped tags

=======

B Tag Components
B celusns
+ 0% =

4, Tagvalues can be added to a log group on the right. Use the filter to search. Tags can

Pt
L]
B Usgrouted tags ]
PRELEAR JLwen Pragram PCT_EM. 128 Aadi P Aindt Vi Patotic L] ]
- Mewtioupl e
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5. Click the save icon to save the DataLogPro configuration. The DatalLogPro configuration

can be exported or imported.

| W DategPrs Plans DM eneries

) o2 L 0

|wauu

Wesetnrap (1]
| @ antagn ' ™ o —
B Lingrouped taga
/RELE Ay [ELXOT|Program PLY EM_125 ANSAP_AIrd Vi Pagicdde; ]

!-m LR

- B ®
@
(8 Paraic e
O imtnange :;
() onbemans -
[
e ba.
10 Seconclsf =
"
"
"
+ O LDy "
v O vILPUMECIDt R
+ O vt b
PO vLWIMe R
PO LM R
* ¢ DutRuset .
'O Oulfmenty. D
"

* 0 gto ndialized

[ Tag Comprants
B columns
* 0% -

6. For more information, click the help icon in the upper right corner.

& DatalogPss /Plarmtbls DESHME e rveriies

O i@
Loggroups hesivopt (1)
9 Mt 1 " = -
= Usgrauped tags
JRELEAsea [CLX 0N Program FTTEM,) 25 AddA P AND! Val Periodic o

e BoemBinup] e

* 9 PCmd Phyvcal 80

* O POmeVimual 20
* O NCmACleas . 80
o * 0 e asat £

i + & XCmd Rt 90,

[F]rewm [
& Valnpey
< Wal_hot:
7 Wal Dav

@ waLiMnCap
* O ValPYMsCapt
* O valIvEuNn

* 4 Val PYEUMIE

EEAERRRARE

* & OuRaeet

* 4 Dt BmanDv

2

* & stenaializsd

B o5 Componaits
B3 colusns
4+ w0 =

Now that your servers are organized into areas, you're ready to start developing your

HMI application.

.'2 FactoryTalk View Studio - View Site Edition (Metwork Distributed)
File View Settings Tools
HAS heE 0L #H0E:
= [08 Network (LOCALHOST)

ai@ PlantPAx_HMI

w8 Runtime Security

IT Scripts
DATA

= FactoryTalk Linx
E

ag Alarm and Events

Window Help

- E(HMI
=3 HMI Server

System

-0 HMI Tags

- I¥ Graphics

-1 Logic and Control

-1 Data Log

(-1 RecipePro+
System
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Redundant Server
Considerations

Configure Runtime Security

For details on building an HMI template, see the Rockwell Automation Library of Process
Objects Reference Manual, publication PROCES-RM200.

Redundant HMI, Data, and Alarm servers provide higher availability on a network distributed
architecture. Primary and secondary servers are hosted on different PASS servers where
control can be switched between them.

When implementing a primary and secondary server (PASS02A and PASS02B), we recommend
that you use a single PASSO1 (non-redundant) to host the FactoryTalk Network Directory and
FactoryTalk Activations. By using the PASSO1, these common components still are accessible
in case one of the redundant servers is unreachable.

Access the Redundancy tab of each servers' properties to enable redundancy and specify the
secondary server.

HMI Server Properties X

Generall Redundancy | Components

Provide redundancy using a secondary server I
SCEnEy Server
Computer hosting the server:
[Passoze

Startup type:
Load and un startup components when operating system initializes

Mumber of displays:  Unknown Licensed masimum:  Unknown
Switchover options

® Continue using the secondary server even when the primary server
becomes available again

() Switch aver to the primary server when it becames available

Replication

Replicate Active ta Standby.

Cancel Apply Help

Runtime security can be configured for three different capabilities or a blending of those
capabilities when deploying the HMI content provided in the Process Library.

«  User role (that is, Operator, Engineer, and so on)

+ Area

 Line-of-sight
Security by user role restricts users to the actions their role allows. The addition of area
security can further restrict those allowed actions to specific areas of the plant. Finally, with
the addition of line-of-sight security, the user can be further restricted from performing

identified actions to the specific computer they are using. Not all these capabilities are
required, you can deploy each security option individually or in any combination.

Refer to Security Example with Concurrent Implementation of all Three Security Methods on
page 78 for an example implementation.
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Role-Based Security

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Tools, contains the security
information spreadsheet. Download the spreadsheet from this
public article and use the tab that is referenced in each step.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

The images in this section depict a single application with both FactoryTalk
User Groups and Domain User Groups together. However, it isn't
recommended to use both types of user groups in a single application.

Runtime security must be configured to provide each account or user group with the correct
FactoryTalk View security codes. The security codes verify that operators, maintenance
personnel, and engineers have permission to run secured commands, open secured graphic
displays, or write to secured tags at runtime.

1. On the PASS, go to Rockwell Software > FactoryTalk View > Tools > Tag Import and
Export Wizard.

Page

Action

Tag Import and Export Wizard
Operations field

From the Operation pull-down menu, select Import FactoryTalk View tag CSV files and click Next.
From the pull-down menu, select Site Edition and click Browse (ellipsis ...).

Select the path of SE > HMI Projects > HMI Server.

Select HMI Server.sed and click Open.

Click Next and Browse (ellipsis "...") for the FTViewSE_ProcessLibrary_Tags_5_00_xx.CSV file; where xx = the
service release number.
This file is distributed with the PlantPAx Library of Process Objects Library.

Click Open, click Next twice, and then Finish.
The import results appear on the Database Import window.

To set security permissions to groups on the workstation, complete these steps.
1. Open the HMI application with FactoryTalk View Studio software.
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2. Verify that the security tags have been imported by expanding the HM| Area and viewing
HMI Tags folders. (Const, RALibrary, and Security)
| FactoryTalk View Studio - View Site Edition (Network Distributed)
File Edit View Settings Tools Window Help
EEaeneE 0@ AnE i re a0 HB AN 9CERIESET Lk > F
s ranen v [
Bf;mﬂ;ﬁziﬂfom < Tags - /PlantPax_HMI/HMI - =l %
w8 Runtime Security oG Mot
in) Scripts iy
E F;ED!A:itDryTa\k e Mame: Securityalarmack Close
é E FTAE Type: Security: | * Pre
5 §* Tag Alarm and Events Description: | Acknowledge Reset Alarms Ij
E¢E HMI ot =
= iD HMI Server :
{T_\ System E
e HMI Tags Data Source el
| L0 Tags Type: CiDevice @ Memory
@ Craphics Initial Value: | ABCDEF
2] Logic and Control
Data Log [IRetentive
= Ml 5 em ecpebren Search For: Alm | Tag Name Type Description =
B )'Actlun Groups | ‘ Security\AlarmAck String  Acknowledge/Reset Alarms
[ 17 Policies SecuritylAlarmConfig String |Alarm Configuration
[ 17 Computers and Groups & SecurityldlarmDisable String Disable Alarms
25 Networks and Devices £ Const Security\ilarmShelve String  Shehve Alarms
@ Users and Groups faLibray SecuritylBypassFeedback String Can Bypass Feedback
@ Connections ek Security\Bypassinterlocks String Bypass Permissives and Interlocks
: Permission Sets SecuritACmdSrcMaint String  Acquire/Release Equipment Maintenance
SecuritACmdSrcOperProg String |Acquire/Lock and Release Equipment Ope
SecuribtACmdSrcOutOfService  String  Can put device infout of service
SecurityiConfigSecurity String Change the security for a device %
= e - . B =
3. Select Runtime Security from the Explorer window or top menu bar under Settings.
Within Runtime Security, click the Security Accounts button.
b.  From the Security Settings dialog box, select ‘Al Users"and
click Remove.
6. Click Add.
From the Select Users and Computer dialog box, select a PlantPAx group and click OK.
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For FactoryTalk user groups:

™2 Runtime Security - RNA://SGlobal/GraphicFrameworkS_2 = Cl *
H92¢ &
Specify the FactoryTalk Securty accounts that will hawve runtime access to the FactomT alk Yiew SE application,
Click the Security Accounts button bo add or remove an account, and to assign &P security codes. Click the browse
buttons (... ] to select optional Login and Logout macros for the account,
(]
Account [D: [ALL USERS]
Permissions  Efl Select User and Computer X
Login Macno:
“Wiew permissions =
(st e Select a uger [or user group] and computer [or computer graup] pai.
Users Users 2] Computers
€T Al Users | | TEEPLANTPAX_ ADMINISTRATOR B340 Compulers
] €5 PLANTPX_ENGINEERING
Account €T PLANTPX_MAINTENANCE
PLAMTPX_MAINTENANCE _SUPERY
ALL USERS] a = =
€7 FLANTPEX_MANAGER
€5 PLANTPX OPERATING SUPERWISD
€5 PLANTPAX OPERATORS
Permissions fol | €9 PLANT Pax_VIEWONLY
action | | EAPPLIE ZASEMAIS_IUSAS
g ‘afindows Administrators
All Act
Factol gﬁuest Users =
< >
Create New -3 Create New ->
Filter Users Filker Computers
(®) Show groups only (®) Show groups only
() Show users only () Show computers only
O Shaw all O Shaw al
ak Cancel Help
< 2
.
For Demain user groups:
- [l x
@ Runtime Security - RNA://SGlobal/GraphicFramework5_2
H2¢ &
Specify the Facton T alk Securily accounts that will have runtime access to the Factary T alk Yiew SE application
Click the Security Accounts button to add or remove an account, and to assign &-P security codes. Click the browse
buttans [..] to select optional Login and L ogout macros for the account
0
Account 10 [ALL USERS]
e Permissions | Ef Select User and Computer *
View permissions{ ¥
Logout Macro: elect a user [or user group) and computer [or computer group) pair
Users Users £ Computers
IMI €A Users | | 5 PLANTPAXAREADS_ADVANCED B2 Computers
| B SNTEAAARE AR RASIC
Account QFLANTFAX\PLANTPAXADMINISTF\A
ALL USERS €5 PLANTPAXPLANTPER ENGINEERING
€ PLANTPAXAPLANT PR MAINTEMANCE
g PLANTPAXNPLANTPAR MAINTENAMC.
€5 FLANTRAXAPLANTPER MANAGER
Pemissions fol | @8 P sNTPAXPLANTPAR DPERATING ..
action | | €3 FLANTRAX\PLANTPEX OFERATORS
All Act | 5 PLANTRAXAPLANT PR VIEWONLY
Facto | B8 PELIET 2 ASAMNTS TSH v
< >
Create New - Create New -
Filler Lsers Filler Compulers
(®) Show groups only (®) Show groups only
() Show users only (2 Show computers anly
) Show all ) Show all
ak Cancel Help
< >

8. Repeat adding users until all PlantPAx groups are selected.
9. You can assign security to each PlantPAx group based on letters (A...G, P).

10. If you're using e-signature with approval, add the group HMI_Approver. A-P codes aren't
required for HMI_Approver.

1. Select a group from the Users list.

The default is that all FactoryTalk View Security Codes are
checked Allow.

12. Click the Allow box beside each FactoryTalk View Security Code that you want to allow
permission for the selected account.
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For example, allow security of 'A' for an Operator.
Table 4 - Recommended Group Security Codes

Group Security Code
Operators

Operating Supervisor
Maintenance

Maintenance Supervisor

Engineering
Manager
Administrator
View Only

O O M Mmoo | =

For FactoeryTalk user groups:

| WY Srcwrmy Somings for FincaRiia x

R e —
Wit e by * U ot
|

Uren Lomgrtem

| PLANTFS MANASER i Cormpupers
PLan TP DRl mal_LUPEind Bl Conputrs
AR CPTRAT O il Coamgaiers

e

P s s PLAN TR OPERAT D5 omm A8 Comguaiy
B scen

f

DoOoo §
«

AN Bt [
Bl Factorplall View Secusiy Coddes =]
A -]
B o
c a
[ [=] =]
E =] =]
F a o
[ (=] =]
H =] a
! =] a
4 =] =]
K [=] =]
L a o
H a o
[ o o
o =] =]
L (=] o
‘ e
For Domain user groups:
| Y Sapuriny Sevngs for Flasthl x
! Foamiiord [ lactoe Pemaions |
Ve [eveemi e Ly CT (=10
|
| U Lomgeran -
| SR TEMPLANTPS MANAGER ,.\I Comgadai
FISTEMPLANT PR DPERAT G © Bl Compntan
SYSTEMPLANTRRS DPERATDRS. BELAN Compuien
»
Prosmayiscrd ki 505 TERAWPLAHT PG OPERATORS bnoas A Commge |
B chion Al [
AB Actoni o o |
£ Faclongl o Viem 5oty Codes o o
A B 0O
L} (=] =]
C o o
o o O
[} o [a]
¥ o [n]
& o o
H o ]
L (=] [u]
1 =] o
K n] O
L o [a]
M o o
H o o
o O o
L (=] =]
o

13. Repeat the steps for each user or group account that you want to configure with
runtime security.
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For the View Only user group, it is recommended to “Deny” certain security privileges

for the application. Right-click your application, select “Security...”. Add the View

Only user group and select “Deny” for applicable permissions.

=-[E Metwork (PPLIE-12-PASS)

=] "
n-I Runti Delete
H Script
ok GFS. Mew Area...
_ E AL Add Mew Server ]
- E D& Discover Historian Points..,
=E¥ Pz Add Individual Historian Points..
=
L Logical Mame »
= Backup...
=R Resource Editor...
! : .
-F Security...
C Properties...
h LiIranes

B " Security Settings for GraphicFramework3_2

Fermissions  Effective Permissions

Wigw permissions by: (®) Usger () daction
Uzers Computers
mﬁdministrators EENI Computers

o8 Al Computers

|

5 PLANTPAX\PLANTPAX VIEWONLY mE Al Computers ]

€k Anorymous Logon

@ All Computers

Permizszions for PLANT PAx

Add... Remove
SPLAMTPAX VIEWTOMNLY from All Computers.

Action
All Actions
Common

Allow Deny

Alarming

RSLogix5
RSLogix500
RS5Logix5000

HHEHEHEBEREE

Tag

Automatic Liagnostics
Device Data Communication
FactoryTalk View SE

SequenceManager

OoOoooooOoopo
O0O0O0O0000O®pOoO

[] Da not inkerit permissions

Cancel Help
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Area-Based Security

Complete these steps to create area FactoryTalk user groups for each secure area of a

production facility.

1. From the FactoryTalk Administration Console, click '+ to expand System and then click

‘+'to expand Users and Groups.

[ Mebtwork (PPRASST)

o PlantPax
=& Runtime Security
LT scripts
Systemn
Action Groups
Policies
Computers and Groups
5 5 Nebworks and Devices
Users and Groups
Ustrs New > User Graup.. |
Connections Security.. Windows-Linked User Group...

Permission Sew

2. Right-click User Groups and choose New>User Group.

On the New User Group dialog box, you must add two groups: ‘area01_Advanced,
‘areal1_Basic'. These groups define which Area01 Users have basic functions on the
faceplate or advanced functions (engineering, maintenance).

The instructions default to Area01. You may modify the area name in the

@ instruction and group names to meet your needs.
3.

click Add.

To add groups, type the name (example, AREAQT_ADVANCED) and

MNew User Group

General

Name AREANT_ADVANCED

Descriptiore |

E-mad

Membess:
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4. Select Authenticated Users and use the default ‘Show groups only’ and click OK.
Select User or Group E”E‘@

how groups only

how users only

() Show all

I n]S I[ Cancel ][ Help ]

5. Click OK again.
Your two groups for AREAQT look like the example.

Users and Groups

& Authenticated Users

A8 SYSTEMMVAREADT_ADVANCED

£8 SYSTEMVAREADT_BASIC

£& SYSTEMVAREADZ ADVANCED

25 SYSTEMVAREAQZ_BASIC

A5 SYSTEM\PLANTPAX ADMINISTRATOR

5 SYSTEM\PLANTPAX ENGINEERING

A& SYSTEMPLANTRAX MAINTENANCE

5 SYSTEM\PLANTPAX MAINTENANCE SUPERVISOR
&5 SYSTEMVPLANTPAX MANAGER

£ SYSTEM\PLANTPAX OPERATING SUPERVISOR
A& SYSTEMPLANTRAX OPERATORS

£& Windows Administrators

&2 Adrinistrators

wa AREADY_ADVANCED
2 op B

&8 Engineers
&2 HMI_APPROVER

=5 Maintenance

22 PLANTPAX_ADMINISTRATOR

S5 PLANTPAX_ENGINEERING

&5 PLANTPAX_MAINTENANCE

28 PLANTPAX_MAINTENANCE_SUPERVISOR
&5 PLANTPAX_MAMAGER

22 PLANTPAX_OPERATING_SUPERVISOR
&2 PLANTPAX_OPERATORS

6. Repeat step 3 and step 4 to add groups for additional areas.

Complete these steps to import area Domain user groups for each secure area of a production
facility.

1. From the FactoryTalk Administration Console, click “+' to expand System and then click
'+'to expand Users and Groups.

2. Right-click User Groups and choose New>Windows-Linked Group.

= [ Network (PPPASS1)
5 fe PlantPax
o Runtime Security
LT Seripts
= Systemn
Action Groups
) Policies
% Computers and Groups
+ 55 Networks and Devices
= Users and Groups

I

[ M Users New > User Group...
# B Connections Security... Windows-Linked User Group...
Permission Sew
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3. Select Add.

Mew Windows-Linked User Group X

General

Chick the Add button to select one of more Windows user

groups. Whien you cick the Create button, & new Inked

uzet account will be created for each Windows user group

you have selected

=
e || i
4. Select Locations.

Select Groups X
Select this object type:
Iﬁmedhmulyprmbds ‘ Object Types...
From this location:
[PPEWST

| | Locatons.. ]

Enter the object names to select (examples)

Check Names

0K | Cancel

h.  Browse to your domain directory where you created areas. For this example
System.PlantPAx.Local\PlantPAx\Areas

Locations

Select the location you want to search.
Location:
1 PPEWST
=] Entire Directory
-3 System PlantPAx Local
#-3] Bultin

0K | | Cencel

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025



Chapter 3 Process Automation System Server

6. Select Find Now.

Select Groups

Silect this obyect [y

=

Description: | Statswih ~ |

Hame Description In Foider

| | Obect Types
From tis kcation:
= || Lossiom...
Common Qusiet
Nomy. Slatswih ~ | Cobunns.

oK Cancel

7. Select all areas from the search results that you want to import.
For this example Area01_Basic, Area01_Advanced, Area02_Basic, Area02_Advanced.

Click OK.
Select Groups ®
Select this object type:
[ | it foees
From thes location:
-Ams ocations..,
Common Guenes
Hame: Starts with [ | Cohumns...
Descrption: | Stads with | | Eivd o
Dizabled sccounts Siop
Hon exprng patsword
7
Cancel
2 fuea3 Advanced System PlaniPiu Local/PlaniPhs/fseas
2 Areal3 Basic System PlantPhs Local/PlantPhu/fueas
2 fueald_Advanced System PlantPAs Local/PlantPhAx/ress
A anic System PlantPéux Local/PlaniPax/Aseas
2 Aread B yat
Areal_Advanced System PlantPhu Local/PlantPhsx/freas
B
B fueslls_Bas: System PlantPhs Local/PlantPhx/Aress
8. Select OK on the next two displays.
Setect Groups Mew Windows-Linked User Group x
5 e_lec_l_ lt:s obiect bype: General
[EW ] Obgect Types. . Chick the Add button to select one o more Windows uses
s 5 groups. When you click the Create button, a new inked
FFirom this location: user account will be created for each Windows uzer group
Im.;s | Locations... you have selected
SYSTEM\AREAD!_ADVANCED
Enter the object names to select Imm;g_l SYSTEM\AREAD_BASIC
- Aueall Basic: Areal? Advanced: fuesl? Base | Check Names SYSTEM\AREADZ_ADVANCED
SYSTEMMAREADZ_BASIC
e =
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The domain areas are added to User Groups and look as follows:

Users and Groups

E8 Authenticated Lser

o
SYSTEMVAREAD!_ADVANCED

5 SYSTEMVAREADT BASIC

25 SYSTEMVAREAOZ ADVANCED

22 SYSTENMAREAD? BASIC

Bs SYSTEM\PLANTPAX ADMINISTRATOR

25 SYSTEM\PLANTRAX ENGINEERING

25 SYSTEMPLANTPAX MAINTEMANCE

25 SYSTEM\PLANTPAX MAINTEMANCE SUPERVISOR

B8 SYSTEM\PLANTPAX MANAGER

£5 SYSTEM\PLANTRPAX OPERATING SUPERVISOR

A5 SYSTEM\PLANTPAX OPERATORS

B2 Windows Administrators

&8 Administrators

25 AREADI ADVANCED

25 AREADI_BASIC

25 AREADI ADVANCED

25 AREAD_BASIC

28 Engineers

&2 HMI_APPROVER

22 Maintenance

£5 PLANTPAX_ADMINISTRATOR

25 PLANTPAX_ENGINEERING

35 PLANTPAX_MAINTEMANCE

25 PLANTPAX_MAINTENANCE_SUPERVISOR

25 PLANTPAX_ MANAGER

S5 PLANTPAX_OPERATING_SUPERMISOR

22 PLANTPAX_OPERATORS

Configure an Area

For each object instance in controller code, it's required to configure an area using the
instruction dialog box (PlantPAx instructions) or extended tag property area (Add-On
Instructions). Configuring each instruction with the specified area name will grant or deny
permissions on the faceplates for these objects. The following displays use the default value
“Area0T".

To grant permission on faceplates, the Area name in the controller must
Q match the area that is created within the HMI application (without _Basic \
_Advanced).

For FactoryTalk user groups:

Figure 3 - PlantPAx Instruction Dialog Box

| @ oo Properties - xc101

Generat Lesry marne:

Pogtening [es.o

instrustion name

Command souce e

+| Hnre R0 Labet

(=] X ' & PAD Propertie; - X2181% o ®
Bl Libeay nare
Penitivning eI
Instruction rame:
Command soure —
Achanced Dagtey el

Alnrme dres name for secunty:
P =]
ek button URL:

10 an object with

Husber of decimal places fev OV velur:

oV ity

|
]
| o WM {c
]

Help button UL
|

5 am bt with

Pumber o decimal places for £V value
3

€Y units:

Cutput ram weaba:

o saterral hittorical trend =

' Device stabe; A1 tages
| Device bovaes: Nane

72

Hittariesl frangt

Ha astarnal histosical band

| Device state 4z sarget
| Nane

S = = | | or | [[camnt | [aomy ] [
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Figure & - Add-On Instruction Extended Tag Property

< Controller Tags - RA_LIE_ControlStrategies 5_00_0z(controller < NN 3 Controller Tags - RA_LIB_ControlStrategies_5_00_2(controtien < NN
Seope: | [BA_LIB_Contol | Show 41 Tags ~|[x.pss0 v Scope: | E9AA_LIB Convk | Shaw 4 Tage [ rpasD ~
Name =5/« Value# Force Mask® Style DataType  Description  ~ [0 Mame =zl Value+ Force Mask® Style DataType  Des A [ propeties v
W o L] r “tenged Froperties.. +] 2221 L} | ; % Extended Prope -
» DADI0 e {ud 0 P_PERMISSVE TogDescrint -F || b General b DASDIO0 QPerm .} Lt P PERMISSIVE TogDescript -F | b General
> DASDIO e 1} w1 P_PERMISSVE TogDescript-f | 4 Data b AT P Ll [ P_PERMISSIVE TegDescript -F ] 4 Data
- - Value [
b DASDI002Perm fud L P_PERMISSIVE TagDescript - F :a‘“e & b DASDI0O ZPerm  {. Lt P_PERMISSIVE TagDescript - F P
rea
b D4SDI003Perm  {.} 1.1 P_PERMISSIVE TagDescript - F Engineering Uit D OEDELFED i) el ERERRES R TegD escript - Engineering Unit
b OEED ol 0l Tt rgDercrint 1 e 1P DD b AT L [ P_INTERLOCK. TagDescript - | Instruction 14P_Dve_DAsD
b DASDIOO Itk T {u} 1] P_INTERLOCK TagDescript - | Label Discrete Device D PEDEAHDS  ful Lt G IEROSRY TagD=script - | tabbe‘ D‘;‘;“;OD“‘“
b DASDT00 Itk 2 P_INTERLOCK TagDescript - | farary 2P
> DASDIOOIntk 2 {ud L.} P_INTERLOCK TagDescript - | Library raP-5.00 S ik - panesEn URL
URL b AT PINTERLOCK. TegDescript - |
b DASDIO0Intk 3 {.} 1.} P_INTERLOCK TagDescript - | Forea bk . nE td L - gbserp Force Mask L
orce has b ATIO0INkA L PINTERLOCK. TagDescript - | .
b DADIOLItE L] L1 PINTERLOCK TagDescript -1 | b produced Conmecti kAl b bt = ey P Produced Connection
5 USIEIEGE ol 0d e ‘ roduced Lonnection b DASD100_Intlk 5 1.1 L} P_INTERLOCK TagDescript - | b Consumed Connection
) Itk | sgDescript - b G d C il y
et ensumed tonnection b DASDI0Intk 6 f.d Lt P_INTERLOGK. TegDescript -1 || » Parameter Connections {0:0}
> DASDIOD Itk 6 {. [ P_INTERLOCK TogDescript -1 | » Parameter Connections {0:0}
b ATIO0IN T [ L} PINTERLOCK. TagDescript - |
b NASNANN [mHl 7 I r B INTERI ACK TanNacrving - |
For Domain user groups:
O % | @ Ao Propesties x0T o X
P T
| Pocsening A |
J ]
| 1
|
] ]
Erunble navigation 5 an ckject with mon inks
imal piaces for CV value:
LV units:
; 1 !
] |
-
: |
i vtoral el
Device states At iarges =
Devlce tesaes: Hne - . ond — ) :
P e o Cacel | [ gty neie

Figure 6 - Add-On Instruction Extended Tag Property

< Controller Tags - RA_LIE_ControlStrategies_5_00_0z(controlier < [N & Controller Tags - RA_LIE_ControlStrategies_5_00_02(controlier. NN
Scape: | [3RA_LIB_Cantol: | Show: [41Tsgs ~|[T. 04D v Scape: | [9RA_LIB_Corirol | Shaw |41 Tags [ v 040 ~
Name + Value® Force Mask® Style DataType  Description Name Value® Force Mask® Style DataType  Description  # | roperties v
| RS L} (.} N Tevendea properes., |22 {1} ¢ o Tbrended Properes., =
b DASDI0OOPerm [} [¥ P_PERMISSIVE TagDescript-F | b General b D4SDT00 0Perm  {.] & P_PERMISSIVE TagDescript-F | b General
b DASDIOOTPerm  {u} fd P_PERMISSIVE TagDescript-F | 4 Data b DASDIO0 1P {.] L} P_PERMISSIVE TagDescript-F | 4 Data
b DASDI00 2Perm [w} 1 P_PERMISSIVE TagDescript - F Value b b DSDI00_2Perm i} o} P_PERMISSIVE TagDescript - F Value Lok
A Area Systern\Areall Brea SysternAreal?
b DASDI0O3Perrm [} £ P_PERMISSIVE TagDescript - F Engineering Unit b DASDI00 3Perm  {u] [ P_PERMISSIVE TagDescript - F Enginesring Unit
b DASDIOOINEK O {u} fd P_INTERLOCK TagDescript- | Instruction 13P_Dwe_D4SD b DASDIO0Intk 0 {.] [ P_INTERLOCK TagDescript -1 Instruction 12P_Dve_DASD
b DASDIOOINEE  {u} {1 P_INTERLOCK. TagDescript - | Label Discrete Device b DASDTO0IntK T {u] [ P_INTERLOCK TagDescript -1 Label Discrete Device
b DASDIO0Intk 2 [} 1.1 P_INTERLOCK TagDescript -1 Librany raP-3_00 b DASDIO0Intlk2  {u} L} P_INTERLOCK. TagDescript - | Library raf-5.00
URL
b DASDIOONEKS (o} £ P_INTERLOCK TagDescript- | URL b DASDIO0Intk 3 {.] [ P_INTERLOCK TagDescript -1
Force Mask [ ' Force Mask [
b DASDIOOInEk A {u} {1 PINTERLOCK TagDescript-1 | ) prodced Connection b DASDI00Intk A {.] L} PINTERLOCK. Tagbescript -1 0, pooduced Connection
b DASDIOOInEKS [} 3 PINTERLOCK TagDescript-1 | b Consumed Connection b DASDTO0IntK S {ud [ P_INTERLOCK TagDescript-1 | b Consumed Connection
b D4SD100 Intlk_6 L} {0 P_INTERLOCK TagDescript -1 b Parameter Connections {0:0} b D4SD100_Intlk_6 {u} fu} P_INTERLOCK TagDescript -1 b Parameter Connections {0:0}
b DASDIOOIntk?  {u} {1 P_INTERLOCK. TagDescript - | b DASDIO0Intk 7 {.] [ P_INTERLOCK TagDescript -1

Adding Users to Groups

Assign each user to the appropriate user group. Only FactoryTalk users need to be added to
Users. Windows-Linked Users are automatically added when Windows-Linked User Groups are
added.

With multiple process areas defined (example Area01, Area02), note that each user needs to be
assigned not only to the HMI_{group} (example HMI_Operator) but also the “area” group.
Operators are assigned to the HMI_Operator group and then also to the AreaQ1_Basic group.
This limits operator access to only the faceplate operator controls for devices that are
assigned to Area0l. Engineers are assigned to the HMI_Engineering group and also to the
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Area01_Advanced and Area01_Basic groups. This allows the engineer access to also the
advanced engineering features on the faceplates for devices that are assigned to Area_01.

IMPORTANT  Users assigned to “Advanced” groups must also be assigned to
the corresponding “Basic” groups

1. Open the HMI application with FactoryTalk View Studio software.
2. Select Users from the menu.

Explorer - Dev_PlantPix_5_00 * 0 X
L Legacy Recipes ~
¥ Local Messages
EA Trend Templates
2 Trend Snapshots
&3 TrendPro Templates

Logic and Contral
@y Derived Tags
D Events
4 [A Macros
B Client Keys
S | DataLog
[fig Data Log Models
RecipePros
=, RecipePro+ Editor
w1 e FactoryTalk Linx
System
Action Groups
18 Policies
# a5 Metworks and Devices
Users and Groups
User Groups

= berto

=8 Anonyrmous Logon
o Dave

s Defaule

aa Janet

auU

 Martha

u Torys

- Wil

Connections v
< >

3. Right-click on a user to select that user's properties.
4. Select the Group Membership tab and select Add.

New FactoryTalk User

General  Group Membeschip
Mesber of.

Adg | | Remeave
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b. Select the groups to assign to the user. (Multiple groups can be selected by holding
down the Ctrl key.)

Select User Group - x

€7 AREADZ_BASIC
Engineers

€7 HMI_4PPROVER

ﬂ Maintenance

PLANT P _ADMINISTRATOR
#EFLANTPAX_ENGINEERING
ﬁ: PLANTP&_MAINTEMNANCE

PLANTP&x_MAINTEMANCE_SUPERY.

#P kTR LAkl AC D
< >

Create Mew -»

Filter Users
(®) Show groups only

0k Cancel Help

It's recommended that users that belong to the HMI_Engineer and

HMI_Maintenance_Supervisor group also be added to both the area0l1_Basic
and area01_Advanced groups.

6. Once added, the groups appear assigned to the user.

Mew FactoryTalk User *

General  Group Membership
hember of:
ﬂzAHEADLADVAN CED

€0 AREADT_BASIC
€7 FLANTRAX_ENGINEERING

Add. Remove...

Ok, Cancel Help

Line of Sight Based Security

The procedures for this functionality require a distributed system. This section describes how
to add a desired computer to a group (‘Computer Group’) and to an area of the plant.

IMPORTANT  The macro ‘NavToDisplay with line of sight’ must be added to the

project and renamed ‘NavToDisplay’ to replace the existing
‘NavToDisplay'.
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1. From the FactoryTalk View Distributed application, click +' to expand System and then
click + to expand Computers and Groups.

- Action Groups

w &5 MNetworks 3
@3 Usersand G,

P

Right-click Computer Groups and choose New Computer Group.
3. Enter the area name and click Add.

The area name is the same name as the area name configured in the controller. The
computer area name does not have the ‘Basic’ or ‘Advanced’ suffix.

Security..,

Mew Camputer Group X

General Palicy Setting

Mame: Iéxeam I |

Desciplion: | |

embeers:

Jremeve.

5

[ ok ][ cancel || Hep |

4, On the Select Computer window, select Create New and
choose Computer.

Select Carmputer - [m] X

B Ews
B PLANTRAXEWSLH

Filter Computers

(®) Show computers only

ORI [ carcel || Heo |
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5. Enter a desired computer name.

omputer

General  Palicy Setting

Computer: || ControlR oomiw'S 1| | |

Description: | |

Member of:

Add... Remove...

Cancel [ Help

6. Select the name of the desired computer.

-omputer

B PPEWS1
B PPEWS
B PPEWS12
B PPEWS13
= PPEWS14
B PPEWS1E
B PPEWS2
B PPEWS3
B PPEWS4
B PPEWSS

[T

< >

Create Mew -»

Filter Computers

(®) Show computers only

Cancel Help
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78

&8 Systern
[0 Action Groups
=3 Paolicies
=0 Cormputers and Groups
=[] Cornputer Groups

Computers

L B MXR_VORKSTATION

L)

MXR_WORKSTATION
[ows]

&
N

Bob
[Engineer]

—D Systern
(23 Action Groups
+ [ Paolicies
+ [C3 Computers and Groups
+ 2% Metworks and Devices
223 Users and Graoups

[ User Groups

7. To add the computer group to the area, click OK.

Mew Camputer Group X

General Palicy Setling

Mame:

|reall ~ |
~
Desciiplian: | \ |
tembers:
B ControlR oomiw5 1 \

[ s

I| [T |i| Cancel Help |
) |

B Yystem

£3 Action Groups

w{ Palicies

=0 Computers and Groups
i C] Computer Groups

| m{E Complgers

B85 Metworks and Devices

Figure 7 - Security Example with Concurrent Implementation of all Three Security Methods

H (3 system

s | Systern
L3 Action Groups
+D Policies

+D Cornputers and Grouws
+§5 MNebororks apdDevices

o@

!ﬁ Mixer_Sdvanced

!ﬁ Mixer_Basic

=/ Users and Groups

Mixer_Sdvanced
!ﬂ Mixer_Basic

Line of Sight Security

MXR_WORKSTATION

Computer Group

Area Based Security

ﬂ
M
Bob

User Group ?

Basic

Role Based Security

Secuity Accounts

‘Accuum

!ﬂ Adrninistratars
€7 PlantPax Adrmin
m PlantPAx Engineering

Security code = E
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General Library name:
Command source raP-5.00

Instruction name;
Advanced

PPID
GLET Display label:

Navigation A10-FIC-101

Alarms Area name for security:
Parameters (ixer J

Logix Instruction

@Area =[Mixed !

1. When using Domain controller
(named ‘System’)
Instruction @Area = System\Mixer

Note: Domain name does not apply to Line-

of-Sight security since computer groups

are FactoryTalk constructs and aren't used

in Windows.
2. When using Domain controller
(named ‘System’)
Create User Groups = System\Mixer...
3. When using Domain controller
(named ‘System’)
Import user groups = System\PlantPAx...
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Remote Desktop Services

This optional section describes how to use Remote Desktop Services (RDS) to access
FactoryTalk applications, such as thin clients.

Use Default Terminal Client

You have two server options to specify how each remote terminal identifies itself to
FactoryTalk Security: terminal client or server computer; terminal being the default.

1. Navigate to Rockwell Software>FactoryTalk Administration Console.
2. Under System>Policies>System Policies, double-click Security Policy.

3. On the Policy Settings dialog box under Computer Policy Settings, leave terminal client
as the default for remote desktop services to be available and select OK.

= (10 Product Policies
=] System Policies
(2] FactoryTalk Alarms and Events
Application Authorization
ser Rights Assignment
e Dats Policy
ealth Monitering Policy
udit Polic

= (3 a9

#& Networks and Devices

Audit Security Actions

td FactoryTalk Administration Console = =] =
File View Tools Window Help
Explorer .
1< Network (PASSO1) Security Policy Properties i
=3 System Policy Settings
(2 Action Groups
=& Policies ﬂ

Logon session lease

Account lockout threshold
Account lockout auto reset

Keep record of deleted accounts
Show deleted accounts in user list

El Computer Policy Setiings

B Directory Protection Policy Seffings
Support nen-secure clients
Audit non-secure client connections
Directory cache expiration

You can enable an audit to track configurations and security.
1. Navigate to Rockwell Software>FactoryTalk Administration Console.
2. Under System>Policies>System Policies, double-click Audit Policy.
3. Under Audit Policy Settings, select Enabled from the Audit security access failures pull-

down menu and select OK.

Require computer accounts for all client machines
Identify terminal server clients using the name of

1 hour A
Qinvalid logon attempts

15 minutes

Disabled

Disabled

Enabled

Server computer

0 hours before expiration

Select Server computer from the pull-down menu and click OK if you want external
client computers to be able to log in to the FTD without any pre-configuration. This
option, however, does not let you track specific actions from the terminal client.

Policy Settings

Audit Policy Properties

[CES ¥4

4 Audit Policy Settings

and is denied access.

Audit changes to configuration and control system
Audit security access failures
Audit security access successes

Enabled
Enabled
Disabled

Audit secunty access failures
Determines whether to generate an audit message when a user attempts an action

Apply
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Network Infrastructure

The PlantPAx® Distributed Control System supports several network topologies to meet
specific needs. The following sections summarize the recommended network topology
designs with more detail available by following the referenced links to the details provided
later in this chapter.

You need to know which of the following are in your system:
«  Domain controller or workgroup
»  PASS or PASS-C

Before you design and implement a PlantPAx network infrastructure, you should:
« Have experience with VLAN and IP schemes.

« Have a network design that defines the requirements for the supervisory and control
networks in the PlantPAx system.

«  Be familiar with how to use the Express Setup and Device Manager utilities to configure
and configure Stratix® switches.

«  Be familiar with the Cisco 10S® command-line interface (CLI).

« Verify that no fixed IP is assigned to the workstation that is being used to configure the
switch. You want the switch to manage the IP address configuration in your computer.

For more information, see these additional resources.

Resource

Description

Netwark Device Library, Publication DEVICE-RM400

Device Object Libraries enable you to easily interface with Rockwell Automation® intelligent devices like drives,
mation, network switches, sensors, 10 and more.

Stratix Managed Switches User Manual,
publication 1783-UM007

Describes how to build, configure, and troubleshoot Stratix switches.

Stratix 5200 and Stratix 5800 Managed Switches,
publication 1783-UM012

Describes how to configure, manage, and troubleshoot Stratix® 5200 and Stratix 5800 managed Ethernet
switches and expansion modules.

Converged Plantwide Ethernet (CPwE) Design and
Implementation Guide, publication ENET-TDOO1

Describes tested and validated industrial network architectures, recommendations and best practices, including
network resiliency and security.

EtherNet I/P Parallel Redundancy Protacol Application
Technique, publication ENET-ATO06

Describes how you can configure a PRP network with a compatible device or switch.

EtherNet I/P Device Level Ring Application Technique,
publication ENET-AT007

Describes DLR network operation, topologies, configuration considerations, and diagnostic methods.

Deploying a Resilient Converged Plantwide Ethernet
Architecture, Publication ENET-TDO10

Describes how to design and deploy a resilient plant-wide or site-wide LAN architectures for IACS applications.

Deploying Device Level Ring within a CPwE
Architecture, publication ENET-TD015

Describes how to design and deploy DLR technology with IACS device-level, switch-level, and mixed device/
switch-level ring topologies across OEM and plant-wide or site-wide IACS applications.

Scalable Time Distribution within a Converged
Plantwide Ethernet Architecture, publication ENET-
1D016

Describes how to design and deploy Scalable Time Distribution technology throughout a plant-wide Industrial
Automation and Control System (IACS) network infrastructure.

Deploying Parallel Redundancy Protocol within a CPwE
Architecture, publication ENET-TD021

Describes how to design and deploy PRP technology with redundant network infrastructure across plant-wide or
site-wide IACS applications.

Network Configuration
Preparation

Rockwell Automation Publication PROCES-UMI00F-EN-P - April 2025

Smart devices on PlantPAx system architectures communicate on the EtherNet/IP network via
Stratix and Cisco switches. These managed switches provide a secure switching
infrastructure for harsh environments. You can connect the switches to network devices such
as servers, routers, and other switches. In industrial environments, you can connect Ethernet-
enabled industrial communication devices, including controllers, human machine interfaces
(HMIs), drives, sensors, and 1/0.
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The Ethernet network provides the communication backbone for the supervisory network for
the workstations, servers, and the controllers:

«  Configure all communication interfaces to operate at the fastest speed possible for
your hardware configuration, full-duplex for 100/1000 network adapters. See Important
for autonegotiate settings.

IMPORTANT  Use of autonegotiate settings is recommended to reduce chance
of mis-configuration and failures. However, it's desirable to
operate at the fastest speed possible at full-duplex. We
recommend verifying your switch settings during commissioning
to make sure that the system was able to autonegotiate properly.
The speed and duplex settings for the devices on the same
Ethernet network must be the same to avoid transmission errors.

« Select the cable type based on environmental conditions.

Type Details

Long distances

Near high magnetic fields, such as induction-heating processes
For extreme high-noise environments

For poorly grounded systems

For outdoor applications

Fiber-optic

« Use Category 5e, 6, or 6a cables and connectors

Shielded twisted-pair « Use termination sequence 568A for industrial applications

Follow these guidelines for devices on the EtherNet/IP network:
. Ma'ke sure that an 1/0 module RPI is two times faster than the periodic task that you're
using.
«  The number of devices can affect the CIP™/TCP count differently. Never use more than
80% of the available connections for the communication modules.
« Consider packets per second for performance if you use many devices.

- 1/0 packets per second (pps) describes an implicit message rate (Class 1). An /0
communication use approaching or above 80% can necessitate an adjustment to
the RPI.

- HMI packets per second (pps) describes an explicit message rate (Class 3).
FactoryTalk Linx® connections and message instructions generate CIP traffic. HMI
traffic is TCP-based, not UDP-based.

- The combination of implicit and explicit messaging provides the total use for a
device. If you add implicit messaging (I/0), it takes bandwidth from the HMI because
it has higher priority than HMI messaging. The combination of CIP implicit (highest
priority) and CIP explicit (second priority) can't exceed 100% use.

« Use compatible keying on communication modules. Where required, such as in
validated industries, you can use an exact match for keying.

Recommended VLANSs

Subnets segment the devices in a network into smaller groups. The IP address and associated
subnet mask are unique identifiers for the switch in a network.
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The following table of recommended VLANS segments the system and recommends IP address
ranges. Use these recommendations with the topology worksheet to segment your system.

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Tools, contains the recommended

topology and switch settings. Download the spreadsheet from this
public article and use the tab that is referenced in each step.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

Table 5 - Descriptions for VLANs and Ethernet Address Rangesm

VLAN ID (Name) EtherNet/IP Address Range Description
1 N/A Not used
. 2) Not to have any assigned IP addresses
300 (Native VLAN N/A NiA Native for Control and Supervisory
172.18.0.1 Default gateway
%Uagng%%%gtn\?lt_‘m;k 172.18.0.2 172.18.0.9 VLAN routing - switch addresses (to be utilized for Layer 3 switches)
172.18.0.10 172.18.0.253 Application - switch addresses
172.18.11 N/A Default gateway
501(Control network - Default) {172.18.1.2 172.18.1.9 VLAN routing
172.18]2...110 172.18]...9].253 Ethernet interface between controllers and system applications.
( 172.1812...11 172.181..911 Default gateway
502...509 (Additional Control -
network VLANS for 10 and MCC) 172.18[2...12 172.18[..919 VLAN routing
172.18[2...110 172.18....91.253 Ethernet interface between controllers, /0 modules, and MCCs (fixed)
) 172.20.0.1 N/A Default gateway
Bm[]aﬂngl-[l;:h[)eonr;t\rloﬂ A+N§uperwsory 172.20.0.2 172.20.0.9 VLAN routing - switch addresses (to be used for Layer 3 switches)
172.20.0.10 172.20.0.253 Application - switch addresses
172.20.1.1 N/A Default gateway
172.20.1.10 N/A Domain/DNS primary server
601 (HMI Control network + 172.20.1.11 N/A Domain/DNS secondary server
Supervisory network - -
wired network) 172.201.12 172.20.1.99 Servers and workstations (DHCP)
172.20.1.2 172.20.1.9 VLAN routing
172.20.1.1 172.20.1.25 Workstation interface
) 172.20.2.1 N/A Default gateway
Ev?rze(lggg ﬁ:{l\;g%network ) 172.20.2.2 172.20.2.9 VLAN routing - switch addresses (to be used fro Layer 3 switches)
172.20.2.10 172.20.2.253 Mobile interface
603 (External - untrusted 172.20.3.1 N/A Default gateway
network) r— -
Note: From [DMZ (industrial 172.20.3.2 172.20.3.9 VLAN routing - switch address (to be used for Layer 3 switches)
demilitarized zone) 172.20.3.10 172.20.3.253 External interface

(1) The referenced IP Addresses can be changed for your system requirements.

(2) Al networks do not need to use a dedicated management VLAN, but it's a good practice. Many times, a supervisory VLAN is the same VLAN as the management VLAN.

Command-line Interface (CLI)

Along with Device Manager and Logix Designer applications, you can use the Cisco 10S®
command-line interface (CLI) to manage the switch. This interface enables executes Cisco 10S
commands by using a router console or terminal, or by using remote access methods. You can:

«  Connect directly to the switch console port
«  Enable Secure Shell (SSH) or Telnet in Device Manager

For more information about how to use the CLI, see https://www.cisco.com/.
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Stratix 5200 and Stratix 5800 provide CLI access via the WebUI. The Command Line Interface
can be accessed within the Administration menu in the WebUI.

Redundant PRP Topology Parallel Redundancy Protocol (PRP) is defined in international standard IEC 62439-3 and
provides high-availability in Ethernet networks. PRP technology creates seamless redundancy
by sending duplicate frames to two independent network infrastructures, which are known as
LAN Aand LAN B.

A PRP network includes the following components.

Component Description

LAN Aand LAN B Redundant, active Ethernet networks that operate in parallel.

Double attached node (DAN)  |An end device with PRP technology that connects to both LAN A and LAN B.

: An end device without PRP technology that connects to either LAN A or LAN B.
Single attached node (SAN) | y'x\ does not have PRP redundancy.

Redundancy box (RedBox) ﬁostthCAr;\lM/’xitahnERLF;ALE[E:;hnnlogy that connects devices without PRP technology to

Virtual double attached node An end device without PRP technology that connects to both LAN A and LAN B

(VDAN) through a RedBox.
A VDAN has PRP redundancy and appears to other nodes in the network as a DAN.
Infrastructure switch A switch that connects to either LAN A or LAN B and isn't configured as a RedBox.

Redundancy uses Hot Standby Router Protocol (HSRP). HSRP lets you configure two or more
routers as standby routers, but only one router is active at a time.

Additional Resources for PRP Topology

For more information, see these additional resources.

Resource Description

Design Guide, Deploying Parallel Redundancy Protocol | Highlights key IACS application requirements, technology, and supporting design considerations to help
within a CPwE Architecture, publication ENET-TD021. | with the successful design and deployment of PRP applications.

EtherNet/IP Parallel Redundancy Pratocol, Describes how you can configure a Parallel Redundancy Protocol (PRP) network with a compatible device
publication ENET-AT006 or switch.

EtherNet/IP Network Devices User Manual, . : : . .

publication ENET-UMO0B Explains Logix 5000 tools that are used in EtherNet/IP topologies and network operation.

Describes the hardware installation.
Describes how to update firmware.

Lists the recommended firmware downloads.
Describes how to configure the switch.

Cisco Catalyst® 9300 Series Switches
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Switch Configuration ina The following figure shows an example PRP topology. The numbers circled in red match the

Redundant PRP Topology sequential instructions below the example.
Figure 8 - Redundant PRP Topology Example

Supervisory Network (VLAN 601) Uperator and
Control Network Default (VLAN 501) D D Engineering
Control Network /0 (VLAN 502) .
Control Network MCC (VLAN 503) Workstations

Trunk - (Native VLAN 300)
Secondary Connection
Logix Redundancy (RM)

HSRP (Configuration Redundancy)
Layer 3 Routed Point-to-Point Application Servers
(Hypervisor)

EtherChannel
RedBox (PRP)
LAN-A/LAN-B (PRP)
Cisco Stack Member

)

LANA
LANB

EWS/0WS

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Tools, contains the recommended
topology and switch settings. Download the spreadsheet from this
public article and use the tab that is referenced in each step.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

WARNING: Do not connect switches together before the network is fully
configured.

1. Configure the Cisco stack switches.
See the "1 PRP Cisco Stack Switch’ tab in the topology worksheet.xIsx.
a. Connect to distribution switches
b. Connect to application servers
For stacking guidelines and cabling considerations, see Cisco user documentation.
2. Configure the HSRP distribution switches.
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See the "2 PRP HSRP Switch'’ tab in the topology worksheet.xIsx.
a. Connect distribution switches to the core stack
b. Configure PRP
3. Configure the LAN A/B access switches.
See the '3 PRP LAN A B' tab in the topology worksheet.xIsx.
4. Configure the RedBox switches.
See the 4 PRP RedBox Infrastructure’ tab in the topology worksheet.xIsx.
5. Add PRP devices or skids.

See the user documentation for your devices on how to configure
PRP settings.

For examples, see Figure 9.
6. Verify the PRP configuration.
See the ' PRP Verification’ tab in the topology worksheet.xIsx.

Figure 9 - PRP Skid and MCC Lineup

PRP Skid - Simplex Connected to Either LAN A/B PRP Skid - Connected to LAN A and LAN B
LAN A LAN B LAN A LAN B
DCS E E DCS
Cskd Skidy
RedBox VDAN

Support

L EE L

]
]
5]
H i

220w 0P P ue

PRP MCC - RedBox Connected to LAN A and LAN B PRP MCC - Connected to LAN A and LAN B with DLR Ring

LAN A LANB
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Resilient DLR Topology Device Level Ring (DLR) is an EtherNet/IP protocol that is defined by the Open DeviceNet®
Vendors' Association (ODVA). DLR provides a means to detect, manage, and recover from single
faults in a ring-based network.

A DLR network includes the following types of ring nodes.

Node Description

A ring supervisor provides these functions:

« Manages traffic on the DLR network

Ring supervisor « Collects diagnostic information for the network

A DLR network requires at least one node to be configured as ring supervisor.
By default, the supervisor function is disabled on supervisor-capable devices.

Ring participants provide these functions:

« Process data that is transmitted over the network.

« Pass on the data to the next node on the network.

« Report fault locations to the active ring supervisor.

When a fault occurs on the DLR network, ring participants reconfigure
themselves and relearn the network topology.

Redundant gateways are multiple switches that are connected to a single DLR
network and also connected together through the rest of the network.
Redundant gateways provide DLR network resiliency to the rest of the network.

Ring participants

Redundant gateways
(optional)

Consider the following if you choose this topology:

« Depending on firmware capabilities, both devices and switches can operate as
supervisors or ring nodes on a DLR network. Only switches can operate as redundant
gateways.

« Multiport EtherNet/IP devices that are equipped with DLR technology connect directly to
neighboring nodes and form a ring topology at the end devices. If a break in the line is
detected, the network provides an alternate routing of the data to help recover the
network at fast rates.

« Allend devices that are tightly coupled to a controller must be a part of the same
embedded switch topology. This peer-to-peer architecture reduces the physical
amount (and therefore cost) of cabling.

» Enhanced diagnostics that are built into DLR-enabled products identify the point of
failure, helping to speed maintenance and reduce mean time to restoration.

«  The DLR ring supervisor maintains a loop-free topology by blocking
port 2 of the embedded-switch device. If the supervisor detects a fault in the network,
it unblocks port 2 until the fault is corrected. It's important to remember to enable a
ring supervisor before closing the DLR ring. If the ring closed before the supervisor is
enabled, a bridge loop results, which generates a broadcast storm.

Additional Resources for DLR Topology

For more information, see these additional resources.

Resource Description
EtherNet/IP Device Level Ring, publication ENET-AT007 qu;%t&gs DLR network operation, topologies, configuration considerations, and diagnostic

EtherNet/IP Network Devices User Manual, publication ENET-UMO0G Explains Logix 5000 toals that are used in EtherNet/IP topologies and network operation.

Figure 10 shows an example DLR topology. The numbers circled in red match the sequential
instructions below the example.
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Figure 10 - Resilient DLR Topology Example
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< EtherChannel
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Switch Configuration ina _Swit.ch configuration in a DLR topology follows the workflow that is shown
Resilient DLR Topology in Figure 10.

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Toals, contains the recommended
topology and switch settings. Download the spreadsheet from this
public article and use the tab that is referenced in each step.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

WARNING: Do not connect switches together before the network is fully
configured.

1. Configure the Cisco stack switches.
See the "1 DLR Cisco Stack Switch’ tab in the topology worksheet.xlsx.
a. Connect to distribution switches
b. Connect to application servers

For stacking guidelines and cabling considerations, see the Cisco user
documentation.

2. Configure the gateways.
See the "2 DLR Gateway Switch' tab in the topology worksheet.xIsx.
3. Configure the ring access switches.
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See the '3 DLR Ring Switch’ tab in the topology worksheet.xlsx.
4. Add DLR devices or skids.
See the user documentation for your devices on how to configure DLR settings.
For examples, see Figure TI.
5. Verify the DLR configuration.
See the 4 DLR Verification' tab in the topology worksheet.xlsx.

Figure 11 - DLR Skid and MCC Lineup
DLR Skid - Simplex Connected to DLR Ring DLR Skid - DCS Integration

DLR Member DLR Member DLR Member

Skid access switch
is DLR member

m ;
=

L]
B
|
gl

DLR MCC - Simplex Connected to DLR Ring DLR MCC - DCS Integration
DLR Member DLR Member DLR Member

Ring (DLR) :

Simplex - Star Topology In a star topology, access switches serve as an uplink from the servers to the workstations.
Layer 2 switches also send information packets at the controller level from the end devices.

With multiple network levels, access switches control the flow of information to make sure
that packets are delivered to the correct network level.

Figure 12 shows an example simplex star topology. The numbers circled in red match the
sequential instructions below the example.
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Figure 12 - Simplex - Star Topology Example

— Supervisory Network (VLAN 601
Operator and Control Network (VLAN 501)
N Engineering Trunk - (Native VLAN 301)

Workstations

Application Servers

(hypervisor)
EWS/0WS
Consider the following if you choose this topology:

«  The first switch that Rockwell Automation equipment touches must have IGMP snooping
enabled. IGMP snooping enables switches to forward multicast packets to ports that are
only part of a particular multicast group.

Additional Resources for Simplex Star Topology

For more information, see these additional resources.
Resource Description
Stratix Managed Switches User Manual, Describes the embedded software features and tools for configuring and managing the Ethernet managed
publication 1783-UM0Q7 switches.
Stratix 5200 and Stratix 5800 Managed Switches, Describes how to configure, manage, and troubleshoot Stratix® 5200 and Stratix 5800 managed Ethernet
publication 1783-UM012 switches and expansion modules.
gtr?:,ii):]é?gg;ﬁrcuaitil;;ﬁ/xpgr?ﬁgfgtgg&gﬂy Quick Reference lllustration that shows options for connecting your plant network by using standard Ethernet technology.
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Switch Configuration ina Switch configuration in a simplex topology follows the workflow that is shown
Simplex Topology in Figure 12.

WARNING: Do not connect switches together before the network is fully
configured.

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Tools, contains the recommended
topology and switch settings. Download the spreadsheet from this
public article and use the tab that is referenced in each step.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

1. Configure the Cisco stack switch.
See the "1 Simplex Cisco Stack Switch’ tab in the topology worksheet.xlsx.

For stacking guidelines and cabling considerations, see the Cisco user
documentation.

2. Configure the access switches.

See the "2 Simplex Access Switch’ tab Simplex Switches tab in the topology
worksheet.xIsx.

3. Add simplex devices.

See the user documentation for your devices on how to configure
network settings.

For examples, see Figure 13.
4. Verify the Simplex configuration.
See the '3 Simplex Verification' tab in the topology worksheet.xlIsx.

Figure 13 - Simplex Skid and MCC Lineup

Skid - Simplex Connected to Simplex DCS MCC - Connected to Simplex DCS

DCS

Skid

Perimeter Network The Perimeter Network (Microsoft®) is a buffer that enforces data security policies between a
Considerations trusted network (Industrial Zone) and an untrusted network (Enterprise Zone).

For secure data sharing, the Perimeter Network contains assets that act as brokers between
the zones. Consider these methods:

» Use an application mirror, such as a Pl-to-Pl interface for
FactoryTalk® Historian
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Time Synchronization

» Use Microsoft Remote Desktop Gateway services
+ Use areverse proxy server

System time synchronization is important so that the internal clocks in the controllers,
workstations, and servers reference the same time for any event or alarm that occurs.
Configure the PASS, application servers, OWS, and EWS to use a single server (for example, a
domain controller) as their time reference and keep their clocks synced to it.

This chapter describes procedures for configuring time-sync applications by using two
common protocols:

«  Network Time Protocol (NTP)

«  Precision Time Protocol (PTP)

NTP synchronizes time over the plant floor on an Ethernet network as shown in the following
figure. NTP sources Coordinated Universal Time (UTC) as the universal standard for current
time. Typically for Windows, a domain controller sources UTC time and becomes the Reliable
Time Server for the domain.

Operators and Engineering

Workstations Q

Application Servers
(Hypervisor)

— [ [T ]

External NTP
Time Server

Firewall

PDC
Emulator

NTP/PTP clock
mode internal in
switch

Two methods are described to use UTC time in your domain:
«  Viayour local network (intranet) or the Internet (previous diagram)
« ViaGPS

The Internet can introduce more propagation delays than GPS that can cause inaccuracies in
your system. Although the NTP system affords algorithms to calculate accurate time for either
method, the GPS method provides better accuracy.

The Stratix switch is responsible for converting Network Time Protocol (NTP) to Precision Time
Protocol (PTP).

For more information on time synchronization and CIP Sync™, see the Deploying Scalable Time
Distribution within a Converged Plantwide Ethernet Architecture design guide,
publication ENET-TDO16.

Considerations

Consider the following suggestions before starting this chapter:

+  Decide which network time source, external NTP or GPS reference, that you're going to
use.
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Configure UTC Time Source

Use a domain controller
with these procedures.

« Toenable CIP Sync functionality in a ControlLogix® controller, select Time
Synchronization in Ethernet adapters by using Studio 5000 Logix Designer application.

UTC is independent of time zones and enables NTP to be used anywhere in the world
regardless of time zone settings.

Configure Internet Time Synchronization

This section describes how to configure the Windows Time Service (w32Time) to use the
Internet as a medium for sourcing a UTC time. Use the Windows time utility from an elevated

command prompt.

Complete these steps by using the domain controller that is hosting the
PDC emulator role (PADCA).

1. Open an elevated Command session and click the Windows Key.
The Start Menu appears.
2. Choose Command Prompt (admin).

3. From within this Command session, type the following while substituting for the <pool>
argument per your requirements:

w32tm /Config /ManualPeerList:<pool> /SyncFromFlags:Manual /Reliable:yes /Update

IMPORTANT  <pool>is a place holder for the URL or URLSs of multiple time
servers (for example, atomic clocks). If you can't access the
Internet, those URLs could be of your parent domain controller.
You can research UTC sources for your proximity, the following
table has examples that work for the U.S.

Example Purpose
us.pool.ntp.org,0x8 URL specifies a single server

0.us.pool.ntp.org,0x8

1.us.pool.ntp.org,0x8 . .
T.us.pool.ntp.org,0x8 URLs specify the use of 4 unique servers

2.us.pool.ntp.org,0x8

There are (at least) four server pools of pool.ntp.org. But, the preferred assignment for <pool>
is the first one (us.pool.ntp.org,0x8). Windows Event Viewer can log errors for URLs that do not

respond.

The 0x8 qualifier specifies Client Mode packets for server communication. For more
information, See Microsoft Knowledgebase article 875424, Time synchronization may not
succeed when you try to synchronize with a non-Windows NTP server.

You can specify a list of URLs that are <space> separated and enclosed in quotes. Make sure
to append a type identifier for the URLs identifier as shown in the previous table. For example,
0x8 (client mode).

The illustration shows an example that sources the U.S. pool.

icrosoft Windows [Version 6.3.76801

Administrator; Cmd |:

Cc>» 2013 Microsoft Corporation. All rights reserved.

Uindowsssystem32>uw32tm sConfig sManualPeerList:us_pool._.ntp.org.@x8 /SyncFromFlags:Manual ~Reliable:yes rUpdate
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If your system can't access the Internet, <pool> can be a single target such as your parent or
local Domain controller. Your domain time might not be within tolerable differences of other
domains in your enterprise.

Example Purpose
. Uses the current computer (PADCA) as the time source
PADCA Specifies a network time server on your local network

4. After you've commanded the w32tm utility by using the new configuration in step 3, use
the Net utility to stop and then start the Windows Time Service from the same
command session.

sMindowsssystend2inet stop wiZtime
he Windows Time sewvice is stopping.
he Windows Time service was stopped successfully.

sMindowsssystend2net start wiZtime
he Windows Time sewvice is starting.
he Windows Time service was started successfully.

NTP to PTP Clock Conversion

This section illustrates how to configure a Stratix 5800 to convert Network Time Protocol
(NTP) to Precision Time Protocol (PTP),

1. From the Device Manager of the switch, click Administration and
choose Time.

. From the Mode pull-down, select NTP-PTP Clock.
3. Type a priority value for Priorityl and Priority2.
Click Submit.

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Tools, contains the recommended
topology and switch settings. Download the spreadsheet from this
public article and use the tab that is referenced in each step.

You may be asked to log in to your Rockwell Automation web account or
create an account if you do not have one. You do not need a support
contract to access the article.

i i recision Time Protoco enables precise synchronization of clocks in measurement an
Configure PTP Time P Time Protocol (PTP) enabl h f clock d
T control systems. PTP generates a Master-Slave relationship among the clocks in the system.
san:hI'OHIZ?tIOII for Clocks, which are synchronized over the EtherNet/IP network, derive their time from a clock
that is selected as the Grandmaster clock. The Time Sync and Motion option must be enable

Ethernet Bridges hat is selected as the Grand lock. The Time Sync and Motion opti be enabled

for Ethernet bridge modules to propagate time through the network via switches.

Use an Engineering Workstation with
these procedures.

L]

EWS
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1. Open your project in Logix Designer. On the General tab of the Module Properties dialog

box, make sure that ‘Time Sync and Motion' is selected for the connection.

ﬁ Logix Designer - LGXCO1 [1756-L75 31.1] - 0 x
FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW  HELP

Pho M @ X | Y% % 5

3 I Run Mode 2

B Controller OK q Path: AB_ETHIP-11172. 18. 1. 100\Badplane ) ® = A PE dpE el i S

1 e St O Rem Run HE Mo Forces ¥ Mo Edits 2 Redundancy “Favorites~ Add-On  Safety Alarms Bt TimerCounter  InpubOutp

I [/O OK

Controller Organizer v 0 X

T s e oo I

Controller LGXCO1
Tasks
Motion Groups
Assets
. Logical Model
/0 Configuration
4 B39 1736 Backplane, 1736-A7
= A )]
i B-EM ALUTENOTE
b f] [4] 1756-EN2TR LGXCO1ENO2

v v v v

rl

Description
Status Running

£

1'1: Controller Organizer mmgical Organizer

Errors E‘Search Results Watch

General |E.onnedinr1 I RSNetWon: I Module Info | Intemet Protocol I Port Configuration I Time Sync |

Type: 1756-EN2T 1756 10100 Mbps Ethemet Bridge, Twisted-Pair Media
Vendor: Rockwel Automation/Allen-Bradley
Parent: Local Ethemet Address
MName: ‘I_GXCDT ENDTA Frivate Network: 192.168.1. =
Description: ~ 1P Address:

et Host Name

Module Defintion
Slat: 1

Revision: 10.001
Blectronic Keying: Compatible Module
Rack Connection: Hone

Time Sync Connection:

Time Sync and Motion

Status: Running

2. If online, select the Time Sync tab to confirm Grandmaster

clock settings.

| General I Connection | RSMetwors I Module Info I Internet Pratocal I Port Configuration I Network| Time Sync

UTC System Time:

Grandmaster Clock

Drescription:

CIF Sync Time Synchronization:

Enabled
8/13/2018 7:01:08 PM

Local Clock

Synchronization Status: Synchronized

Manufacturer Mame:
Model:

Serial Mumber:
Hardware Revision:

|dentity:
Class:
Accuracy:
Wariance:
Source:
Pricrity 1:
Priority 2:
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Rockwell Automat... |~ Offzet to Master: 1} ng
1783-HMS16TG4 . Backplane: M aster [Port 1)
FDCr 90BU0TC Ethernet: Slave [Part 2
0x5 "

IR ARSI Identity: DOODBCFFFECAA3M

243 Class: 248

254 Accuracy: 254

65535 Wariance: B5535

Dzcillator Source: Ozcill ator

126 Priority 1: 128

e Priority 2: 128

Configure PTP Time Synchronization for Controllers

A Logix controller that is CIP Sync enabled and designated the Grandmaster clock is the real-
time source for the control system. The controller synchronizes with the PTP between the
controllers and networks. Complete these steps.
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1. Using the Logix Designer application, click the Open Controller™ Properties symbol.

@ Logix Designer - LGXCO1 [1756-L75 31.1]*
% FILE EDIT VIEW SEARCH LOGIC COMMUNICATIONS TOOLS WINDOW HELP

| V|"p o Bl | T T | (B B (%

T a “ | Path: AB_ETHIP-1\172. 18. 1. 100\Backplane'0 R
I Energy Storage OK

% HI/0 0K

Rem Run H! Mo Forces P No Edits 3 Redundancy

The Controller Properties dialog box appears.

o Controller Properties - LGXCO1 -
| Project I Redundancy I Monvolatile Memory | Capacity I Security I Alarm Log |
| General I Maijor Faults I Minor Faults | Date/Time | Advanced I SFC Bxecution |

(i The Date and Time displayed here is Controller local time, not workstation local time.
Use these fields to corfigure Time attributes of the Controller.
| Set Date, Time and Zone from Workstation {4
Dste and Time:  [11/30/2017 5:30:27 PM | |Change Date and Time...|#
Time Zone: |{UTC+ﬂ'D:ﬂ'D} v |"
[] Adiust for Daylight Saving (+01:00) w
Time Synchronize
ﬁ_ . 1. DANGER. If time synchronization is
[[] Enable Time Synchronization disabled online, active axes in any
controller in this chassis, or any other
- synchronized device, may experience
) lsthe system .tlme r.naster inexpected motion,
2 |s a synchronized time slave i GuardLogix 5560 and 5570 safety
2 Duplicate CST master detected controllers may fault if no other time master
3 CST Mastership disabled exists in the local chassis.
2 No CST master
[ ok ][ canced |[ appl Help

2. Onthe Date/Time tab, select Enable Time Synchronization.

IMPORTANT  Use your local time to configure the Time Zone and Adjust for

Daylight Saving.

3. Select Advanced.

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025



Chapter &4 Network Infrastructure

4, Select OK on the Controller Properties dialog box.

Time Synchronize Contraller Properties - Advanced Time Sync -
Enable Time Synchronization CIP Sync Time Synchronization:  Enabled
UTC Swpstem Time: 8/13/2018 06:58:15 PM
2 Is the system .tlme r.naster e CI e T
®lsa chronized time slave Drescription: Synchronization Status:  Synchronized
2 Duplfie CST master detected Physical Address.  F4-54-33-11BA-81 A A i e 61 i
o csT Clock Type: Unknioesen Type: .
Manufacturer Mame: Rockwell Autamatio BackplneBlste el ot
3 No CST mger Modek 1783-HMS18TGACER
Serial Mumbee FOCA AnALINTC
Identity: F45433FFFET 16480 Identity: FFFFO007 007B7455
) . , Class: 248 Class: 248
The status 'ls a synchronized slave’ appears P - P -
when the controller is synchronized. visee 5 Vi e5535
Source: Oscillator Source: Dscillator
Priarity 1: 126 Pricrity 1: [Master Owerride]
Priarity 2: 127 Pricrity 2: [Tie Breaker]

The Grandmaster clock reference can be confirmed.

Network Device Library The Network Device Library is a tested, documented, and life cycle managed object library.
The Device Library provides pre-configured status and diagnostic faceplates and AOI sets for
Rockwell Automation® network devices.

The Network Device Objects may be used with Machine Builder, Process, and Packaged
Libraries or as standalone components. Network Device Library addon instructions objects
collect, process, and deliver data between hardware devices and application logic.

The Network Device Library includes Add-On Instructions (AOIs) and HMI Faceplates for Allen-
Bradley® Stratix® Switch products, Device-Level Ring (DLR) network monitoring and Parallel
Redundancy Protocol (PRP) network monitoring.

For more information, see the Network Device Library reference manual,
publication DEVICE-RM400.
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Notes:
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Process Controller Features

The process controller is a member of the Logix 5000® family that provides out-of-box
process functionality. Embedded PlantPAx® instructions, graphical workflows, and tag-based
alarms streamline code development for your system.

This chapter explains the process controller features that are central to a PlantPAx
application. If you create a new application, see Bulk Configuration of a PlantPAx System If you
want to edit an existing application see Modifying an Existing PlantPAx System.

PlantPAx system release 5.0 added process controllers to the Logix 5000 family of controllers.
The process controllers offer additional capabilities that are targeted for DCS applications.

Controller Catalog Numbers
« 1756-L81EP
ControlLogix® 5580 process controller « 1756-L83EP
« 1756-L85EP

- 5069-L320ERP
« 5069-L340ERP

CompactLogix™ 5380 process controller

For standard use information, see:

«  ControlLogix 5580 and GuardLogix® 5580 Controllers,
publication 1756-UM543

»  CompactLogix 5380 and Compact GuardLogix 5380 Controllers, publication 5063-UM001

To best use controller resources:

 Use periodic tasks only, with minimum number of tasks that are used to define
execution speed, faster tasks getting higher priority (lower number).

+  Use the raP_Dvc_LgxCPU_5X80 Add-On Instruction to monitor controller use.

For more information, see these additional resources.

Resource

Description

High Availability Systems Reference Manual,
HIGHAV-RM002

Provides guidelines for high availability systems, including redundant system components, networks, and other hardware
and software considerations.

Rockwell Automation Library of Pracess
Objects Reference Manual, publication
PROCES-RM200

Describes how to build and use library components that comprise the Rockwell Automation Library of Process Objects.

Logix 5000 Controllers Produced and
Consumed Tags, publication 1756-PMOTI

Details how, with a Logix 5000 controller, to produce and consume standard tags and produce a large array.

Logix 5000 Controllers Import/Export
Programming Manual, publication 1756-PM019

Describes how to import and export logic components to and from a controller project.
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PlantPAx Process Objects

Process controllers support an exclusive set of embedded PlantPAx instructions.

PEHD RO BN FPE v PUL
= 4 o <O @) pad pan pAp pamt Ao PEL FRID poec Por poo FRP rro pHis B Pus eeme FEE PRD PeTe PRI PRT PET Puv RIL PusD

=T T

p Favorites Add-On  PlantPAx Pri

=
Analog Input

i Alarms  Bit Timer/Counter Compare Compute/Math Move/Logical Program

E?Shea‘t |1 v‘uf'l I—PS_PAI ::Lluglnpm
The PlantPAx instructions offer enhanced functionality, including tag-based alarms, that can
reduce the number of steps to configure control strategies. For more information about the
instructions, see:
»  Studio 5000 Logix Designer® online help
+ Logix 5000 Advanced Process Control and Drives and Equipment Phase and Sequence
Instructions Reference Manual, 1756-RM006
Each PlantPAx instruction features an intuitive design-time configuration interface. It's based
on the SAMA (Scientific Apparatus Makers Association) diagram interface, which focuses on
the flow of information.
The example shows the PAI - Process Analog Input Object.
& PAI Properties - XTI00 L\\) - m] *

100

PV clamping limits

High: |  1.50000000e+038| %
Low: | -1.50000000e+038) %

PV quality

General 20,0 mADC

PV fail check Scaling:

Advanced
HMI
Alarms
Parameters

Use input value Replace PV value:

Tag Last good PV value

Device
Virtual PV value:

.
Maintenance substitution
Use substitute PV | € 3 Substitute PV value:
Filter order. 0
None “
ﬂ Clear capture | €
Cutoff frequency:
M. 1000 %
T Min -33333332 %
I %/s
PR - PV deviation
300| % > 70.0 %
Device state: PV good
Cancel Apply Help

This interface improves upon prior releases of the process library, in where the underlying
elements of an Add-On Instruction can be viewed but do not illustrate how it functions.

The blue animation line adjusts depending on the instruction execution. In the previous
example, see the Maintenance substitution option. If you select ‘Use substitute PV, the blue
animation line shows a new execution path.
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Import Add-On Instructions

There are additional libraries of Add-On Instructions that you can use to supplement the
PlantPAx embedded instructions. Studio 5000 Logix Designer can import a single Add-On
Instruction or a Program/Routine containing multiple Add-On Instructions, such as a control
strategy generated with ACM software.

Add-On Instructions are used when the following functionality is required:

Feature

Description

Organization, ownership, and arbitration

« Allows the organization of devices into groups from HMI
« Manages and prioritizes ownership of equipment groups
« Propagates command and status through equipment groups

Process Instructions from prior libraries

Non-process controllers use the Add-On Instructions from the process library, release 4.1 or earlier

The purpose of device Add-On Instructions is to reshape the data structure of similar but disparate
equipment to a common structure that can be used by a single common PlantPAx instruction.

Device Add-On Instructions for supported network For example, a device Add-On Instruction for a Variable Speed Drive (VSD) is used to reshape the disparate

devices

VSD source data so that a common PlantPAx instruction (PVSD) can also mean that a common control
strategy can be used to control all those same VSDs

Configure Controller
Properties

Use Studio5000 Logix Designer application to configure the controller.
1. From the Controller Properties dialog box, click the PlantPAx tab.

B Controller Properties - PlantPAx X

General Major Faults Minor Faults Date/Time Advanced SFC Execution Project
Nonvolatile Memory Capacity Intemet Pratocol Part Configuration Secuty ~ Alamlog  PlantPAx

Use PlantP Ax Tasking Model

View number of PlantPAx Objects pertask:

Instruction Usage

2. Ifyou're using a process controller, leave the check for Use PlantPAx Tasking Model box
(checked by default).

3. Click the Date/Time tab and check the Enable Time
Synchronization box.
4. Enable Automatic Diagnostics on the Advanced tab.

Automatic Diagnostics is a mechanism to detect and present device descriptive
events with no programming required. Diagnostics based on the device definition
(such as fault or open wire) are sent to the HMI and displayed on the Automatic
Diagnostic Event Summary object.

© & U & [Nofiter v w o

‘ State | Assess. EventTime = Area Device Name Catalog Message

<l P|<al> Ol Hl=al- Pl Pl=al- Pl £
A %) 10172020 £166 PM /RSLEArea  [CLXOTIENZTR FPAX  1756-EN2TR  Connaction Lostwith Device
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PlantPAx Task Model

The Task folder contains a project structure that consists of four pre-defined periodic tasks.

P Il Controller PlantPAx

a Tasks
4 (B Fast (100 ms)
b L FastProgram
4 (B Normal (250 ms)
P L MNormalProgram
4 (® Slow (500 ms)
P L SlowProgram
4 (B System (1000 ms)
P L SystemProgram

4 Motion Groups
3 Alarm Manager

4 Assets
e Logical Model
[ 1/0 Configuration

Logic is placed in the appropriate task to verify that it meets the process requirements. These
tasks are:

- Fast(100 ms) - For control fast loops, such as liquid pressure with related transmitters
and pump drives

«  Normal (250 ms) - For discrete control, such as motors, pumps, and valves
«  Slow (500 ms) - For level, temperature, analysis loops, phases, and batch sequencing

« System (1000 ms) - For slow change temperature control and general controller
operations, such as messaging or status

The ControlLogix 5580 and CompactLogix 5380 controllers (including the process controllers)
have simplified task management from previous controllers. The controller runs control,
communication, and packet processing on separate cores within the controller. You no longer
have to reserve CPU time for communication or overhead.

Create the Logical Organizer

The Logical Organizer is a graphical representation of the organization of the configuration
logic that is aligned to the process being controlled, called the logic model. It enables you to
create and organize hierarchies of the programs and folders in your project, independent of
the execution model.

A process controller contains tasks that execute at various rates. Each task contains
programs of code that is required to execute at the selected task's rate of execution. The
Logical Organizer helps create an understandable organization, based on process functional
requirements.

« Server-based alarms and Logix tag-based alarms are often based on area organization
within the Logical Organizer and built using the PlantPAx configuration tool.

« Organize batch applications following the ISA-S88 physical model.

IMPORTANT  Several components in a PlantPAx system depend on the
organization and hierarchy of the system:

HMI application

Alarms

User roles and responsibility
Security

This example shows the same controller project that is viewed from the Controller Organizer
and its associated Logical Organizer. The Controller Organizer is used to ensure that the logic
is executed at a rate suitable for the process. The Logical Organizer can be used to create
folders aligned with the application (a folder for each HMI display) and allows dragging the
associated programs into the appropriate folders. This enables accurate alarm rollups and
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breadcrumbs on the Navigation bars to assist the operator in troubleshooting abnormal
conditions. (See PROCES-RM200 Chapters 2 and 3 for more detail).

Contraller Organizer » B X Logicel Quganizer - 0 X
& °n
4 - Controller Dig]_3 h | < W Logicalbodeiigl s |
& Controller Tags a 5 E-Bl.:::l’m
Controller Fault Handler ¥ b1 COBK
Powseer-Up Handler v :_:'”mml_m_tk
4wl Tasks b & Sow D1.CK
® Fast 100ms) 4 1 DA_KNOTCE
a (& Mormal (250 ms) b & Hormal D7_KNT_CK
B4 Mormal D1_CK b L Sow D1_KNT CE
B4 Mormal D2 CK 4 5 D
P & Mormal_D3_CK a D2_Cook
B 4 MNormrnal D1_KNT_CK b L Marmal D2_CK
b L Mermal_DZ_KNT CK P G Sow 02CK
B L Normal 03 KNT CK By i (I
4 ? E{O;ESWDF:SE:K b :-_; Sow D2 KNT_CE
i, S e 4 W D163
B b Slow 02 CK 4 1 D3_COOK
B oL Slow D3_CK b & Mormal D3_CK
b L Sow DI_KNT_CK bk Sow DICK
B oL Slow DI ENTCK Fi D3_KMOTCE
P L How DIENTCE b Iy Morrnal D3_KNT_CK
4 (T Systern (1000 ms) b 5 Slow D3 KNT_CK
P L SystemPragram 4 I Systern
i Digi_3

Bk SystemProgranm

Add Modules and Devices to the Controller Organizer

All Logix 5000 controllers require module connections (analog, communication, digital,
specialty) to be defined in the I/0 Configuration list.

Follow these guidelines for 1/0 module properties in a PlantPAx system.
Table 6 - Guidelines for Module Configuration

Item Description

Electronic Keying reduces the possibility that you use the wrang device in a control system. It compares the

device that is defined in your project to the installed device. If keying fails, a fault occurs.

« Use Exact Match for keying in a validated environment. This makes sure that only the same series and
revision device can be used.

« Use Compatible Module for keying in environments where a newer series or revision device can be used
without requiring changes to the definition.

For more detailed information on Electronic Keying, see Electronic Keying in Logix 5000 Control Systems

Application Technique, publication LOGIXAT0O1.

The RPI value is the rate at which the controller attempts to communicate with the module. RPI is often

defined by the inherent properties of the signal being measured. For example, a temperature measurement

changes slower than pressure, so a larger RPI could be used to a device that measures the temperature.

We recommend that you specify an RPI that is two times faster than task period. For example:

« Adevice that is used within a 250 ms task requires a 125 ms RPI.

« Adevice that is used within a 100 ms task requires a 50 ms RPI.

Use NONE for the Connection Format to remote communication modules used as bridged adapters.

For modules that support Precision Time Protocol (PTP) synchronization, it's recommended to use Time

Sync

and Motion.

« If inhibited, the controller does not attempt to make a connection. This is used as placeholder for a
device that is not yet implemented or installed.

« Major Fault On Controller If Connection Fails While in Run Mode. This is used on critical connections,
where controller execution can't continue if a problem is detected.

Compact 5000, FLEX 5000%, and FLEXHA 5000™ I/0 HART modules support two device connections types.

The PlantPAx data format is recommended and is pre-defined for the PAH instruction.

« PlantPAx Data: Input data includes basic input from the HART device that is used by PlantPAx for the four
dynamic variables and semi static data. Also includes the configured device variables and commands.

« Data: Input data includes basic input from the HART device for the dynamic and device variables that are
configured plus the configured commands.

Concurrent Communications with FLEXHA 5000 I/0 | Concurrent communications require a dedicated 1756-EN4TR.

Electronic keying

Requested Packet Interval (RPI)

Connection tab options

Integrated HART device connection
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Integrated HART Configuration

HART integration lets you directly add field devices to the I/0 Configuration list.

Controller Organizer v+ B X

Controller PlantPAx
Tasks
Motion Groups
Alarm Manager
Assets
e Logical Model
4 170 Configuration
b &3 5069 Backplane
4 F5 A1, Ethernet
[@ 5069-L340ERP PlantPAx
4 g 5094-AEN2TR/A Ethernet_Adapter
4 B3 5094 Backplane
&3 [0] 5094-AENZTR/A Ethernet_Adapter
4 ] [1] 5094-IF8IH/A Analog_In_HART_501
4 £ HART
¥ 0HART-Device-268A Tank01
b £5 A2 Fthernet

vvvwvwvw|d

Configure the variables and commands for the HART devices within the Module Definition. You
can add HART EDD files if additional device descriptions are required. See the appropriate
manufacturer for these files.

Meadule Definition™
- General* Define Module, Electronic Keying and Connection
i Variables
- Commands Add HART ECD...
Revision: 1 v ool -5
Electronic Keying: Compatible Module w
|Connection: [PlantPAx Data ™ |

The PlantPAx Data connection creates a PAX_HART_DEVICE:I:0 structure that is formatted for
direct use in the Process Analog HART (PAH)
instruction.

RaH
PAH_01
val HARTPY [
Al HARTSV ;:
Val_HARTTV sl:
Wal HARTOV cl“
Val_HARTLoopCurrent [
Ref_HARTData kaDTxF‘A)Device
Ref_DiagTable Tag Element: Tank01:|.PAxDevice
Elemnent Data Type: PAX_HART_DEVICELOD
Ref_UnitsTable Tag Data Type: AB:3000_HART_PAX:L0
Tag Scope: Controller
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Concurrent Communication Module Configuration

FLEXHA 5000 1/0 requires concurrent communications. To use concurrent communication
with FLEXHA 5000 I/0 modules, you must configure the 1756-EN4TR EtherNet/IP™

communication module on the Device Definition dialog box in your Studio 5000 Logix Designer
application project to use concurrent communication.

Davice type:

1756-EN4TR 1756 Ethemet Bridge, 2-Port, Twistad-pair 4

Media

ENATR_101

" Device Definition

Rewvision:

Electronic keying
Compatible Module -

Descrigtion

Rack connection:

MNone -

Ethernet Address Module 1:

Private network

Time sync and motion connectior:

Vs

v 02 . 188 . 101

Ethernet Addrezs Module 2:

Private network

-

Concurrent communication:

Yes

- o2 . 168 . L l02

Redund

Chassis Pair - T

QK Cancel

IMPORTANT

You can configure the 1756-EN4TR EtherNet/IP communication module
for concurrent communications, to use with I/0 modules such as
FLEXHA 5000 1/0 modules. Or you can configure the 1756-EN4TR
EtherNet/IP communication module for standard 1/0, for example,
remote 1756 ControlLogix I/0 modules. You can only configure the
module for one or the other.

If the 1756-ENA4TR EtherNet/IP communication module is configured for
concurrent communication, you can still use it for class 3
communications, for example, HMI, program upload/download/monitor.

Controller-to-Controller
Communication

There are two main options to communicate among controllers:

Produced and Consumed Tag

Message (MSG) Instruction

Consumed tag data is automatically received from a producer controller, at a
requested packet interval (RPI), without the need for logic programming.

Read or Write messages are programmatically initiated on condition (False to True
transition).

Ideal for exchanging critical data that changes frequently; use for higher
priority communication.

Ideal for exchanging non-critical data that changes less frequently; use for lower priority
communication.

Data is constantly sent regardless of change of state. This does not impact the
scan of the controller, but it can impact network bandwidth.

Communication and network resources that are used when needed only, however, a
delay can occur if controller resources aren't available when needed.

Tag size is limited to 500 bytes over the backplane and 480 bytes over a
network.

Supports larger data payloads, up to 32,767 elements, using multiple data packets.

Supports tags of mixed data types (UDT).

CIP™ Generic messages to third-party devices.

You can't modify or create produced/consumed tags online in Run mode.

You can modify and create MSG instruction online in Run mode.

Routing of traffic across subnets depends upon the transmission type (Unicast
or Multicast).

Message traffic can be routed across subnets and across slots of a 1756 chassis.

For more information on controller communication options, see Logix 5000 Controllers Design
Considerations Manual, publication 1756-RM094.
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Configure Produced and Group produced and consumed tags as members in user-defined structures. This technique
Consumed Tags

helps monitor connection status between controllers without increasing execution time, such
as using a GSV instruction to detect status.

1. Inthe Logix Designer application, define a user-defined structure of a tag to be used in
all controllers.

MM LY ganiser v v om
B MRETRCMDCONTROL
B MNETRCOILARRAY
B MRETRCONTROL
B MNETRDATA
2 MRETREVENTCMD
B MNETRIPADDRESS
B MNETRMODULEDEF
B MNETRPASSTHRL

Hama Froducedameny

Description

B MNETRSTATUS

: :::;E::\;:_I[Lq Wi Diats Tygse Size: 252 bytals)

B MNETSTATUS Mams I:lcl':i'l:m! |5'g‘-! IDn:tho' [Edr'-s ACTREE
2 MNETUTIL EEE CONNECTION_STATUS [ [Fesdriia

=] PAR_MACHINE DT DT[] Decmal Fugad vl

B PAR_MACHINE_INTGR | =n EINTTIE] |Cmal | P Foiengy

B PaR_MACHINE_REAL ] wr TR0 |Decmal | Py

B PAR_MACHINE_STRNG | REAL REAL[ZD) |Feee :} Fusel Pt

E-] Produced | ®ool BOOLZ5E] |Decmal ) | Fimad et

B Prompt_StringData E | I | |

2. Name the first member Status and a data type of CONNECTION_STATUS.

This data type provides two BOOL bits (RunMode & ConnectionFaulted) in the Status
member for each controller consuming the tag.

MyTag.Connection_Status.RunMode
- Value of Twhen Producer is in Run mode.
- Value of 0 when Producer is in Program mode.
MyTag.Connection_Status.ConnectionFaulted
- Value of 0 when Producer connection is good, regardless of mode.
- Value of Twhen Producer Connection is broken.

3. Once the UDT is finished, create a tag of that UDT type to be either Produced or
Consumed.

4, It's recommended to add a common prefix to each tag instance of the UDT, so you more
easily search for those tags.

Scope: I@|GRAN v‘ Show: ‘Interpmcessor_Comms v|| 7.
[ Name [ Value € | Force Mask € | Style Data Type Descrption
+/ COMMs_from_BMSS9275 e [aual Interprocessor_Comms | Granulation Dryer BMS P2P Comms
+-COMMs_from_DISP o] Haeed) Interprocessor_Comms | Dispatch P2P Comms P
+/ COMMs_GRAN_Produced M ] Tiaia Interprocessor_Comms  [Granulation Produced Data
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5. Create a Produced tag by simply changing the tag property from base to produced and
setting the max number of consumers.

6. Create a Consumed tag by changing the tag property from base to consumed. The
Producer controller is selected from the I/0 configuration list and the remote data
(exact name of produced tag) is entered.

7. Select the RPI rate in which the produce tag is consumed.

For bidirectional P/C tags between two controllers, both consuming controllers have
each producer controller in its I/0 configuration list. Multiple consumers can receive
the same data from a single producer.

IMPORTANT  When adding the Producer controller to the I/0 configuration list
of the Consumer controller, the firmware revision does not have
to match. However, the rack size and slot number must be
correct.

Data arrives asynchronous to program scan. Some applications may require a
programmatic handshake. Buffering data to or from P/C tags helps to make sure
that the user logic executes on that same data before it changes.
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e ST LUSEE LS
| =% G_TRF_F_BERTH
| 0% G_TRF_F_REF
| B0 G_TRF.O_IVB
| =03 G_TRF.O_IVC
| @0 ) TRF_F_REF
| @0h )_TRF_F_SAPREF
| @53 )TRF_OIVB
| @53 Diesel_TFR_Sequencing
| 5% Gasoline_TFR_Sequencing
| @ 5% Jet_TFR_Sequencing
=168 Utility
| 8 Communications
: @ Program Tags
BB MainRoutine
B C_ve_Pmol
B C_Ive_PM02
B C_Ive_Pmo3
-Bl C_IVB_PM04
Bl Data_Compression
B Explicit_Messaging
B Monitoring
B P_IvC_PMO1

ontroller Organizer - 3 X
= [8 D_TRF_O_IVC .
[ C% G_TRF_F_BERTH
0% G_TRF_F_REF
0% G_TRF_O_IVB
58 G_TRF_O_IVC
[0 ) TRF_F_REF
0% ) TRF_F_SAPREF N
[ C% )_TRF_O_IVB
WG Diesel_TFR_Sequencing
e Gasoline_TFR_Sequencing
53 Jet_TFR_Sequencing
B Utility
=58 Communications

B Program Tags

B MainRoutine

B C_vs_PMOL

B C_Ive_PMO2

-8 C_IVB_PMO3
-B ¢ Ive_PMO4

8. Create logic that writes values to the Produce tag elements.

Produced Mapping for IVC - IVC_PM01

{noPJ—
ASEIEMVD01
Intemodal Produce
Tag Program Command Tank X701 BOB

9.

o Acquire Valve Isolation - in Alarm
ipSG1EMVODT_PCmd_Acq VC_PMD1.BOOL[0]
JE
ASGTEMVOD1

Intemodal Produce
Tag Program Command

to Close Valve Produced Mapping
ipSE1EMVO01_PCmd_Close IVC_PMO01.BOOL[1]
JE
ASGIEMVO0T

Intermadal Produce
Tag Program Command
to Open Valve
ip65|EMWU_|I_rPCmd_0pen
- L

Preduced Mapping
VC_PMO1.BO0L[Z]

Add corresponding consume tags to each controller that consumes
the data.

Note that UDT structures can be exported to. L5X format and imported into the other
controllers.

10. Use Consume tag elements to write to variables in the Consuming controller.

3 B [@g o w

Consumed Mapping from IVB - IVBE_PM01

{noP —

WE_PM01.Status Runidode  VB_PM0O1. Status ConnectionFaulted VB_PMO1_CommsOk
T E 1/E

E L

Isalation of X618 ASB1EMVO0T

from Diesel Ref Internodal Consume
rundown lines - in Tag Status Vahe in
Alarm Alarm

MB_PM01.BOOL[0]  IVB_PMO1_CommsOk ie561EMV001_Sts_Alm
J E JE

- 4 O

ASB1EMVO01
Intemnodal Consume
Tag Status Vahe
Available

WB_PMO1.BOOL[1]  WB_PMO1_CommsOk ieSE1EMVO01_Sts_Asailable
i B R

C < L

PlantPAx Guidelines for Produced and Consumed Tags

Produced and consumed (P/C) tags can be a single tag structure or a user-defined
structure (UDT) of mixed data types. For example, a UDT tag can contain members up to
120 REALSs or 100 REALs and 640 BOOLs.

Group data in produced and consumed tags into a UDT to reduce the total number of
connections.

Make the first member of the UDT a data type of CONNECTION_STATUS for connection
status.

Export/Import the same P/C UDT data type among controllers to confirm they match
exactly.

Make sure the number of consumers configured, for a produced tag, is the actual
number of controllers consuming it to reduce the number of connections to the
controller.

Always use a handshake when transferring data between controllers through health
data or manually configured diagnostic.
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PlantPAx Guidelines for

Message Instructions

OPC UA

Integrate Field Devices

108

«  We recommend unicast traffic when possible, because it transmits only to an intended
destination, which reduces bandwidth. However, redundant controllers require
multicast traffic to consume data.

The MSG instruction asynchronously reads or writes a block of data to another module on a
network.

«  ControlLogix 5580 and CompactLogix 5380 support up to 256 connections. If you want
to enable more than 256 MSGs at one time, use some type of management strategy.

 Use the cached option when the message connection needs to
be maintained.

» Use message Reads, instead of Writes. This makes it easier to troubleshoot code by
knowing where the incoming data is coming from.

«  When messaging between Logix 5000 controllers, use a DINT data type where possible
for maximum efficiency.

» Use MSG status flags, such as the. DN and .ER bits for handling
fault conditions.

« Data arrives asynchronous to program scan (use a programmatic handshake or insert
between a UID/UIE instruction pair for higher priority)

« Use the unconnected option for CIP Generic messages

Simplex Process controllers now support OPC UA via the embedded Ethernet ports. The
controller can act as either an OPC UA server or client. The PlantPAx Process controllers
support the following number of OPC UA nodes:

« 5069-L320ERP: 300 OPC UA nodes
5069-L340ERP: 600 OPC UA nodes
« 1756-L8I1EP: 0 (zero) OPC UA nodes
« 1756-L83EP: 1200 OPC UA nodes

o 1756-L85EP: 15,000 OPC UA nodes

No more than 50,000 nodes/sec of OPC UA data when a controller is acting as an OPC UA
server in a PlantPAx system. Additionally, only OPC UA data should utilize the embedded port on
5580 controllers in a PlantPAx system. All other data (HMI, 1/0) should use an in-chassis
communication module such as the 1756-EN4TR.

Diagnostic data regarding the OPC UA server can be monitored via the controller webpage. By
default, the controller webpage is disabled. The controller webpage can be enabled in Studio
5000 Logix Designer. Navigate to the Security tab within the Controller Properties and check
the option “Enable Controller Web Pages”.

For more information on how to configure OPC UA on a Process Controller, see KnowledgeBase
article OPC UA in 5580 and 5380 Logix Contrallers 36 firmware ToC and OPC UA in 5580 and
5380 Controllers, publication 1756-UM023.

PlantPAx systems use specialized field devices that operate on various communication
protocols, such as HART, EtherNet/IP™, PROFIBUS PA, and Foundation Fieldbus.

Depending on the controller type and process library version, you need different elements to
integrate a field device. These elements use the Logix Designer application for device control
to the corresponding object in FactoryTalk® View SE for HMI faceplates.

Most field device integrations require that you instantiate one Add-On module Profile (AOP) and
two Add-On Instructions (AOI) per device for end-to-end control and monitoring.

» Module or Device-specific AOP for the Logix Designer application to create the item or
device tags in the I/0 Configuration list.

«  Device-specific Add-On Instruction to access device tags and prepare the data for use
within the controller project.
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«  Generic Add-On Instruction to access device data, along with custom-made device
diagnostics and unit tables, to enable visibility on an HMI faceplate within the PlantPAx
system.

HART Integration

Highly integrated HART provides a PlantPAx data type in the process controller:

» See Integrate Endress+Hauser Instruments in a PlantPAx Distributed Control System,
publication PROCES-SGO03 for more information.

«  Configuration of devices within the 1/0 Configuration tree (no Add-On Instruction
needed). See section “5094-IF8IH to PAH Configuration Example” in publication PROCES-
RM200 for more information.

« Device diagnostics automatically propagate to the controller project

PROFIBUS PA Integration

See Profibus PA and FOUNDATION Fieldbus Linking Devices in a PlantPAx Distributed Control
System, publication PROCES-RM213 for more information about integrating PROFIBUS PA
devices.

FOUNDATION Fieldbus Integration

See Profibus PA and FOUNDATION Fieldbus Linking Devices in a PlantPAx Distributed Control
System, publication PROCES-RM213 for more information about integrating FOUNDATION
Fieldbus devices.

Electrical Protection Devices Integration (IEC 61850)

See Rockwell Automation Library of Intelligent Electronic Devices, publication PROCES-RM211
for more information about integrating electrical protection devices (IEC 61850).

Alarm Types Alarms are a critical function of a distributed control system. Alarms monitor conditions that
need response, such as a temperature or pressure signal out of range, or device failures such
as drives and motors.

The FactoryTalk® Alarms and Events server provides a common, consistent view of alarms and
events throughout a PlantPAx system. Language-switching alarm messages are also available.
When an alarm condition is received, the FTAE server publishes the information to a
subscribing Operator workstation via FactoryTalk Alarm and Event services.

« Forinformation on how to configure the FTAE server on a PASS, see Chapter 3, Process
Automation System Server.

« Forinformation on how to configure and monitor FTAE alarm components, see the
FactoryTalk Alarms and Events System Configuration Guide, publication FTAE-RM0O1.

The Alarm Banner resides on the Header display.

July 19, 2020 1M 01995 4:56:50 P Alim_HiHi EMEA Testhed FT222 HiHi
614 ,]é P [\ BIBI2020 24327 PM Alm_HiHi LB5EP Testhed FTS5S HiHi Q y
: : 1 @ 1M 01995 4:56:50 P Alm_Hi EMEA Testhed FT222 Hi \P

An effective alarm system directs the attention of an operator to improve the productivity,
safety, and environment of a process plant.

»  APlantPAx system can use device-level and server-level alarm methods.
»  Recommendations are based on the controller type and supported functionality.

Rockwell Automation Publication PROCES-UMI00F-EN-P - April 2025 109


https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm200_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm200_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm211_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/ftae-rm001_-en-e.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm213_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm213_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/sg/proces-sg003_-en-p.pdf

Chapter 5

Process Controller Features

Table 7 - Alarm Types Based on Instructions and Add-0n Instructions

If You Have

You Have This Alarm Type

Description

PlantPAx 5.0 library

Logix Tag-based

Device level, tag-based alarms monitor a tag value to determine the alarm condition. Tag-based
alarms aren't part of the logic program and do not increase the scan time for a project. The controller
caches information, such as time stamps, alarm states, and associated tag values in a 1000 KB buffer.
The controller transmits the information to subscribing FactoryTalk® Alarms and Event servers.
Recommended: PlantPAx system release 5.0 or later.

Requires: ControlLogix 5580 controller, CompactLogix 5380 contraller.

PlantPAx 4.1 library or earlier

Server Tag-based

A FactoryTalk Alarm and Event server monitors controllers for alarm conditions through data servers
and publishes event information that can be displayed and logged.

Recommended: PlantPAx system release 4.6 and earlier.

Server-based alarm monitoring offers the equivalent of HMI tag alarm monitoring, but with an
expanded feature set of the FactoryTalk Alarm and Event server.

ALMA or ALMD controller instructions

Logix Instruction-

These device-level alarm instructions can consume a larger portion of controller memory and

increase scan time when executed. When an alarm is detected, it's time stamped and buffered until

it's transmitted to subscribing FactoryTalk Alarms and Events servers.

Not Recommended in large deployments due to added controller overhead.

Requires: ControlLogix 5570, CompactLogix 5370, ControlLogix 5580, CompactLogix 5380 controller.

Device level, Logix instruction-based alarms are programmed within the controller program and

integrated to the FactoryTalk Alarm and Event server.

« The Digital Alarm (ALMD) instruction detects alarms that are based on Boolean (true/false)
conditions.

« The Analog Alarm (ALMA) instruction detects alarms that are based on the level or rate of change of
analog values.

based

Guidelines for Logix Tag-based Alarms

In a PlantPAx 5.0 or later system, we recommend no more than 7500 in-use Logix tag-based
alarms per controller.

Create Logix tag-based alarms to send alerts about specific events or conditions. A tag-based
alarm is similar to a digital alarm because both monitor a tag value to determine an alarm
condition. However, a tag-based alarm isn't part of the logic program and does not increase
the scan time for a project.

S D ~ # % ] 0 Alarms: RA_UIB_Processstrategies ~ I
a "= State Use Owner MName Type Input Expression Limit Message

[ Controller RA_LIB_ProcessStrategies, XT540 Alm_Hi TRIP XT540.5ts_Hi =ik /*5:0 36.@Descriptit

[ Tasks XT540 Alm_Lo TRIP XT540.5ts_ Lo == /*5:0 %6.@Descriptic

b Motion Groups KT540 Alm_HiHi TRIP XT540.5ts_HiHi = /*5:0 %.@Descriptic

4 = Alarm Manager w XT100 Alm_HiHi | TRIP XT100.5ts_HiHi =1 /*5:0 %.@Descriptic

L) Alarms s

[ [¥Tsan 1 Alm_Lolo TRIP XT540.5ts_LolLo == 5:0 %o.@Descriptic

4 Assets 4‘ InAlarm, Unacknowledged | Alm_loDev |TRIP KT540.5ts_LoDev = /*5:0 95.@Descriptic

fte Logical M”de' ) XT540 Alm_Fail TRIP XT540.5ts_Fail = /7510 %.@Descriptic

¥ MO Conhgurmtion XT540 Alm_HiReC [TRIP XT540.5ts HiRoC =1 /%510 %.@Descriptic

XT540 Alm_HiDev [TRIP XT540.5ts_HiDev = /5:0 %6.@Descriptic

] |wTti00 Alm_HiHi TRIP WT100.5ts_HiHi = /*5:0 %6.@Descriptic

1 |wT100 Alm_Hi TRIP WT100.5ts_Hi 1 /5.0 %6.@Descriptic

10

Tag-based alarms do not require an FTAE server. A controller's subscription to the HMI can be
serviced using a FactoryTalk® Linx data server. See Add a Data Server (FactoryTalk Linx) on
page b4 to confirm that FactoryTalk® Linx is configured for Logix Tag-based alarms. PlantPAx
recommends a limit of 15,000 Logix Tag-based alarms per instance of FactoryTalk Linx. A PASS
can host up to two instances of FactoryTalk Linx for a total of 30,000 Logix Tag-based alarms
per PASS.

An alarm definition is associated with an Add-On Instruction (AQI) or a defined data type. When
atag is created using a data type or an AQI that has alarm definitions, alarms are created
automatically based on the alarm definitions.

Embedded Tag-based Alarms in PlantPAx Instructions

The PlantPAx instructions have embedded tag-based alarms. Configure the states as needed
and simply enable the alarms that you want to use.
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Use the Alarms tab on the instruction properties to assign settings to all pre-defined alarms.
There's an option to propagate specified Class/Group settings to all alarms in the instruction.

@ PDIProperties - Storage P_DIn01* = = =

General Use Alarm .
-
Target disagree E

Alarms™

=
=

Parameters Settings for all alarms

Tag Apply following settings to all alarms

Class:

[con |

Alarm group:

[Area01 |

FactoryTalk View command:

Allow operator to shelve alarm

Allow maintenance to disable alarm

Device state: PV goad

Device issues: None |‘ oK ‘” Cancel || e H Help ‘

Alarm settings are also accessible via the Alarm Manager.

Controller Organizer w & X flikps par-x7T100 PAGNEIIE: b4 & Alarm Definitions:

Fl Alarm Manager ~ Show: | All
‘9‘ Alarms State Use Owner MName Type Input Expression Limit Message
LL Al Definiti T e =y
e, Etarm iy ® XT100 Alm_HiHi | TRIP XT100.5ts_HiHi = [7S:0 %.@Description
ssets
S XT100 Alm_Hi TRIP XT100.5ts_Hi =1 /*5:0 % @Description

Guidelines for Server Tag-based Alarms (FactoryTalk Alarms
and Events)

An FTAE server is required for server tag-based alarms. The server puts these alarm tags on
scan, just as it does all other tags it polls for the HMI and Historian. In a PlantPAx 5.0 or later
system, we recommend you limit the number of server tag-based alarms to 20,000 per FTAE
Server. A PASS can host a single instance of the FTAE server for Server tag-based alarms. There
areno hard-coded limitations, however you could experience longer recovery time during
system restoration if you exceed the recommendation.

Use the PlantPAx System Estimator (PSE) for sizing the number of alarm instructions for a
moare accurate limit that is based on your specific configuration. Be sure to add additional
memory that is required to maintain the alarm subscription as it isn't accounted for in the PSE
memory calculations.

» Use alarm groups to organize alarms by operator role.

« Use alarm expressions against user groups to provide rolled up indication of alarms by
role or display. For example, AE_InAimUnackCount('TT*) returns a count of
unacknowledged alarms within groups that start with T1.

For more information on alarm expressions, see the FactoryTalk View Site Edition
User's Guide, publication VIEWSE-UMOQG.

+ Use an alarm class to identify alarms that share common management requirements
(for example, testing, training, monitoring, and audit requirements). Do not use alarm
class to identify alarms by operator role or display because you can't retrieve an alarm
count by class by using alarm expressions in FactoryTalk® View software. However, you
can filter by class on the alarm displays.
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«  Use the alarm builder feature in the PlantPAx Configuration Tool to help build server
tag-based alarms.

Guidelines for Logix Instruction-based Alarms

The process library does not provide support for Logix instruction-based alarms. Note that the
instruction-based alarms can impact controller performance.

Controller scan time and memory usage are variable with the use of the ALMA or ALMD
instructions, depending on the states of the controller. Large alarm bursts can have a
significant impact on controller CPU utilization. For example: Controller memory used for
buffering by each subscriber (topic in the data server) =100 KB.

Example execution times:
- ALMD in a 1756-L73 controller with no alarm state changes: 7 ps
- ALMD in a 1756-L73 controller with alarm state changes: 16 ps

In redundant controller configurations, cross loading of redundancy can add up to 70 ps per
ALMD instruction.

Reserve the use of ALMA and ALMD instructions for the most critical alarms. Although there are
no hard-coded limitations, we recommend limiting the number of instructions to the following:

- 250 per redundant controller
- 2000 per simplex controller

Monitor Alarms

You can use the alarm status explorer in FactoryTalk View SE to browse all of your configured
alarms on a server or the entire system. Alarms also are filtered by the Shelved, Suppressed,

and Disabled options. The alarm explorer can be preconfigured as a Shelved alarm display to
let operators view a list of shelved alarms.

ANSI/ISA-18.2 provides alarm performance metrics and recommended target values. Some key
metrics include the following:

« Marm rates: annunciated alarms per operator console:
- Average of 6...12 per hour
- Average 1...2 per 10 minutes

«  Contribution of the top 10 most frequent alarms to the overall alarm load: ~<1...5%
maximum, with action plans to address deficiencies

« Less than b stale alarms (remains annunciated for an extended period, such as 24
hours) present on any day with action plans to address
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Use the Process System Estimator to Plan Alarms

Process System Estimator - Summary

PlantPAx

>
EEED] EREEE] EEER] SRl mEs Harms [18122 | -
Distributed Control System

Plamtis -~ System Info System Summary P 3
v Number of Data and Alarm
Project ID Med |
- Rev [ Network Stations o] Server Tag Based Alarms «— 5
...... ==
PADC_00L Reference 1D | | Number of OWSs ER Logix Tag Based Alarms PR E—
TD FTD ProjectName [ Example Architecture | Number of OWS Clients El OPC-UA Alarms
______ ﬁ Central Control Room Contact Name [ J Mumber of EWSs [E Number of Historian Tags
= Mumber of Cantrallers [w ] Total Cantrol Strategies
mmam PASS_001 Systam Preferences
| Planteax system Preferences vs.20 ] Number of HMI Servers Total Tags on Scan
& Process_Area_001a
Default 1/O Entry Method System I/0 Summary
e » Edit System Preferen o
% Controller_001 @G Hew 1/0 Existing 1/0 MCCMEDIED
— T Number of gl Iputs o m [0 |
mtagen Controller_002 () Control Strategy
~ Number of Digital Qutputs VSD:s
e Comtoler o —— | .
] FactoryTalk Directory  |FTD - @
mimten Controller_004 x X Number of Analog Cutputs 1000 [C oms [0 |
. m Terminal_011 CIP Security Level Mo Security Selection ~ @ Virtuglization Options
Minimum Virtual Requirements
Terminal 012 ’ = A Employ a virtual Architecture
= Lo Default Network Configuration . = i RN = -
’ - Indude Virtual Image
" m Terminal_013 Use Exdsting Core Switch e = _I_Emp‘am shipiesei Storage Capacity -
Core Switch | Generic Core Switch Select
= rerminal_o14 kit =s Service Contract & Software License Options:
m Terminal_015 Edit Preferences 0 System ID: | PASS_001 ~ e
v

[ Generate Bill-of-Material upon Finish

Item Description
1 Select the top of the project tree to view the system summary.
2 Select to view some of the system limits.
3 System Summary
Total number of Server Tag-Based FactoryTalk Alarm and Event servers.
4 :!l:rtltieérThese servers support controllers that utilize the PlantPAx Process Object Library 4.1and
5 The total number of Server Tag-Based Alarms.
6 The total number of Logix Tag-Based Alarms.
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Process System Estimator - FactoryTalk Alarms and Events Limits
B Manage PlantPAx System Preferences X
Template: | PlantPAx System Preferences v5.20 &
System Limits: Virtualization Sizing:
Type of Limit Value Server and Workstation Type Ratio (vCPU:1) wRAM  vHardDisk vCPU
# of HMI Servers limit 10 Process Automation Domain Controller (PADC) 2 4 40 1
1 # of Data and Alarm Servers limit 10 Process Automation System Server (PASS) 2 16 &0 4
# of Operator Workstations limit 120 Operator Workstation (OWS) & 4 a0 2
# of Historian Servers limit 2 Engineering Workstation (EWS) 2 8 100 2
Data server tags on scan/second limit 100000 Application Server OWS (AppServ-OWS) 2 16 60 8
Data server potential tags in memory limit 3000000 Application Server EWS (AppServ-EWS) =z 16 100 4
2 FTAE Total Alarms/System limit 100000 Application Server Information Historian (ASIH) 72 4 120 2
3 FTAE Total Alarms/Server limit 30000 Application Server Information Reporting [ASIV) 2 4 &0 2
4 FTAE Server-based Alarms/Server limit 20000 Application Server Information SQL (ASIS) 2 4 120 )
5 FTAE Logix-based Alarms/Server limit 15000 Application Server Asset Management (AppServ-Asset) 2 4 1] 2
1/0 per System Limit 25000 Application Server Batch {(AppServ-Batch) 2 4 &0 2]
Controllers Per Subsystem Limit 10 OPC UA Connector Server (OPC) 2 4 80 2
6 # tags on scan / alarm 5 VM\are vCenter 1 12 600 =3
Max Contraoller Visualization Tags on Scan 12000 System Reservation (Specify % to be reserved) 0
PASS Tags on Scan Limit 100000
System Tags on Scan Limit 1000000 MCC Sizing:
Display Tag Update Rate 0.5 Device Type oI 0o AL AD
Base Memary Load (kb) CompactLogix 380 Full Voltage Starters 2 3 1 T
Base Memary Load (kb) ControlLogix 430 Reduced Voltage Starters 2 3 1 b
Base Memary Load (kb) CompactLogix P-Controller 56 T e 2 2 2 1
Base Memary Load (kb) ControlLogix P-Controller 56
7 CompactLogix P-Controller Alarm Limit 7500
8 ControlLogix P-Controller Alarm Limit 7500
# of Historian Tags per Historian Server limit 650000
Load System... Save System As...
Item Description
1 The maximum number of Data and Alarm Servers (Server Tag-Based) in the project.
Total number of FTAE Alarms allowed in the system.
2 Note: The total Server Tag-Based Alarms plus the total Logix Tag-Based Alarms must be less
than this value.
Total number of FTAE Alarms allowed in per PASS server.
3 Note: The total Server Tag-Based Alarms plus the total Logix Tag-Based Alarms supported by
any individual PASS must be less than this value.
4 The maximum Server Tag-Based Alarms that an individual PASS can support.
5 The maximum Logix Tag-Based Alarms that an instance of FactoryTalk Linx data server can
support. A single PASS can host up to two data servers.
6 The average number of backing taqgs that are configured for Server Tag-Based Alarms. This
field only applies to Server Tag-Based Alarms.
7 Maximum number of Logix Tag-Based Alarms. (CompactLogix)
8 Maximum number of Logix Tag-Based Alarms. (ControlLogix)
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Process System Estimator - PASS Alarms

PlantPAx

[Em] [Em]

Digital
Inouts

Digital
Outouts

Contoters [T

Analog
Inouts

PASS
Servers

=]

ows
Clients
Total /O

Analog
Outouts

Alarms | 14112

PlantPAx

Distributed Control System

Pamte Medium

== pataCenter_001
B papc oot
[ -

FID

g Central Control Roam

— e
= -

CEms AppSvrAssetMgt_001
------ ASIS_001
g AppSVrOWS_001

AppSyrOWS_002

S AppSvrOWS_003

Server Preferences

HHviserver (@)

Data and Alarm Server

2]
(2]

Dual Data Server

PASS Licensed for | Unlimited + 5 OWS

Server Summary

Number of OWS Clients

Patential Tags in Memory

3985170

Controllers
Server Tag Based Alarms

Logix Tag Based Alarms

m ]
Cammpa—
- ampana.

—3
A

[“IRedundant server

[ consalidated PASS (PASS-C)

Data Center

Historian Update Rate
(induding Additional Load)

Additional Tag Load

DataCenter_001

Active Tags on Scan / Sec 101015 Historian Tags 37610

:

Total Tags on Scan Total Control Strategies

@

2

~ | sec
Server 1/0 Summary

(beyond calculated values) New IjO Existing /O MCCMCD/TED
------ AppSYrOWS_004 e Number of Digital Inputs o ] ®s [0 ]
AR AppSWIEWIS_001 % of Potential Alarms Used ~ [30 | (2] Number of Digital Outputs o] vsos [0 |
. 5 Alarm Tag Update Rate 2 ] sec Number of Analog Inputs o] smes [0 ]
?bd;;g:gac\gz‘:;;ﬂvgigg [0 | akms Number of Analog Outputs ] omrs [0 |
] Generate Bill-of Material upon Finish
Cancel o
Item Description
1 Select to view the alarm information for the PASS.
PASS-specific configuration information for the Server Tag-Based Alarm server. This is the
configurable percent of Server Tag-Based Alarms that will be used for each controller under
9 this PASS.
Note: You can also add additional alarms in the server that are beyond what is calculated. The
default is zero. When using the latest library and Process Controllers, the section in the red box
does not appear as it does not apply.
3 Total number of Server Tag-Based Alarms for this PASS.
4 Total number of Logix Tag-Based Alarms for this PASS.
Process System Estimator - Non-Process Controller
PlantPAx

£z

Digital
nouts

Digital
Outouts

Contoters [10 |

Analog
Inouts

PASS
Servers

Anzlog
Outputs

£

ows
Clients

Total 1/O

PlantPAx

e Distributed Control System

o, PASS_001

i I Process_Ares_001a

~

Controller Preferences

Controller Name

..... Controller D01

..... Controller_002
=] -
s

Contraller D03

[ .| —
s convalier_ood|
= rerminal_o11
& rerminal 012
= rerminal_013

= Terminal_o14

i Terminal_015

i I Process_Ares_002a

Controller_005

Controller Type

Controller Location |Dedicated Chassis

Network Connectivity

Communication Module Selection:
Controller Summary
Visualization Tags
Total Historian Tags
Active Tags on Scan / sec

Total Control Strategies

Standard Controller Alarms Summary

Comroter_ooe

Controller_po7

e Location_007
oeation,
T = v

»  Potential Server Alarms

Controller_004

175675 Redundant

1711 Configured Panel

[ use 1711 Configured Panel

@

1711 Information

Enet/IP NPO
Switch:

1783-BMS20CA e Help Me Select

#9498 #8mm * Indudes 1/O from Controller

Location if selected.

Edit Communication Modules

16% (5273 KB of 32768 KB)
—

Reserve: -lﬂ Yo v e
Reserve: = @

Est. Memory:

10% Utilized

Est. CPL: -

290 Controller 1/0 and Device Summary
New 1/0 Existing 1/0 MCC/MCD/IED
Mumber of Digital Inputs [o ] Es [0 |
=0 Number of Digital Outputs [ wos [0 |
Number of Analog Inputs [ ] smcs [0 |
Number of Analog Outputs [e ] omrs [0 |

[ Generate Eill-of-Material upon Finish

Cancel Help
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Chapter 5 Process Controller Features
Item Description
1 This non-Process controller uses PlantPAx Process Object Library 4.1.
Note: Since this controller is using Process Object Library 4.1, it uses Server Tag-Based alarms.
Potential Server Tag-Based Alarms.
9 We know that 30 percent of these alarms are used (See Process System Estimator - PASS Alarms
on page 115.) therefore, the actual load on the server for this specific controller will be:
2940 alarms x 30% = 882 alarms.
Process System Estimator - Process Controller
PlantPAx =
o X =aEE] SER TR fEms i
e P e ot Distributed Control System
i PASS_001 | [ Controler Preferences p-Contraller Task Period (ms) Redundant L& Controller 1711 Configured Panel
Coiccleciiame
_I Process_Area_0013 |, Fast 100ms =~ Crossloading CPU Impact: [ use 1711 Configured Panel
Controller Type 1756-.85EP Redundant v ormal ms > lormal ~
L-lqﬁ = b ' R = : 0 Q 1711 Information
N p—— Controlier Location | Dedicated Chassis ~ sow [sooms  ~| @D
i R
- Network Connectivity
— — SO @ [repvescea
sty Controller_004 2992 22m m = Includes I/O from Controller
B= rerminai_o11 Location if selects
E Terminal 012 Communication Module Selection: Edit Communication Modules
) Controller Summary =
..... B e 013 visualization Tags Est. Memary: 1‘7% s ol ] | Reserve: %~ @
B reminat 01 Total Historian Tags 60%% Utilized
B rerminalo1s Active Tags on Scan / sec At I ReseiE: -~ @
Ej Process_Area_002a Total Control Strategies Controller /O and Device Summary
e m T PENE XN 5 , New 1/ Existing T/O MCC/MCD/IED
e - ontroter g Alamns Smman Number of Digital Inputs [ ®s [0 |
! = e it il o Humber of ot Cutputs . e [
i Controller_007 (beyond calculated) I @ Number of Anlog Inputs E_] scs [0
3 é Location_007 > Confared Looicatems Mumber of Analog Outputs 100 [ oRrs [0 |
[ Generate Bill-of-Material upon Finish
Cancel Help
Item Description
1 This Process controller uses PlantPAx Process Object Library 5.0 and later.
9 The calculated Potential Logix Alarms in the controller based on the configured 1/0 or control
strategy counts.
3 Configured Logix alarms once multiplied by the user indicated percentage. In this example, 50%.

Security Considerations

Create HMI Displays

116

PlantPAx provides options you can use to make your controller more secure. For controller
security options, see:

«  ControlLogix 5580 and GuardLogix 5580 Controllers,
publication 1756-UM543

»  CompactLogix 5380 and Compact GuardLogix 5380 Controllers, publication 5063-UM001

For runtime security, See Configure Runtime Security on page 62

For general system security (domain controller, FT Security), See Domain or Workgroup on
page 21

A PlantPAx reference architecture has been certified for the IEC-62443-3-3 SL1 requirements.
When certification is necessary, designing and implementing a similar architecture can

improve the certification process timing. See PlantPAx Security Certification on page 245.

The Process Automation System Server (PASS)is a required system element for the PlantPAx
system. The PASS hosts the HMI server, which stores the HMI project components, such as graphic
displays, and provides these components to an Operator Workstations (OWS) client upon request.

For more information on how to configure these servers, see Chapter 3, Process Automation
System Server.
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Chapter 5 Process Controller Features

Follow these guidelines:
» Use FactoryTalk® View Studio software on the EWS to access the application.

«  Configure the FactoryTalk View SE servers to start automatically on startup on the
PASS. Let the servers fully start up before starting the client computers.

« FactoryTalk View SE displays contain expressions for each customized animation that
holds simple or complex calculations to accomplish the animations. Each expression
consumes memory and requires processing time to execute. Too many expressions can
make the screen animate sluggishly and affect system performance.

»  Use global objects to display the status of a control module or device when the
information to be displayed is stored in a tag structure within Logix (for example, UDT
or Add-On Instruction) and there are many identical instances. A global object is a
display element that is created once and can be referenced multiple times on multiple
displays in an application. When changes are made to the original (base) object, the
instantiated copies (reference objects) are automatically updated.

- Base global objects are stored in FactoryTalk View in displays (.ggfx files). If you have
a large number of base global objects defined, do not put them all in a single display.
Limit the number of global object instances on a single display to 60 or less.

- Asglobal objects can be instantiated multiple times, the performance impact of their
design is amplified by their number of instances. Therefore, design global objects
carefully to reduce the number of objects, expressions, and animations that are used
within the base object.

» Use Replace’ display types. This display type closes the currently displayed screen
when a new screen opens. ‘Overlay’ display types must be managed because multiple
screens open at once consumes memory and CPU resources.

»  Only use Cache After Displaying and Always Updating for displays frequently accessed
by the operator and not applied generally. Used sparingly on these displays, these
settings improve display call-up time for important displays. When displays are cached
and always updating, the additional memory load of this display on the view client is
persistent after call-up regardless of whether the display remains visible. This action
affects system load and can affect system performance.

»  We do not recommend the use of data logs. If necessary, use data logs for short-term
data retention only.

« Do not create derived tags that depend on the results of other derived tags. Derived tag
processing is not sequential.

« Avoid use of VBA when possible. VBA runs as a single-threaded process so it's possible
the application that is written in VB does not allow the HMI to perform predictably.

Use FactoryTalk View Studio software to create or import any system-specific graphic
displays that your PlantPAx system requires.

For PlantPAx common graphics, you can use ACM-generated displays or graphic framework
displays (from the process library).

Graphic Framework Displays

For more information on how to develop graphic framework displays, see the Rockwell
Automation Library of Process Objects Reference Manual, publication PROCES-RM200.

Optimize Runtime Performance

PlantPAx guidelines recommend using global objects to display the status of a control module
or device when there are multiple, identical instances. Global objects offer consistency; and
changes to a global object propagate to all the affected displays.

FactoryTalk View Studio has an Enable Global Object Runtime Optimization feature that
improves runtime performance.
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Chapter 5 Process Controller Features

1. After you modify graphics that contain global objects, select Global Object Compilation
Required

Ea FactoryTalk View Studio - View Site Edition (Network Distributed)
File Edit WView Settings Objects Arrange Animation Tools Window Help
‘WAe T 0@ ANERIr st IagEREAERRI AR

Explorer - HMIServer01 - . — -
: 1‘{, Global Object Compilation Required

Global Object Compilation Required

PlantPAxDCS
-~ m@ Runtime Security

B HMIServerArea

=i HMIServer01
E| System
{.BJ Command Line
=. HMI Tanc

2. Select Compile Global Objects to optimize the changes for the runtime system.

®
Options

General Global Object

The runtime performance of applications that leverage a large quantity of global
objects can be impacted. By enabling this feature, the runtime performance can be

optimized for the Factc-r,.'TaI'k View Site Edition Cliert.

Enable Global Object Runtime Optimization

| Compile Global Objects |

i_*lf, Global Object Compilation Requried. There are pending changes in the
system that require optimization for runtime

Mter modifying graphic display’s containing Global Cbjects, click the
Compile Global Objects button to optimize these changes forthe runtime
system.

The first time that you compile global objects, the process can take an extended amount of
time, depending on the number of displays in the application. Subsequent compiles require
less time as they only process changes to displays.

Optimize HMI Redundancy

For HMI redundancy, change these settings to optimize the failover speed to achieve proper
visibility on the HMI clients.

1. InFactoryTalk View Studio, go to System > Policies > System Policies and select Health
Monitoring Policy.

= Iystem

Action Groups

= Policies

[+‘I Product Paolicies

=] Systern Policies

[ FactoryTalk Alarms and Events
Badge Authorization
Application Authorization
User Rights fssignment
Liwe Data Policy

Health Monitaring Palicy
Sudit Palicy

Security Policy

2. Change the following settings:
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Network failure detection interval: From 2 seconds to 1
Maximum network glitch: From 5 seconds to 1second

Health Monitaring Paolicy Properties

X
Palicy Settings
[CERFY
el 21 | =
v Rates
Computer detection interval 2 geconds
Network. failure detection interval 1 second
b arimum nekwork glitch 1 second ~
td aimum delay before server is active 2 minutes

M aximum network glitch

Sets the maximum duration af a network. disruption before the health monitaring
service determings that communications have Failed

Cancel

Apply | Help
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Notes:
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Chapter 6

Prerequisites

Use ACM to Create an Application

Studio 5000® Application Code Manager is a tool that enables more efficient project
development with libraries of reusable code. This software enables more efficient project
development with bulk configuration of highly reusable libraries of code. Reclaim some of your
valuable time by leveraging this tool to streamline design and achieve faster commissioning.

Modularity in your projects means that they are repeatable, supportable, and consistent.
Whether you are using the Rockwell Automation application libraries or creating your own,
Studio 5000 Application Code Manager software allows you to manage and rapidly deploy
projects across your organization. Additionally, you can drive standardization across your
teams by using library objects that are consistent no matter who does the programming.

See PROCES-RM201 for more details on using the Control Strategies.

Following the System Workflow, develop your process application, including graphical displays
and controller logic. To develop your controller program, you must be familiar with how to do
the following:

1. Gather system requirements, such as:
- User requirement specifications
- Instrument index or database
- P&ID diagrams
- Network architecture requirements
- 1/0 requirements
- Produced/consume and message requirements
- Product specifications

2. Use the PlantPAx® System Estimator tool that comes with Integrated Architecture®
Builder utility, to:

- Size your PlantPAx system
- Generate a bill of materials
3. Build your PlantPAx system:
- Install and configure process controllers (recommended)
- Make sure that the HMI server and requirements are configured (required)

For more information, see these additional resources.

Resource

Description

Rockwell Automation Library of Process
Objects Reference Manual, publication
PROCES-RM200

Describes how to build and use library components that comprise the Rockwell Automation Library of Process Objects.

Application Code Manager User Manual,
publication LOGIX-UMO03

Provides details on a modular, object-based approach to the creation of ACD controller code, FactoryTalk® View SE /ME
display content, FactoryTalk® Historian Tag and FactoryTalk® Alarms and Events (FTAE) import configuration.

Develop a Project Plan

Based on the system requirements and PSE results, start by planning the scope of the process
application. Use a spreadsheet or other tracking tool to define the details for each controller in
the project, such as:

«  Controller name
» Task name

«  Program name
»  Description
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Chapter 6 Use ACHM to Create an Application

« |/0type

«  Control strategy name

+  Minimum and maximum values and units of measure
«  Marm values (LoLo, Low, High, and HiHi)

HMI display name

This level of detail helps you organize the actual programs and tasks in the application. For

example:
A B D E F G H | J K L M N
1 NAME CONTROLLER PROGRAM DESCRIPTION /0 Control Strategy Min _Max Unit LOLO LOW HIGH HIHI
11 |[FT0120 Water Task_D_500ms Polymer_TaskD Flow to Large Storage #2 Al P_AIn 0 10000 GPM -1.50E+38 -1.50E+38 1.50E+38 1.50E+38
12 FT200 Water Task_D_500ms Canals_TaskD Flow Offsite #1 Al P_AIn 0 100 GPM 5 10 90 99
13 |[FT201 Water Task_D_500ms Canals_TaskD Flow Offsite #2 Al P_AIn 0 100 GPM 5 10 90 99

Table 8 - Library Descriptions

Determine Which Libraries to Use

Rockwell Automation provides libraries to simplify application development.

Item

Description

Process Library

Rockwell Automation Library of Process Objects provides sample projects, application templates, Endress + Hauser library objects,
Application Code Manager library objects, and tools and utilities.

Includes the following:

« Graphics for built-in instructions

« HMIimages and Help files

« Logix diagnostic objects

« Process objects

« Control strategies

« Sequencer object

« PlantPAx Configuration Tools for Tags, Alarms, and Historian
« Color Change utility

« Historian -- Asset Framework template and objects

1/0 Device Library

Provides objects for Rockwell Automation 1756, 1769, 1734, 1794, 1738, 1732E, 1719, 5015, 5069, 5094 1/0 modules.
Provides preconfigured status and diagnostic faceplates sets for Rockwell Automation digital and analog 1/0 devices. You can use
these objects with Machine Builder, Process, and Packaged Libraries, or as standalone components.

|0-Link Device Library

Provides 10-Link master and sensor objects.
Provides preconfigured status and diagnostic faceplates.

Machine Builder Libraries

Library objects for use with Application Code Manager.

« Independent Cart Technology Libraries, includes ICT Libraries for iTRAK® and MagneMotion®
« Studio 5000® Application Code Manager

« Power Device Library, including objects for E300, ArmorStart®, PowerFlex®, and Kinetix®

Network Device Library

Provides objects for Stratix® switch, Parallel Redundancy Protocol (PRP) network objects, and Device Level Ring (DLR) network objects.

Power Device Library

Provides objects for E300, ArmorStart, SMC™-50, PowerFlex, and Kinetix.

122
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Develop an Example
Application

In this example you will create a process application to allow flow in and out of a tank. You will
also monitor the tank level and control a motor to pump out of the tank. The system design is
based on this drawing. We will start with a simple tank configuration and then show how that
can be used to complete a bulk configuration file to be used in larger deployments.

N

@

Inlet Valve

v

Qutlet Valve

<

S—— e’

Tank

The following information is required as part of the project plan.
«  Controller name - (CLX)
«  Task name - (Normal)
«  Program name - (Tanks)
«  Description - (Process_Example)
« 1/0 type - 5 “Use Program Connections” (recommended)
- Control strategy names - (L1100, XV100 & XV101, MT100)

Pump

o

Minimum and maximum values and units of measure - (example: 0-100)
« Alarm values (LoLo, Low, High, and HiHi) - (example: 1,10,90,99)

«  HMI display name - (Tankl...)

NAME | CONTROLLER| TASK |PROGRAM|  DESCRIPTION o Control strategy| Min | Max | Unit [Loto| to | i |Hiki
LI100 X Normal | Tanks Tank Level Indicator Analog Input €5 _Pal 0 |100| % 1)10]5% )%
XV100 o Normal | Tanks Inlet valve Control | Digital Qutput Cs_PvLv 0] 1 |Pos
XV101 CLX Normal | Tanks Outlet Valve Control | Digital Output C5_PVLV ] 1 | Pos
MTL00 X Normal | Tanks Motor on Pump Powerflex Drive €5_PVSD 0 ) 60 | Hz

Create the Example Project Create a New Project

1. Launch the ACM software

2. Create a project using the File> New > Project option from the top menu.

FILE | EDIT TOOLS WVIEW HELP

Connect

|_] New »

Project

7 Open..

Project from Existing Project...

Delete...

Recent Projects  »

Exit

3. Select (RA-LIB) Process 5 Project and select Next.

| Object Configurstion Wizard ? x
Select a library

Fiter: [ Show Al Rervisiona

Solution LibraryType Category T Cataloghumber Family ContentType tlass Status SchemaVersion Owner

Bl Project (2 items)

(RALIE) ACM 2.00 Project Project Basc_Project {2.0) Project Task Standard  Publshed  2.0.0 Rodowel Automaton

(RALIE) Process § Project Project Basc Project (4.0} Proect  Task Stndrd  Publshed  2.0.0 Rodkwel Automaton |
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4. Enter a new project name. Throughout this example, we use Process_Example. Name
the project and configure if the control strategies should be coded in function block or
ladder Logic. The project has a parameter to configure code type for each control
strategy, so a mix of function block and ladder is supported in the project. All control
strategies of a given type added to the project will follow this code type selection in the
resulting ACD file.

Naeme: [Process_Examole 1

Description [Praect 50 ]

Catalog Number: Basc_Progect (4.0 - Publshed

Sohdion: (RALIE) Process 5

Paramaters

gl

~ 00 - Projoct Defiestion -
Project_Hame Project Name
Progect_Mumber Pregect Number
Design_View 10

v 01 - Customer Information
Customer Customer
Locabion Location

~ 03 - 1EC1131 Language Selection

Finction Biock (18] =l

L dno Ndeghermet <]

Lge_Lng_A 3 Ladder Loge (L0]
LgeLrg A i Function Hock (FB)
Lge_Lng_Area

Lgz_Lng_Bocleanloge

Lpe_Lng_DeadbandController

Lgz_Lng_Diacretelnputs

Lpe_Lng_DescreteQutouts Function Block (FB)
Lge_Lng_Dose Function Block (FB)
_Lng_E Function Block (FB)

1

Evumtion Bloueks (ERL

If 'Ladder Logic' is selected on any of the parameters, the Ladder_Routine_Selection
parameter becomes visible. Select if the ladder-based control modules will all be
created in one or multiple routines using this parameter. This determines the code
structure for all ladder-based PlantPAx Control Modules that are created in this

project.
Lge_Lng_Ling Function Block (FE;
Lpe_Lng_Sequencer Function Block FE;
Lge_Lng_Promot Furchon |‘8

SOL_Serverhlams
dB

dB_LiserName
dB_Password

Ladder_Routine_Selection
Create Sngel or Mutipel Fouties For Ladder Logic

Select Finish and your project will be created.

Add System References

Application Code Manager provides capability to generate content for other PlantPAx systems.
For example, ACM can generate tags for FactoryTalk Historian SE and HMI graphics FactoryTalk
View SE HMI displays. This section adds system server references and create a display for the
tank graphics.

1. In System View, expand Historian and right click ScanClass then select Add.

8% Application Code Manager (localhost\SOLAC
FILE EDIT TOOLS VIEW  HELP

Haloa

Systern View

v {3 Project - Process Example
~ #g Historian
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2. Select (RA-LIB) Process b HistorianSE and select Next.

Object Conligurstion Wizsed

Frer ) Shew M Fevisers

3. Select Next to view the Paint Types. The defaults are sufficient for this example. Select
Finish.
4, In System View, expand HMI and right click Displays then select Add.

Systermn View
v {3 Project - Process Example
» #g Historian
~ [ HMI
& Colors
0
A AN
> Big Used Paste Special
Paste

b. Select (RA-LIB) Process 5 HMI and select Next.

Object Configuration Wizard

Select a library

Fiter: | | 3 Show Al Revisions Show All Libraries

_ LibraryType  Category Y Catalogumber  Family  ContentType  Class  Status  SchemaVersion  Owner
B pisplay (3 items)

(RA-LIE) ACM 2.00 HMI Display FTViewME (4.0) Project Standard  Published  2.0.0 Rockwell Automation

(RA-LIB) ACM 2.00 HMI Display FTViewSE (4.1) Project Standard  Published  2.0.0 Rockwell Automation
Rockwell Automation

(RA-LIB) Process 5 HMI FTViewSE (5.21)  Project Published

6. Inthe Object Configuration Wizard, use the parameters list to select a Display Template.

The HMI Configuration parameters can remain at default settings. In some cases, you
can change the Display Template to match the correct version of FactoryTalk View
that you are using. In this case, we are using FactoryTalk View SE version 15
templates.

Object Configuration Wizard

Name: |FW’\ewSE_Server |

Description: [FactoryTalk View SE Display |

Catalog Number- FTViewSE (5.21) - Published

Solution: (RA-LIB) Process 5

Farameters Displays

= pl=
v 01 - HMI Configuration
(RATPL)_ACM_2.00_HMI_Display_FTViewSE_15.0_(4 0)xmi
Batchimport Template (RA-TPL)_ACM_2.00_HMI_Display_FTViewSE_Batchimport_(1.0)xml
Max SymbolWidth 240
MaxSymbolHeight 410
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7. Select the Displays tab. Right click within the displays window and select Add New.

Object Configuration Wizard

Name: | FTViewSE_Server |
Description: |Fact0ryTaIk View SE Display |
Catalog Number: FTViewSE (5.21) - Published

Solution: {RA-LIB) Process 5

Parameters | Displays

Name SubObject Description

| Add MNew |

Copy
Paste

Delete

Reset Grouping...

A new FactoryTalk View SE display is added to the table with the name “Graphic”.

8. This display is where your tank graphics will be created and later imported to the HMI.
Change the graphic name and size as follows:

» Name: Tank_Display_SE_Import
« Display Width & Height: 1920 x 1080

Object Configuration Wizard 7 X
Name [FTViewsE _Server |
Description: |FactoryTalk View SE Display |
Catalog Number- FTViewSE (5.21) - Published
Solution: (RALIB) Process 5

Parameters Displays
Hame DisplayTitle  Displayleft  DisplayTop _DisplayWidth  DisplayHeight isph kColor

Tank_Display_SE_lmport 0 0 1920 1050] siver - 10 7

9. Select Finish. You now have both the Historian ScanClass and HMI FTViewSE_Server
references within your ACM project.

L 1

&% Application Code Manager (localhost\5Q
FILE EDIT TOOLS VIEW  HELP
Halaa b
Systermn View
v {3 Project - Process Example
~ fg Historian
B ScanClass

vH
& Colors
v [ Displays
FTViewSE_Server
A Mams
BiE Used Libraries
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Add a Controller

1. Add a new object in the class view window.

ALE EDT TOOLS VIEW  HELP
Ve ldd kb

¥ i Project - Process Example
Hstonan

HMI

Used Lbranes

Bl

Convoterroie > IR < v [E:

£ Generate Controllers

Generate Documentation  »

] Add New... ]
Add New from ACD/L5X

Export

Import

Extract Attached Files
Paste

Paste Special

2. Select the controller family that is used in the application and if it is a reqular or
process series controller. To use PlantPAx Process Objects one of the Process controller
options must be used. In this example we select a ControlLogix® Process Controller.

Object Configuration Wizard 7 *
Select a library

Fher. | [ Shew A Revasiora

Sohstion LibraryType Category T Catalogiumber Family ContentType Class Status SchemaVersion Owner

Bl compact GuardLogis (1 item)

E compactiog (3 tems)

B controllogin (3 items)

(RALIB) Process 5 Controler Contrologx  Basic_Controler {4.1) Logix Task Standard  Publshed  2.0.0 Rodoved Automation
(RALIB) ACM 2.00 Controler Contrologx  Controlog, Controler (2.1) Logix Task Standerd  Publshed 200 Rodonel Automation
18] Process § Controler Conbrologx  Process_Controber (4.1)  Logix Task Standord  Publshed  2.0.0 Rodkwel Automaton |

B Guardlogit (1 item)

Configure the Controller Object

In this example, you use ACM to create a controller named CLX.
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1. Name the controller and match controller parameters to equipment that will be used in
the project.

128

Object Configuration Wizard ? X
1
Name: ex ||
| Description |
|
Catalog Number: Process_Controller (4.1) - Fublished
Solution: (RALIB) Process 5
Parameters
AR
v 01-Controller
ChassisName Local
Siat 0
Size 17
SoftwareRevision %
ProcessorType 1756-LBSEP
PlantP AxTaskingModel_Enabled True
v 02-HMI
Area PlantPAx_Data_Area
Fath 2]
Has_isFosiioned False
AreaPath /PlartP Ax_Data_Area:[CLX]
AreaPathME [shortcut]
v 03 - Historian
HistorianMachineName PASSCO2

HistorianMachinelD
FTVAppName

HistorianPath

FTLDInterfaceNo

04 - Operations.

05 - Alarm Configuration
05.03 - Major Fault Alarm
05.04 - Task Monitor Alam
06 -

Cvvvy

10_Map_Strategy
Skip_0
Skip_LnUsedI0

7799451 Dcd 444 1-aedc-3024d543950d

Pracess_Example

Procss_Example/PlantPAx_Data_frea: Factory Tak LineCLX]
1

[WWewssze QU
5

False
False

> Motion

> 09 - FactoryTalk Innovation Suite
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Add Devices

In this example, you add two I/0 modules. One communication module and one drive.
« 1756-1F8 Analog Input module (Local _01) for the tank level input.
- 1756-0B16 Digital Output module (Local_02) to control both valves.
«  1756-EN2T Communication module (Local_03) to connect the drive.
«  PowerFlex 755T Variable Speed Drive (MT100_Dvc) to run the pump motor.

Create the 1756-IF8 Analog Input Module
1. Right click the I/0 Configuration > Backplane and select Add New.

Controller Preview %
¥ il Controlers

w

Contributing Instances

View »

2. Enter 1756-IF8 into the Filter bar. Select the first option (RA-LIB) ACM 2.0 Module Analog
1756-1F8 and select Next.

Object Configuration Wizard ? x

Select a library

Fiter:  [1756-F8 | C1 Show All Revisions

_ LibraryType  Category Y Cataloghumber  Family  Contentfype  Class  Status  SchemaVersion  Owner

Bl Analog (6 items}

(RA-LIB) ACM 2.00 Module 1756-1F8 (5.0) as Published Rockwel Automation
(RA-LIE) ACM 2,00 Module Analog 1756F8B (53)  175% Task Standard Published  2.0.0 Rackwell Automation
(RA-LB) ACM 2,00 Module Analog 1756-IF8H/A (5.3) 1756 Task Standard  Published  2.0.0 Rodkwell Automation
(RA-LIE) ACM 2,00 Module Analog 17se-IF8l/A (5.0) 1756 Task Standard  Published  2.0.0 Rackwell Automation
(RA-LIB) ACM 2,00 Module Analog 1756 F8IB (5.3) 175 Task Standard  Published  2.0.0 Rodcwell Automation
(RA-LIB) ACM 2,00 Module Analog 17s6-IF8IH/A (5.3) 1756 Task Standard  Published  2.0.0 Rackwell Automation

3. When the Object Configuration Wizard for the 1756-1F8 appears, select Finish. The
default for slot 1is acceptable for this example.

Controller Preview X
v Cortrobers
v [CLx
Controller Fault Handler
Power-Up Handler
Tasks
~ Motion Groups
Ungrouped Axes
3 Assets
v ) 10 Configuration
v @ Backplane
i
&5 Ethemet

Create the 1756-0B16 Digital Output Module
1. Right click the 1/0 Configuration > Backplane and select Add New.

Controller Preview %
b Controllers

w

Contributing Instances

View »
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2. Enter 1756-0B16l into the Filter bar.
Select the (RA-LIB) ACM 2.0 Module Digital 1756-0B16l.

Object Configuration Wizard 7 x
Select a library

Fiter: 175608161 | (3 Show All Revisions

Solution LibraryType CatalogHumber Family ContentType Class Status SchemaVersion Owner

E pigital (4 items)

(RA-LIB) ACM 2.00 Module Digital 1756-08161 (5.3) 175 as Published Rodawell Automation
(RA-LIE) ACM 2.00 Module Digital 1756-OBIGIEF/A (5.3) 1756 Task Standard  Published  2.0.0 Rockwel Automation
(RA-LIE) ACM 2,00 Module Digital 1756-OBI6IEFS/A (5.3) 1756 Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIE) ACM 2,00 Module Digital 1756-0B16I5 (5.3) 175 Task Standard  Published  2.0.0 Rockwell Automation

3. When the Object Configuration Wizard for the 1756-0B16l appears, select Finish. The
default for slot 2 is acceptable for this example.

Controller Preview %
Controlers
v [ CLx
> Controller Fault Handler
Power-Lip Handier
Tasks
w Metion Groups
UngroupedAxes
> Assets
¥ il 1O Configuration
v g Backplane
M 1) 17564F8 Local_01
i} 12 175606161 Local_02
£x Ethemet

Create the 1756-EN2T Communication Module
1. Right click the 1/0 Configuration > Backplane and select Add New.

Controller Preview %

Contributing Instances

View »

2. Enter 1756-EN2T into the Filter. Select the first (RA-LIB) ACM 2.0 Module Communication
1756-EN2T.

Object Configuration Wizard ? x
Select a library

Fiter:  [1756:EN2T | C1 Show All Revisions

Solution LibraryType j Catalogumber  Family ~ ContentType  Class  Status  SchemaVersion  Owner

B Communication (3items)

(RA-LIB) ACM 2.00 Module Communication 1756-ENZT (2.1) 1756 Standard  Published Rackwell Automation
(RA-LIB) ACM 2.00 Module Communication 1756-ENZTP (4.0) 1756 Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) ACM 2.00 Module Communication 1756-ENZTR (2.1) 1756 Task Standard  Published  2.0.0 Rockwell Automation

3. When the Object Configuration Wizard for the 1756-EN2T appears, select Finish. The
default for slot 3 is acceptable for this example.

Controller Preview X -
Cortrollers
v [l
> Controller Faul Hander
Power-Up Handler
> Tasks
w Motion Groups
UngroupedAxes
> Assels
- 170 Configuration
w @& Backplane
# [1]17564F8 Loeal 01
M (2175608161 Local_02
[3] 1756-EN2T Local_03
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Create the PowerFlex 755T Variable Speed Drive
1. Using the Class View window, right-click on the CLX controller and select Add New.

- Cortrolers =
v BEES |
v o e Generate Controller
v 1 Update from ACD/LSX
v
{  Agahew..
Export
- Irmpart

Extract Attached Files

2. Enter PF755T into the Filter bar. Select the (RA-LIB) Device Power Velocity
raC_LD_Dvc_PF755T.

Object Configurstion Wizard 7 X
Select a library

Fiter.  [PF755T | O3 Show Al Revisions

[ESEESEN ibrarvivpe  cCategory Y Cataloghumber Family  Contentfype  Class  Status  SchemaVersion  Owner

Device Control (2 items)

E PowerYelocity (3 items)

Task Standard  Published

PowerVelocity  raC_Dvc_PF7SST (3.4)
PowerVelocity raC_LD_Dvc_PF755T (3.4) Logix Published
PowerVelocity  raC_Opr_PF755T PM (3.4} Logix Task Standard  Published  2.0.0 Rodkwell Automation

Logix

3. Inthe Object Configuration Wizard for PF755T, change the name of the drive MT100_Dvc
and change the ObjectInterfaceDatatype to PredefinedDatatype.

Object Cenfiguration Wizard

I Name: [MT100_Dve | I
ption: |r2C_Dvc_PF755T Device Object and Extensions im|

Catalog Number: raC_LD_Dve_PF755T (34) - Published

o RALIE) Deviee
Solution: 2l Task | Program

Parameters  Linked Libraries

=]
v 00 General

RoutineName MT100_Dve
Taghame MT100_Dve
TagDescnption raC_Dve_PF755T Device Object and Extensions implementation

Object InterfaceDatatype PredefinedDatatype ¥

4. Add a parent module by selecting the ellipse button. Select the 17756-EN2T module in slot
3.(Local_03) and select Finish.

v 01 Module
MaduieName Mod_MT100_Dve
IncludeHW Tue
ModueType PowerFlex755TR
PAddress 192.168.1.1
T (5] Loca
DrveRating TR 400V 260A Heavy Duty

(9 Select a Reference

“~ 3% Project - Process Example Copy ~ Object Name Object Description
% Historian
% 1756 10/100 Mops Ethernet Bridge, Twisted-Pair Media

> [ HMI

v ] Controllers
v [ CLx

v B[ 17S6EN2T (2.1)

T80 Local_02 I
56-1F8 0

=
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5. Change the IP Address to 192.168.1.10 (must be something different than the parent) and
then select Next.
Object Configuration Wizard
Name: [MT100_Dve |
Description: |raC_D\tc_Pl-755T Device Object and Extensions im[l
Catalog Number- raC_LD_Dvc_PF755T (3.4) - Published
Solution: (RA-LIB) Device Task - [—
Farameters  Linked Libraries
=]
v 00 General
RoutineMame MT100_Dvc
TaaName MT100_Dve
TagDescription raC_Dve_PF755T Device Object and Extensions implementation
TagScope Program
Objectinterface Datatype PredefinedDatatype
v 01 Medule
ModuleName Mod_MT100_Dwve
Include HW Tue
192.168.1.10
TS = Cocaug
DriveRatingTR 400V 260A Heavy Duty
6. Select the Linked Libraries tab and select the Auto Create button on the next screen.
Linking to the device library allows ACM to create the Add-On Instruction
(AOI) designed to interface to the drive data structure. The A0l formats the
data for use throughout the project and control strategies.
Object Configuratien Wizard ? kS
Name: [wT1000ve [ |
Description: |raC_Dve_PF755T Device Object and Extensions imy|
Catalog Number: raC_LD_Dvc_PF785T (3.4) - Published
Solution: {RA-LIB) Device i %] Frogan
Parameters Linked Libranies
¢|_ =] e I futo Create I
inked Libraries
% raC_Dve_PF755T #[E3] raC_Dvc_PF755T (Select Create to Instartiate) ‘
7. Select the raC_Dvc_PF755T link name and select 0K.
Auto Create Linked Objects
B¢
Link Name Library Action Object Name
ﬁraCvaciP F755T raC_Dwvec_PF755T (3.4) Create New raC_Dwec_PF755T
8. Select the Normal Task in which the logic will be inserted and select Add New program.
Object Configuration Wizard ? pe
Name: [mT100_Dve ]
Description: |raC_Dve_PFSST Device Object and Extensions imy|
Catalog Number: raC_LD_Dvc_PF785T (34) - Published
Saltuon: (HALIE) Devce I Task: |Nomal v I Program:
Parameters  Linked Libraries |
B4l Auto Creats
i-; --IJnk.ed Libraries T T T T ‘
| raC_Dve_PF755T + [3] raC_Dwe_PF755T
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9. Type Tanks for the new Program the name and select Finish to complete adding the
PowerFlex 755T Drive and device library code.

Object Configuration Wizard ? X

Name: | [l | |

Description: [ Desoption |

Catalog Number: Progam (1.0} - Pending

i 5
Solien; . Task: [Nomal

Parameters

=B
~ Configuration
Type Program
InhibitProgram False
Synchronize Redundancy DataAfterExecution False
MainRoutine Name MainRouting
MainRoutine Type RLL
FaultRoutine Name
Class Standard
v General
UseAsFolder False

Type
Frogram Type

= SR et

Controller Preview Class View
d Controllers v Controllers
v [@CLX v [@CLX
> Controller Fault Handler w d 1756-EN2T (21)
> Power-Up Handler x Local_03
v Tasks v [F] 1796IF8 (5.0)
~ (L Fast z Local_01
v L raP_EventQUnload v [F] 175608161 (53)
@ MainRoutine Local_02
v L FastProgram » [%] Program ({1.0)
@ MainRoutine raC_Dvc_PF755T (34)
v © Noml
v L MNomalProgram N d raC_LD_Dvc_PF755T (34)
@ MainRoutine MT100_Dve
v L Tanks » [ Task (1.0)

Add Hardware Bus Object

In this section you create the Hardware Bus object to reference the three local I/0 modules
from the prior section.

1. Right click the CLX controller and select Add New.
m—_cmv,n 3 xI

Controllers
v o

Generate Controfler

vl Update from ACD/LSX

Detach from ACD/LSX

v il Mobion Grougs i Impart
- [Lrroupedices | 1 Extract Attached Files
fasets :

2. Enter Hardware into the Filter bar. Select (RA-LIB) Process 5 Organization Hardware_Bus
and select Next.

Object Configuration Wizard
Select a library [}
Fiter: [Hardware | [ Show Al Revisions

_ LibraryType  Category Y CatalogNumber  Family  ContentType  Class  Status  SchemaVersion  Owner

B Bus (1item)

(RA-LIB) Process 5 Organization Bus Hardware_Bus (4.1) Logix Program Standard  Published 4 Rockwell Automation

Speciality (1 item)

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025 133



Chapter 6 Use ACHM to Create an Application

- You will see a warning on the next window stating, “Library contains the
@ program Hardware Tree which is already scheduled in the task System”.

This is normal.
Object Configuration Wizard ? X
Name: ‘HWEUE Org | Library contains the program Hardware Tree which is already scheduled in task
= System
ln crigtion |

Catalog Number: Hardware_Bus {4.1) - Published

Solution: (RA-LIB) Process 5 e =

Paramsters Bus  View_Assignment

=RE]

[~ o0.00-0rg |

HWOrg\iewSize 4
~ 00.01-0rg Scan Data - Common ‘
Scan_Library raP-5_20 ‘

3. Use the Task drop down and select the System Task.
Object Configuration Wizard

Name: |HWBus_Org ‘

Description: | Description |

Catalog Number: Hardware_Bus (4.1) - Published

on: RA-LIB) P 5
Solution: . HFrocess I Task: | System I &

4, Select Finish and verify that the Bus was created

Controller Preview %

i Controllers Controllers
v Bl v o
Controller Fault Handler v d 1756-EN2T (21)

Power-Up Handler Local_03

v Tasks

] Hardware_Bus_(£1)
HWBus_Org
Program [ 1.07
aC_Dve_PF755T (34)
raC_Dvc_PF755T
aC_LD_Dvc_PF755T (34
MT100_Dve

[ Task (1.0}

Tanks
MainRoutine
MT100_Dvc

Add Hardware Module Status Object

In this section you create the Hardware Module Status object to reference the three local 1/0
modules from the prior section.

1. Right click the CLX controller and select Add New.

Controller Preview x _Chﬁs View x
nClions B Controllers -~
v DEEF

tf4  Generate Controller

vl Update from ACD/LSX

Expart

Impart

Extract Attached Files
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Reference

2. Enter Hardware into the Filter. Select the (RA-LIB) Process 5 Hardware_Module_Status
and select Next.

Object Configuration Wizard ?
Select a library
Fter: | [Hardware | | O3 show Al Revisions

_ LibraryType Category Y Cataloghumber Family ~ ContentType  Class  Status  SchemaVersion  Owner
Bus (1 item)

B speciality {1 item)

(RA-LIB) Process 5 HardwareMonitoring Specility Hardware_Module_Status {4.1) Logix as Standard  Published  2.0.0

Rockwell Automation

3. To select a module, select the ellipse button on the far right of the Module row.

Object Configuration Wizard ? b4
Name:- [Fwms_ | The name "HWMS_" is invalid.
Description: [This instruction checks the /0 connection status of |
Catalog Number: Hardware_Module_Status  {4.1) - Published
Solution: (RA-LIB) Process 5

Parameters
=]
> 00.01 - Data - Common
~ 01 - Options

Module
Bus_nstance
5 01 01 - Ontions

4. Select your first module. In this example, select the module in slot 1(Local_01) and
select Finish.

(6% Select a Reference

v [ Project - Process Example
> &g Historian o e T e
> [ HMI CLx Module Local_01 8 Channel Non-Isal...
v Controllers Module Local 02 16 Point 10v-30V ...
v @ox oL Module Local_03 1756 10/100 Mbps. ..
v IE‘l 1756-EN2T (2.1)
|4 Local_03

v [ 1756F8 (5.00

5. To select a Bus Instance, select the ellipse button on the far right of the Bus_Instance
row.

L Process Examplo Copy
fr—
i
srtmiem
Y-t
TSENIT (21)
1HEIFE (50)
THEORTE (53)
Hardwars_fln (41)
" ] HWEe Oy
| Hardware_Modde Satun (31)
| Program (10}
aC_Dve FFTSST (34)
§ mC_LD Dve PFTSST (34)
W Task (10}
3 CLxt
i 17SCOFBBUVA (53)
| Hordware_Modde Ststus (41)
PAl (42)
{ PAID (42)
PAIM (42}
| Progam (10}

Object Configuration Wizard L 7 X
Name: [HwMS Local 01 |
Description: [ This instnuction checks the 1/0 connection status of |
Catalog Number: Hardware_Module_Status (4.1 - Pubished
Solution: {RA-LIE) Process 5
Farameters
R
> 00.01- Data - Common
v 01 -Options:
Wodule Local_01
> 01.01 - Onticns

6. Select the Bus tab on the far right. Select Cmd_1 and select Finish.

]
=]
[m]
=]
Cme_f a
=]
o
(m]

e Scope  Val Descriplion  DType  CLXDep
L 1 T e
arravElement B 1 Seng Eue
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7. Verify the module Local_01is assigned to HWBus_Org_Bus_Cmd_1and select Finish.

Object Configuration Wizard

Name: [HWMS_Local_01 |

Description: |Thi5 instruction checks the 1/0 connection status of |

Catalog Number: Hardware_Module_Status (4.1} - Published

Solution: (RA-LIB) Process 5
Parameters

=
> 00.01 - Data - Common
v 01 - Options
Module Local_01
HWBus_Org.Bus.Cmd_1

> 01.01 - Options

> 04 - Alarm Configuration

> 04.01 - Module Fault Alarm

> 04.02 - Any Channel Fault Alarm
> 06.01 - HMI 2nd Language

The first Hardware Module Status object looks like the following highlighted example.

Parameters

Controller Preview

‘. Controllers " .l Contrallers l| =l | =
v [ CLX v [ CLx = 3
> 1 Controller Fault Handler v [ 17seENZT (21) v e
» Power-Up Handler # Local_03 fyea . et
v Tasks i |:_=-| 17564F8 (5.0) Instruction raP_Dvc_LgxModuleSts
v (@ Fast w  Local_01 Label Modulistaus
¥ L raP_EvertQUnoad 17560161 (5.3) Loy B il
B MainRoutine % Local D2 v 01 - Options
v L FastProgram |3 Hardware_Bus (4.1) ':".u"d”‘e [ncal
B MainRoutine + HWBDs_Org 5_lnstance HWBus_Crg Bus Cmd_1
(& Nomal [ Hardware_Module_Status (4.1)f » 01.01-Options
v 1, NomalFrogram HWMS_Local 01 > 04 - Namm Configuration
| MainRowtine > (2] Program (10} > 04.01- Module Fault Alarm
v L Tenks |3 rC_Duc_PF7S5T (34) 2RO O e el o E e
WainRe tina v rar Pun DETRRT » 06.01 - HMI 2nd Language
8. Right-click on Hardware_Module_Status. and select Add New Instance for the second
module.
Controller Preview Class View 0 3 || Revision History  Con
4 Controllers v Controllers B Re\:‘isiJ;E His
v [@CLX v [@CLX
> Controller Fault Handler v [F] 1756-EN2T (21) Revision
> Power-Up Handler Local_03 10
v ] Tasks v [ 1756IF8 (5.0) 11
~ (L Fast Local_01 12
v L raP_EventQUnload 4 1756-0B16l (5.3) ZID
@ MainRoutine Local_02 3'0
v L FastProgram -] Hardware_Bus (4.1) :
@ MainRoutine HWBus_COrg 40
~ (& Normal ) 41
v L NomalProgram | »
@ MainRoutine > Program (1.0}
v L Tanks 4 raC_Dvc_PF755T
MainRoutine raC_Dvec_PF755]
MT100_Dvc w raC_LD_Dvc_PF7! Export
~ (& Slow MT100_Dve
v L SlowProgram > [ Task (1.0) Import
m MainRotine v Raixl
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9. Using the same steps when adding the first module, select the Ellipse on the right and
select the module in slot 2 (Local_02). Then select the second bus element
(HWBus_Org_Bus.Cmd_2).

Object Configuration Wizard

Name: [HWMS_Local_02 |

Description: |Th\5 instruction checks the] /0 connection status of ‘

Catalog Number: Hardware_Module_Status  (4.1) - Published

Solution: (RA-LIB) Process 5

Parameters

=4 B
~ 00.01 - Data - Common
Area Areall
Instruction raP_Dve_LgxModuleSts
Label Module Status
Librany raP-5_20
v 01 - Options
Module Local_02
HWBus_Org Bus Cmd_2
> 01.01 - Options

10. Select Finish.
1. Right-click on Hardware_Module_Status. and select Add New Instance for the third

module.
Controller Preview Class View [ x | Revision History
¢ Controllers v Controllers = Revision !
v @ CLX v @ CLX
> Controller Fault Handler v d 1796-EN2T (2.1) Revision
> Power-Up Handler Local_03 10
v Tasks ]| 17561F8 (5.0) 11
~ (L Fast Local_01 12
v L raP_EvertQUnload N d 1756-0B16l (5.3) ZID
B MainRoutine Local_02 3"]
v L FastProgram v d Hardware_Bus (4.1} 4"]
@ MainRoutine HWBus_Org ¥
~ (& Normal v G =
v L NormalProgram _| View 12
@ MainRoutine  HWMS_Loc
v L Tanks 3 Program (1.0}
MainRoutine raC_Dvec_PF755]
MT100_Dve = raC_Dvc_P Export
ea oo T

12. Using the same steps when adding the second module, select the Ellipse on the right
and select the module in slot 3 (Local_03). Then select the second bus element
(HWBus_Org_Bus.Cmd_3).

Object Configuration Wizard

Name: [HWMS_Local_03 |

Description: |Thi5 instruction checks the 1/0 connection status of |

Catalog Number: Hardware_Module_Status (4.1} - Published

Solution: (RA-LIB) Process 5

Parameters

==
v 00.01 - Data - Common
Area Areall
Instruction raP_Dvec_LgxModuleSts
Label Module Status
Library raP-5_20
v 01 - Options
Module Local_03

HV/Bus_Org Bus.Cmd_3

N .
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13. Select Finish. The Hardware Module Status looks as follows:

Controller Preview

d Controllers
v [@CLX

Controller Fault Handler
Power-Up Handler
Tasks

~ (L Fast

v L raP_EvertQUnload

@ MainRoutine
v L FastProgram
@ MainRoutine
~ (& Nommal
v L MNomalProgram
@ MainRoutine
v L Tanks

Class View
v Controllers
v [@CLX
v [E] 1796-EN2T (21)
x Local_03
=] 1796-F8 (5.0)
Local_01
1756-0B161 (5.3)
Local_02
Hardware_Bus (4.1)
HWBus_Org

Hardware_Module_Status
HWMS_Local_01
HWMS_Local_02
HWMS_Local_03

(41

M Dy i 2l

L

Add Control Strategies

In this section, you add three Control Strategies into the ACM project.
«  CS_PAI(Process Analog Input) for the Tank Level Indicator L1100
«  CS_PVLV(Process Valve) for the Inlet and Outlet Valves XV100 & XV101
«  CS_PVSD (Process Variable Speed Drive) for the pump motor MT100

See PROCES-RM201 for more details on using the Control Strategies.

Add CS_PAI
1. Right click the CLX controller and select Add New.

Controllers
v o

Generate Controfler

vl Update from ACD/LSX

Expont
Unscheduied Routies
v o Meobon Grogs Import
! [ngroupediaes ] Extract Attached Files
Aasets

2. Enter PAl'into the Filter bar. Select the option (RA-LIB) Process 5 Control Strategies
Input Processing PAl and select Next.

Object Configuration Wizard ? *
Select a library

Fiter:  [PAI | CJ Show Al Revisions

Solution SRR cotcoorv T cCataloghumber Family  ContentType  Class  Status  SchemaVersion  Owmer -
(RA-LIB) Process 5 Plug-In Input Processing CS_PAT (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAI_EtherNetlP (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAI_EtherMetlP_NoHE (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAI_FtherNetlP_Sensor {4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAI_FF (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAI_HART (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAI_PA (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAID (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAID_EtherMetlP (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAID_EtherMetlP_MoHE (4.1} Logix Task Standard  Published 2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAID_FF (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAID_HART (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAID_PA (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing CS_PAIM (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAIM_EtherNetlP ({4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAIM_EtherNetl?_NoHB (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Input Processing C5_PAIM_FF (4.1) Logix Task Standard  Published 2.0.0 Rockwel Automation
{RA-LIB) Process 5 Plug-In Input Processing CS_PAIM_HART (4.1) Logix Task Standard  Published 2.0.0 Rockwell Automation
RA-LIB) Process 5 Plug-In Input Processing Logix Task Standard _ Published 2.0.0 Rockwel Automation

Standard Automation

Logix

RA-LIB) Process 5
(RA-LIB) Process 5

ControlStrategies
ControlStrategies

Standard
Standard

Input Processing Logix Rockwell Automation

Input Processing PAIM ({4.2) Logix Published Rockwell Automation
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IMPORTANT

3. Change the control strategy name to LI100 and select the Task Normal and Program
Tanks, then select Finish.

Select a Control Strategies solution and not a Plug-In.

Object Configuration Wizard T X
Name: I L1100 i
Description: [Desciption ]

Catalog Number: PAl (4.2) - Published

Solution: {RA-LIB) Process 5

I Task: | Nomal I ~ I Program: | Tanks I ke

4. When the import is complete, select the LI100 routine in the Class View window. In the
center window, provide a description of Level Indicator and scroll down the parameters
list to the 10 Configuration section. Select the Ellipse button for input process variable
Inp_PV.

Name: Loo
~
Descriptis FLeve\ Indicator | |
he—

PAI (4.2} - Published

(RA-LIB) Process 5

Tash: [Nomal <] Program: [Tanks =

Parameters Everts

~ ) Controllers =4l == | =

~ [ Clx
~ [F 1756EN2T (21)

cal_|
~ [ 17561F8 (50)

(vvvvvy @8

~ [4 17560818 (53)
Local_02

~ |2 Hardware_Bus (4.1)
H

ion

igurat
06 - HMI Condiguration
06.01 - HMI 2nd Language
08 - Field Device

Historian Confiquration

HWMS_Local_03

2 Rk
=

5. Select the module Local_01and channel 0 Local_01_00 for the input process variable
reference, then select Finish.

v 11 Project - Process Example
“g Historian
[ HM
v Controllers

] 17564F8 (5.0)
|5 Local 01

I Program {1.0)
raC_Dve_PF755T (3.4)
[] raC_LD_Dvc_PF755T (34)
[# Task (1.0)
v [ CLX1
[Z] 1756-0F8IH/A  (53)
|| Hardware_Module_Status (4.1
(=] PAI (42)
[# PAD (42)
[Z] PAIM (4.2)
[ Program {1.0)
[ Tesk (1.0)

Controller

N obicct ame Object Al Object References  Parameters

Module Local_01 8 Channel Non-Isal... Name _ Referenced By Description Channel SubObject Descrip
Local_D1_01 1
Local_01_02 2
Local_01_03 3
Local_D1_04 4
Local_01_05 5
Local_01_06 [
Local_D1_07 7
SubObject References  SubParameters
Name Scope val Description DType CLXDep AADDep
Address AL Local: 1:1.ChOData String true false
ChFault AL Local: 1:1.ChOFault String true false
Overrange AL Local: 1:1,ChOOverrange String true falze
Underrange AL Local: 1:I.ChOUnderrange String true false

6. Scroll down the parameters list for LI100 to the HMI Configuration and select the Ellipse
button for input process variable AssocDisplay.

Parameters  Everts

aEs
Cfg_AmMessageT, False -

v 06 - HMI Configuration
g CrfmPRegd 0
g HashistTrend 0
SyembolSte ]
| FasocDaclay _[ED]
tasocDupley2  [=]
AssocOuleyd  [+]
AssocDaplayd [=]
fasocDiapleyS  [=]

~ 06.01 - HMI 2nd Language
Lang2_Description.
LangZ_Label

v 08 - Field Davice
PIDRef
Un_Fef (=3

v Hisbeinn Crelimetion

AssocDisplay
Associated HMI SE Duplay

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025 139



Chapter 6

Use ACHM to Create an Application

140

&% Select a Reference

7. Select the HMI FTViewSE Server and the Displays tab on the right. Select the Display that
we created earlier named Tank_Display_SE_Import then select Finish.

v {it Project - Process Example
2 Historian
HMI
v Controllers
v [ CLX
> [ 1756EN2T (2.1)
] 1756F8 (5.0)
- 17560B161 (5.3)
3 Hardware_Bus (4.1)
|7 Hardware_Module_Status

(41)

Object References  Parameters
DisplayTitle

Object Description
FactoryTalk View SE ...

Displ

NjA HMI FTViewSE Server

Tank_Display_SE_Import

8. When the HMI display named Tank_Display_SE_Import is selected for the LI100 control
strategy, select the Apply Changes button. This reference will create and link L1100 to a
level indicator graphic for our Tank display in the HMI.

The AssocDisplay reference allows ACM to create a level indicator graphic for LIT00
on our Tank display in the HMI.
Add CS_PVLV
1. Right click the CLX controller and select Add New.
m—_c‘mslﬁew 3 xI

Controllers
v o

Generate Controfler

vl Update from ACD/LSX

Expart

Impor

Extract Attached Files

2. Enter PVLV into the Filter bar. Select the bottom option (RA-LIB) Process 5 Control
Strategies Device Control PVLV and select Next.

Object Configuration Wizard

Select a library

Fiter:  [PULY | C1 show Al Revisions

Solution _ Category T Cataloghumber  Family  ContentType  Class  Status  SchemaVersion  Owner

E Dpevice Contral (5 items)

(RALIB) Process 5 Plug-In Device Contral  CS_PVLVHO (4.1)  Logix Task Standard  Published  2.0.0 Rockwel Automation

Device Control  CS_PWLVMO (4.1)  Logix Task Standard  Published 2.0.0 Rockwell Automation
Device Control  CS_PVLYMP (4.1)  Logix Task Standard  Published  2.0.0

Device Contral  C5_PVLVSO (4.1)  Logix Task Standard  Published  2.0.0

(RA-LIB) Process 5 Plug-In

(RA-LIB) Process 5 Plug-In Rockwell Automation

(RA-LIB) Process 5 Plug-In Rockwell Automation

Rodkwell Automation

(RA-LIB) Process 5 ControlStrategies  Device Control  PVLV (4.2) Standard  Published
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(% Select a Reference

3. Change the control strategy name to XV100 and select the Task Normal and Program
Tanks. Then scroll down the Parameters list and select the Out_Pos2 reference to
Local_02.D0.Local_02_00.

Object Cenfiguration Wizard 7%
Name: I [xvi00 i J
Description: [Descrption ]
Catalog Number: PULV (42) - Publihed
TR RALIE) Procsse' ITask Homal I v IFmgram Tarks I ~

Parameters  Intedocks Pemissive_1 Pemmissive 2 Events Interock_Lower Interiock _Upper Interdock_Cavity

P!
02 - Device Configuration ~
02.00 - Device Configuration CmdSrc
02.01 - Device Configuration Feedback
03 - 10 Configuration

< v v v |[FE

Local 02.00 Local 02 00

s
Out_Pos2_ChannelFaut Local_02.D0 Local_02_00%ChFault
Out_Hom
Out_Hom_Comnection XV100_0ut_Hom

Out_Hom_Address
> 04 - Alarm Configuration
v 06 - HMI Configuration
Cfg_HasHistTrend
(Cfg_CnfmReqd
SymbolStyle
AssocDisplay =1 FTViewSE_Server GraphicDisplays.Tank_Display_SE_lmport
AssocDisplay2
AssocDisplay3
AssocDisplayd
AssocDisplay5
> 06.01- HMI 2nd Language
s 08 _ Field Nexice

Iaaa

v

4. Scroll down the parameters list for XV100 to the HMI Configuration and select the Ellipse
button for input process variable AssocDisplay. Configure the AssocDisplay to
Tank_Display_SE_Import display to select the references as you did with the level
indicator control strategy previously.

Select the Interlocks tab. Right click in the background and select Add New.
For Intk_00 choose a reference tag by selecting the Ellipse button.

Object Corfiguestion Wizard ? X

Tas:  Mormal | Prgam | Taks =l |

Parametors [Fimo3a | Pamissve 1 Pomissve 2 Everts tedock_Lowse _tekock_Upper _bdock Carty
Name Index  ReferencedT Include_0fasht  Used: Custom _Tag  Condion  Reffag Desc  UseCustomDescription
o0 00 B = o o

7. Select the PAI LIT00 control strategy that we created earlier and in the right-side
window select Sts_HiHi reference, then select Finish.

~ #& Project - Process Example
@ Historian
= Hm
v i) Cortrollers
v o
] 1756ENZT (21)
| 1756478 (5.0)
| 175608161 (5.3)
| Hardware_Bus (41)
Hardware_Module_Status (4.1)

PVLV (42)
5 X100

raC_Dve_PF755T (34)
raC_LD_Dve_PF755T (34)

2 17560FBIH/A (5.3)
jardware_Module_Status  (4.1)
Al (42)

[F Tesk (10)

©Object Name Object Description Object References  Parameters  Events
ControlStrategies L1100 Level Indicator _ Scope  Val Description  DType ClXDep AADDep
Sts_ErrOoRDE Object  LI100.5ts_ErmOoRDB Error OcRDE  Bool  true false
Sts_ErrOcRGateDly Object  LI100.Sts_ErOoRGateDly  Error OoRG... Boodl  true false
Sts_EmOeROrDly  Object  LI100.Sts_ErrOoRONDly Error OoRO... Bool  true false
Sts_EmOoROfDly  Object  LI100.Sts_EmOoROfDly  Error OoROF.. Bodl  true false
Sts_ErStuckTme  Object  LT100.5ts_ErStuckTime Error StuckT... Bool  true false
Sts_ErrAm Object  LI100.5ts_ErrAlm Error Alarm  Bool  true false
Sts_ErDB Object  LI100.5ts_FrrDB Error DB Bool e false
Sts_ErrCtriDs Object  LI100.5ts_ErrCtriDB Error Contro... Bool  true false
Sts_ErCHiHHDE  Object  LT100.5ts_ErCiriHiHDE Error CirHiH... Bool  true false
Sts_ErrCiriHiDg Object  LI100.5ts_ErrCtriHDB Error CtHIDB  Bool  true false
Sts_ErrCtriLoDB Object  LI100.5ts_ErrCtriLoDB Error CirlloDB Bool  true false
Sts_ErChriloloDB  Object  LI100.Sts_EnClloloD8  Error Crllol... Bool  true false
Sts_Alm Object  LI100.5ts_Alm Alarm Bool e false
Sts_AlmInh Object  LI100.5ts_AlmInh Alarm Inh Boo  true false
Sts_IOFault Object  LI100.5ts_JOFault IOFault Bool  true false
Sts_HiHCmp Object  LI100.5ts_HiHICmp High High Cmp Bool  true false
Sts_HiHiGate Object  LI100.5ts_HiHiGate High High Gate Bocl  true false
L1100, 5ts_HiHi High High

Sts_HiCmp Object  LI100.5ts_HiCmp HighCmp Bool e false
Sts_HiGate Object  LI100.5ts_HiGate High Gate Bool e false
e Hi Ohiert LT900 She Hi Hinh Bonl fr1 fale
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8. Verify the level indicator LIT00#Sts_HiHi is selected for the Interlock, then select Finish.

Object Configuration Wizard ? x
Name: [xv100 |
Description: | Description |
Catalog Number: PVLV (42} - Published
ion: RA-LIB) P 5
Selition L ) Probees Task: | Nomal ~| Program: | Tanks S
P. | Interocks | P ive_1 Pemnissive_2 Events Intedock_Lower Interock_Upper Interock_Cavity
Name Index ReferencedTag Include_IOFault UseCustomReferencedTag Custom_Referenced_Tag Condition RefTag_Desc UseCustomDescription
|mek_oo 0o L1100#5ts_HiHi | Level Indic... High High |

This interlock prevents the inlet valve from opening and filling the tank when the
tank level is full.

9. Tocreate a second control strategy for the outlet valve, you can repeat the previous
steps or follow the faster copy/paste method as described for this example. Right click
the XV100 control strategy and select Copy.

Class View 0 x || Pare
v Controllers 8;5
v [@CLX -
v [E 1756-EN2T (21)
x Local_03
v [ 1756IF8 (5.0)
z Local_01
v [ 1756-0B161 (5.3)
Local_02
~ |4 Hardware_Bus (4.1)
HWBus_Org
~ |4 Hardware_Module_Status (4.1}
HWMS_Local_01
HWMS_Local_02
x HWMS_Local_03
v [E PAl (42)
@ L1100
> [ Program (1.0)
v [ PVLY (42)

PEVEVEVEVEVEVRY

v [ =CD View
ra(]
v [F =C L Export
@ M| | &
> [ Task s
fin CLX1 Extract Attached Files
Delete
Paste

10. After XV100 is copied, right click CLX and select Paste.

Controlier Preview % Clarks View axl

m“nen' Genesate Controfler

Update from ACOVLEX

dd New...
- ‘I Export
1 , Impaort
Extract Attached Files
Delete

Copy

Paste Specisl
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1. The paste operation asks you to rename the control strategy. Rename XV100_copy to
XV101 and select OK.

Fpeaa

N Vo al —
P Cr— = p—

T

12. Using the Class View window, select XV101 control strategy. Change the description to
Outlet Valve and scroll down the parameters list to Out_Pos2 and change the |0 point to
channel 1 Local_02.00.Local_02_01, then select Apply Changes.

I . i
Description: [Outlet Valve 1
Catalog Number: PVLY (4.2) - Published
Solution: [RALIB) Frocess 5 Tk R Froger:
v
0 Parameters  |nterlocks Permissive_1 Pemissive_2 Events Interock_Lower Intedock_Upper Interlock_Cavity
v Controllers %; 21_ | iy | _]
v [ CLX =
v [ 1756EN2T (21) E O eleetion;
Yool i > 00.01 - Data - Common
v [ 17518 (50) > 00.02 - Data - General
Local_01 EPL Cpler &
v [ 175608761 (53) > 02 - Device Configuration
Local 02 > 02.00 - Device Configuration CmdSrc
v [ Hordware s (41) > 02.01 - Device Configuration Feedback
HWBus_O
v [ Hardware Meke_Siaus (41) [ Local_02.00.Local_02_01 I
HWMS_Local_01 g ey -
RS b 1 Out_Pos2_Address Local_02.00 Local_02_01#Address
HWMS. Local 03 Out_Pos2_ModuieOk Local_02 Sts_IOFaut
: Out_Pos2_ChannelFauit Local_02.00.Local_02_0T#ChFaut
v [ PAI (42 o _ 02
N ngm : Ot om
|| Program (1.0} gm_:um_fsgnidwun XV101_Out_Hom
v g PV (42) wt_Hom _Address
il > 04 - Alarm Configuration
~ 06 - HMI Configuration
v [ .oV T (34) Cig_HasHistTrend 2
. raC_Dvc PFTSET Cfg_CrfmRead 0
v [3 raC_LD_Dve_PF755T (34) Sk 0
el AssocDisplay FTViewSE_Server.GraphicDisplays. Tank _Display_SE_mport
) [3 Task (10) AssocDisplay2
@ CL AssocDisplay3
AssocDisplayd
AssocDisplay5
% DR N1 - HMI Ind | anmmna

Add CS_PVSD
1. Right click the CLX controller and select Add New.
Cantrolies Preview —-Clms View 3 xI

Controllers
v o

Generate Controfler

vl Update from ACD/LSX

Detach from ACD/LSX

.
hd —
: Export

Impart

Extract Attached Files
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2. Enter PVSD into the Filter bar. Select the bottom option (RA-LIB) Process 5 Control
Strategies Device Control PVSD and select Next.

Object Configuration Wizard ? X
Select a library

Fiter: | [PvsD | | C1 Show All Revisions Show Al Libraries

Solution _ Category Y | Cataloghumber Family ContentType Class Status SchemaVersion Owner

B Device Control (18 items)

(RA-LIB) Process 5 Plug-In Device Control  CS_PVSD (4.1) Logix Task standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-n Device Control  CS_PVSD_DveObj (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  C5_PVSD_Hand (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Device Control  CS_PVSD_PFS525 (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RALIB) Process 5 Plugn Device Control  CS_PVSD_PF525_Energy (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  C5_PVSD_PF525_Hand (4.1)  Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  C5_PVSD_PF753 (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RALIB) Process 5 Plugn Device Control  CS_PVSD_PF753_Hand (4.1)  Logix Task Standard  Published  2.0.0 Rockwel Automation
(RA-LIB) Process 5 Plugdn Device Control  CS_PVSD_PF755 (4.1) Logix Task Standard  Publshed  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  C5_PVSD_PF755_Energy (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Device Control  CS_PVSD_PF755 Hand (4.1)  Legix Task standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-dn Device Control  CS_PVSD_PF755T (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  C5_PVSD_PF75ST Hand (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plug-In Device Control  CS_PVSD_PFS000T (4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RALIB) Process 5 Plugn Device Control  CS_PVSD_PFE000T_Hand {4.1) Logix Task Standard  Published  2.0.0 Rockwell Automation
(RA-LIB) Process 5 Plugdn Device Control  CS_PYSD_PF7000 (4.1) Logix Task Standard  Publshed  2.0.0 Process Library 5.10.01 releas:
(RA-LIB) Process 5 Plugdn Device Control  C5_PVSD_PF7000_Hand (4.1) Logix Task Standard  Published  2.0.0 Process Library 5.10.01 releas:

Published Rockwell Automation

Discrete Monitoring and Control (1 item)

Regulatory Control (36 items)

< >

Description:
[Variable Speed Drive

Caneel << Previous Next >> Finish

3. Change the name of the drive control strategy for the motor to MT100 and assign it to
Task Normal and Program Tanks. Change Cfg_HasDvcObj from False to True. Then
select the ellipse for the Ref_DvcOject and browse to the drive MT100_Dvc.

Object Configuration Wizard ? *
Name: [[mTi00 | |
Description: ||: intion |
Catalog Number: PVSD (4.2) - Published
ion: RA-LIB) P 5 I_I I |
Selution: . et Task: | Normal ~ | |Program: | Tanks ~
P Interlock Fwd_Permissi Rev_Permissi Events Linked Libraries
A=
v 00 - Selection A
Cfg_UsedInCther Falze

True |

Cfg_DvecObj_Tag
Cfg_DvecObj_Type

4 Select the Linked Libraries tab.

Object Configuration Wizard 4 x
Name: [MT100 |
Description: | Description |
Catalog Number: PVSD (4.2) - Published
Sl HAIE] moess Task: |Momal ~| Program: | Tanks ~

Parameters Intedocks Fwd_Pemmissive Rev_Permissive Events

Auto Create
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5. Select Link to Existing Instance.

Object Configuration ? X
Name: [MT100 |
Description: | Description |
Catalog Number: PVSD (4.2) - Published
Solution: (RA-LIB) Process 5 Task Noma\ v | Program: |Tanks ~

Parameters  Intedocks Fwd_Pemmissive Rev_Pemmissive Events Linked Libraries

=4l | =

v Linked Libraries

B% Select a Reference x
* f¢ Project - Process Example Object
> fg Historian z = '
> [ HMI Device MT100_Dwe raC_Dvc_PF755T ...
“ Controllers
v [@CLX
> ] 1756ENIT (2.1)
> =] 1756JF8 (5.0)
> =] 17560B16 (53)
» Hardware_Bus (4.1}
» Hardware_Module_Status (4.1}
> = PAI (42)
» Program (1.0)
> = PULV (42)
> = PVSD (42)
» raC_Dvc_PF755T (34)
v raC_LD Dvc PF755T (3.4)
Task (1.0)
Object Configuration Wizard ?
Name: [mT100 |
Description: ||'_‘ intion |
Catalog Number: PVSD (4.2) - Published
Selution: ARGl e Task: | Normal ~ | Program: | Tanks
P Interocks  Fwd_Pemmissi Rev_Permissi Events Linked Libraries
Auto Create
@ MT100_Dvc
7. Select the Parameters tab and scroll down the list to change the options for
Cfg_HasFwdPermObject and Cft_HasIntlk0Obj both to True.
Object Configurstion Wizard X
Name: [wT100 |
Description: [Descrption |
Catalog Number: PUSD (42) - Published
Solution: (RALIB) Process 5 Task: | Nomnal v| Program; | Tanks v
| Pﬂfﬂmﬁml\madnd(s Fwd_Pemissive Rev_Pemnissive Everts  Linked Libraries
=]
Cfg_DvcObi_Energy Fake ~
Cig_Dve0bj_StateMontor False
Use_FTIS False
5> 00.01- Data - Common
5 00.02 - Data - General
~ L01.-Options |
Cig_HasFwdPembj Te
Cig_HasinthObj True |
TI0. masHesmnon Tarse
Cfg_HasRunTimeOkj Fakse
Cfa_HasHand Fake
> 01.00 - Options - Interlock Bank 0
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8. Continue to scroll down the parameters list to assign the 06 - HMI Configuration to
reference the graphic using the Ellipse button.
» 02.03 - Device Configuration Limits and Scaling
» 03 - 10 Configuration
> 04 - Alarm Configuration
v 06 - HMI Configuration

Cfg_HasHist Trend
Cfg_CnfrmReqd
Symbol Style

AssocDisplay2
AssocDisplay3
AssocDisplayd
AssocDisplays
> 06.01 - HMI 2nd Language

5% Select a Reference

AssocDisplay

0
0
0

9. Browse to the HMI FTViewSE Server and select the Displays tab on the right. Select the
display that we created earlier named Tank_Display_SE_Import.

v 7% Project - Process Example

v Controllers

v [@CLX
> [4] 1786-EN2T (21)

<] 1756-IF8 (5.0)

1736-0B161  (5.3)

Hardware_Bus (4.1)

Hardware_Module_Status  (4.1)

PAl (4.2)

Program (1.0)

v 06 - HMI Configuration
Cfg_HasHist Trend
Cfg_CnfrmReqd
Symbol Style

AssocDisplay2
AssocDisplay3
AssocDisplayd
AssocDisplays
> 06.01 - HMI 2nd Lanouace

AssocDisplay

Object References F'ammetersl Displays |

DisplayTitle

DisplayLeft Disp

10. Select Finish. The display reference appears as follows.

FTViewSE_Server GraphicDisplays. Tank _Display_SE_lmport

WRIERR= = =

146

1. Select the Interlocks tab. Right-click and select Add New. Select the Ellipse button in the
Reference Tag column.
Object Configuration Wizard i *
Name: [mT100 |
Description: |[~ intion |
Catalog Number: PVSD (4.2) - Published
Soludion: ALl Task: Normal ~ | Program: | Tanks ~
F‘arametersl Interlocks lwd_F‘enﬂissi\re Rev_Pemissive Everts Linked Libraries
Name Index Ref dTag Include_IOFault UseCustomReferencedTag Custom_Referenced_Tag  Condition Usel iption By bl 1]
mkoooo [ -] 0 O O
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12. Browse to the PAI > LI100 level indicator control strategy. On the right, select the
Sts_LoLo reference. Select Finish.

it a Reference

’roject - Process Example Type Object Name Object Description Object References  Parameters Everts
Hists
gH'Mf”an trolst _Scope val Description  DType CLXDep A
Controllers Sts_ErrCtriHiDB Object  LI100.Sts_ErrCirHDB Error CtrHDB  Bool true fa
s BCoX ) Sts_ErrCiriLoDB Object  LI100.5ts_ErrCtriLoDB Eror CtrlloDB Bool  true fa
] 1756EN2T (21)
17564F8 (5.0) Sts_ErCtrlloLoDB  Object LI100.Sts_ErrCtrlloloDB  Eror Ctllol... Bool  true fa
1756-0B16l (53) Sts_Alm Object  LI100.Sts_Alm Alarm Bool true fa
Hardware_Bus (4.1}
Hardware_Module_Status (4.1) Sts_AlmInh Object  LI100.Sts_AlmInh Alarm Inh Bool true fa
~ Sts_IOFault Object  LI100.5ts_IOFault 10Fault Bool true fa
Sts_HiHICmp Object  LI100.Sts_HHICmp High High Cmp  Bool true fa
PVLV (42) Sts_HHiGate Object  LI100.5ts_HHGate High High Gate Bool  true fa
v [ PVSD (42) Sts_HHi Object  LI100.Sts_HHi High High ool tue fa
| MT100 Sts_HCmp Object  LT100.5ts_HiCmp HighCmp Bool  true fa
raC_Dvc_PF755T (34)
raC_LD_Dvc_PF755T (3.4} Sts_HiGate Object  LI100.5ts_HiGate High Gate Baol true fa
[Z] Task (1.0) Sts_Hi Object  LI100.5ts_Hi High Boal true fa
B Sts_LoCmp CObject  LI100.5ts_LoCmp LoCmp Bool true fa
Sts_LoGate Object  LI100.5ts_LoGate LoGate ool true fa
Sts_Lo Object  LI100.5ts_Lo Lo ool true fa
Sts_LoLoCmp Object  LT100.5ts_LoLoCmp LoLoCmp Bool  true fa
Sts_LoloGate Object  LI100.5ts_LoloGate LoLoGate Bool frue fa
Object  LI100.5ts_Lolo c
Sts_CtriHiHi Cbject  LI100.5ts_CtriHiHi criHiHi Bool fa
Che Crrli Nhiart ITIAN Cée Crelidi el Ranl s =
This interlock prevents the pump from dry starting if the tank is nearly empty.
13. Select the Fwd_Permissive tab. Right-click and select Add New. Select the Ellipse button
in the Reference Tag column.
Object Configuration Wizard ? *
I
Name: [mT100 b |
Description: [ Description |
Catalog Number: PVSD (4.2) - Published
jon: RA-LIB) Process 5
Sliions . . Task: | Nomal ~ | Program: | Tanks ~
P Interlocks | Fwd_Permissi Rev_Permissi Events Linked Libraries
Hame Index ReferencedTag UseCustomReferencedTag Custom_Referenced_Tag UseCustomDescription Condition Bypassable RefObjectame
.. 0 O O o
14. Browse to the PVLV > XV101 level indicator control strategy. On the right, select the
Sts_Pos? reference. Select Finish.
(&% Select a Reference %
v 1+ Project - Process Fxample Object Name Object Description Object References  Parameters  Interocks Pemissive_1 Pemissive_2 Ever
€y Historian
Eg HMI trolStrate: Xvio1 Outlet Valve Scope Val Description DType C
b Controllers Ste_Moving Object  ¥V101.5ts_Moving Maving Boal tn
v C!_X Sts_MovingT... Object  Xv101.5ts_MovingTo... Moving ToP... Boal n
7 1756-ENZT (2.1)
17564F8  (5.0) Sts_MowingT... Object  XV101.5ts_MovingTo... Moving ToP... Boal n
17560B161 (53) Sts_Pos1 Object  XV101.5ts_Posl Position 1 Boal n

Hardware_Bus (4.1)

Hardware_Module_Status (4.1) B Fu
PAl (42) Sts_Pulsing Object  XV10L1.5ts_Pulsing Pulsing Boal i
Program  (1.0) Sts_Stopped  Object  XV101.5ts_Stopped  Stopped Bod

PULV (42)
Sts_TransitStall Object  XV101.5ts_TransitStal  Transit Stall Boal n

Ste_TripFail Object  ¥V101.5ts_TripFail Trip Fail Boal tn

This permissive only allows the pump to start when the outlet valve is opened.
15. Select Finish in the Object Configuration Wizard.
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16. Select the newly created control strategy MT100 for the pump motor and scroll down the

parameters list to 10 Configuration.

T uuH‘a;gu_;_LSrg S 03 - 10 Configuration
v |3 Hardware_Module_Status (4.1) gm—ga: — 1u-u e
HWMS_Local_01 Out_St:rt_“;;nr:mmn Lot
HWMS_Local_02 e
= HWMS_Local 03 Out_Stop _
i .ﬂ PAI (42) Qut_Stop_Connection MT100_Out_Stop
=« LI100 Qut_Stop_Address
=] Program (1.0 Out_SpeedRef
'._ PVLV (42} OLrt_SpeedRef_(?onnection MT100_Out_SpeedRef
X100 Out_SpeedRef_Address
5 XV Ot fom
i .ﬂ PVSD (42) OLrt_Hom_Efonnectlon MT100_Out_Hom
00 Qut_Hom_Address
v [F raC_Dve_PF7S5T (34) oy G 1u-u T
raC_Dvc_PF755T Om—R:fet—A;;’:M"’” =
W[ X =t =
it | G
[ Task (1.0) 8$_E:3_{5:;:’;e:tlon MT100_Out_Fwd
et Out_Rev
Qut_Rev_Connection MT100_Out_Rev
Out_Rev_Address
Out_ClearFaultData
Qut_ClearFault Data_Connection MT100_Out_ClearFault Data
Qut_ClearFault Data_Address
Out_Run
Out_Run_Connection MT100_Out_Run
Out_Run_Address

Add Alarm Groups

148

> 04 - Alarm Confiquration

Tags are automatically created for connection parameters. This strategy 10 was
determined when you first created the controller and entered type 5.

ACM can create alarm groups and you can assign alarms within control strategies to those
groups based on organization. Specify the type of alarms that ACM generates in the controller
parameters.

Parameters

2= 4l |B S| 2
~ 05 - Alarming

[ Alarm Type
0 =Mone, 1 =FTAE Instruction Based, 2 = FTAE Tag Based,

1. Go to ACM System View > HMI > Alarms and add an FTAlarmEvent object from the library.
The default name is FTAlarmEvent_Server.

Systemn View o x
v 1 Project - Process Example
“§ Historian
v [ HMI
& Colors
[ Displays
A
i Used Add
Paste Special

ﬁ Paste
Contrell... > | — I
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Chapter 6 Use ACM to Create an Application

2. Select the FTAlarmEvent_Server object to access the Alarm Group Tab and select Add
New.

Parameters Alam Group

Name AlarmGroupID ParentAlarmGroupID AlarmGroup SubObject Description

. Default_ 0 1 Default FactoryTalk Alarm Groups
Add Mew
Copy
Paste
Delete
Reset Grouping...

3. Add groups for your areas and assign the Parent Alarm Group ID to represent the
parent/child hierarchy.

Parameters Alam Group
Name AlarmGroupID ParentAlarmGroupID AlarmGroup SubObject Description
2 1 Areall FactoryTalk Alarm Groups
Areal2_0 3 1 Areal? FactoryTalk Alarm Groups
Areal3_0 4 1 Areald FactoryTalk Alarm Groups
Process0l_1 1 1 Process01 FactoryTalk Alarm Groups

Once you have alarm groups, you can enable alarms in your control strategies and
link each alarm to the desired group.

4. For each control strategy, access the parameters tab and expand 04 - Alarm
Configuration. Enable the alarms that you need (such as, Hi Hi, Hi, Lo, or Lo Lo).

Ideally an alarm design has been performed to assure that only those alarms that
uniquely identify an abnormal situation and require action by the operator are
enabled. Configuring alarms without a proper design effort creates nuisance
alarms that make the operator less effective and create mistrust in the alarm
system

b. Expand an enabled alarm (such as, Hi Hi Alarm) and select the Group parameter (such
as, Cfg_HiHiAlarmGroup).
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6. Click the ellipse button and use the Select a Reference dialog to choose the alarm
group.
Name: XT100
Description: | Description
Catalog Number- PAl {1.0) - Published
Saltton; {ELIB) Hrocess'a Task: |M »| Program: [P v
Parameters
=4l |E | =
v 04 - Alarm Configuration ~
ICfg_HasHiHiAIm True I
Cfg_HasHiAm False
(Cfg_HasLoAlm Falze
Cfg_HasloloAlm False
(Cfg_HasFailAlm False
AlamClass 0
AlarmCommand Mav ToDisplay [ControlStrategies]XT100 x "Faceplate” "/RP"
Cfg_AlmMessgae Type False
v 04.02 - Hi Hi Alarm
Cfg_HiHiDeadband 1
Cfg_HiHiOnDly 0
Cfg_HiHiOff Dly 1]
Cfg_HiHiAckReqd True
(Cfg_HiHiResetReqd False
Cfg_HiHiSeverty 750
Cfg HiHiMax5ShelveDuration 480
I Cfg_HiHiAlamGroup FTAlamEvent_Server AlamGroups. Areall1_1 | D
Cfg_HiHiAlam Setoperations True w
Generate Controller and Graphics Files
Application Code Manager can generate Logix Designer controller files in both the L5X and ACD
formats. The controller files contain the I/0 modules, hardware bus and status, and control
strategies that you created in ACM so you can download the project to a Logix controller.
ACM can also generate HMI graphics to be imported to FactoryTalk View SE displays. These
standard PlantPAx graphics are sourced from the Process Library and each graphic is
associated to the control strategy referenced in ACM.
Generate Controller ACD File
1. Right click the CLX controller and select Generate Controller.
The Logix Code Generation dialog appears.
2. Check the Create ACD box. Take note of where you save the file. Select the Generate
button.
\:1 Legix Code Generation ?
Generate Name Save As Overwrite Existing ACM Project Data Create ACD Status
cLx Clx O O
Save Path C:\Users \whilty\Documents\Controller ACD | E
Close Open Folder Generate
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The Overwrite existing checkbox is optional and is selected if you want to overwrite
a file already in the directory. The ACM Project Data creates just the L5X formatted
file.

3. When the generation is completed, select the Close button.

1 Logix Code Generation 7
Generate Name Save As Ovenwrite Existing ACM Project Data Create ACD Status
cLx CLx [m] [m] L L5X Successful [17 seconds] CLX. ACD Successful [34 seconds]

Save Path:  |C:\Users\whity\Documents\Controller ACD |

Finished

Generate the HMI Display File

1. Using the System View, expand HMI > Displays and right-click on FTViewSE_Server.
Select Generate Displays and Generate Tank_Display_SE_Import display.

System View I x
v {3 Project - Process Example ’
£ Historian Description:
v [l HMI
& Colors Catalog Numbes
v [ Displays
PO F iz SE_Server Solution:
; Alams Generate Displays 3 | All Displays
BiE Used Libraries -
e L | Generate Tank_Display SE_Import display I
Ciiolies Do Extract Attached Files 8% A | ey

Save the display Tanks_Display_SE_Import.xml to the same directory as the ACM file.
3. Select OK when the Generation is complete.

Documentation Generation *
o Generation complete,
4. If needed, generate a CSV file of tags to import into your FactoryTalk Historian SE
database.
Systemn View 1 x I
v {3 Pmoject - Process Example ~
~ @ Historian
v B ScanClass
‘m HMEI:E | Generate Historian 3 | All Controllers
& Colors Extract Attached Files
v [ Displays
FTViewSE_S Delete
A Aams Copy
Controller Preview X
Rename
v Controllers

Download ACD File to the Controller

Since ACM is an offline tool, after a controller file is generated, the Studio 5000 Logix Designer
software is required to open and download to a Logix controller.
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1. Using Logix Designer select Communications > Who Active from the top menu.

& Logix Desigrer - CLX [1756-L85EP 35.11]
File Edt View Search Logk Communication:  Tooh Window Help

ST T a— N

R Select Recent Pash |

= ’
= ox Paf  Select Communication Software Tl 8 o
= vy Suane 1
=0 Offine Go Online =
Cantralles Organizer uplosd..

e ] Dewmicad
(et ———

2. Select a controller from the tree. For this example, expand the Ethernet,
EmulateEthernet driver in FactoryTalk Linx and select the empty controller at address

1270.0.1. 9310-WED300ENT, CLX and then select Download.

& Who Active (FactoryTalk Lirs) a X

O &8 8|7 v QA
# PASS-LO2 oo ]
 [Bn Factory Tabe Lo - Desiciog, PASSLO2 o Upload...

b 9 1TESA17, Backplane

b i Bemet, AB_ETHA Lo i

I e Sl A T Update Frmmare...

Ethamet, Emulste Bthemet
4 35 o
+ [ 127000, 5310-WEDM0ENT, CLX :
Help

b oy Ehemet, Evemet
b e USE

‘
Browsing - node PCvialISB. 17-Node USE CIP Port 24oc Zoom: 100%.

Fath: EmdateEthernet|127.0.0.1 ‘Set Project Path

Pathin Praject: <none

3. Review the standard warning dialog and select Download.
.Dwnloed = ]
Generdl Opsors
I Dereriond offine praject 'TLY to the controler,

Connected Controder:
Hame:

<1 name >
Tipe: [Emdator] Contrologr® 5550 Corroler
Path: Emuatefthemet|127.0.0.1
Serial Mumber:  601FD109
Seaurty: Mo Protection

i, DANGER: The conruller bing dewnioaded o & the system time.
magter. Servo aes i sychronited controliers, n this chassis o
other chassis, may be taned off,

i, DANGER: Unexpected hazardous motion of machinery may oo

we

sntan 4 gs that
ot lsaded 1 the device during the dowrioad of the controler.
Vet th [ibives, network
made.

e into run

and unexpected aqupment oper ation.

| Dowrioad ||| cancel ne ||

4. After the download is complete, put the controller into Remote Run mode.

B [Emulator] - Logix Designer - CLX [1756-L8SEP 35.11]

Controller Organizer

¥ 1 Power-Up Handler

& Tasks
4 (©) Fast (100 ms)
b L FastProgram
B L raP_EventClnload

Test Mode

Select Yes to change the mode to Remote Run.

o1

Logix Designer

| change contraller mode to Remote Run?

=l w

Add Graphics to HMI

See Rockwell Automation Publication, PlantPAx Display and Library Guidelines PROCES-RM200
for information on the Graphic Framework.
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Chapter 6 Use ACM to Create an Application

Bulk Configuration

This section is to demonstrate the advantage that Application Code Manager has over Studio
5000 Logix Designer when creating large projects with numerous similar devices.

For simple projects the traditional Studio 5000 design environments can be sufficient,
however as complexity and size increase the export\import features of ACM can greatly
reduce design time.

ACM creates the initial control strategy and devices. ACM then exports the project where
devices can be quickly replicated. Afterwards, import the bulk project back into ACM to
generate your final controller file, HMI graphics and Historian tags.

1. InACM, sect Tools > Import Export Manager.

»® Apphication Code Manager (PASS-COZACM_DE)
| FE Eom [Toous | view  mee
lfay e in'JJ Import Export Manager 1

Database Manager

Plugins

Log Debug Information
Log Viewer

Settings

Open Target ACD

2. Select the Export tab, select Complete Project and select Export.

(] Import Export Manager 7 X
FILE TOOLS

Project - Process_Example

Impart Compare Tags Impot Tags Export  1AB / Architect

Export

(O Al Projects

Type Controller Instance
) Partial
[ Use Template
[ Show Modfied En
[ Export Used Libraries Export and Open

Cancel << Previous Next Finish

3. Save the export file and ensure that you keep the default file name.
4, Select Finish when the export is done and minimize ACM software.
b. Navigate to the newly exported file.

I
Home Share View 0

&« ~ 4 = » ThisPC » Documents v O Search Documents yel

~
Mame Date modified
7 Quick access

Controller ACD

[ Desktop Libraries ACM

& Downloads Studio 5000

| Documents B Project_Process_Example
=/ Pictures
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6. The project opens to the PVLV control strategy tab by default. Notice both valves XV100
& XV101 are listed, along with the configured parameters as you scroll right. Explore the
other tabs across the bottom to review other components of the ACM project.

A 0 < o [ P G H ot gk L M N o P a
1 FVLY, | Process 5, Major 4, Mislor 2, 0 B97L4501-1 DOD-648-AB0S- 160F EEACIC5)
2 jobjecial - ’ . - t - . H i
b, =
: d 1
) = = =
£ % = 5 5 -l w )
5 H E § % g £ £ 5 & 3
3 £ i | sl B H = £ f 5 §
i T gl sls| Bl i 3 3 i 3 g
3 HE b £ & o o JMa ol Y A ) [ ) | [ Al
4 Smvasl lenaid-operated Valve (P_valveso] [0 [0 T |Areans |mvLv [PYLVMP |[Objocthame] jra-5_a0 |raP-5_20 |raP-5. 20 jrap 5, w!m
5 xXvVi00 CLX | Normal Tanks Desoription [Solenosd UP‘HJ'.(.'I‘VI'\‘L"“ ValvesO) o 0 0 |Areatl [PVLV [PVLVMP  [XV100 rap-5 20 jraP-5 20 jraP-5 20 fraP-8 20 I'\lr.l
g cx[rarmal Tarks_ [Gutiet valve [Salencid-operated aive (P_vaiveso) [0 [0 0 _[Areaot [eviv [Pvivme_[xvion raP-5_20|raP-5_20]rap-5_20|rap-5_20|n/a
Subobj
¥
3 g ) £
£ P B & H
kA ¥ Fl | &
i 5 3|z 3 2 58 3
; 3 dodls il 8 o g 1 : §
- = = = € -4
HE : % g g 5 2(z| 8| 3| sl & oz 3 £
i i § 1 £l & &£ 2| ¢ & 3 & £ S
2 = & & &l o aflat o'l all 2 a! a' a! o'l s’ a
intik_{ince: 1o { T ] o 0
cueintik_oo Level Indicator - High High |False (3 00 fsts_Hisifi {0 0 0 o o 0
issive_1]
¥
g5 X 5
LR :
LAR ] 4 . £

g E
.| PANaZ) PVSDI4.) ral LD Drve PFTSST(RH mr._n.--__nr'ssm.a_\l PVLVILT) | [ o

7. The bulk creation of devices is achieved by copying existing devices and pasting as
new rows. Then focus on a new row and using Search & Replace you can easily change
the names for each new additional device that is controlled by this control strategy.

1 V. [RA-LIB] Process 5, Major 4, Minor 2, 1D §97E4501-FDOD-A0-48-AD08- 760 EEACICS)
Objects

z s
o
.E & . g
z E "
Bl % § § £ H £
= £ = a8 -] E-] o | ]
= o 5 é. el el 3 g il B B B E
i 4 I g s ¢ §g & ¥ z 5 5 4
3 = -] & a8 o o alla'l  afl af Py ! Py s ! o
2 [Svaon Solenoid-operated valve (P_valweso) (o [0 0 |arcall [PYLY [PVLVMP  |[Objecthame] -5_20 20
5 X100 cux |Normal Tarks. Description_|Solenoid-operated Value (P_Valveso) [0 [o [0 |aceans [Pui [pvivmp_[xvico 5
& vl i [ormal Tanks Outlat valva [solancid ed Valva (b Valvaso) [0 [0 [o_lareany [pviv levivae xviog
Ir X200 Lt |Normal Tanks Description_|Solencid-operated Valve (& valvesa) [0 [0 o _|areant [pviv [pvivme [xvang
B
9 5ubOb Interiocks]
¥
i g5 X §
8 o
5 A -
g ¥l ¥5 E| £ g
| g %8 z i .
. 5 -1 £ £| 3 5 ! H 5 =
: H 3 | B E[f] 3| §| @ I g 3
£| B " € H 2 k-] | % & =
2 H 5 H =l & 2lF & 3 5 & 3 & &
1 ] = & & e N ) ) [ o ] ) M~ | ™,
1 SNvind Intlk_[Index] {Condition] False 00 1 ]a 0 0 0 [0 0
12 | XV100 CLX [Intlk_00 Level indicator - High High [False 00 LI100 [Sts_HiMi[1 |0 0 0 0 0 o
12 SubObjects{Permissive 1)
¥
] ¥
‘ - | PRSZ) | PVIDRZ) | raCAODVCPETSSIEA) | raCDvcPETSSTIRA) | PVLVIAZ) ®

8. Save the bulk ACM file and close the spreadsheet.
9. InACM, select Tools and Import Export Manager from the top menu.

% Applhcation Code Manager (PASS-COZACM_DE)
FLE  EDIT [ TOOLS | VIEW  HELP
02| (P d___Imeort Export Manager |
Database Manager
Pluging

Log Debug Information
Log Viewer

Settings

Open Target ACD
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10. Select the Import tab, select Replace - Overwrite project. Using overwrite for this

example prevents errors if the user project differs from what was intended.
1. Use Ellipse to navigate and select the bulk creation file and select Import.

[ Import Export Manager ? X
FILE TOOLS

Project - | Process_Example

Importt  Export Compare Tags Import Tags Export  |AB / Architect
Impart

(O New - Create new project

® Replace - Ovenwrite project

() Update - Merge with existing project {will not delete existing objects) [ Auto Cortinue

Excel File : C-\Users'whity\Documents\Project_Process_Example_ .. |

Open Backup Folder [[] Backup original

Cancel << Previous Next > Finish

12. Select Next on the import verification and Finish when the import is done.
13. Explore the additional content imported into ACM.

FILE EDIT TOOLS VIEW HELP

| da b
™ #it Project - Pmcess Example g e
‘!"i :\:Itlorian description: ‘Descn’pﬁun
]
RiE Used Libraries Catalog Number: PVLV (4.2} - Published
Saltion: [RALIE) Frocess 5 Task: |Mom ~| Program: |Tan
v Conttea B Comalers Parameters nterocks Permissive_1 Pemissive_2 Events Interlock_Lower Interock_Upper  Interdock_Cavity
b CLx v b =gl |E S| 2
1‘ };iirf: S(DZ}” v 00 - Selection "
Ii} 175608161 (5.3) ACM_Type Solenoid-operated Valve (P_Valve50)
.:} HodlB (A Use_FTIS False
:::} Hardware_Module_Status (4 | ™ R[;.UT—Dda— e
4 PAl (42) 2 =2
'_71 Progam  (1.0) Instruction PVLY
v [5 PWV (42) ool bz
V100 Library raP-5_20
X101 Library_Intlk raP-5_20
Library_Pem raP-5_20
3 ) Library_ValveStats raP-5_20
URL n/a
| raC_Dvc_PF785T (34) -
=] raC_LD_Dvc_PF755T (34 Cafnii
:j';asi R B4OH . 0002 DataGaneral
= XCmd_Pos2_Label Open
Sts_CmdToPos2_Label Command to open
Sts_MovingToPos2_Label Opening
Sts_Pos2_Label Opened
XCmd_Pos1_Label Close
Sts_CmdToPos1_Label Command to close
Sts_MovingToPos1_Label Closing
Sts_Pos1_Label Closed
XCmd_Pos2Pulse_Label Pulse open
XCmd_Pos1Pulse_Label Pulse close
XCmd_ContPulse_Label Pulse
Sts_Pulsing_Label Pulsing v
i
Area name for security.
Wersion 404.00 Apply Changes...
< >

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025

155



Chapter 6 Use ACHM to Create an Application

Notes:
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Chapter 7

Modifying an Existing PlantPAx System

The process library includes templates of controller and HMI applications to get you started If
you are not using ACM or have an existing project.

The PlantPAx® Configuration Tool for Tags, Alarms, and FactoryTalk® Historian are compiled in
a separate download, PlantPAx Tools, which can be used to edit existing projects. See the
following table for software and tool usage and explanation.

New or existing

Studio 5000 Logix Designer and FactoryTalk® View SE software can open templates to start new projects or
import library elements directly into existing projects. Both software products are required throughout the
application development process,

Studio 5000 Logix Designer® and | Open and import library elements:
FactoryTalk® View SE software

« Controller project template .ACD files

« Controller Add-On Instruction and rung .L5X files
« HMI project template .APA files

« HMI global object and graphic display .GFX files
« HMlimage .PNG files

The PlantPAx Configuration Tool for Tags, Alarms, and Historian helps define controller .ACD files with
associated HM| applications. The PlantPAx Configuration Tool for Tags, Alarms, and Historian is best suited for
modifying the output from an ACM project, an existing controller project, or a template project from the process

library.
o PlantPAx Configuration Tool for | Use the PlantPAx Configuration Tool for Tags, Alarms, and Historian to:
Existing Tags, Alarms, and Historian « Organize parameter files for use the code, tags, and HMI displays into a process tree (builds the Logical
Organizer)
« Create FactoryTalk® Alarms and Events alarm groups
« Create Historian Asset Framework elements
« Edit controller tag data with import and export
« Build HMI parameters for use with tag search and navigation graphics
Prereqmsnes Which library elements to use depends on whether you:
» Modify an existing application
' E’Oiesﬁ  Create a new application based on a sample template
ontroller i i i
EWS L:I i « Import library elements into a project
s "99 «  Generate library elements into code by tools
For more information about the process library, see the Rockwell Automation Library of
Process Objects Reference Manual, publication PROCES-RM200.
Resource Description

Rockwell Automation Library of Process
Objects Reference Manual, publication
PROCES-RM200

Describes how to build and use library components that comprise the Rockwell Automation Library of Process Objects.

Studio 5000 Logix Designer The process libraryincludes templates of controller and HMI applications. These templates are

and FactoryTalk View SE

Software

designed to get you started if you aren't using ACM software or do not have an existing project.
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Logix Designer Application Templates

Controller templates have the library instructions and task model already defined. They also
have a basic |0 configuration that you can modify according to your project plan.

<« RA_Process_Library_w4.10.01 » Templates » Logix Templates

MName
55 :
|| RSL3k_18_Template_noLib.ACD
d R5L3k_18_Template_Proclib_4_10_01_all.ACD
d R5L3k_18_Template_Proclib_4_10_01_bas.ACD
| | RSL5k_20_Template_ProcLib_4_10_01_all.ACD
|:| 53kLD_24 Template_Proclib_4_10_01_all ACD
| | S3kLD_31_Template_ProcLib_4_10_01_all. ACD

ds

ats

Open a Logix Designer application project and browse to the template directory and select the
template to open.

Controter Organize v 1 [ 5 rasc s mainprogram - mainsoune < [

a'les B T aed| ] abe v Gy
4 Controller 55kLD_31_Temnplate_ProcLib_4_10_01_all ~ n
4 Tasks OR
4 () Task_A_50ms (50 ms)
4 L Task_A_MainProgram e vides irfc[ma[ipclgrcr't;:f;rﬂjb
<7 Parameters and Local Tags o e T
b @ Task_B_100ms (100 ms) L_TaskMon L_TaskMonitor[1] [...
P (D Task_C_250ms (250 ms) Inp_Reset (L]
b (® Task_D_500ms (500 ms) eyt Sl
b (D Task_E_1s (1000 ms) Val LastExecT 004
P (B Task_F_2s (2000 ms) Wal_MaxExecT 004
b (@ Task_G_5s (5000 ms) BT 287
b (® Task_H_10s (10000 ms) o e
[ @ _Controller_Status (250 ms)
Unscheduled

b Metion Groups |
4 Assets
4 Add-On Instructions |
4 1_1713IF16_FW3
p 1_17150F81_FW3
4 1_1718_1719_Al4H
b 1_1718_1719_A04H
4 1_1734sclE2CH v

For more information, see PlantPAx Process Objects.

FactoryTalk View SE templates

HMI templates contain pre-defined components such as, Displays, Global Objects, Libraries,
Images, Macros, and basic configurations for FactoryTalk View SE applications.

<« RA_Process_Library w4.10.01 » Templates » FTView Templates

~

Mame
58§
| | FTVME_10_0_Template_ProcessLib_4_10_01.apa
|| FTVME_10_0_Template_Sequencer_4_10_01.apa
|| FTVSE_10_0_P2fCuickStart_4_10_01.apa
| | FTWSE_10_0_Template_ProcessLib_4_10_01.apa
| | FTWSE_10_0_Template_Sequencer_4_10_01.apa

ds

its

If you already have an HMI project, on your PASS, you can:
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Edit a Project via the
PlantPAx Configuration Tool
for Tags, Alarms, and
Historian

« Use the template application as a new HMI, then recreate your Areas, HMI server, data
server and alarms and events server, such as you do when you configure a PASS.

» Use the existing HMI application, on the PASS, and add library components into the
application.

You need to restore the template so you can access the application and its components.

1. Go to the FactoryTalk View SE Application Manager and select to restore a local station
archive.

2. Browse to the .APB file in the templates folder in the process library and open the
application.

- If you choose to make this template your new HMI application, see Chapter 3,
Process Automation System Server for how to create areas and servers.

- If you choose to maintain your existing HMI application, export the Displays, Global
Objects, Libraries, Images, Macros from the template and import them into your
application.

You can use the Add Components in Application method to add Displays, Global Objects,
Libraries, Images, directly from the library.

1. Inyour application, select the component (such as Displays) and select Add Component

in Application.
ﬂ FactoryTalk View Studio - View Site Edition (Local Station) - [Untitled
File Edit View Settings Objects Arrange Animation 1

‘WHEe D E 0P AOE I s 4T

Explorer - Template_ProcessLib - 0

=HE Local (PASSIT)

& & Template_ProcessLib

w-. Rurntirne Security

ﬂ Scripts

E_EJ-ED Template_ProcessLib
=] Systerm

LB Command Line

HMI Tags

L Tags

Graphics

i [
B «F ey
-B F Add Carnponent inta Application...
S iF MNews Folder
F
2 EF Delete
LB Remowve
B Import and Export...

- B (RA-BAS) L_laskMon-Summary
- B (RA-BAS) Logix-Faceplate

2. Browse to the .GFX files in the library folders and select those to open.

The PlantPAx® Configuration Tool for Tags, Alarms, and FactoryTalk® Historian are compiled in
a separate download, PlantPAx Tools, which can be used to edit existing projects. This tool
performs various functions to help you create or modify an existing PlantPAx project. To use this
tool, you must have a controller project (.ACD) file, which can be:

+  Generated from ACM
« Existing controller project
»  Sample controller project from the process library

Rockwell Automation Publication PROCES-UMI00F-EN-P - April 2025 159



Chapter 7 Modifying an Existing PlantPAx System

For more information, see the quick start guide that comes with the tool. The Quick Start quide
automatically launches when you open the PlantPAx Configuration Tool for Tags, Alarms, and

Historian.
ag!
File View Tools Windows Help
D& |
=8 Logix Controllers ] al @ Quickstartpdf X | + w = o X
. =& RA_LIB_LBSEP i
i =12 Associated HMI Application = « = 0O @ @ | filesy///C:/Program9%20Files$20(x86)/Rockwell%20A 3¢ = 1L .
--® FactoryTalk View SE Local
—-® HMI Server Name = HMI Server 4 ofso | = — 4+ A /2 O m ‘ N g S B B 2
i [y Data Server Name = RSLinx Enterprise
L% Data Server Device Shortcut Name = CLX01
=Mk HMI Alarm Servers
* "5 8 TagAlarms and Events Rockwell
| U Ra s Loser Automation
=R Historian Servers
=3 Historian SE
# RA_LIB_L85EP
Table of Contents
Software License Ag
Table of Content: 4
Software Overview T
Supported Softw H
‘Quick Start — Create Project 9
Add Controllers to Project. 9
Enter FactoryTaik View HMI Information 9
Save Frojec 0
Coniext Sensitive Popup Menu i
Quick Start - Process Tree Organi 12
Controllers & HMI process Tree Adding Folders

HMI Server = HMI Server

With the PlantPAx Configuration Tool for Tags, Alarms, and Historian, you can:

« Define a project that has multiple controller .ACD files and associated FactoryTalk®
View HMI applications.

« Organize controller logic, tags, and HMI displays in a Process Tree organizer. You can
then use the tree structure to create FactoryTalk Alarms and Events alarm groups and
Historian Asset Framework elements.

Edit Tag Data - Edit tags and data in offline controller .ACD files.
« Export and import tag data to and from text files.
« Create Microsoft® Excel® workbooks for online OPC tag data reads and writes.
1. Add controllers to the project or load existing project.

2. Launch the bulk data editing function from the controllers project tree by right-mouse
clicking a project controller and selecting one of the four export/import tools:

- Logix Controllers

R PTy
& HMI Alan Remeove Controller..
x A1 Controller Properties...
e ’
i TS;O;I::I’ QOpen Explorer Folder Containing Controller File...

Edit Controller Logix Description Format...

Open Contreller in Child Window
Open Controller in RSLogix 3000 / Logix Designer
Edit / Export Controller Tags...

Export Tag Data to Excel Workbook...

Import Tag Data from Excel Workbook...

Export Tags to Excel OPC Read/Write Workbook...
Export Tag Meta Data to Logix Localization File...

3. Thislaunches a dialog window for each of the tools. Click the “Help” button in the dialog
window for additional instructions.

Edit Alarms .

Create FactoryTalk Alarms and Events. XML import files using tag data from controller
files.
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1. Multiple AE alarm servers can be used in FactoryTalk applications. Each AE alarm server
can provide alarms from multiple Logix controllers. The project can contain multiple
controllers. Select the controllers to use for each AE alarm server XML import file you
want to create. Right-mouse click on “HMI Alarm Servers” and “Add Alarm Server”:

File  Yiew  Tools ‘Windows  Help

BT

= Logix Controllers
@i LVU_MosquitoStation
- LYU_TankFarm

2. Enter alarm server name and description. It is recommended that the FactoryTalk AE
server name be used.

IMPORTANT  The software does not have the capability of accessing the FactoryTalk
AE server. The alarm server created here is merely used for organizing
the controllers associated with the server. Any name can be used.
However, it is recommended to use the actual AE server name to avoid
confusion.

3. Select the controllers to associate with the alarm server. Only Logix tags from the
selected controllers will be used.

Select Controllers for Building Alarms Tags in HML Alarm Server &

Tl _MosquitoStadion (HI App = LU _MosguitoSiatians_ 3, HMI Server = LU
SCLWU_TankFam (HMlApp = LY _Moscquits Stetions_3, HIl Server = LY _bosguit

“ [ ] | b

Uncheckall | [ Chackall

[ ok || cenca

The alarm server and associated controllers are added to the project tree.

=i Logix Controllers
-8 LvU_MosguitoStation
+-gf LVU_TankFarm
=2 HMI Alarm Servers
EF JAE1)
-~ LvU_MosquitoStation
i LVU_TankFarm
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Launch AE Alarm Configuration Tools

The tool can be used for controller tag-based alarms and AE server-based alarms. Click Help

for details.

AE Alarms Configuration Tools

Tagsto Update
Use All Tags for All Controllers Defined n the Alam Server Setup

(®) - Includes Process Tres tags
- Use controller Logcal Organizer as alzm group structure for ags rot in Process Tree

(©) Use Only Tags fiom Process Tree Folders

Controller Tag-Based AE Alams | AE Server-Based Polling Alzrms

Click Run to automatically set the following controller tag based alam parsmeters:

-Set damn group 1o tag's parent folder name
For V33 and higher, the iull peth name is used ta provide dam groups hisrachy

Set Factory Talk View Command to laurch assosiziedfaceplatc display or macr.
Nete: a8 of Legix Dasignar V32, dlam group name can centai anly alphanumeric charactere and the spacs charactar.
The pdste funciion replsces invalid charscters in the parert folcer name wih the space chamcter

The "." and "_" characters are allowed in V33 and higher. The "." character is used as the delimiter for the alam groups hismrchy,

Clicking Run will update the cortroller tag-based alamms in the ACD file. Sawve the preject to save the changesto the ACDfile.
(Note that there na other expartimpart steps eauired . This updates the off ine ACD file diectly |

FactonyTalk View Command
If 3 data type = not configured with associsted taceplate/maco. then use the following macre and command suffoc
NavToDisplay Command 3ufli. | §} "Quick™ /CC

Example: macro name = NavTo Display, command sufix = ) "Guick” /CC
The following Factory Talk View Command is configured in the alamm tag by the Update function:

Mav ToDisplay Hini TagAddress ¢ "Quick” /CC
where HniTagAddress is the ful path HMItag address for the base 1ag containing the configure alam.

The HmiTagAddress is set by the Updale function.
Make sure Lo nclude any leading space or comma required with the command sufiix.

O I primary HMI process displays are configured in the Process Tres, then include
displzy command to open the tag's associated primary HMI dislay.

Run Cancel

Help

Edit Historian Points «  Bulk configure 0SI Pl Asset Framework (AF) databases with Logix tag AF elements. This
includes automatic configuration of related Pl points in the FactoryTalk® Historian data

162

server (Pl data server).

«  For systems without Asset Framework, a separate utility provides bulk configuration of
Pl points in the Historian data server. The utility provides the option of generating a
bulk import file, or adding the Pl points directly if a Historian data server connection is
available. The bulk import file can be used with the PI Point Builder Excel AddIn to

create points in the data server.

For more information about Historian tags, see Chapter 9, Historical Data
1. Create project with Logix controller files.

File View Tools Windows Help
Jd &

SR fLogix Controllers

i LGXCO1

i L Mosquito_V3_5_05
- M HMI Alarm Servers
..., Historian Servers

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025



Chapter 7 Modifying an Existing PlantPAx System

2. Right-mouse click on the Historian Servers tree node and add a historian server. Any
names and description can be used as the name is used as a project placeholder.

* HMI Alarm Servers
L m

Add Historian Server...

3. Select the controllers to use and fill in the information in the window. For FTH, the point
source name is “FTLD". Contact your Pl administrator for the point source name if not

using FTH. Note the data server name is not required when the point source is not FTLD.

Mama: EWs30

Descripion: Production Historian

FTLOD interface Mumber [T |

N —

Peinl Source Name: FTLD

SelectControllers and Enter Data Server Information

Davice Shorrut

Select Conlraller Application Daila Area Full Path Data ServerMame
Mame Mame

O |LExch

Mosquito_¥3_5_05

FactoryTalk Applicaton Name, Data Server Name and Device Shareut Name must be provided when using FTLD point source.
Data Server Name is net requited when point source is nct FTLD.

The default data server name used by FactoryTalk is *RSLinx Enterprise”

[Datz Area Full Palh example: *NorhPlaniData17)

[ ][ o |

If the controllers are already configured for a project Alarm Server (refer to the Alarm

Builder user manual), then the application and data server information are

automatically filled in - it's assumed that the same data servers from the HMI

application are used. Make any changes if necessary.
Use FactoryTalk Administration Console to find the data server information:

File View Tools Window Help

T
Explorer
=14 Network (THIS COMPUTER)
el FTViewDemo
gy InstantFizz
til PlantPdy
e e
L Aam
2B Data
= 84 Plont? 2 DAT

1 & Mehunres and Nevirar
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® pﬂpMHw ’ _Revove | o | =B FoctoryTakk Line EWE0
BT system ErRT= -89 1709-A17. Backplene
-3 Action Groups b Mos - b § 0RSLink RSLine Server
i H RSLe 3000 Emulator, LGXCOI
EIE Pelicies i
(2 Computers and Groups s fl 3. RSLogn: 5000 Emulator, Mosguito_V3_5_05
..§3 EtherMat, AB_ETH-1
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4, Click OK when the information has been entered. A new Historian Server tree node
should appear in the project tree.

Name EWS30
Descripiion: Praducton Historian
FTLD Irterface Number.

-
S

Paint Source Name: FTLD

Selact Conwrellars and Enter Data Server informaton

Select Carboller LT Date AreaFull Path Data ServerName Dol =
me Name
¥ Lexco PlanPAx [AreaData PlanPAx_DAT LGXCo1
¥  Mosquite_v3_505 PlaniPAx ArzaDats PlantPAx_DAT Mos
FactoryTalk Apphcstion Name, Data Server Name and Device mustbe pr using FTLD point

Data Server Name is Aot requited when paint seurc is not FTLD
The defauli data server name used by FactoryTalk is "RSLimx Enterprise”
(Data Avaa Full Path example: "NorhPlanyDatal)

=-4f Logix Controllers
1 LGXco1
&% Mosquito_V3_5_05
HMI Alarm Servers
=B Historian Servers

: » EIED

L@ LGXCo

5. Right-mouse click the historian server node to make changes.

_ _él--J!; Historia Servers | ‘ _

=8 YEWS30 TR TR
Change Controllers Associated with Historian Server...

Rename Historian Server...

Remove Historian Server

Import to Asset Framework (AF) Database
Build Pl Points or Import File...

Expand All
Collapse All

T T
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6. Right-mouse click the project historian server tree node and select “Build PI Points or
Import File":

A =¥ Logix Controllers
b T LGXCO1
. fif Mosquito_V3 5_05
-2 HMI Alarm Servers
--;---i, Historian Servers

- 0 : " S
Change Controllers Associated with Historian Server...
Rename Historian Server...
Remove Historian Server
Import to Asset Framework (AF) Database
Build Pl Points or Import File...
o Build Pl Boints in FTH Data Server or Craate Pl Points Import File ==
S domton | Buld
Buaop
% Build impost File Save s
7 Build Pt Points in FTH Dt Server
Prsamer
Nk G onnedtad
[S— F——
Opiuns. a5
F1Poirt Bulder Logx Data Type Defntions PlantPAz Elements w use for P Ponis.
sa Mo 0813 typss 1 Iha falowing SoTFSIGrts adima defntans Cortmiadngicalrganicer
LG
Detuitons

7. Select the Build Option to create an import file or add Pl points directly to an FTH Data
Server. An 0SI PI client must be installed to add PI points directly. See 0S| PI
documentation for instructions.

Build Option

® Build Import File ‘ Save As.

C Build Pl Points in FTH Data Server

PlServer v Connect

MotConnactad

8. If the “Build PI Points in FTH Data Server” option is selected, then use the pull-down list
box to select the data server and click Connect.

® Build PI Points in FTH Data Servar

Pl Server |EWS3D v| ‘ Connect

Not Connected

The connection status is displayed under the pull-down list box after clicking
Connect:

® Build PI Points in FTH Data Server

PlServer.  |EWS30 v‘ ‘ Connect

connected to EWS30
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9. Since different Process Library versions can have the same data type names containing
different parameter names, separate sets of historian library definitions and templates
are used. Select the library version using the pull-down list box:

Process Library Version

V4_1_and_V5_0 vl

V35
V4_1

V4_1_and V5_0

10. Use the “PlantPAx Elements to use for Pl Points” pull-down box to select the project
elements to use.

PlantPAx Elements to use for Pl Points

ControllerLogicalOrganizer v

ControllerLogicalOrganizer

ProcessTree
ControllerTagsInFlatStructure

a. “ControllerLogicalOrganizer”. All tags from the historian controllers list are added
(same as ControllerTagsInFlatStructure option).

h. “ProcessTree”. The contents of the project Process Tree are used. See the “Process
Tree Organizer” user manual for configuration instructions.

c. “ControllerTagsInFlatStructure”. All tags from the historian controllers list are added
(same as ControllerLogicalOrganizer option).

1. Click the Build button to create the import file or add Pl points to the Pl data server.

¥l Build FI Poits in FTH Data Server or Create P1 Points Import File ===
Setup | Womnation | Buikd

Buikd

AbotBuikd

Save Log.

If the build import file setup option was selected, then a text file with Pl paints
configuration generated. Use PI Builder Excel add-in to import the points to the Pl
data server.
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If the PI points in FTH data server setup option was selected, then the build function
updates the connected data server with library digital states sets and Pl points.

0 Build Pl Poims in FTH Data Server or Create PI Points Import File SIS

[Sewp | infematon| Build |

Stalus

13/25f200% 11.06 16 AM InProgress Processing P IPoinl Mosquite_V3_5_05L|_31 Val' -~
3[25/201& 1106 16 AM InProgreas Processing PlPeint Mesquita_V3 5 0811 31 8eQ’

32502018 1106 16 AM InProgiess Processing PIPcinl Mosquito_v3_5_05LI_31 Val_Fault
32502018 1106 16 AM InProgiess Processing PIPeinl Mosquin V3 5 06 X¢_32Val_Si'
32502012 1106 16 AM InProgieas Proceszing PIPeint Mesquito V3 5 03¢ 32Val Fault

3252018 1105 16 AM InProgress Pracessing PiPeint Mosqui L_CPL_OutCommaz RespCPUAVal"

3/25/213 110616 AM InPrograss Processing PIPcint Mosqui OutComml sz Re=pCPUACE ==
372502018 1106 16 AM InFrogress Processing FIPeint Mosquit OutMemlse Fresld' Abort Euild
3252018 11:06:16 AM InFrogress Pracessing FIPoint Mosquia_V3_5_05.L_CPL_OutMemUse FreeDamLogic'

3/25f2018 11:06: 16 AM InProgress Processing PIPoint Mosquito_V3_5_05L_CPL_OutMemUss FreeGen'

3252018 11.06:16 AM InFrograss Processing F[Paint'Mosquia_V3_5_05.L_CPL_OutMemUss FreeSatery’

3/25/2018 11:05 16 AM InFragress Processing PIPeint Mosquia_V3_5_05.L_GPL_ OuLCPUUs=.Comms’

/2512018 11:06:16 AM InProgress Processing PIPoint' Mosquito_V3_5 051 CPU_OutCPUUseMessaging'
32512018 1106 16 AM InFrogress Processing PIPoint' Mosquito_V3_5_05L_CPL_0OutCPUUse Mation'

3j25/20718 11.06.36 AM InFrogress Processing PIPoint Mosguito_V3_5_05L_CFU_OulCPUUse Redundancy’
3/252018 11:06.16 AM InFrogress Processing PIPoint Mosquio_V3_6_06L CPU_QulCPUUse.Safely’

3/25f2018 1106 16 AM InPrograss Procassing PIPoint Mosquita_V3_5_05 | _CPL_0ul CPUUs& Systam’

3252018 11.06 16 AM InFrogress Processing PIPoinl Mosquito_V3_5_05L_CPL_0ulCPUUse PeriodicAndEvent’
3252018 11:06 16 AM InFrograss Processing PIPcint Mosquito_V3_6_06L_CFL_0ulCPUUse ContruousOrF rea’

32542018 1106 16 AM InPrograss Procassing PIPoint Mosguiia_
37252008 1106 16 AM InPrograss Processing PIPoint' Mosqguito_)
3/25f2018 11.06 16 AM InPrograss Processing PIPeint' Mosqguito_)

325208 1106 16 AM InProgress Processing PIPeint Mosquito_V3_5_05 L_GPU_OutMinerFaulTaak’
3252018 1106 16 AM InProgress Processing PIPeint Mosquita_v3_5_05L_CPL_OulMinerFaultPort
3/25/2015 1106 16 AM InProgress. Processing PlPoint 'Mosquito_V3_6_06 L_CPL_OulMinorFaullSat

3/25£20N& 1106 16 AM Completz The iequeste d acbon ia complele Savalog
3/252012 11:06 16 AM Exited Impart CSV File ta P|Server EWS30

Complated adding Pl points to Pl Sarver}f25/2012 11:06:10 AM Exit PSemver_imporCSVFila

Elapzed execution time = 00:00-03. 0626710 |.

See the help user manual for additional details:

Help

Quick Start Guide

| Contents » Process Tree Organizer

About ... Edit Tag Data

Software License... Alarm Builder Tools

Alarm Definitions Builder Tool

SILAlarm Import/Export Functions

Historian and Asset Framework Configuration Tools
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Edit HMI Displays Two utilities help build specially formatted FactoryTalk View SE parameter files.

«  One utility builds a parameter file containing a list of controller tags with associated HM
faceplate displays. Users can search for tags using tag names and tag descriptions. The
user can open tag faceplates from the returned search results.

« The other utility creates a navigation tree from the project Process Tree structure.

Organize the FactoryTalk View SE HMI displays under process tree folders.

1. Go to Logix Controllers > Open FactoryTalk View SE Displays List... and select the
Process Tree tab.

2. Drag a display file from the SE display files window and drop it into the Process Tree
folder.

-1 Areal r
-3 Mosquito o' FactoryTalk View SE Display Files

= Pipeline — :
=3 Valves os_MainLine
| B Mos_MainLinel_test

# [ HandOperatedvahes
4 (3 MotorOperatedvahves B Mos_MainLine2
&3 Pumps B Mos_PigSequence-Faceplate

+ &% Logix Code B Mos_PowerMonitor
-3 B Mos_Simulation
43 Levell B Mos_StartConfirm

B Mos_Station

B Mos_StationinterlocksPermissive
B Mos_Sump

= Mos_UPS

& PO Admin

B PO Alarm-Summary

B} F0 Home

Controllers & HMI, Process Tree - =
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Asset Management

FactoryTalk® AssetCentre software is a centralized tool that helps:

+ Maintain inventory assets in the system

« Manage version control to track program changes

+  Collect audit logs to track user and system activity

«  Schedule backups and verify program integrity
This is the recommended workflow to configure and implement a FactoryTalk AssetCentre
application. Each step outlines requirements. For more detailed information, follow the
referenced links.

Example Asset Data Flow

Safe, [T-Managed Location

Alarm and Event - Asset Framework Configuration
FactoryTalk AssetCentre Asset Backups

Data AppServ-Info (SOL)

Asset Framework Events

Audit Log

- AppServ-Asset

11
] ] ] ¥ ommj | mj

FactoryTalk Historian Additional PASS FactoryTalk EWS

Tg_z FactoryTalk
Server Server Directory 2@

Batch
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Prerequisites

Following the System Workflow, configure application servers.

An asset management server (AppServ-Asset) supports maintenance and plant operations to

épp“cation the system with FactoryTalk AssetCentre software.

ervers
In most PlantPAx® systems, the AppServ-Asset server is on a separate computer and requires
these components local or distributed on remote servers:

l » FactoryTalk® Directory
-------------------------- «  FactoryTalk® Activation server
«  FactoryTalk® SQL server (can be on the same computer as the AppServ-Asset server or
on its own computer)

Install FactoryTalk AssetCentre Client software on the FactoryTalk AssetCentre server, the
EWS, and the OWS.
For more information, see these additional resources.

Resource Description

FactoryTalk AssetCentre Installation Guide, publication FTAC-INOOS. How to install the FactoryTalk AssetCentre system.

FactoryTalk AssetCentre Getting Results Guide publication FTAC-GR002 How to get started with the FactoryTalk AssetCentre system.

FactoryTalk AssetCentre Utilities User Manual, publication FTAC-UMO01 How to use FactoryTalk AssetCentre utilities.

FactoryTalk AssetCentre

Inventory Plant Assets

170

For Rockwell Automation tutorials, see these YouTube videos.
« Introduction to Asset Management
« Using the Inventory Agent in FactoryTalk AssetCentre
»  Getting Started with FactoryTalk AssetCentre
+ Introduction to FactoryTalk AssetCentre Disaster Recovery

» FactoryTalk AssetCentre Disaster Recovery to Backup and Compare a FactoryTalk®
View SE Application

FactoryTalk AssetCentre provides a centralized tool to manage and track asset information
and protect assets.

To help protect your automated control system, we recommend that you develop a strategy for
archiving application data and determine recovery plans. For a tutorial, see the YouTube video
‘Introduction to Asset Management..

FactoryTalk AssetCentre software provides a centralized tool to manage and track asset
information as well as protect assets. You can:

« Scan the network for existing devices to create an inventory.
« Manually add individual assets.

Regardless of method, we recommend that you add asset types for controller project, HMI,
engineering workstation, and servers.

An asset inventory lists the connected devices and computers on the network and stores
unique identification information about the hardware, firmware, and software in the system.

There are multiple ways to build your inventory list of assets with FactoryTalk AssetCentre
software tools.

Scan the System for Assets

Drag-and-drop an Asset Inventory asset type into the FactoryTalk AssetCentre tree and scan
for device information.

For a tutorial, see the YouTube video ‘Using the Inventory Agent in FactoryTalk AssetCentre'.
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1. Inthe FactoryTalk AssetCentre window in Design mode, move the Asset Inventory item
into your asset tree.

Asset View (Design) ax

o TT01001

HP Add To Assets

Catalog ~
=} Device ltems
 apoo

Asset Inventory

I SR i v o
¥ FacioryTalk Directory
] FANUC Robot (Use Generic

2. Open the Asset Inventory Properties and select Scanning Configuration to define how to
scan the system.

peneric FT | =

Dialog Box

Action

Scanning Configuration

Select a type of scan from the following options:

Scan devices using CIP™: Common Industrial Protocol (CIP) scanning browses the network by using FactoryTalk® Linx drivers to
return Rockwell Automation® Asset Management Program™.

Scan devices using SNMP: Simple Network Management Protocol (SNMP) scanning browses the network for SNMP-enabled devices
with a specified IP address range or IP subnet. If a device responds, the FactoryTalk AssetCentre service requests available SNMP
information.

Scan software using WMI: Windows® Management Instrumentation (WMI) scanning browses the network within the specified IP
address range or IP subnet, and returns software installed on a Windows host.

When you've selected a scan type, select Advanced Settings.
IMPORTANT: Leave the default Unlimited scanning box checked to scan the entire network.

Advanced Settings

Select Community String.

Scanning Configuration -
Scan devices using CIP
Start scanning with this device: |EWSD1 | l:l
Maximum scanning depth: 1 5 Unlimited scanning

Scan devices using SNMP

Sean within: @) |P address range O IP subnet
Start |P address: 172 . 18 - o o 1
End IP address: 172 . 18 . 0 -1
Maximum number of hops: 1 = Unlimited hops

Scan software using WMI

Scan type: (@ Changes only O Full scan

Scan within: ®) IP address range O IP subnet
Start P address: 172 18 1 1

End IP address: 172 . 18 - 1 . 254
Maximum number of hops: 1 Z Unlimited hops

Login: [5STEM\Administrator |

Password:

3. Select a device.

The device must have communication paths to any devices that you want to return when the
Inventory Agent runs.
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4, Select Schedules and create a schedule for the Asset Inventory item. When the schedule
runs, an inventory list is generated.
Q FactoryTalk AssetCentre [-T=0
Eile Edit Mjew Tasks Tools Windows Help
@ E S D D M & Ases | OF AgentGroups ([ Archive 4 Assetslifecycle R Calibration @ DTM View &P Lug Searches | [ @)

Asset View (Design)

& Design [ | 38| | B 44

Schedules
AssetCentre > PlantPAx Inventory

o New.. @ || B BunNow

() Al Schedules (@ Filter by Schedules which include 'PlantPAx Inventory'

Active Name Schedule Location Operation Last Time Next Time Status
Inventory Schedule AssetCentre/PlantPAx  Backup

Completion &

Disabled

@ Add To Assets

Aninventory has a list of devices and a list of software.

PADCA System.PlantPluc local
PADCE System.PlantPluc local
PASS01.System. PlantPAx local
PASS0Z2A System. PlantPloc local
PASS0ZE. System. PlantPoc local
ASNMO3. System. PlantPLx local
ASCG03.System. PlantPLx local
EwS01.System.PlantP2oc local
ASIHO1A.System. PlantPAx local
ASIHO1B.System. PlantPAx.local
ASI501.System. PlantP2oc local
ASNVO1.System. PlantP2oc local
asamD1.System.PlantPlu local
ASIHOZ System. PlantPlo local
ACP01.System. PlantPlx local
ASCGO1.System. PlantPAx local
ASCG0Z. System. PlantPLx local

ol Asset Inventory == -
& Search | [B] Columns | Unde & Checkln %Expor‘t [[& Add #3 Update & Help
Start Time:  1/26/2018 2:45:08 PM
End Time:  1/26/2018 4.56:47 PM
Result: Succeed
I Devices Eoﬂware
OO pde Commei
Device Name Device... Product..  Product. Product. Revi. Vendo.. Commissio.. Additional . Additional . Additional ..
| mEwsn 0 Gii2ei20ia
T SNMP 17218.01 1721801 0 017262018
] SNMP_17218.0.10 17218010 0 01/26/2018
] SNMP_17218.020 17218020 0 01/26/2018
] SNMP_17218.0.21 17218021 0 01/26/2018
] SNMP_17218022 17218022 0 01/26/2018
] SNMP_17218023 17218023 0 01/26/2018
] SNMP_17218.030 17218030 0 01/26/2018
O] SNMP_17218.031 1721803 0 017262018
LI SNMP172) g Asset Inventory NE |
] SNMP_172.
] SNMP_172] | 2 Search |[¥] Columns | Undo &) Checkln BqExport |[ Add #7 Update & Help
] SNMP_172.
Start Time:  1/26/2018 2:45:08 PM
End Time:  1/26/2018 4:56:47 PM
i l Result: Succeed
Device:
Install Date Vendor Version
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Manually Add Individual

Assets

You can manually add assets.

For a tutorial, see the YouTube video ‘Getting Started with FactoryTalk® AssetCentre'.

1.

2. Select the asset to configure details.

Add a Logix5000 Controller to AssetCentre

While in Design mode, drag-and-drop the asset into your
FactoryTalk AssetCentre project.

Y

PES D EH R A

-2y TTO1001

P Add Legix5000 Controller

- Catalog ~
- Device ltems

] ABB Robot (Use Gfneric
W Custom Device =
1 FANUC Robot (Ugf Gene |~

General DTM ce
Generic Device

Logix5000 Controller

"] Motoman Robot

File Edit View Tasks Tools Windows Help
@' Agent Grouj

An FactoryTalk AssetCentre dialog box appears for the asset that you are adding.

For example, add an .ACD file for a controller.

AlE]

4 1.General
(Parent)
Description
Name

4 2.Hardware Information
Addressing Info
Catalog Information
Change Detect Capable

Device Name
Firmware Revisicn
Hardware Revision
Hardware Type
Manufacturer
3.Asset Information
Agent Group

Asset Number
Location

Serial Number

[N

Configuration Data No file seleq

AssetCentre

Logix5000 Cortroller

Roclowel A

System D

Configuration Data
Configuration data for the device

Configuration Data Browser: Logix5000 Controller [ =

Logi5000 Contraller

: & TT01001

Configuration Data Browser: Logix5000 Controller M
W, AssetCentre 01.ACD
~§ Logix5000 Controller
g2y TTO1001
Filter: |RSLogix §
=] [l
Filter: [RSLogix 5000 fles (" acd) v]
[Lox | Cored ][ Hob |

For a controller, select a path to the controller by using the Addressing Info Browser (...

ellipsis) button.
Name the asset.

We recommend that you use the steps to add each of these asset types from the

catalog to your inventory:
« Controller project
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+ HMI
« Engineering workstation
+ Servers

configure Audit LOgS There are multiple logs that can be generated to capture asset data. Select the one that you
want:

« Audit Log monitors FactoryTalk-enabled software products and logs user actions. For
example, who was the last user to change a program.

« Diagnostic Log to monitor system health.

« Event Log to track FactoryTalk AssetCentre events, such as when a backup starts and
who generates a report.

Audit data is stored in the SQL server and displayed in the FactoryTalk AssetCentre logs.
Information that is collected includes:

»  User actions
+  Program changes
«  Security events

Security Audit Logs

Microsoft Windows® 0S captures security audit records locally for every PlantPAx server and
workstation. We recommend that you make sure the log is sized adequately to capture
sufficient records to satisfy your retention policy. In Windows Event Viewer adjust the
configuration of the security log according to your system requirements.

2 Event Viewer
File Action View Help

2] Event Viewer (Local Log Properties - Security (Type: Administrative) B

4 | Custom Views

b L Server Roles m‘

T Administrative Events

Full Name: Security
Log path: %SystemRoot¥\System32\Winevt\Logs\Security.evix
Tl System Log size: 128.00 MB(134,221,824 bytes)
I Fonuarded by Created Thursday, February 4, 2016 410:13 PM
b Applications and Services Lo reated: ursday, Fearuary <. o
4 Subscriptions Modified: Thursday, June 7, 2018 8:53:02 AM
Accessed: Thursday, February 4, 2016 4:10:13 PM
Enable logging
Maximum log size (KB J: 131072 :

When maximum event log size is reached:
® Owverwrite events as needed (oldest events first)
O Archive the log when full, do not overwrite events

() Do not overwrite events [ Clear logs manually )

For information about how to configure secure audit logs, see Configure System Security
Features User Manual, publication SECURE-UMOO1.

Schedule System Backups FactoryTalk AssetCentre software stores backup data on an SQL server.

The Disaster Recovery function creates backup files from the running asset on the plant floor.
The backup file is compared to the original and archived to a Master version. The Agent
service performs these comparisons and can be scheduled to operate at specific times and
intervals.
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Example Asset Data Flow

Safe, IT-Managed Location

Alarm and Event I:E Asset Framework Configuration
-

FactoryTalk AssetCentre Asset Backups
Data AppServ-Info (SQL)

Asset Framework Events
_ﬁ AppServ-Asset
-

Audit Cog

FactoryTalk Historian Additional PASS FactoryTalk EWS
Server Server Directory

]

FactoryTalk
Batch

Once assets have been added to your system, the assets can be configured from the Archive
tab. From the Archive view, you can do the following:

« View the archive of current and previous versions of programs
and assets.

«  Set a personal working folder to hold Checked-0Out files.
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«  Promote a specific program version to be the master.
A FactoryTalk AssetCentre = | = =
File Edit View Tasks Tools Windows Help
2 E S +E 3 & Assets | O Agent Groups] ([} Assets Lifecycle B Calibration @ DTM View &f Logs &) Schedules i
Asset View (Design) 2 x Archive x
& Design || p [ 3 | S | M [@& CheckOut &) Checkln k&) UndoCheckOut [8 Get | ® Newlabel @ Removelabel  Export for PCDC
7, AssetCentre
= § Lexcon Q% AssetCentre
2 TT07001
Description |
Viorking folder.  [{none set) Sat
Name User Check Out Location
=z Browse For Folder -
Set Working Folders i
System working folder for this asset (set by administrator):
| b 8 Videos ~
I = Floppy Disk Drive (&)
Personal working folder for this asset (overrides system working folder if set): 4 iy Local Disk (C:)
P AddL
| | Browse. | I . Hiprom Software 3
Catalog I inetpub -
= Devi =
B 3 MS0Cache
if) Based on these settings, and those for assets further up the hierarchy, files for | Perflogs Versi
il this asset will be stored at:
H b . PlantPAx ars
- [ || e [ b B8 PlantPAx Utilites | | |
-4 I 1. Program Files "
L » W p Eilac f08) s
el oK Cancel Help
Il |I| | | | Make New Folder Ok Cancel
[Errrerorogrer T
(@) MobileView
< m S < m >
Ready & SYSTEMADMINISTRATOR 55 Connected % Agents 1,

Create a Backup Schedule

1. From the main menu of the FactoryTalk AssetCentre client dialog box,
select Schedules.

2. Select New and follow the Wizard instructions at the top of the
dialog boxes.

Configure Disaster Recovery

The Disaster Recovery function creates backup files from the running asset on the plant floor.
The backup file is compared to the original and archived to a Master version. The Agent
service performs these comparisons and can be scheduled to operate at specific times and
intervals.

The Agent service can be co-located with the FactoryTalk AssetCentre server, or it can be
located with another server. The Agent service performs the background actions of uploading
and comparing program files and versions.

For more information about FactoryTalk AssetCentre Agents, see the resources that are listed
in the table on page 170.

For a tutorial, see the YouTube video ‘Introduction to FactoryTalk AssetCentre Disaster
Recovery'.

176 Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025


https://www.youtube.com/playlist?list=PL3K_BigUXJ1NLQyp5q1DEbOw16kki5JWP

Chapter 8 Asset Management

Maintenance Strategy
Recommendations

Maintenance Type Recommendations

We suggest that you develop a plan to back up your control system configuration and process
data on a reqular schedule. Consider involving your IT department to develop this plan. An
effective backup plan can help protect you from loss of resources and revenue.

IMPORTANT  We recommend that you verify operating system or software
updates on a non-production system or when the affected
system components are not-active. These precautions help to
prevent unexpected results.

For equipment monitoring and safety, we recommend that you
follow the procedures of the manufacturer

The following table summarizes the types of backups and updates for routine and annual
maintenance. The time frames are examples and can be modified based on the attributes and
risk factors in your plant.

Backups Why? When? What?

Controllers

PASS servers
Application configuration - See page 177 Roll back or file protection Periodic - FactoryTalk Directory

« HMI, FactoryTalk® Linx data servers
« FactoryTalk® Alarms and Events servers
Network switches

Data - See page 179

Archive or project protection

FactoryTalk® Historian
Periodic and on-demand |FactoryTalk® Batch
FactoryTalk AssetCentre

Recommended Configruration Backup
App t

The PlantPAx system can be configured to back up control system configuration data
automatically. FactoryTalk AssetCentre software stores data in a SQL server. The server stores
an Archived copy of both the master files and previous file revisions in a protected database.
The Archived files are available if there's a failure.

Database backups for FactoryTalk software packages (Historian, FactoryTalk AssetCentre) can
occur anytime without system operation impact. We recommend that process backups be
routinely scheduled so that data loss is minimized if computer issues occur.

FactoryTalk® Batch uses a SQL server for archiving journal data, storing master recipes, and
material database.

Application configurations for PlantPAx system servers and workstations are to be backed up
separately and more reqularly. The frequent backups mitigate the risk of configuration and
application information loss between PlantPAx system backups. Frequent backups simplify
the process of restoring only a portion of your application, if needed.

The following table shows examples of project files that are to be backed up regularly. Some
files contain configuration scripts and collected data.

Serv-Asse
Configuration Host Environment Tool Files Backed Up
Controller project f E Studio 5000 application FactoryTalk AssetCentre Disaster Recovery .ACD
FactoryTalk Directc FactoryTalk® Administration Console L. .
Y v S — - - Distributed Application Manager .APB
PASS servers FactoryTalk® View Studio software
Network switches System network User choice .TXT (based)

Controller Project File

Use FactoryTalk AssetCentre software on your AppServ-Asset server to back up Logix 5000°®
software and Studio 5000 Logix Designer® application project files (.ACD). Logix 5000 assets
are created in the FactoryTalk AssetCentre project tree for each controller and project files
can be associated with those assets and checked into FactoryTalk AssetCentre software.
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178

AppServ-Asset

AppServ-Asset

Factory I ry

PASS

AppServ-Asset

Network Switch

A schedule can be created to back up the project files at reqular intervals. Use an EWS to
perform check-out and check-in features to make modifications to the project file.

FactoryTalk AssetCentre software is integrated with the Logix Designer application to let you
access files in the Archive without leaving the design environment. Use change tracking on
project files to audit modifications.

FactoryTalk Directory

Our recommendation is to back up the FactoryTalk® Directory reqularly. The backup includes
any FactoryTalk® Security, users, and computers, among
other configurations.

The backup is contained in the output .APB file of the Distributed Application Manager, which is
installed on the PASS with the FactoryTalk® View software, version 8.1and later.

PASS Servers

The core servers in the FactoryTalk View application need to be backed up reqularly whenever
changes are made. The core servers on the PASS consist of the HMI, Data, and Alarm and Event
Servers.

IMPORTANT  FactoryTalk AssetCentre software, version 9, includes an asset
for FactoryTalk View SE version Tl and later. This new asset can
be created to support disaster recovery for a FactoryTalk View
SE application. For details see the YouTube video ‘Use
FactoryTalk AssetCentre Disaster Recovery to Backup & Compare
a FactoryTalk View SE application'.

A FactoryTalk AssetCentre custom asset can be created by following the procedure in
Knowledgebase Answer 1D 818741 ‘Building Custom Device assets for FactoryTalk Distributed
Application Disaster Recovery'. The project servers store the output .APB file to the FactoryTalk
AssetCentre server. Schedule the custom asset to run regularly.

Network Switches

If using an older version of FactoryTalk AssetCentre software, back up the network switch
configuration to retain the network architecture by using a custom asset. An export of the
switch configuration can be generated by using various tools, including the following:

» Studio 5000 Logix Designer
application software

«  Third-party applications, for example the Cisco® Network Assistant Tool
«  Command-line interface
+  (ther desired methods of your IT department

The custom asset pulls the contents of the backup into the FactoryTalk AssetCentre server.
You specify the file location in the custom asset configuration. Schedule the FactoryTalk
AssetCentre software to back up the exported switch configuration regularly.

For more details about the custom device plug-in for FactoryTalk AssetCentre, see the
Knowledgebase Answer 1D 634535 Building Custom Devices for use with FactoryTalk
AssetCentre Disaster Recovery.
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Server Back up and system FactoryTalk® Historian and FactoryTalk® Batch servers produce process system data to

Restore

Recommended Data Backup

document historical production data. The software configurations, which create the system
data, must be protected along with the data.

Configuration Host Environment Tool Files Backed Up
Historian configuration and data FactoryTalk® Historian software Pibackup.bat Backup folder contents
Batch configuration and data FactoryTalk® Batch software Batch system files System folder contents
FactoryTalk AssetCentre data AssetCentre.BAK

SOL serve SOL Management Studio
SOL server data DL server DL Management Stud [DBNamelBAK

Safe, IT-Managed Location

Data Backup

-

Historian Server

Safe, IT-Managed Location

=4
=
=
[=]
o
[==]
©
=
©
[=|

FactoryTalk Batch Server
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Consider the following when using FactoryTalk AssetCentre software:
« Nosingle asset (verification or custom asset) is to exceed 1GB.

 The system is not to exceed 100 assets that are scheduled in a 12-hour period for one
Agent only. Increasing the number of Agents can increase the load capacity of your
system.

Historian Configuration and Data

The FactoryTalk® Historian server contains historian points, configurations, and data that
need to be reqularly backed up. As a part of the Historian standard installation, a script file
pibackup.bat is installed on the Historian server. This script is used to back up the Historian
server.

The output of this tool is a folder hierarchy that contains all components necessary to back up
and recover the Historian server. We suggest that you consider separating the historical data
from the configuration for scheduling purposes.

The historical backup data, which is generated by FactoryTalk Historian, is stored on the
Historian server. Consult with your IT department to determine the appropriate location to
move and store these files outside of the AppServ-Info (Historian) server.

Batch Configuration and Data

There are multiple components of a FactoryTalk® Batch system that require a backup plan
depending on the implementation of your system. See Knowledgebase Answer ID 538578
‘FactoryTalk Batch: How to backup and restore a Batch configuration to a new computer.
Included are files that are to be backed up for each of the following components of a batch
system:

» Batch server files

« Batchclient files

« eProcedure® files

+ Material manager files

The file contents of the various Batch system components need to be separated into two
groups: (1) configuration or system files and (2) data files.

The configuration files are all files that comprise the Batch project, such as area models and
recipes. The data files are the batch journals that are constantly created by a running Batch
server.

The configuration files and data can be backed up at different intervals to a safe, IT-managed
location outside of your AppServ-Batch server.
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SOL Server

FactoryTalk
AssetCentre Server

Retention Policy
Considerations

FactoryTalk AssetCentre Data

FactoryTalk AssetCentre software manages the information that is produced by each of its
assets and processes the data into a SQL server. When performing a backup of FactoryTalk
AssetCentre software, nothing must be done within FactoryTalk AssetCentre. To back up the
FactoryTalk AssetCentre configuration and data, back up the FactoryTalk AssetCentre
database in your SQL server.

For guidelines on how to back up your FactoryTalk AssetCentre database in SQL, see the
Knowledgebase Answer ID 59541 Backing up and Restoring FactoryTalk AssetCentre with
Microsoft® SQL Server.

SOL Server Data

The FactoryTalk® Alarms and Events History software is configured to log to a SQL database.

These databases include the following:

»  For FactoryTalk Alarms and Event database, go to FactoryTalk® Administration Console
and expand System>Connections>Databases. Select the database to view the
information on the Alarm and Event Historian Database Properties dialog box.

« For FactoryTalk Historian Asset Framework, the SQL Database ‘PIFD’ contains the Asset
Framework data and configuration content.

Backup Verification

We recommend that your system use a dedicated, non-production environment that is capable
of accepting and validating backups. You need a strategy for how frequently the backups are
validated.

System Restore

We recommend that you consider a strategy for recovering and restoring your PlantPAx
system to a known secure state after a disruption or failure.

System recovery and restore to a known secure state means that all system parameters
(either default or configurable) are set to secure values. If any

security-critical information, such as patches, is installed after the last backup, the
information must be reinstalled. For example:

»  Security-related configuration settings re-established
»  System documentation and operating procedures available

- Application and system software that is reinstalled and configured
with secure settings

« Information from the most recent, known secure backup is loaded and the system that
is fully tested and functional.

There are two ways to retain data: archived records and a detailed backup policy. While
archiving provides historical records, backups are typically not useful unless you can access
the data for a restore. You must take the time to design a retention policy for the reuse of
dated materials.

For example, a backed up .ACD file from the Studio 5000 Logix Designer application could
possibly not be saved in the most current version of Studio 5000 environment. Accessing the
contents of this .ACD file could be problematic. But an archived printout of the logic that is
stored in PDF format could help restore a system project.

Secure archived data and make sure that you can search for the data if requested. There are
numerous reasons to archive data, including, but not limited to, the following:

«  Compliance with government requlations
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System Operating Assumptions

Retention of production knowledge
Reduction of backup storage footprint

Consider the following when developing a backup retention policy:

Location - Backup information is only worthwhile if retrievable for a restore. To
mitigate risk, duplicate the backup contents to an off-site location if an ‘Act of God'
renders the on-site copy unusable.

Storage - The type of storage medium that is used to backup data can affect how
quickly you're able to restore data. Cloud storage provides scalable backup potential
and requires the least amount of on-site hardware. But, the cloud requires additional
steps if the process facility isn't connected to the enterprise cloud servers. Disk
mirroring can provide the fastest time to restore and smaller data loss intervals. This
process can cost more than periodic backups to a hard disk drive.

Security - The confidentiality and importance of backup information must be carefully
evaluated. Limit access to the retained backup storage devices and locations to help
reduce the risk of threats. Password protection and encryption can improve risk
mitigation.

Cost - The cost of backing up a process system can be justified with one application
configuration restore. The time alone to re-engineer a process configuration can justify
the cost of physical media and IT infrastructure. Automated backup policies can reduce
time and money for IT to complete reqular backups.

System Storage Rates

The following tables provide an estimate of storage usage for a PlantPAx system. Evaluate
your system size and adjust appropriately according to your corporate policy.

Description Small Medium'? Large!®
Alarms SOL database

(alarms/min according to the ISA 18.2 peak alarm rate) 2 50 100
FactoryTalk Historian Event Frames SQL database

(event frames per hour) 250 500 1000
FactoryTalk AssetCentre SQL database 9 5 10
(commands/min per PlantPAx audit log guidelines)

FactoryTalk Historian points 5000 10,000 20,000

(1) 3000 1/0 points and 10 operator workstations

(2) 3000 1/0 points and 25 operator workstations

(3) 5000 1/0 points and 50 operator workstations

Storage Rates

Description Small (V Medium? Large®
Microsoft SQL server 4 GB/month 5GB/month 9 GB/month
FactoryTalk Historian server 2 GB/month 3 GB/month 6 GB/month

(1) 3000 1/0 points and 10 operator workstations
(2) 3000 1/0 points and 25 operator workstations
(3) 5000 1/0 points and 50 operator workstations
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Notes:
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Prerequisites

Application
Servers

Historical Data

FactoryTalk® Historian SE software captures data for reports to help maximize plant-floor
objectives and productivity. The software collects historical points in the system to produce
analytical data. Analytical data includes process variables, trends, estimations, and statistical
reporting.

For a PlantPAx® system, it's recommended to implement more than one historian server to
create a collective of historian servers. A collective provides higher availability with
continuous access to data during planned and unplanned outages. Adding redundant node
interfaces is also recommended to send time-series data to all servers in the collective.

To streamline the FactoryTalk® Historian SE software configuration, follow this quick start. For
experienced users, each step outlines requirements. For more detailed information, follow the
referenced links.

Following the System Workflow, configure application servers.

A historian application in a PlantPAx system requires:
+  Domain controller
«  Process Automation System Server (PASS) hosting the FactoryTalk® Directory (PASSO1)
«  Process Automation System Servers (PASS) for node interfaces (PASS02A, PASS02B)
«  Engineering Workstation (EWS)
«  Operator Workstation (OWS)
« SOL standard or SQL Express database server
»  Asset Framework server

When you deploy a FactoryTalk Historian application in a PlantPAx system:
« Install FactoryTalk Historian servers as a collective.
«  Configure a Performance Monitor interface.

The following software must be available:
» FactoryTalk Historian SE Server
« FactoryTalk Historian Asset Framework Server
+ FactoryTalk Historian Asset Framework SQL database
Pl Builder Excel® add-in

Your must be familiar with the following utilities:
»  PISDK - An object-oriented library that is designed for customizing applications
»  Powershell - Command-line shell and scripting language.

For more information, see this additional resource.

Resource

Description

FactoryTalk Historian SE 7.00 Installation and Configuration Guide,

publication HSE-INO25

Installation, configuration, and troubleshooting of FactoryTalk Historian Site Edition software.
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Required PlantPAx Elements

Configuring historical data collection requires access to the following equipment. All
equipment must be physically installed before using this document.

m| .-

Engineering Workstation (EWS) Operator Workstation (OWS) Domain PASSO1
Controller FactoryTalk
Directory
(—
L L UL DL eea |
SEESESEEEEESEEEEE . |
—
i ﬁ
PASS02A PASS02B i AppServ-Info AppServ-Info
FactoryTalk® Live Data FactoryTalk Live Data Server Historian (ASIHOT) Historian (ASIH02)
Server Secondary Node Interface Primary Secondary

Primary Node Interface

Historical Data In a PlantPAx system, the FactoryTalk Historian SE software collects, stores, and manages
data. The software includes these hardware and software components:

- Data Sources - Plant floor devices and instruments that generate data, typically
controllers. Other Data Sources can include external databases.

- Historian SE Interfaces - The FactoryTalk Historian node interface enables process
data to be passed between a FactoryTalk® Live Data Interface (for example,
FactoryTalk® Linx) and a FactoryTalk Historian server. Each instance of the interface
can provide data to a single FactoryTalk Historian server or collective.

« Historian SE Server - Compresses and stores the collected data and acts as a data
server for Microsoft® Windows®-based clients applications. It's also possible to use the
Historian SE server to interact with data that is stored in external systems.

« Historian SE Clients - Microsoft Windows-based applications that are used by plant
personnel to visualize the Historian SE data.

« Historian Asset Framework - Asset Framework replaces the Historian module
database (MDB) with a Microsoft SQL server database for improved scripting and

reporting.
Configure Servers for a A collective is a configuration of multiple servers that act as a logical server in your Historian
Collective database to provide high availability (HA), disaster recovery, load distribution, and increased

scalability. Each server in a collective is called a member of the collective. When the primary
member in a collective becomes unavailable, a secondary collective member continues to
collect and provide data access to your Historian clients.

Create Firewall Rule for Historian Servers

B |
, E E To create a server collective on computers that have the Windows Firewall turned on, you
must manually open the TCP 445 port between the two computers. Perform this section on
ASIHOT both the primary and secondary Historian servers.

ASIHOZ 1. Go to Control Panel > Windows Firewall settings on the Historian Server.
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2. Inthe Advanced Settings, select Inbound Rules and create a New Rule.

For the new rule, specify the following:

On This Page Configure

Rule Type Select Port

Protocol and Ports Configure Specific Local TCP Port as 445

Action Allow the connection

Profile Apply the rule to the Domain, Private, and Public

Name Type a name for this rule (Collective Connection in the example)

Set Initial Security Settings

For any Historian server that is going to join a Collective, security settings must be considered
for each initial connection. To simplify the connection process, reduce the security levels of
both the primary and secondary Historian servers. After the initial connection, the security
levels can be modified as needed.

R

ASIHO1
ASIHO2

F N

Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.
Select the server in the Collectives and Servers section.
In the System Management Tools section, select Security > Security Settings.
Set the slider to its lowest point and click Save.

File  Wiew Tools

Servers

SErVeErs

ASIHD1I
|

System Management Tools
Search
Alarms
Batch
Data
Interfaces
IT Paints
Operation
Faints
~ Security
Database Security
Firewall

Mappings & Trusts
ecurty sethings

Identities, Users, & Groups

T Security Settings - Pl Systern Management Toals (Administrator) = m] *

Help

€@

Server - ASIHOT

o

Search

% Disable AP trusts

% Disable SOK trusts

% Dizable explicit login

% Dizable explicit login for piadmin
% Disable blank passwords

I

A [=]

Session Record

ASIHOWAdministrator | piadmin

Save

5. Repeat the settings for the secondary server.
6. For the security setting changes to take effect, restart the servers.

Create Connections Between Historian Servers

The PI SDK Utility is used to create the connection between the Historian servers. This action
is required on both servers before creating a collective.

1. Go to Rockwell Software > FactoryTalk Historian SE > FactoryTalk Historian SE System >

E— % E PISDK Utilty.

ASIHO1
ASIHO2

the servers.

2. Select Connections and then right-click on the empty area next to
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3. Select Add Server.

@@ PlsDK Utility (Administrator) - [m] *

File  Buffering  Toals  Connections  Help

(@ FISDK [ @ 4s/H01 Network Mode: ASIHOT

(@ pboyt PISDK

5450
Fort Number: -
4 Snapshot Tool & A Drafanlhllasbl piadrnin
onnect
=¥ Taals 10 Secords
@ Hizssems Loy Connect .. &0 Seconds
J Support Data Discannect
@ Error Lookup
= Refresh Fa
B Tracing Setup EIres FI3
© KST Cleanup | I Add Server,., Ins I ‘ 3adfB708-4a10-42ba-BfdE-c05cS.
Rernowe selected Server  Del

Connected LUser.
IP Address
Pl Wersion

Operating System:

Save

Default Server; ASIHO1

4. Enter the server name in the Network Path dialog box and accept the rest of the default
settings.

Remove any servers that aren’t necessary.

To verify the connections, go to Security Settings > PI System Management Tools
(Administrator.)

This example shows servers ASIH0T and ASIH02.

3 Security Settings - Pl Systern Management Tools (Administrator) - m] X
File  “iew Tools Help

Servers @ @

Search jel i

5 Server - ASIHO
ervers

ASIHOT % 52 Disable AP tusts

ASIHOZ 54 Dissble GDK. musts
% Dizable explicit login
% Digable explicit login for piadmin
% Dizable blank passwaords

System Management Tools B
Search 2

Alarms
Batch Server - A5IHDZ

Data 52 Disable AP tusts

Interfaces

1T Faints % Disable SDK. tusts
% Dizable explicit login

Operation
Foints
~ Security

Databaze Security m Dizable blank passwards
Fireweall
Identities, Users, & Groups » Save <
Mappings & Trusts
Securty Seftings

Save

% Digable explicit login for piadmin

Session Record

ASIHOAdministrator | piadmin
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Create the Historian

Collective

Client to Server
Connections

ows

ASIHO1

Domain
Controller PASSO1

L:I! I:-l! i §

BE

PASS02A
PASS02B

Now that the servers are configured, you can create a Collective by using the Pl Collective

Manager.

Go to Rockwell Software > FactoryTalk Historian SE> FactoryTalk Historian SE System > Pl
Collective Manager and complete these steps:

On this Dialog Box

Action

Create New Collective Initial Page

« Select | have verified my backups are valid
« Select | have verified my Pl interface servers configuration

Create New Collective - Existing or New
Primary

Select a newly installed Pl server

Create New Collective - Select Primary
and Collective name

Select the Collective Primary server and define the properties.

Create New Collective - Select Secondary
Servers

Select the Collective Primary server and define the properties.

Create New Collective - Select Archives

« Accept the default number of archives to be copies
« Accept the default location for the temporary backup

Create New Collective - Verify Selections

Verify the information

Create New Collective - Conversion
Progress

Verify the conversion progress is completed

Server ID Mismatch

Select Accept the new ID

Create New Collective - Finished

Acknowledge the creation of the collective

For all servers and workstations that require access to Historian data, use the
PI SDK Utility to add a connection to a Historian server or Collective of servers. This includes
the PASS servers (PASSO1, PASS02A & PASS02B), EWS, and OWS workstations.

Connect another Computer to Historian Server

For each computer that requires a connection to the collective, complete

these steps:

1. Go to Rockwell Software > FactoryTalk Historian SE > FactoryTalk Historian SE System >

PISDKUtility.

2. Select Connections and then right-click on the empty area next to the servers to add a

new server.
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3. Maintain the default connection name of 'Production Historian' for library object
reference, then select the Server or Collective Name and click Test Server Connection.

@) Mewr Historian Server Connection e

M ame:

I| Production Histarian I

Drescription:

Histarian for the production area of the plan]

Server or Collective Mame:

[4sIHOT -
@ < Back Mext > | | Cancel |

Q If you're using a collective, enter the primary server.

4. Select the box next to the new server.
The server appears in the middle of the utility for a successful connection.

]
File  Buffering  Tools Connections Help
5
B@‘; SDK <% ASIHO1 Network Node ASIHDT v
About FISDK
p = a Paort Number: 5450
& Connections
& 8napshot Taol Default User Name:

5. Remove any server connections that aren't necessary.

Historian to FactoryTaIk Use the FactoryTalk® Administration Console to add the FactoryTalk Historian server

Directory Connection connection to the FactoryTalk Directory.
1. Go to Rockwell Software > FactoryTalk Administration Console and select ‘Network' for

the directory you want to use.

2. Go to Network > System > Connections > Historical Data and select New Historian
Server Connection.

EWS
D! File View Toaols Window Help
A : =

| Explarer E
= Network (PASSOT)
& FTViewDerno
& InstantFiz
=& Systern
D Action Groups
D Palicies
D Cornputers and Groups

3'25 Metworks and Devices
D Users and Groups
=23 Connections

¢ [0 Databases

i

p s | Histor\cI_New Histarian Server Connection..,
.22 Permissiar

Security..,

|
3. Select the Server or Collective Name and click Test Server Connection.
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If the connection is good, a green check mark appears along with the text ‘Server
Found.'

Server or Collactive Name:

[#sHi v

Test Server Connection o Server found

4, In the FactoryTalk Administration Console, go to Network > System > Connections >
Historical Data > Production Historian and
choose Properties.

5. Select the Licensing tab and enter how many licenses are stored
on the server.

« Ifonelicense is stored locally in each collective server, enter '1' in the
Assigned column.

« Ifboth activation licenses are on the activation server, enter 2’ in the
Assigned column

- Create a Data Collection Interface

A data collection interface is used to collect data (tags) from data sources, such as Logix
E 5000™ contraollers, and pass it to the FactoryTalk Historian server or collective.

The FactoryTalk Administration Console is used to create and configure the data collection
interface.

1. Using an EWS, launch the FactoryTalk Administration Console and expand Historian
server connection.

When a new FactoryTalk Historian server is added, a default node interface is
created along with a name FTLD and ID 1(FTLD1).

Delete the default node interface FTLD1.
3. Select the Historian server connection and select New Data Collection Interface.

W FactonTalk Administration Console - m] X

File ‘iew Toals Window Help
|
Explarer n
=€ Metwork (PASS0T)
% FTViewDemo
% InstantFizz
=@ Systermn
[0 Action Groups
3 Palicies
[0 Cormputers and Groups
&5 Networks and Devices
(20 Users and Groups
=21 Connectians
[:I Databases
E[:I Historical Data

[:I Historical Data bv Lelets

~[3 Permission Sets I New Data Collection Interface.., I

Security...

4. Select the Interface Type: (FactoryTalk Live Data), Name: FTLD and
ID: Tand choose the computer hosting the interface.
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For example (PASS02A) where the remote FactoryTalk® Linx data
Server runs.

(@) Data Collection Interface Properties x

General  Sean Classes

Interface Type: Mame:; (3

FactoryT alk Live Data ~ [FTLD 1 =

Deseription

Default FTLD interface created by the FTH configure wizard,

Computer hasting the interface:

| = =]

FactaryTalk Historian Server Cannection:

Production Historian on

Service Status

Mew

Startup Type: | Automatic ~

Launch Interface Configuration Uility...

] Cancel Aoy

IMPORTANT  When redundant node interfaces exist (PASS02A & PASS02B), only
one data collection interface is required, and it references the
primary (PASS02A) node interface.

Create a Synchronization Path for Redundant Node Interfaces

PSSOt A common folder is used for files that are used for handshaking and redundancy. This folder is

E created on the PASS server that hosts the FactoryTalk Directory.

FTD

H Ry nmman e
iieeaianiiieia

PASS02A

Synchronization

|
Folder j—
PASSO1 28

PASS02B

ASIHO1

1. Onthe PASSO1, create a folder on Local Disk (C:) named FTHSE_Failover.
2. Specify these properties for the folder.

From this Location Configure

Sharing Tab Advanced Sharing

« Select Share this folder

Advanced Sharing « Select Permissions

Permissions for FTHSE_Failover Add the group Everyone

Select Users, Computers, Service Accounts, or Groups | Select Object Types
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Configure Redundant Node
Interfaces

From this Location Configure
Object Types Select Computers

Enter the PASS servers used as Node Interfaces as the
object names to select

X

| | Obect Types...

Select Users, Computers, Service Accounts, or Groups

|| Locations

Erter the chisct names to select (examples}:
PASSO2A; PASS0ZD Check Names

Advanced. Cancel

Allow Full Control, Change, and Read permissions for all

Permissions for FTHSE_Failover Node Interface servers

A FactoryTalk Historian node interface enables process data to be passed between a
FactoryTalk Live Data server and a FactoryTalk Historian server.

Synchronization Folder

PASSO1 H

n PASS02A

ASIHO1 PASS028B

A PlantPAx system with redundant data servers requires configuration of the node interface on
the primary and secondary servers (PASS02A and PASS02B).

The PI Configuration Utility (PI ICU) is an application that aids in system management by
consolidating the setup and configuration options of each node interface. Pl ICU allows you to:

»  Configure all interface parameters

« Manage, start and stop interface service

« View and configure interface service dependencies
«  Configure and run buffering

- Configures the Universal Interface (Unilnt)

Unilnt provides generic functions that are required by most interfaces, such as establishing a
connection to the Historian Server node and monitoring the Historian Point Database for
changes. To minimize data loss during a single point of failure within a system, Unilnt provides
two failover schemas: (1) synchronization through the data source (Phase 1) and (2)
synchronization through a shared file (Phase 2).

Phase 1 Unilnt Failover uses the data source itself to synchronize failover operations and
provides a hot failover, no data loss solution when a single point of failure occurs.

Phase 2 Unilnt Failover uses a shared file to synchronize failover operations and provides for
hot, warm, or cold failover. The Phase 2 hot failover configuration provides a no data loss
solution for a single point of failure similar to Phase 1.

IMPORTANT  In this section, only Phase 2 Unilnt Failover is addressed.

The Unilnt failover scheme requires the data source to be able to communicate and service
data to two interfaces simultaneously. Additionally, the failover configuration requires that the
interface supports outputs. A redundant solution requires two separate interface nodes
communicating with the data source.
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In a hot failover configuration, the interface copy that is in a backup role collects and queues
data in parallel to the interface that is in the primary role. The interface in the backup role
does not send the data that is collected to the Historian server. However, if a failover occurs,
the interface immediately sends its data to the Historian server.

Configure a FactoryTalk Live Data Primary Interface

The primary interface goes on PASS02A and connects data servers to the historian database.

1. Go to Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility and
1003 | select the interface.

]
-—
— ' . '
B For example, select 'FTLDint1(FTLDInt1)->ASIHO1.
[’ " B e
PASS02A 2. If the Interface ID isn't already ‘T, change it to 7.
£ Pl interface Configuration Litility - FTLDInt1 . - m] X
Interface  Tools  Help
= 4 5 G L]
1
Interface: j Fename
Type: |FTLDIN: | Fockwel FactowT ok Live Data Pl Data server Connection Status
Description: [Diefaut FTLD intertace created by the FTH configure wizard. 4 ‘\‘j‘_HUL-‘P‘a”‘PA“ ety
- nteable
Wersiong: |FT LDInt.exe version 4.6.0.60 Unilnt version 4.6.0.60
General General Pl Host Information
;TLD'”‘ Point Sowce:  [FTLD | || sewenColective: [ASIHDT
ervice _—
Unilnt GILD 2| | DK Member [ashn S
- ;:Z::;Dnims APl Hostname: — |ASIHOT. PlartPas. Rockwelld. «
- Perfarmance Caunters | Intertace ID: |1 | User piadmin | FTHAdministatars | FTH
- Performance Points 5
BiciE Goan Classes Tupe: Primary - FI3
- Discannected Startup Wersion: 344151188
Id 2ebug Scan Frequency ‘ ScanClass A Part 5450
ate
Interface Status A !
+ 005 2 :
nterface Installation Pat
0 3 Interface Installation Path
05 4 |C:AProgram Files (+88]\R nckwell SoftwareFactc
j 2 3 E Interface Batch Filename
. 5 [FTLDInt1 bat
Ready Stopped FTLDInt1 - Installed

3. Select Service and do one of the following:

« If prompted, select Yes. The PI ICU sets the PIBufss service to be a
dependency of FTLDint1.

« Ifyouaren’t prompted, you must scroll down the Services list and set
the PIBufss service to be a dependency of FTLDint1.

4. Go to Unilnit > Failover and select the following:

Location Action
Unilnit Failover Select Enable Unilnit Failover and Phase 2
UFO Type HOT

Path = Network > pass01> FTHSE _Failover directory (that was

Synchronization File Path created in the previous section)
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—1
—
(4

PASS02B

TITETITIITIIrT

Interface  Tools  Help

NE X |H| >

£ Plinterface Configuration Utility - FTLDInt1 * — [m] X

2R & @

Type: FTLDInt

Interface: |FTLD1 [FTLDIntT] > ASIHOT

j Rename

+| Rockwel FactoryTalk Live Data Pl Data server Connection Status

Description: |Defau|l FTLD interface created by the FTH configure wizard.

_,‘? ASIHOT.PlantPax Rockw
¥ ‘wiiteable

Service

Unilrt

Failowver

i Health Points
Performance Counters
Pertarmatce Points
PISOK

i Digeonnected Startup
i Debug

I0 Rate

Interface Status

Wersions: |FTLDInt.exe version 4.6.0.60

General bt Eslizasee
FTLDInt ¥ Enable Unint Failover

[t version 4.6.0.60

|\\F'AS SOZANFTLDINE

Failover ID# of the other instance: |2 |

Failover ID# for thiz instance: |1

I Do not failover when both interfaces lose connection to PI

Brovese
[ Failover control tagz are unsolicited [not scan based)
Fiate at which the heartbeat point iz updated/checked:  |5000 millizeconds

UFO Type: Synchronization File Path:
HOT | j | | Brovese I
Status | Tag | Exdesc | PointSource A
Mat Created ASIHOT-FTLDInt_1_FTLD_UFDZ_ActivelD [UFD2_ActivelD] FTLD
Mat Created ASIHO1-FTLDIR_1_FTLD_UFOZ2_Heartbeat_1 [UFO2_Heartbeat:1]  FTLD
Mt Created ASIHOT-FTIDIRE 1 FTID LIFNZ? Heatheat 2 MIFN2? Heathrat?1  FTIN he
< >

Ready Stopped

FTLDInt1 - Installed

5. Right-click the tag area and select 'Create UF0_State Digital Set on Server ASIHOT.

UFO Type: Spnchranization File Path:
[HOT | |\APASSO1\FTHSE_Failover\FTLDIn_FTLD_1.dat Biowss
| Esdesc | Pointsource A
I 1T LDInt - 1
Mot Created &5IHO1-ETLDInt Create UFO_State Digital Set on Server ASIHOT... |
v

Mnt Crpated ASIHNT-FTI Dint
<

The active D value is located or
The primary interface active 1D v
primary.The value of n must be a

Create all paints (UFO Phase 2)
Delete all points (UFQ Phase 2) '~
Correct all points (UFC Phase 2)

v

6. Inthe tag area, select ‘Create all points (UFO Phase 2))
7. When the status for FTLDInt1_UF02_ActionlD tags changes to ‘Created', select Apply.
The 'Unilnt Failover’ configuration isn't complete until the 'Other' interface is

selected' message appears.

Configure a FactoryTalk Live Data Secondary Interface

The secondary interface goes on PASS02B and connects data servers to the historian
database. The configuration is provided in a .BAT file.

1. Go to Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility.
2. Select the folder symbol to create an interface instance from a .BAT file and enter this

information.

From Location

Action

Open Interface Configuration File Dialog Box

Select the LDInterface folder

Interfaces > LDInterface directory

Select C:\Program Files (x86)\Rockwell Software\FactoryTalk
Historian\PIPC\Interfaces\LDInterface\ directory

The Select Host Pl Data server/collective dialog
box

Select the hose PI Data server/collective and the collective
member

Service > Service Configuration >Display name |Enter FTLD1
General > General > Interface ID Enter1
- . I Select Enable Unilnit Failover
Unilnit > Failover > Unilnit Failover Select Phase 2
Unilnit > Failover > UFO Type Select HOT

Unilnit > Failover > Synchronization File Path

Path = Network > pass01> FTHSE_Failover
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PASS02A

194

From Location Action

Unilnit > Failover > Unilnit Failover > Failover ID

# for this instance Enter 2
Enter1

g“f'l']r;'iﬁeF{ft'r']%vr‘*’i;;ggg:'t Failover > Failover ID | co\oct the interface file (FTLDINt_FTLD.bat.bak) on the
secondary server

Synchronize UFO settings dialog box Select yes to synchronize the UFO settings

3. The failover and synchronization information appears in the respective fields.

Unilnt Failower
¥ Enable Unilnt Failover " Phase 1 ¢ Phase 2
Failover D4 for this instance: [z [WPASSOZENFTLDIN

Failover [D# of the other instance;  [1 [\PASSD2ANFTLDInT

I Do not failover when both interfaces lose connection to Pl
™ Failover control tags are unsolicited [not scan based)
Riate at which the heartbeat point is updated/checked: 5000 milliseconds

UFQ Type: Spnchranization File Path:

=] [WPASSO1VFTHSE_FaloverFTLDIn_FTLD_1 dat Browse

4. In the Pl Interface Configuration Utility window, select Apply.
Return to the Primary PASS (PASS024)

Select the interface path for the second interface.

—_

Unilnt Failower
¥ Enable Unilnt Failover " Phase1 & Phase2
T Failover ID# for this instance: [t [\wPASSD2AWTLDIN
Failover ID# of the other instance: |2 [\WPASSOZESFTLDINN x| Brawse

I Da not failover when bath interfaces lose cannection to Pl
I Failaver control tags are unsolicited (not scan based)

Fiate at which the heartbeat paint is updated/checked: |5000 millizeconds

UFD Type: Synchronization File Path:

[HoT | [*ipase0TFTHSE_FailoversFTLDIM_FTLD 1.dat Browse
Status | Tag | Exdesc | PointSource A
Not Created  ASIHOT-FTLDInt_1_FTLD_LIFO2_ActivelD [UFO2_ActivelD] FTLD
Mot Created ASIHOT-FTLDInt_1_FTLD_UFOZ2_Heartbeat_1 [UFOZ_Heartbeat1]  FTLD
Mt Created ASIHI-FTIDIRE 1 FTID HFA? Heartheat 2 MMFA2? Heartheat 21 FTID e
< >

NS

. Go to Control Panel > Administration Tools > Services and select Properties for FTLD1.

“ . Senvices (Local)

~
FTLD1 Mame Description Status Startup Type ™
X ‘Eh FactanyTalk WiewPaint Adm... FactaryTalk ViewPoint &dministrat..  Running  Automatic
Stop the service &) FactaryTalk WiewPoint Alar.,  Passes alarm data to ViewPoint Running  Automatic
Pause the service 4
Restart the service ‘& FactoryTalk WiewPoint Histo.. Integrates FTView Datalogging an..  Running  Automatic
&k FactoryTalk WiewPoint Reci..  FactonyTalk WiewPoint Recipe Servi..  Running  Autornatic
g &4 FactaryTalk WienPoint Stri FactonTalk ViewPoint String Service  Running  Autornatic
Description: = 3
OSlsoft FTLDINt1 Interface Service Start
(Default FTLD interface created by the \(-r TLDIntAgent Running  Automa
FTH canfigure wizard.) EhFTSysDiagSveHe Stop Diagnostic Services f.. Running  Automatic
S FTWiew Shared & Pause 3l directories and rem..,  Running  Automatic
EhFTViewServiceH Resurne Running  Autornatic
£} Function Discow Restart T service hosts the Fu.., Manual
&} Function Discow 5 computer and resou.., Manual
& Geolocation Ser All Tasks ? nonitors the current L. Running  Manual (Trig...
& | :
54 Group Palicy Cli Refresh responsible forappl..  Running  Automatic (T..
& Harmony Manual
& Human Interfac maintains the use of.. Manual (Trig...
Eh HY Hast Service Help aterface for the Hype.., Manual (Trig...
Ef Hyper-V Data Ex_.ocoge oo cevieee = chanism to exchang.., Manual (Trig...
&k Hyper-V Guest Service Inter...  Provides an interface for the Hype... Manual (Trig...
£ Hyper-V Guest Shutdown S..  Provides s mechanism to shut do.. Manual (Trig...
&} Hyper-V Heartbeat Service Monitors the state of this vitual m.. Manual (Trig.., ¥
< >

3. From the Log On tab, Select Log on as Local System Account.
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-— AT o
—]
-_—
—
-]

PASS02B

EWS

L]

4. Inthe Pl Interface Configuration Utility window, select Apply and Play # to start the

primary service (if not already running).

{8 Pl interface Configuration Utility - FTLDInt1 - O *
Intetface  Tools  Help

N x| dl] BR & @

Interface:  [FTLDT [FTLDIntT] -> ASIHOT =] PRename
Type ’m Pockuwell FactoryT alk Live Data Pl Data server Connection Status

& ASIHOT.FlantPAs. Rockw

Drescription: |Defau\l FTLD interface created by the FTH configure wizard. 4
¢ ‘writeable

Versions:  [FTLDInt exe version 4.6.0.60 [Orilnt version 4 E0.BD

h. Select Yes if asked 'Would you like ICU to start this service for you?'

Return to the Secondary PASS (PASS02B).

1. Select the Interface that was created earlier and click Play P to start the secondary

service.
W Pl Interface Canfiguration Utility - FTLDInt1 = O x
Interface  Tools  Help
i = » 2R @
Interface:  [FTLDT [FTLDINET] > ASIHOT =] Rename
Type: FTLDInt | Rockwel FactonTalk Live Data Pl Data server Connection Status
Description: |Dsfau\l FTLD interface created by the FTH configure wizard. ,7 ASIHOT.PlantPé Rockw

¥ Wilteable

Versions: |FTLDInLexs version 4.6.0.60 |Un|\nt version 4.6.0.60
2. Select Yes if asked "Would you like ICU to start this service for you?

Confirm Unit Failover Diagnostics

From an EWS, test and confirm the failover diagnostics from the
Historian server.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.

2. Select Data > Current Values and select the Tag Search <& icon.

VR Current\falues - Pl System Management Toals (Adrministrator) - [m] K

File  Wiew Tools  Help

Servers _ (7]
Search 2
Tag Mame Server Collective  Timestamp Walue Engneerng Units  Descriptor

Collective: ASIHOT
asihl  Primary
[ A5IHO2  Secondany

< >

System Management
Search jel
Alarms
Batch
v Data
Archive Editar
Stale and Bad Poir
Interfaces
IT Points
Operation
Puints
Security

Session Record

PASS0MVAdrministrator | piadmin, FTHAdministrators, ..

From Location Action
Tag Mask field Enter *FTLD*
Tag Search Dialog Box Select all tags
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Configure Pl Performance
Monitor

Domain
Controller

3. SelectPlay »

to see the online status.

Servers
Search

Collective: ASIHO1
asih0l  Primary

<

Spstem Management
Search
Alarms
Batch
v Data
Achive Edibor
Cunrent Yalues
Stale and Bad |
Interfaces
IT Poirks
Operation
Praints
Sectrity

[ #8IH02  Secondary

?ﬁ Current Values - Pl Systern Management Tools (Administrator)

File  View Tools Help

ax%[D]" B8 e

Tag Mame
ASIHOT-FTLDIRt_1_FTLD_UFOZ_ActivelD

ASIHO-FTLDInt_1_FTLD_UIFO2_DeviceStatus_1
ASIHO-FTLDInt_1_FTLD_UFO2_DeviceStatus_2

ASIHOTFTLDIne_1_FTLD_UFO EiH eartheat_1
ASIHOT-FTLDIn_1_FTLD_UFO02_Heartheat_2

ASIHOTFTLDIn_1_FTLD_U FEIZ:S tate_1
> s FTLDIrt_1_FTLD_UFO2 State_2

sy.st PASSOT FTLDIN Device Status

e

2| spstPASSOFTLDIN . Heartbeat

A | anst PASSOT.FTLDIN Interface Paint Count
sp.st PASSOT.FTLDIN 10 Rate
gyt PAS501.FTLDIN . Message Count
3.3t PASSOT FTLDIN . Output Bad Walue Rate
sy.st PASSOT FTLDIN . Output Rate

- O
Server Collective  Yalue
asih01 ASIHOT 2
asih01 ASIHDT 0
asih01 ASIHOT 0
asih01 ASIHOT 15
asih01 ASIHOT 8
asih01 ASIHO Backup
asih01 ASIHO Primary
asih 01 ASIHO Good
asih01 ASIHOT 15
asih01 ASIHOT 0
asih01 ASIHOT O
asih01 ASIHOT - 42

asih 01 ASIHO No Result
asih 01 ASIHO No Result

g5t PASS0T.FTLDING. Scan Class Bad Yalue Rate.scO asih01 ASIHO Mo Result

<

Timest: ™
5/4/20
54720
5/4/20
5/4/20
54720
5/4/20
5/4/20
5/4/20
5/4/20
5/4/20
54720
5/4/20
5/4/20
54720
54720 v
>

Session Record

v

PASSOT\Adrministratar | piadmin, FTHAdministratars, ..

The Windows Performance Monitor (PerfMon) is a powerful operating system tool to monitor

the health of resource usage and processes on a computer.

The Pl Interface for Performance Monitor (PIPerfMon) collects performance counter data from
Windows performance data providers, local and remote, and sends this data to the Historian

server. It's recommended to use PIPerfMon in a PlantPAx system.

Create Domain User for PIPerfMon Service

The PIPerfMon service defaults to running in a local account. For PlantPAx systems with a
domain, it's recommended running the PIPerfMon service in a domain account. This enhances
security and provides access to obtain data for a performance capture among other domain

computers.

The domain user account for PIPerfMon service must be created on the domain controller. It's
a user account with privileges to run the service on other computers within the domain.

1. From the Server Manager utility on the domain controller, select Tools > Active Directory

Users and Computers.
2. Add a new user to the Managed Service Accounts.

| Managed
~ [2] PlantPhx

_| Saved Queries

= | Domain Controllers

_ ForeignSecurityPrincipals

v & PlantPAx RockwellAutomation. Delegate Control..
| Builtin Move...
| Computers Find...

Service Accounts All Tasks
Refresh
View

Arrange lcons
Line up lcons

Properties

Help

10 items to show in this view.

Computer

Contact

Group

InetOrgPerson
msD5-ShadowPrincipalContainer
mslmaging-P5Ps

MSMQ Queue Alias
Organizational Unit

Printer

User

Create a new object...

Shared Folder

] Active Directory Users and Computers — m]
File Action View Help

e P OlEdz BmdaaTah

[ Active Directory Users and Compur|| Name - Type Description
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3. Specify these properties for the User.
Item Description
First name Type a name for the Pl PerfMon service.

IMPORTANT: The 'PI' preface is the name of the 0SISoft product.
Initials Optional
Full name Type the same name for the Pl PerfMon service.
. Type the same name for the Pl PerfMon service and click the pull-down to

User login name select your domain folder.

IMPORTANT  The logon password creates a service user, not a person. The

service user grants access to system computers for placing data

into memory (buffer).

4, Create a password with the following conditions:

« User cannot change password

« Password never expires

] Active Directory Users and Computers

Fle Acion View Help

e8| tE BBeE RV R TER

- O

£ |

[ Active Directory Users and Compu| Name

| Saved Queries
v &5 PlantPAcRockwellAutomtion,
| Buitin
* Computers
21 Domin Contrller

Delegte Contro..

Move..
Find...

Type Descript

10items to show in this view.

MNew Object - User

;_) Createin:  PlantPAx. RockwellAutomation.com./PlantP A/ Us

Password |u-u-u-

Corffim password: |.........

[] User must change password at next logon
User cannot change password

Password never expires

[] Account is disabled

X

Mew Object - User

B Createin:  PlantPAx. RockwellAutomation.com/PlantP Ax/Users

When you click Finish, the following object will be created:

Full name: FPerfMon

The password never expires.

User logon name: PIPerfMon@Plant P Ax. Rockwell Automation.com

The user cannot change the password

< Back Next >

Finish Cancel

5. Assign the PIPerfMon profile as a member of Performance Monitor User.

Configure the PIPerfMon Interface

PiPerffon Properties

Remote control

General Member Of Profile

Member of

Remote Desktop Services Profile
Environment

Sessions

#_, Performance Manitor Users

hot

To use PIPerfMon, you must configure an interface name and a points value within the
FactoryTalk Directory. The points are the limit that the interface uses based on the number of
computers in your system. Each variable - CPU usage, RAM, disk space - is one point. You can
use the number of points up to 20% of your FactoryTalk Historian SE software license.

Configure the interface on the primary historian server.
Go to Rockwell Software > FactoryTalk Administration Console and select ‘Network’ for

| ForeignSecurityPrincipals New > Computer
7| Managed Servce Accounts|  AllTasks > Contact
v ) PlantPhe
B Ares Refresh Eeip
= InetOrgPerson
2 Foles View N
5 Ueets msDS-ShadowPrincipalContainer
9 Users Arange cons > mslmaging-PSPs
Line up lcons MSMQ Quee Aliss
Propertes Organizatonl Unit
Help Pinter
¢ b User
Createanen object.. Shared Folder
B =
-_—
-]

the directory you want to use.
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2. Go to System > Connections > Historical Data folders > Production Historian and select
properties.

IMPORTANT Be patient because this dialog box could take a few minutes to

appear.
3. On the Point Sources tab, type an interface name (such as PerfMon) and a value for the
points limit.
&) Production Historian - Histarian Server Connection Properties *®
General Licensing  Point Sources
Interface Type Points in Use Lirnit
Rackwel 177 45000
General i] 10000
Interface Type Allocation Puints in Use Limit
FTLD 177 24500 | A
PERFMON 00
Delete
= MorsDomm |
@ Cancel Apply

The value is the expected number of performance points in the system.

4. (o to Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility.
and select New Windows Interface Instance from BAT file.

£ Pl interface Configuration Litility - FTLDInt1 - m] X
Interface  Tools  Help
Mew Windows Interface Instance from EXE... Chrl+N
| Mew\Windows Interface Instance from BAT File... |  Ctrl+l =
- Fiename

Mewr UNDBGVIS Interface Instance..
Pl Data server Connection Status

5. Select the PiPerMon.bat_new file from C:\Program Files (x86)\Rockwell
Software\FactoryTalk Historian\PIPC\Interfaces\PIPerfMon directory.

6. Select the FactoryTalk Historian server as the host Pl Data server/collective.
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ASIHO1

7. Enter a Point Source name and an Interface ID number.

£ Pl Interface Configuration Utility - PIPerfiion O X
Interface  Tools  Help
= a6 @
Interface:  [PIRertidon > ASIHOT | Rename
Type: PIPerfran | Pl Performance Monitor Pl Data server Cannection Status
Description: ‘ F ASIHO1.PlantPx Rockw
¥ Witeable
Versions:  [PIPeriMon exe version 2.1.0.88 [irilnt version 4.6.0 60
General Pl Host Information
EIF‘ellMon Faint Source:  |PERFMON J Server/Collective: [251H01
ervice
Unilrt PERFMOM J SDK Member: asih01 =
- Falover -
" Health Pairts APl Hostname: | asih1 -
i Performance Courters | Interface 10 2 | User: piadmin | FTHAdministrators | FTH
- Performance Points . l—
. FISDK Scan Classes W= falinerllt
- Disconnected Stamup =9 | € Wersion 3.4.415.1188
- Db = &
il Scan Frequency | Scan Class # | Fort 5450
10 Rate -/ 0000,
Interface Status LG il
~ 00:01:00 2
Interface Installation Path
|C “Program Files [x86]\Fockwell 5oftwareFact
Interface Batch Filename
[PiPerton bat
Clase
Ready Running PlPerfion - Installed

IMPORTANT

The Point Source name must match the interface name that you
typed in the Historian Production dialog box in step 3 on
page 138.

The Interface 1D number must be unique in the system.

8. Restart the interface service.

Create PIPerfMon Diagnostic Health Points

For diagnostics, associate the PIPerfMon interface with the health tags that monitor a device
heartbeat. The heartbeat count helps to determine if the system is working efficiently. If

there’s a stoppage, you can analyze what prompted the fault or device error.

1. Go to Rockwell Software > FactoryTalk Historian SE > Interface Configuration Utility and

select the PIPerfMon for the interface.

2. Create the Health Points for PIPerfMon.DeviceStatus.

W Pl Interface Canfiguration Utility - PIPerfian - m] X
Interface  Tools  Help
i ) o 3R H e
Interface:  [PIPerfian -» ASIHI »|  Fename
Type: PlPeritdon | Pl Performance Monitor Pl Data server Connection Status
Diescription: | ‘_,‘/‘ ASIHOT PlantPasx Rockw
¥ Witeable
Wersions: |FIPsrfMDn exe version 2.1.0.88 Unilnt version 4.6.0.60
General Unilnt Interface Health Monitoring Points
FlPerftdan Statuz Tagnarme | Type ‘ Sce A
Service Mot Created  sp.stA451HO1.PIPerftdon Interface Point Count [UI_POIMTCOUNT] 0
Unilnt Mot Created  sy.stASIHO1.PIPerfon Heartbeat [UI_HEARTBEAT] 0
i Failover us 'E“
Health Paint Mot Liealed sp.sh) Ferffon3can Llass Informatior I Create I
uunlels Mot Created  sy.st ASIHO1.PIPerfidon|0 Rate 0
; Mot Created sp.st ASIHOT PIPerfMon Message Count Create All i
[ Perfomance Points Mot Created  sy.stASIHO1.PIPerfdon.Output Rate 1)
o PISDE. Mot Created sp.st.ASIHOT.PIPeriMon. Dutput Biad Value Fat: Delete i
i Disconnected Startup Mot Created  sy.stASIHO1.PIPerftdon Trigger Rate Delete Al 0
- Debug Mot Created  sy.st.ASIHO1.PIPerfhdon. Trigger Bad Value Rat 1)
10 Rate Mot Created sy.stA5IHO1.PIPefMon Scan Class 10 Rate.sc i 0
Interface Status Mot Created  sy.stASIHO1.PIPerfon Scan Class Bad Yalue 0
Mot Created  sy.st.ASIHO1.PIPerfhdon.Scan Class Scan Cour Carrect 41 0
Mot Created sy.stA5SIH01.PIPerfMan. Scan Class Scans Skip 0 v
< Rename >
Refresh Snapshots
Refresh Table
To create. delete, comect, or rename a Unilnt Interface Health | cuve, cvw vmen incas comsene
Close
Ready Running FlPeifMon - Installed

3. Create the Health Points for PIPerfMon.Heartbeat.
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4, Go to Service and complete the following information.

From this Section Action
Installed Services Move pibufss to Dependencies
Service Configuration Select Log on as: Domain\Username
UserName Enter the same user name and password that you initially
created for the service. See Create Domain User for PIPerfMan
Password Service on page 196
£ Pl Interface Carfiguration Utility - PIPerfan * - O X
Interface  Tools  Help
NE X | d a6 @
Interface:  [PIRertidon > ASIHOT | Rename
Type: PIPerfran | Pl Performance Monitor Pl Data server Cannection Status
Desorplor: [Flanth # ASIHO PlantPés Rocke
¥ Witeable
Versions:  [PIPeriMon exe version 2.1.0.88 [irilnt version 4.6.0 60
General Service Configuration
PlPertMon Cemi . 0 Startup Type Create / Remave
ervice name ‘F‘IF‘ellMon ‘ J e
m M Display name: ‘F‘I Pertarmance kMoanitor (full version) " Manual Q
5: ::::;Um logonas " NT Sewice\PIPerton " Disabled
P ® [Domain\]UseMame
i~ Performance Counters
i Performance Paints Userhame: ‘SYSTEM\F‘IPerFmon
Pl SDK Pasonondt [
Disconnected Startup Z
- Debug Lorfrmipasacic: ‘ xxxxxxxxx Installed services:
10 Rate Dependencies tepi FIBaGen ~
Interface Status q pibasess
pibatch
3 pibufss
PIDirectaryPublisher v
< >
Pl Buffer Subzystem
Ready Running PIPerftdon - Installed

5. 6o to Control Panel > Administrative Tools > Services.
6. Select PI Buffer Subsystem, and set the Startup type to Automatic.

~. Services (Local)
~

Pl Buffer Subsystem Name Description Status Startup Type Log OnAs al
Gk Netwark Setup Service
L) Metwark Stare Interface
G Offline Files
&k OpeEnum

Start the service Pl Buffer Subsystern Praoperties (Local Computer) X
General LogOn Recovery Dependencies

L) Optimize drives Service name: pibufss

&) Performance Counter [
&

Display name: Pl Buffer Subsystem
&k Performance Logs & &l

Phone Service Description
Pl Buffer Subsystern
Pl Message Subsysterm Path to executable:
1Pl Network Manager "'C:\Program Files\Rockwell SoftwarehF actory T alk HistoriantFIPCYbintpibul
&) Pl-Buffer Server =
b Startup type: Automatic ~
Gk PI-Buffer Server x84
CLPIPC Log Server
ELPIPC Log Server xbd
EkPlug and Play Service status:  Stopped
&, G
% oftableDeviccEhime Start Stop Pause Resume
L Power
&L Print Spooler ‘fou can specify the start parameters that apply when you start the service
fram here:

) Printer Extensions and

“&):Problem Reports and S
&k Program Campatibility
5 Quality Windows Audi
&1 Radin Mansnamand + Ca

'\ Extended { Standard Cancel Apply

Stait parameters: ‘

[<

7. Restart the interface service from the dialog box.

Test the PIPerfMon Interface

From the primary Historian sever, verify that the PIPerfMon interface has a good working

status.
s ) 1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.
: ? 2. Inthe left, top pane, select the appropriate server with the interface.
ASIHOT 3. Inthe lower, left pane, go to Data folder > Current Values.
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After you search for tags you need, the Value category displays the health state of
the interface and the number of seconds between the heartbeat counts.

iﬁ Current Values - Pl System Management Tools (Adrministrator) — [m] x
File  Wiew Tool:  Help
Servers @ & S -'_":L g‘] @
Sgarch 2 ) )
Tag Mame Server Collective  Walue Timest: ™
Collective: ASIHOT ) .

. R ASIHOT-FTLDInt_1_FTLD_UFD2_ActivelDr asih ASIHOT 2 5/4/20
ashlll - PAMEY g1 FTLDIN_1_FTLO_UFD2_DeviceStalus_1 ashl  ASHOT O 5/4/20
[ ASIHDZ  Seconday | st FTLDIn_ 1 FTLD_UFD2 DeviceStatus 2 ashOl  ASHDT O 5/4/20

ASIHOT-FTLDIn_1_FTLD_UFD2_Heartbeat_1 asihi ASIHOT 15 5/4/20
ASIHOT-FTLDIN_1_FTLD_UFO2_Heartbeat_2 gzl ASIHOT 9 674720
ASIHOT-FTLDInt_1_FTLD_UFO2_State 1 asihll ASIHO1  Backup 574720

< > asHm FTLDIN_1_FTLD_UFD2_State_2 asih ASIHOT Primary 5/4/20
Systemn Management 5.5t PASSO1T.FTLDINN .Device Status asihil ASIHO Good h/4/20
Search 21| ap.st PASSO1.FTLDIN Heartbeat asih0l ASIHO 15 54420
Alarms ~ || 3y.st PASSO1FTLDINt Interface Paint Count ashl ASIHO1 0 5/4/20
Batch 5.5t PASSO1LFTLDINGLIO Rate gzl ASIHOT O 5/4/20

w Data 2.3t PASSOT.FTLDIN . Message Count azih0l ASIHD 42 54420

Archive Edito 5.3t PASS01.FTLDInH . Output Bad Yalue Rate ashll ASIHO1 MoResult  5/4/20

sy PASSOT FTLDIN Dulput Rt ashOT  ASIHOT  MoRssuk  5/4/20

Stale and Bad | gy st PASSTLFTLDINN Scan Class Bad Value Ristescl  asihdl ASIHOT  MoResut  5/4/20 v

Interfaces < >
IT Paints
Operation Session Record
Faints
Senui e
PASS0MVAdrministrator | piadmin, FTHAdministrators, ..

Enable the PIPerfMon Interface on other Computers

After the PIPerfMon interface is verified to work correctly on the Historian server, you can
configure the other servers and workstations that you're collecting data. This requires the
domain account to allow PIPerfMon to be added, create a Windows Firewall rule for access and
enable the Performance Counter DLL Host service.

Domain 1. Go to Control Panel > User Accounts and define this information.
OWS  Controller PASSO! _ -
From this Page Action
Control Panel\User Accounts Select Manage User Accounts
{!!!H! ¢ User Accounts Select Add
— Add a User Enter the same user name and Domain that you did to grant
E E = — system access for the PerfMon service. See step 4 on page 200
—_——
° ¢ What level of access do you want to grant this | Select Other and choose Perfarmance Monitor Users from the
PASS02A ASIHO1 user? pull-down.
PASS02B ASIHO2

2. (o to the Control Panel > Windows Firewall and define

this information.

From this Page

Action

Control Panel\Windows Firewall

Select Advanced settings

Advanced Settings

Create a new inbound rule.

@& Windaws Firewall with Advanced Security
File Action Wiew Help

= zmH = HE
@ Windows Firewall with Advance

Inbound Rules

&3 Inbound Rulas | ————
&Y Outbound F Mews Rule..,

L i .
< Connection ) Profile > |

L3 Manitaring

New Inbound Rule Wizard: File Type

Select Port

New Inbound Rule Wizard: Protocol and Ports

Select TCP and enter the Specific local ports: 135 and 445

New Inbound Rule Wizard: Action

Select Allow the connection

New Inbound Rule Wizard: Profile

The rule applies to Domain, Private, and Public.

New Inbound Rule Wizard: Name

Enter a name for the rule.
For example, Perfmon Connection

3. Go to Control Panel > Administrative Tools > Services and find Performance Counter

DLL Host.
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4, Right-click Performance Counter DLL Host and select Properties.

2 Services (Local)

Performance Counter DLL Host Marne Description Status Startup Type Log On &s 2
S Offline Fil

Start the service \:;0 s Performance Counter DLL Host Properties (Local Computer) x
&5 OpcEnum

Ct Optimize drives

Description: erformance Counter DL

Enables remote users and 64-bit Sk Performance Logs & Alert Service name: PerfHaost
processes to query performance

General LogOn Recovery  Dependencies

£ Phone Service

counters provided by 32-bit DLLs. If Display name: Pertaimance Counter DLL Host
this service is stopped, only local ».‘,(.):PI Buffer Subsystem 2
users and 32-bit processes will be €1 PI Message Subsystem Description Enables remate users and 64-bit processes to query A

b e v peiformance counters provided by 32-bit DLLs. IF
able to query performance counters 5Pl Metwark Manager

rovided by 32-bit DLLs.
P! ¥ £ Pl-Buffer Server Path to executable:

‘S5 Pl-Buffer Server x64 C:Awfindows\Sysiw/owBd\perfhost. exe
ELPIPC Log Server

CHPIPC Log Server x64 Staublies i
&} Plug and Play

‘&h Portable Device Enumerat

Q: Power Service status:  Stopped

G4 Print Spooler Start Stop Pause Fesume

&k Printer Extensions and Mot

».',;‘:Problem Reports and Solu “You can specify the start parameters that apply when you start the service

&} Program Compatibility &3 from hefe,

1 Quality Windows dudio Vit Stan parameters

£ Radio Management Servic
&} Remote Access Auto Con
) Davnrks frcace Crmnactin =1 ~

5. Select Automatic as the Startup type.

Configure Pl Buffering Pl Buffering helps to protect local data in the event a client loses connection to the Collective.

Create Domain User for Pl Buffer Service

The PI Buffer service defaults to running in a local account. For PlantPAx systems with a
domain, it's recommended running the PI Buffer service in a domain account. This enhances
security and provides access among other domain computers.

The domain user account for Pl Buffer service must be created on the domain controller. It's a
user account with privileges to run the service on other computers within the domain.

1. From the Server Manager, click Tools and choose Active Directory Users and Computers.

2. Expand your domain folder, right-click Managed Service Accounts and choose
New>User.

3. Complete the User text boxes.

File Action View Help
e 2@ 40/ XBez Hm|taEvas

: Active Directory Users and Computers [H| Name Type Description
| Saved Queries
v 4 PlantPAxRockwellAutomation.com New Object=Usei
| Builtin
“| Computers 1
= . Createin:  kewellAutomation.com/Managed Service Accounts
2| Domain Controllers ded
| ForeignSecurityPrincipals
_| Managed Service Accounts Fi FlBufiorS
v &) PlantPAx irst name: ‘ erService | Initials ‘ |
3] Areas Last name: ‘ |
21 Roles
31 Users Full name: ‘PIEuﬂerSaN\ce |
| Users
User logon name
it ktnsons
User logon name (pre-Windows 2000):
‘PLANTPAX\ | |pihuﬁ‘ar§er\dice |
< >l < Back Mead > Cancel 4|
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Item Description
Type a name for the PI buffering service.

First name IMPORTANT: The 'PI' preface is the name of the 0SISoft
product.

Initials Optional; you can leave blank.

Full name Type the same name for the Pl buffering service.

User login name

domain folder.

Type the same name for the Pl buffering service
and click the pull-down menu to select your

User logon name (pre-Windows 2000)

buffering service.

Use the SYSTEM\ default and type the same name for the P

IMPORTANT  The logon password creates a service user, not a person. The
service user grants access to system computers for placing data
into memory (buffer).

4, Type your password twice.

New Object - User x

;_) Createin:  PlantP fAx RockwellAutomation.com/Managed Serv

Password |u-u-u- |

Corfim password: |......... |

[[] User must change password at next logon

User cannot change password

Password never expires
[ Account is disabled

< Back MNext > Cancel

Make sure that the following boxes are checked:
« User cannot change password

« Password never expires (indefinite service for system access)

New Object - User X

2_) Createin:  PlantPAx RockwellAutomation.com/Managed Service Acc

When you click Finish, the following object wil be created:

Full name: P|BufferService
User logon name: pibufferservice @Plant P Ax Rockwell Automation .com

The user cannet change the password.
The password never expires

< Back Cancel
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Create Security Mappings

On the Historian server, associate the service user identity with the Historian mapping and

trusts
1.

Go to Rockwell Software>FactoryTalk Historian SE>System Management Tools.
The PI System Management Tools window appears.

[ Pl System Management Tools (Administrator) = =] =
File View Tools Help
Servers 2 & E | e
|_‘~'esrcﬁ P
appings
Servers PPINgs | Trusts
apping  Server Collective escription lentity able
ASIHO1 M, S Call D Pl d Enabled
ﬁ Add New Mapping -
S e ——
2] S R I
b Alams
I Batch Deseription:
I Data
b Interfaces
I IT Points Server: ASIHO1 v
4 Points ’ s El
Digital States [[] Mapping is disabled
Perfformance Equations
Point Builder Cancel
Foint Classes
Foint Source Table
Totalizers
4 Security
Database Security
Firewall
degtlisl ERE B EroLpS
Mappings & Trusts
T il
Session Record
| SYSTEM\Administrator || piadmin

2. Do the following:

« Under Servers, check the server that you want to set the

security settings

« Under System Management Tools, choose Mappings & Trusts

« Click Add Mapping icon

« From the Add New Mapping dialog box (right pane), click

Browse (ellipsis '...")

3. Select the PIBufferService user that you created earlier.

Select Users, Computers, Service Accounts, or Groups x
Select this object type:
|User5. Groups. or Built-n securty principals | Object Types...
From this location
[PrantP A Rocknel/Atomation com || Locations...
P|BufferService {pibufferservice @Plant P A Rockwel Automation.com Check Names
Advanced... Cancel

4. On the Add New Mapping dialog box, click Browse and select a group from the Type pull-

down menu.
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5. Select a desired identity.

g Add New Mapping

‘windows Account: |SYSTEM\pibuﬂerservice

I |

‘windows SID:

[5-1-5-21-3778824255-4044 1222

Description
Server [AsHo1
Pl Identity |Requwred

[] Mapping is disabled

6. Click Create.

Select Pl Identitiy, Pl Group, or Pl User

Select from server ASIHO1

Type: | PlGroups W

Defining against a Pl Group is not the preferred method of configuring a PI
Mapping. Instead, define against a Pl Identity where possible.

MName Description

8 FTHAdministrators  The administrative Pl Group fomery named "piadmin”
€ FTHEngineers

€ FTHOperators

1 piusers The generic Pl Group formery named "“piuser”

I ok ||| Cancel

Your security mapping should look similar to the example.

File  Viiew Tools  Help

Servers

Saarch 2

Collective: ASIHO1
ash01  Primany
[ 48IHO02  Secondary

System Management Tools
Search o
Alarms
Batch
Data
Interfaces
IT Points
Operation
Points
~ Secunty
Database Security
Firewall
|dentities, Users, & Groups
Mappings & Trusts
Security Settings

- ] tappings & Trusts - Pl Systerm Management Toals (Administratar) - m]

A X | EHEE e

Mappings  Trusts

Collective Description Pl Identity  Enabled
ASIHOT

Mapping Server

_@_ SYSTEM \pibufferingservice  asih01 piuzers Tiue

<

Session Record

.A;SIHOT\&dml.mstratur piadmin, FTHAdministrators, ..

Configure the Buffering Interface

Configure buffering for the server that you're connected, such as PASS02A
and PASS02B.

1. Go to Rockwell Software>FactoryTalk Historian SE>Interface Configuration Utility.
The Pl Interface Configuration Utility dialog box appears.
2. From the Tools menu, choose Options.
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3. Click 'Load interfaces from a selected list of Pl Data servers..

ER Options *
Loading Load Interfaces from these Pl Servers/Collectives
Marning Conventions " Load interfaces from default Pl Data server only
gebug o Pain & " _Load interfaces from all known Pl Diata servers
eserved Point Sources | |
c &+ Load interfaces from a selected list of Pl Data servers
arvice
BAT Files i
W arnings
Ok | Cancel Apply
Ready

Select a server box.
From the Tools menu, choose Buffering.
Message windows appear.

Click Yes, and then 'Continue with configuration’ to initiate the Buffering Manager
wizard.

8. Complete the Buffering Manager wizard.

Item Description
Detected Pl Interfaces Select the Plinterfaces that you're buffering and click Next.
Click Change, and enter the user name and password that you
PI Data Archive security created earlier. Click Next.
Click Next twice, and then ‘Exit new installation wizard'.
Buffering Manager message windows Click Yes and OK to confirm PI ICU dependency.

9. From the Pl Interface Configuration Utility dialog box, click Tools menu and choose
Buffering.

10. Verify that your information matches the dialog box example.

@ Buffering Manager =: O x

File View Help

Buffering Manager

Configuration, monitoring, and troubleshooting of buffering

Global P
b @ Global Buffering Status Pl messages
There are no reporied 1ssues,

Settings
B 10.1 months estimated buff

If all connections are severs;

P 0 events in queue
Total queued events for all servers

P 2803 total events sent (.
Total q

Logical Servers
Select a server below for more detailed information

ASIHO1

1. Close the Buffering Manager dialog box.

12. From the Pl Interface Configuration Utility dialog box, click Tools menu and choose
Options.

13. From the Options dialog box, check 'Load interfaces from a selected list of Pl servers'
and make sure that the server is checked.
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Configure Historian Data
Collection

ASIHO1

Configure the Pl Buffer Service Logon

The following procedure applies only if the Change Option wasn't available on the New Install
Wizard dialog box.

1. On the PASS server, right-click Start menu and choose Computer Management.
2. Complete the New Install Wizard dialog box.

Item Description
Local User and Group (left pane) |Open Local Users and Groups, right-click Groups and choose Administrators.

Click Add and type
Add name SYSTEM\pibufferservice.

Click Check Names, and click OK.

From the Start menu, click Programs and choose Administrative
Tools>Services.

Right-click PIBuffer Subsystem and choose Properties.

Assiqn |0g on service account On the I_Ug On tab, click Browse.

Click Locations, choose 'Entire Directory', and click OK.

Enter SYSTEM\pibufferservice and click Check Names.

Click OK.

The procedures in this section use the 'System Management Tool' and Pl System Explorer
within FactoryTalk Historian software. The tool is available for Historian Asset Framework
management computers, such as server, node interface, and EWS.

Microsoft® Excel® software is required to enable the bulk editing capability. An additional
license is required to use Pl Datalink.

We also document how to manually create Historian tags, digital states, and Asset Framework.
We recommend using the section “Configure Asset Framework Databases with the PlantPAx
Configuration Tool” on page 220 for creating bulk tags for large process systems.

Create Digital States

Historian points can be defined as analog or digital. Digital points can be used to enumerate
the process states, thus creating a relationship between the value and the text state name. For
example: 1= Good.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools and
select Points > Digital States

2. Add a Digital State Set to the server.

i Digital States - Pl Systern Management Toals (Adrministratar) - m] X

File  Wiew Tools  Help

Servers 7 @ 2 B&EE A @
’ﬁ‘ v 2|h[l1 State State Name

Collective: ASIHOT
asihl  Primary
[J A5IHO2  Secondany

Add a digital state set to the selected server
IFm| acerar

q InterfaceParametel
[ InterfaceParametel

System Management Toals

Search R [ Modes
Alarms [(Y Phases

Batch |i. pialarm33
Data
Interfaces |L pisqealarm
IT Paints [GY SvsSTEM
Operation 5
~ Puints
Digital States
Perfarmance Equations
Paint Builder Session Record
Point Classes
Paint Source Table
Totalizers
Security

ASIHOAdministrator | piadmin, FTHAdministratars, ...
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Source Quality Data Examples
Parameter |Data Type |Description
Final PV source and quality.
GOOD 0=1/0 live and confirmed good quality
1=1/0live and assumed good quality
2 = No feedback configured, assumed good quality
TEST 8 = Device simulated
9 = Device loopback simulation
10 = Manually entered value
UNCERTAIN 16 = Live input, off-specification
Src SINT 17 =Value substituted at device/bus
18 =Value substituted by maintenance (Has and not Use)
19 = Shed, using last good value
20 = Shed, using replacement value
BAD 32 = Signal failure (out-of-range, NaN, invalid combination)
33 =1/0 channel fault
34 =1/0 module fault
35=Bad I/0 configuration (for example, scaling parameters)
m Digital States - PI Systern Management Tools (Sdministrator) — [m] *
File  View Tools Help
Servers BB * 3 B = B 45 @@ Mumber of states: 3
e Al B ashil State State Mame
Collective: ASIHO1 = Y Batchéct
T — i — o 140 |!VE and confirmed good qua.hly
[] ASIHO2  Secondary 3 InteifaceParametel il 140 live and assumed good quality
1] InterfaceParameter | 2 Mo feedback configured, assumed good quality
Spstem Management Tools g eek omele) —
S:srrh o - Ir;vl:dlLaSCEStatus ,W‘
Alarms E % Delete State  Ctrl+X
Batch 5 Phases
Data _' pialarm33
Interfaces _‘ pialarmcontrol
IT Paints 5 pisqcalam
Operation _' SYSTEM
~ Puoints q UFD_State
_
E:::E:E;T S Session Record
Poirt Classes
Paint Source Table
Totalizers
Security
ASIHOT\Administrator | piadmin, FTHAdministrators, ...
Import Digital Sets and States
To save time entering common Digital Sets and States, templates are available to import.
A Process Objects Digital Set is available from the PlantPAx Process Library. After downloading
the library, the Templates folder contains Historian files.
Hofirdtancd |
: % The PIPermon Digital States are available from a local template in the installation directory.
ASIHO1 1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools and
select Points > Digital States
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2. Select Import.

i
File  Wiew Tools  Help
Servers (o) : 2 EBEEH A @
Search Pl i
1B asih0l i
Collective: ASIHOT [y Batchact R Import Digftal Sext) = *
asih0l  Primamy 1 InterfaceParan £omma delimited file with sets and states:
[] ASIHDZ  Secondary Inieiface el =
Y InterfacePara
q InterfaceParan  Fila Preview
Susterm Management Tools Y InterfaceStatu|  &arg in fle:
Search P Y Modes
Alarms q Srcl Set
Batch Y Phases
Data Y pialarm33
Interfaces 5 pialarmcontrol
IT Paints Y pisqealarm
Operation 5 SYSTEM Owenprite Options
~ Points 8 UF0_State (®) Do ot ovenarite existing sets
Digital States () Impott set with a different name if set already exists
Performance Equations () Prompt before avenariting existing sets
Faint Builder Session Record (O Automatically ovensrite existing sets
Point Classes
Point Source Tahle Import set{s] to server: | asih01 i
Totalizers
Secuity Create Setls) Close
ASIHOAdministrator | piadmin, FTHAdministratars, ...

3. Select the PI_PIperfmon_DS.csv file for the Comma delimited file with sets and states.
The file is located in C:\Program Files (x86)\Rockwell Software\FactoryTalk
Historian\PIPC\Interfaces\PIPerfMon.

4. Select Create the Set(s).

A minimum number of the recommended Digital Sets is created. This procedure does
not create the basic Digital Set file for all Process Objects digital states.

P Impart Digital Set(s) m] X

Comma defimited file with sets and states:
|E “Program Files [x86Fockwell 5 oftware\Factory T alk Hlstuﬂl

File Preview
Setsin file: 1

Set State 0 State 1 State 2
P\F‘erfMon NOT INITIALIZED  OFFLINE  NO ACCESE

< >

Overwite Options

@ Do not ovenwite existing sets

() Impart set with a different name if set alieady exists
() Prompt before avenwriting existing sets

() dutomatically ovensite existing sets

Import set(s) to server: | asih0l ~

Create Setfs) Close

Create Individual Historian Points

EWS You can create historian points by using the FactoryTalk® Administration Console. Define
these points from an engineering workstation or an Historian server. The following is one
D! example.
1. Go to Rockwell Automation Software > FactoryTalk Administration Console and select
L5 | the network for the type of FactoryTalk directory.
ASIHON
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2. Inthe Explorer pane, select an application (PlantPAx is our example) and choose Add
Individual Historian Points.

Explorer n
(=15 Network (PASSOT)

[ fdm FTViewDemo

[ InstantFiz

Delete

Meww Area...

Add News Server >
Discover Historian Points..

Add Individual Historian Paints.., I

Logical Mame >

Backup...
Resource Editor...
Security.,

Properties..,

| Application J Cammunications I

3. On the Add Historian Points dialog box, select Browse Tags.

4. In the Tag Browser window, select an object tag (TT01001 in the example) in the Folders
pane on the left side of the window.

& Tag Browser
Select Tag(s)
Folders Contents of "/Area/Data:LGXCO1/Onine/” T01001'
#- PFDC_FaultCodia Access Rights Description
% 2] Program:Areall
— (22 Program:Diagnc &’ Val_rau ReadOnly
- Program:Task A || & 3| Hikilim  ReadOnly
£ Program:Task B || & va) HiLim ReadOnly
- -_3 ;rngram I"st-é & Val_InpPy ReadOnly
=0 P"’g”'“jT"‘k-E & vallolim  ReadOnly
¥ j pogram =2 | @ vallololim  ReadOnly
‘;' ) e e B 15’ Val_Mode ReadOnly
-0 Program:Task_G & Val Not Read Onl
-] Program:Task_k ? e cadn y
+1-(0 SMC50_FaultCo Val_Owner ReadOnly
) cEe Bt | € VALPVEUMax  ReadOnly
J=3 Troom _ || & veLPVEUMin  ReadOnly
i WT0han | || & Val PVMaxC.. ReadOnly
v | & ValP¥MinC... ReadOnly
Refresh &ll Folders T ag filter. ‘ ~ ‘ Add Tagfs] to List
Selected tag(z]
fza/Data [LEXCOTTON001 sl
MeiE e l Remove Clear
Cancel Help

5. In the pane on the right side of the Tag Browser window, double-click the tag to
configure as a Historian Point.

Val (Process Variable Value) is the example.
Select Add Tags to List and OK to accept the tags in the list.
Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools.

8. Inthe Servers Pane (or the Servers and Collectives pane if you've a collective), select
the historian server.
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9. Select Point Builder and search for tags.

‘ﬂ Point Builder - PI Systern Management Tools (Administraton - [m] X
File  View Tools Help
Servers Ers & (7] Qpoints
Search jel
Collective: ASIHDT Server Nad Values  Point Source  Point Type  Point Class  Descriptor
asih0l  Primary
[ AsiH02 - Secondary General Archive Classic Securty  System
: R . i
System Management Tools Name: enams | Server: | asihOl £
Search 2| Deseriptor |
Alarms " .
Stored Walues: | Reaktime data o L
Eatch Point Source: Point Clags: | classic ~
Data Point Type: Float32 ~| Digital Set:
Interfaces
IT Points Eng Units: | Display Digits:
Operation .

S Exdesc: | |
Digital States Source Tag: | | 1G4
Peifoimance Equations
Puint Builder
Paint Classes
Faint Source Table Session Record
Totalizers

Security
AZIHOT\Adrministratar pi‘admin, FTH&drministratars, ...

10. In the Tag Search window, type the Tag Mask and select Search.

You can use an asterisk (*) for a wildcard. The point name and entire path appear on
the Point Builder window.

1. Select the tag and select OK.
12. Select the tag and select Rename.

13. Enter a new name in the Rename PI Point dialog box.
The name must be modified as OPCTopic.Backingtag.parameter in order to populate
a historical trend in the PlantPAx faceplate. In the following example it
isSLGXCO1.TT01001.Val.

14. In the General tab of the Point Builder dialog box, enter a tag description and
engineering units.

General § Archive I Classic I Security I System |

[Nare  [LGXCO1.TT01001Nal | | [Rename | Piserver: [ashota  v]

Descriptor: |Tempemture 0100 I |

Point class: | classic Point source:
Foint type: Digital set:

I Eng Units: |C I | Display digits:
Exdesc: | |
Sourcetag: | |

15. In the Archive tab, configure the range (Zero and Span), typical value, and all exception
and compression data for the historical point.

| Genemll Archive I Classic I Security I System |

|T‘,'pic:al Value:| 85| Zero: | -2DD| Span: 1050 |

Scan Archiving Step Shutdown Compressing
®0n ® 0n 2 on ® 0n ® 0n
O off O off ® Off O off O off
Exception Deviation Compression Deviation
025] [Eng. Unts  ~| | 05| [Eng. Unts  v|
Day Hr Min  Sec Day Hr Min  Sec

Min. Time: mmm Min. Time: mm
Mox Twe. o] o [ 0] MexTme.[ o 3]

IMPORTANT  Usually, Minimum Range Value = Zero, Span = Maximum Range
Value minus Minimum Range Value. The Typical Value is between
the Minimum Range Value and the Maximum Range Value.

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025 21



Chapter 9

212

16. Select the Classic tab, to view the historical tag path (instrument tag) that includes the

Data server name.

This example shows the FactoryTalk® Linx name, PlantPAx_DAT.

The historical point link is broken if any change is made to the FactoryTalk® Linx application

name.

| General I Archive || Classic N Security I System |

Location: Conversion factor: Userlnt1: DI
Location2: Ijl Fiter code: Ijl Userlnt2: Ijl
Location3: Square root code: Ijl UserReal1: Ijl
Location4: Total code: [0 UserReal2 [ 9

Location5: Ijl

Instrument tag: | PlantP A« Area/Data:Plart P Ax_DAT:[LGXCO1TTO1001.Val

Monitor Historical Data

From the primary Historian server, use the Pl System Management Tool to verify Historical

data has good values.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools and

select Current Values and select the search button.

m Current Values - Pl System Management Tools (Administrator)

File  Wiew Tools  Help

e — I T

Sgarch )
Tag Name Server Collective  Value

Collective: ASIHOT 170100 val asihil ASIHOT 2239933

asih0l  Primam
[ 45IH02  Secondary

Sustem Management Tools
Search 2
Alarms
Batch
~ Data
Archive Editar
Stale and Bad Points
Interfaces
IT Paints
Operation
Faints
Security Session Recard

<

ASIHONAdministrator | piadmin, FTHAdministrators, ..,

1

E

2. Enter a tag mask or an asterisk (*) for all tags.
3. Select any tags that you wish to monitor.

4. To see values change as they periodically refresh, select the Play  button.
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Define Digital Historical Points

The digital set is available only to a digital points type. The FactoryTalk Administration Console
automatically creates a Float32 (Real) point type for each new point.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Management Tools

2. Tobe able to change the digital set, select Digital for the Paint type and then select a
Digital Set (SrcQ in the example).

m Point Builder - Pl Systern Management Tools (Administrator) [m] X
File  Wiew Tool:  Help
Servers @ &8 € e 2 points
Search P Server  Point Point Source ~ Point Type  Point Class  Descriptor  Point Secy
Collective: ASIHOT ashDl  TTO1001.5rcQ@ FTLD Float32 classic piadmin: Af
asih01  Primary asih01  TTO1001.Val FTLD Foat32 classic piadmin: A
[ 45IH02  Secondary
Sustem Management Tools
Search 2
Archive Editar "
Current Values
Stale and Bad Points
Interfaces
IT Paints < 3
Operation
v Points ‘ General |Nchive | Classic | Security I System |
Digiel Shales Neme  [TTOT001SrQ | [Rename | i server: [zsh0r v
Perfarmance Equations
Point Builder Descriptor: |Tempemlure 0100
Point Classes
Puint Source Table Point class: |classic Foint source: @
Totaizes v| rone: [Deg__F]  Diatelset

P_DoseFM_Val_Fault
ASIHONAdministrator | piadmin, FTHAdministrators, ..,

P_DoseFM_Val_Sts
i ¥ e arer i

3. Select the Save | icon to store the Historian point.

Historian Asset Framework usethe FactoryTalk Historian Asset Framework to build and deliver model-driven analysis and
reporting solutions.

Configure the Connections to the Servers

When a Historian Collective is used, the Asset Framework server and Pl Analysis Service must
be installed on a separate computer, such as a dedicated SQL server.

1. Go to Rockwell Software > FactoryTalk Historian SE > System Explorer (64-bit) and
select File to choose Connections.

2. Select the data collective (ASIHOT) and choose Properties.

Servers O X
D Add Asset Server % Add Data Server @ Connect o Set as Default 2 Properties (@ Buffering Manager &
Filtar 2
MName Host User Buffer Status Deescription Type Defaul Datab, ..
WASIHUI ‘®  Add Data Server Asset Server PlantP

@ Add Asset Server

S Connect

©  Connectfs,.,

©  Caonnectta Primary

B Connectto Collective Member..,

[2] Refresh

X Remove..

Buffer stal 2 |Proper’ties I Close:
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3. Rename or configure this connection as necessary for your system.

5F Pl Data Archive Properties [m] *
General | Collective
Hame: [astHo1 | Rename
Description: ‘ |
Host: ‘asihUl.PIantPAx.RuckwellAutumatiUn.cUm ‘ Fort: |545El |
Connection Timeout: ‘ID | seconds
Data Timeout: 60 | seconds
ol [b4247633-Fd77-4164-aaal-26370007Fbfc |
Time Zone: ‘(UTC-US:UU) Eastern Time (US & Canada) |
versian; [34415.1188 |
Aliases: ASIHDZ2 e
x
Cancel Apply

4. Select the Asset Server (ASIS01) and choose Properties.

Servers

i Add Asset Server @ Add Data Server © Connect o Setas Default 25 Properties @ Buffering Manager

O X

Fiter

p -

Mame Host User

W asiHor g Add Data Server

Asset Server PlantPax
B Add Asset Server
©  Connect
B Connectés..,
©  Connectto Primary
©  Connectto Collective Member..,
[#] Refresh
> Remove..
Buffer sta [§ Properties | Close

Buffer Status Description Type Default Datab...

5. Rename or configure this connection as necessary for your system.

7 PIAF Server Properties [m] x
General  PlugIns  Libraties Identities  Mappings  Counts
Hame: [asmot | Rename
Descripkion: | |
Host: |Inca\hﬂst | Port: |5457 |
Account; |admimstratnr | Tireaut |SDD | seconds
I |e75fd041-a530-4745-bSFe-Fob197d07 062 |
Time Zone: |(UTC-EIS:UU) Eastern Time {US & Canada) |
Version: [server:2.0.5.8368; Database:.9.5.8368 |
Aliases: localhost 2
pa
Extended Properties (1) - Securicy
Configure Active Directory Access for Contacts
Conneck
Cancel Apply

Import Asset Framework Templates

An asset framework provides a means to organize your process equipment assets. Asset
Framework Templates are provided in the process library. This download is available online
from the Product Comparability and Download Center (PCDC).

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-
bit).

IMPORTANT  Steps2and 3 are only performed the first time that you name the
database.

2. Select Yes from the Create Database dialog box to create a user database.
3. Enter the name of the user database.
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4, Select Library in the lower, left pane, select the database name and choose Import from

File.

@ W ASIHOT\PlantPAx - Pl Systerm Explarer (Sdministratary - m] *
File  ‘iew Go Tools Help
@ Database [F Queny Date ~ © & | O back H, CheckIn %3 o [#]Refresh @) New Template ~
Library
Counts
Refresh
[Plantpax |
Impart from File... I
| |
Exportto File...
[asmo1 | =
heckn Extended Properties (0 Security
Undo Check Out
Renarne
Audit Trail Events..,
- (&) Security.,
<
= Properties
(3 Elements
== Event Frames
_ | Library
e Unit of Measure
42 Contacts
PlantPAx Modified:3/12/2020 7:1%:58 AM OwnerASIHOTAdministrator
5. Browse in your system files to the
(RA-LIB) AssetFramework_Templates .xml file and open the file.
@ WASIHOTYPlantPx - Pl Systerm Explorer (Sdministratar) e [m]

File  Wiew Go Help
@ Database [T Query Date ~ © Q) Back

Tools

H, CheckIn <3

« [ #] Refresh | @ Mew Template -

Library IPIantPAx

&8 Plantpax
(=5 Templates
(@ Element Templaty

Irmpaort from File

* Ewent Frame Ten
Model Templates

File: |\DownIoads\PIantPAforocesstlbrary\Tools & Utilities\Histarian

[

]

A_-g Library = Dirtirac

i Transfer Templat Open X
-~ G2y Enumeration Sets -
W S R errie Tories « v <« Tools & Utilities » Historian v O Search Histarian -l
Tables T
- ) Table Connections Organize v Mew folder =~ [ 0
- Categori ~
= D éei:::s‘s Categor ka Mame Date modified Type
L (51 tibreiba ke Cabenn # Quick access =
< > l_-‘ (RA-LIB) AssetFrarmework_Termplates w1, /2272019 2:28 1 ML Dac
| - SEE— [ Desktop
( Elements * Downloads &
= Event Frames || Documents
ke >

e Unit of Measure

File name: | (RA-LIB) &ssetFrarmework_Ternpla V‘ xral files (¥oml)

&4 Contacts

PlantPAx Modified:2/12/2020 7:1

Cancel

There are these template files:

- Base Asset Framework Template File for standard Asset Framework functionality for

the process library, release 4.1and 5.0.

- Advanced Asset Framework Template File for use with SQL Server Reporting Services
reports. These objects use the base template, with additional parameters to enable
reporting functionality. For more information, see PlantPAx SOL Process Object and

Alarm Reports.
6. Accept the default import options.
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The database now contains the Library object templates.

D WASIHOT\PlantPi - PI Systern Explarer (Administratar) - O X
File  Wiew Go Tools  Help
@ Database [H] Query Date ~ © & O back H, CheckIn <3 v [#] Refresh | @ New Template -
Library Elernent Templates
&8 Plantpax ~ Group by! [] Category
=
Fempt Aer P~
- (g Element Templates
- % C_Interface FTLD Mame ) Description Category Typé@ | 2
- g_lljntsfrface_Perfmun [ C_Perfmon_ASIH | Historian Computer Perfomance Monitor Computer Element.
_Perfron
C_Perfman_ASAM [ C_Perfman_ASIS SGL Server Computer Perfomance Monitar Cormpuker Element
C_Perfmon_ASIH [ C_Perfmon_PASS | PASS Computer Perfomance Monitor Computer Element
C_Petfmon_ASIS PR
- € C_Perfmon_PASS HL_crU Processor Utilization iZontroller Element.
- (y LCPU -+ ﬂ)bjects (& L_Shorteut ReSLimx Enterprise Shorteut Computer Element
L_Sharteut B P_AIn simple analog Input 10 Processing Element
e (i P_AIN -
w6 P_AInAdy (G P_AInAdy Analog Input Advanced 10 Processing Element.
P_aInDual (G P_AInDual Dual Analog Input 10 Processing Element
- P_AInMulti
—~ P_alnMult IMulti Analog Input 10 Processing Element
| - (7, P_AQUE | A
e | & P_AOUt Analog Oubput 10 Processing Element:
(7 Elements 5
[ P_D45D Discrete Control 4 States Walves Element
ElEventbiames & P_DBC Deadband Contral Regulatary Ca... Element
i;:l Library &P _n Digital Input 10 Processing Element.
e Unit of Measure (G P_DInAdy Digital Input Advanced 10 Pracessing Element
84 Contacts (B P _Dose Dasing Contral Procedural Co... Element | o
C_Interface_FTLD Modified:5/12/2020 7:51:16 &AM OwnerASIHOVAdministrator

Configure Asset Framework Elements

Associate the tags with historian elements, which are the Process object templates

The term ‘element’ is used in the Asset Framework software. For PlantPAx system purposes,
‘element’ can be considered synonymous with ‘objects’ in the process library.

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-

bit).

2. Select Elements in the lower, left pane, select Element and create a New Element.

File  Search  ‘“iew Go  Toals

(@) WASIHOT\PlantPax - PI System Explorer (Administrator) - O x

Help

@ Datobase F¥ Oueny Date « (O @& O Back

H, CheckIn %3 « (2] Refresh |3 New Element -

B Paste Reference

Elements Elements
5W Group by: [ Category [ Template
1F  Mew Element
£, Ele ‘ Search Jeln g
@] Mew Model
3 Add Element Reference 8|F) Name . Description Categary Type Template & ‘
There are no elements configured For this database. Elements are the fundamental
Arrange By » organizational and object block of AF, typically used to represent an asset or group of assets,
[#] Refresh lews Element.
Tew Mode|
Paste

Aidd Element Reference

EL  Import from File...
5 Security..
() Elements

= Event Frames

i Library

ez Unit of Measure

&4 Contacts

QElements

3. Select P_Aln in the Choose Element Template dialog box.
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4. Type the tag name that is being assigned to the object and check it in.

@) W ASIHOTPlantPAs - Pl System Explarer (Sdministratary - m] X
File  Search View Go  Tools  Help
@Database F% Query Date ~ (© @ D Back H, CheckIn ®3} « [£]Refresh (3 MewElermnent ~

Elements P_&In1
ﬁElsments General child Elements  Attributes  Ports  Analyses  Motification Rules  Wersion
iy P_AINL
£}, Element Searches Mame: ‘TTUIUUI |
Description: ‘Swmple analog Input |
Elements
o Categaries: |10 Processing (@] Default Attribute:  <None>
= Event Frames
Extended Properties (03 Annotations (0)  Location  Security
]
_J Library

Find: Parents Children Event Frames

e Unit of Measure

Models  Layers — Connections

5. Confirm the settings and Check In again to complete the check in process.
6. The current historical value is accessed by selecting the Attributes tab and refreshing.

Search Event Frames

You can search for event frames, for example, if you want to find abnormal conditions that
triggered an event.

1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-
bit)

2. Select Elements in the lower, left pane of the PI System Explorer dialog box and then
select the Analyses tab.

£ WASIHOT\PlantPiy: - PI Systern Explarer (Administratar) - m] X
File  Search View Go  Tools  Help
a Database [ Query Date ~ (© @ @ Back H, CheckIn <3 v [2] Refresh | (3 New Elernent -

Elements TTO01001
b Elemerts General  Child Elements  Attributes  Ports  Analyses  Notification Rules  Version
@ TTO1001 :
(3, Element Searches uﬂ] [ | Mame: Data
8 @ © & Name Backfilling bl
@ Bl Dot Categories:
m Fault Analysis Expression
@ @ L Analysis Type: i
Event Frame Ge

() Elements

= Event Frames

i Library

e Unit of Measure

83 Contacts Scheduling: Event-Triggered @ Periodic ek
92 Management Period: 00h 05m 00s | Configure

TTOM00T Modified: 51272020 80244 AM CwvnernASIHONWAministrator Version: 1/1/1970 12:00:00 &M, Rewvision 1

Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025 217



Chapter 9 Historical Data
Finding Faults for Analysis
You can also search event frames to assess faults.
1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-
bit)
2. Select Event Frames in the lower, left pane, select Event Frame Searches and choose
New Search.
£ 0 ASIHOTPlantPhe - Bl Systern Explarer (Sdrninistratar) - [m] *
File  Search  View Go  Tools  Help
@Database %] Query Date ~ (© @Back (0 |H, Checkin %« [#] Refresh | — New Event Frame
Event Frames H Event Frame Searches
2=} Fiter Jel g
:ﬁd EFV'EI‘I ) Mew Search e cuery
_z = Transl g NewAtiibute Search P Event Frame Search 1 Max:1000 Search: Active Between' Start:*-30d Endi*+1d AlDes. .
= MNeuv Event Frame
2] Refresh
(7 Elements
| Event Frames
i Library
czm Unit of Measure
84 Contacts
%Management
3. Select the desired search criteria and any filters.
The search results for the selected criteria appear at the bottom of the dialog box.
Event Frame Search x
X - | Search
Criteria 2]
Search: Starking Before «| [ In Progress
Search start: m 4 All Descendants
Mame: x
Analysis Name: X
Element Marne: E
Categoary: 1D Processing W K
Template: <= v | X
o Add Critetia =
Results B
Name 5f... [06:26:34.6732025] 5/... Duration @ L
= Fault Analysis 2017-05-30 08:12:27.907 E H 0:03:44.035
== Fault Analysis 2017-05-30 08:23:53.940 l—‘ 1:40:13.181 =
== Fault Analysis 2017-05-30 14:25:30.245 H 0:03:35.346 "
The search found 4 Event Frames matching the search criteria.
Cancel Reset
4. Toview elements (tags) that are associated with the fault for the selected search
criteria, double-click a fault.
5. Select the Referenced Elements tab.
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Each tag (and description) that is assigned to the element appears.

£ WASIHOT\PlantPiy: - PI Systern Explarer (Administratar) - m] X
File  Search View Go  Tools  Help
@D Database [ Query Date = (© & O Back H, CheckIn <3 v [2] Refresh | — New Event Frame
Event Frames Fault Analysis 2017-05-30 14;25;
rent Frame Searches | General i Child Event Frames |: Referenced Elements : [l tiributes |
3 Event Frame Search 1
o et Fault Analysis 2017-05-30 14:25:30.249
-~ = Fault Analysis 2017-05-30 08:23:58.940 ‘ e
== Fault Analysis 2017-05-30 08:12:27.907 || | @ Bl Name
- p= Fault Analysis 2017-05-30 08:02:30.923 T T
ansfer Searches LI &F o001 isimple Analog ... |10 Processing  None P_AIn
;g Transfersearchy  ||[T T

<« Description Category Type Template

6. Toview a description of the abnormal condition, select the
Attributes tab.

Tools for Creating Historian Depending upon how far along you are in your process application build, these can help create

Tags

tags and other bulk code:
» Application Code Manager software
+  PlantPAx Configuration tool
Pl Builder Add-in for Microsoft Excel

Application Code Manager

Application Code Manager (ACM) software supports a historian library to assist with creating
historian tags.

Use ACM to create the historian tags when your control strategies in ACM are in the final stages
and ready to generate a Logix 5000 Controller .ACD file.

See Chapter 6, Bulk Configuration of a PlantPAx System for specific details on ACM.

After ACM generates historian tags, the .CSV file needs to be copied to the computer that has
PI Builder Add-in for Microsoft Excel installed to publish the tags into the historian database.

IMPORTANT  If additional control strategies are created using the Logix
Designer application, then ACM won't be able to generate the new
historian tags. In this scenario, the PlantPAx Configuration Tool
may be considered to create the historian tags.

Pl Builder Add-in for Microsoft Excel

PI Builder is a Microsoft Excel add-in that lets you use Excel to create, view and modify P!
points and Asset Framework objects in your Historian database. With PI Builder you can make
bulk tag edits by importing and exporting your spreadsheet.

All functionality of the prior Pl Tag Configurator has been replaced with Pl Builder, which is
included with the PI SMT and Pl Data Archive setup kits (as part of the PI AF Client installer).

IMPORTANT Microsoft Excel 32-bit software must be installed for these
procedures.

This section uses Microsoft Excel 2013. Your version could be
different.

If Microsoft Excel was installed after the Historian software, the Pl AF Services will need to be
modified to include the Pl Builder feature.

1. To start the modification, run file named <PI-AF-Services_2017-R2A_.exe> located in the
\Redist\PIAFSetup\ directory of the Historian SE software installation media.

A maintenance dialog prompts to modify, repair, or uninstall the PI AF Services 2017
R2 installation.
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Choose to Modify the installation and click Next.
3. Select Pl Builder from the list of Features and click Next.

@ P|AF Services 2017 R2 tAdministrator) >

Feature Selection

Select the features to install,

Maintenance Features: Feature Description:

Feature Selecti
eature selection Shared Features An Excel add-in that provides

cenfiguration and access to
# 1P System xplorer the Pl Data Archive and AF

fll ment Plug-In
Pl Builde Prerequisites for selected features:

Feature Rules
Installation Progress

Complete

[ selectail | [ unselectan | [ Reset |

Installation directory: Ci\Program Files\Rockwell Software\FactoryTal|

Installation directory (x86): |C:\Program Files (x86)\Rockwell Software\Facty|

| < Back Next » || Cancel

4, Restart the computer after the installation is complete.

To retrieve and publish Pl AF objects, PI Builder must connect to a Pl AF database and for PI
points a PI Data Archiver server.

1. Open your version of Microsoft Excel and click the Pl Builder tab.

2. Inthe Connections group on the upper left corner. Select your Data Server, Asset Server,
and Database as available.

£ Search
File Home Insert Page Layout Formulas Data Review WView Help Pl Builder 15 Share I Comments
Diata Server: @ ASIHOT ~ L# () Select Al /;.“ @ & EI [ p Shom Values in Rows [ Headers - () About
fsset Server: @D ASIHD ~ 4 € ) Deselect Al ) g ! ~/ Show Values in Columns [E] settings | @ Help
Puhblish - Pl Paints | Library Elements  Ewent Security  Retriewe

Datahase: @PIantPAxv m  Resetto Template = - - Frarmes « ~ ' (2) Feedback

Connections Build [ Retrieve [Fl Attribute Data References Resources ~
Al A £ &

A B © D E F G H | 1 K L M N o] P Q -
1] | |
2 |
e |
il 1

For information on how to publish your historian tags to the historian database, see the PI
Builder add-on Help section.

Configure Asset Framework Databases with the PlantPAx
Configuration Tool

Use the PlantPAx Configuration tool to configure Asset Framework databases with Logix tag
elements. This includes the automatic configuration of related PI points in the FactoryTalk
Historian data server (Pl data server).

This procedure assumes that the controller, HMI server, and the alarm server are configured
for using the PlantPAx Configuration Tool.

1. Open the PlantPAx Configuration Toal.
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2. Add the Historian Server.
L= PlantPAx Configuration Tools for Tag
File View Tools Windows Help
DS H|
=i Logix Controllers
=@ Laxco
B @ Associated HMI Application = PlantPAs
-® FactoryTalk View SE Network
-® HMI Server Name = PlantPAo_HMI
-®, HMI Server Area Name = Area
jy Data Server Area Name = Area/Dat
Data Server Name = PlantPAx_DAT
Data Server Device Shortcut Name
= M HMI Alarm Servers
B ‘ PlantPAx_AES
8 LGXCO
& )
Add Historian Server...
From this Page Action
Add Historian Server Type the name of the historian server.

Select Controllers for Building Data Points in Historian Enter the server collective name and select the
Server applicable controllers.

Select Controllers for Building Data Points in Histonan Server

Name:

Description:

FTLD Interface Number.
Server or Collective Name:

Point Source Name:

Production Historian

h]

|[AsiHo1 ||

FTLD

Select Controllers and Enter Data Server Information

Select Controller

Application Data Area Full Path Data Server Name Device Shoricul
Name Name
LGXCO1 PlantPAx Area/Data PlantPAx_DAT LGXCO1

FactoryTalk Application

Name, Data Server Name and Device Shortcut Name must be provided when using FTLD point source.

Data Server Name is not required when point source is not FTLD.
The default data server name used by FactoryTalk is "RSLinx Enterprise”.
(Data Area Full Path example: "NorthPlant/Data1")

[0 ]| e
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3. Select the Historian server that you just created (Production Historian in our example),

and select to Import to Asset Framework

as PlantPAx Configuration Tools for Tags. Alarms. and Historian [PlantPAx]

File Wiew Tools Windows Help

O EH

(AF) Database
- a -

=¥ Logix Controllers

=S fiﬁ' LGXCO01

=2 Associated HMI Application = PlantPAs
.- FactoryTalk View SE Network

- HMI Server Name = PlantPAx_HMI
B HMI Server Area Name = Area

-dy Data Server Area Name = Area/Dat
-dy Data Server Name = PlantPAx_DAT
: L8y Data Server Device Shorcut Name
= * HMI Alarm Servers

. =i PlantPAx_AES

: - LGXCO1

=-® Historian Servers

BY'S ocuction Historan]

Rename Historian Server...

Remaove Historian Server

-l LGXC Change Controllers Associated with Historian Server...

| Import to Asset Framework (AF) Database

Buid PTPomnts or mport File..

From this Location

Action

Build Tags: Setup Tab

Select Connect

Connect dialog Box

Set the Pl Server, AF Server, and AF Database

0K Connected dialog box

Verify that you're connected to the Pl Server, AF Server,
and AF Database

Build Tags: Setup Tab

Select Pl Point Builder Options

FactoryTalk Historian Import File Builder Options dialog
box: Naming tab

Use the controller name as a prefix to Historian tags. For
example, LGXCO1.<tagname>

Build Tags: Information Tab

Review and verify the information

Build Tags: Build Tab

Select Build

Setup | Information | Build |

Status:

000c2951dd44"
FIC01002

AFDatabase change event

000c2951ddd44"
Equipment0

|AFDatabase change event

000c2951dd44"
\Area01

\Action="SubObjectChange', Identity='Element’, UniquelD="242b3bb6-699b-1128-80dc-000c2951dd44', ParentiD="242b3bb3-699b-118-80dc-

Abort Build

\Action='SubObjectChange". Identity='Element’. UniquelD='242b3bb3-699b-11e8-80dc-000c2351dd44'. ParentlD="242b3bb0-699b-11e8-80dc-

AFDatabase change event
|Action='SubObjectChange'. Idenity=EN
000000000000

|AFDatabase change event
|Acion="DinyCleared’

d44', ParentlD="00000000-0000-0000-0000-

Process0l Completed adding Logix elements to AFDatabase.

oK
Pl [ & ]

AFDatabase change event

000000000000
System

6/6/2018 11:06:11 AM Exited Adding AFElements to AFDatabase PlantPAx

\Action="SubObjectChange". Identity='Element’. UniquelD="242b3bad-699b-11e8-80dc-000c2951dd44'. ParentlD='00000000-0000-0000-0000-

Verify Asset Framework Library and Elements

After using the PlantPAx Configuration Tool, you

must verify that the asset framework library

and elements are properly imported into the Asset Framework database.
1. Go to Programs > Rockwell Software > FactoryTalk Historian SE > System Explorer (64-

bit).
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2. Select Library in the bottom left of the system explorer and verify the contents of the

library.

o YWASIHOT\PlantPAx - PI System Explorer {(Administrator)
File  View Go Tools Help
@ Database [= QueryDate + © @& D Back (0 B, Checkin <3 « [#]Refresh | g NewTemplate ~

u

¥ PlantPax - Group by: [] Category
= (@ Templates Fiter o~
- [y Element Templates
------ (3 C_Interface_FTLD Name  Description | Category Typeld? | A
""" g E_;nteFrFace_PerFrmn (@ C_Perfmon_ASIH | Historian Computer Perfomance Monitor Computer Element
_Perfman t i 1
ﬂ C_Perfmon_ASAM ﬁ C_Perfmon_aAsIS | SQL Server Computer Perfomance Monitor _Cnmputer Elemunt
------ (% C_Perfmon_ASIH (& C_Perfmon_PASS | PASS Computer Perfomance Monitor Computer Element
----- (f C_Perfmon_ASIS | 2 o |
‘‘‘‘‘‘ G C_Perfman_PAss HLcru VProcessor Utilization 'Control\er ‘Elemeryt
- Gy LLCPU @ L_Shortcut _Rsl.inx Enterprise Shortcut Computer "El.ernent.
g :;—SA:"”C'-* B P_AIn Simple Analog Input 10 Processing  Element
_AIn 1 ! !
- G P_AlnAdy @ P_AInAdy __:Qnaing Input Advanced 10 Processing ElemenE
- (i P_AInDual & P_AInDual Dual Analog Input IO Processing Element
- G P_AInMuki P_AInMIt | Muli Analog Tnput [10 Processing | Element
-~ @@ P_AOut % g = N e : 2
P_ACut Analog Output IO Processing Element
(¥ Elements T— 1 |
@& P_D45D Discrete Control 4 States Valves Element
={Event Frames (g P_DBC Deadband Control Regulatory Co... Element
[ @ o Dita o toProcessng__ Elenent
Unit of Measure (@ P_DInAdv Digital Input Advanced 10 Processing | Element
A Contacts &P _Dose Dasing Control Procedural Co... Element | o

C_Interface_FTLD Modified:5/12/2020 7:51:16 &AM OwnerASIHOT\Administratar

3. Select Elements in the bottom left of the system explorer and verify the elements.

o WASIHOTVPlantPax - Pl Systern Explorer (Administrator)

File  Search View Go  Tools  Help

- O X

@ Database P¥QueryDate (0 @ @ Back 0 H, Checkin <3« [#] Refresh | (3 New Element =

Elements P_aln1
& Elements General  child Elements  Attributes  Porks  Analyses  Notification Rules  Version

«J P_AIni
(3, Element Searches Mame: |TTUlUUI |

Drescription: |5ImD\e Analog Input

Categaries: |IO Processing ‘|| Default Attribute:  <hone:>
|= Event Frames

Extended Properties (0} Annotations (03 Location  Security

i Library
e Unit of Measure

Models  Lavers  Connections

Find: Parents Chidren Event Frames
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Notes:
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Select the Batch Solution

Batch Management

PlantPAx® systems support scalable options for batch management that are based on ISA88

standards and can help:

» Automate sequences to reduce time-to-market
» Manage recipes and procedures to focus on yield, throughput, and quality
«  Provide models to improve traceability, reporting, and approval contrals.

Scalable offerings and tools range from controller-based to enterprise-wide solutions.

Logix Batch & S
Feature Ng?::g e?- ¢ equence SequenceManager FactoryTalk Batch
Deployment Logix controller code Firmware-based controller feature | Server-based application
ControlLogix® 5580 ControlLogix 5570 ControlLogix 5580
CompactLogix™ 5380 CompactLogix 5370 CompactLogix 5380
Supported controllers ControlLogix 5570 ControlLogix 5580 ControlLogix 5570
CompactLogix 5370 CompactLogix 5380 CompactLogix 5370

Units

Single unit recipes

Single unit recipes

Multiple unit recipes

Phase construction

PhaseManager™ programs

PhaseManager programs

PhaseManager programs

Phase interface

Phase and bit logic

Pull-down menu

Pull-down menu

Max recipes/steps/phases 32 Limited by memory or resources Limited by memory or resources
Max input/report parameters 4 No max No max
Parameter expressions No Yes Yes
BOOL BOOL BOOL
Parameter data types REAL INT, INT, DINT SINT, INT, DINT
REAL REAL
Sequential Sequential
Sequential Concurrent Concurrent
Procedural structure Concurrent Divergent Divergent
Recurrent Recurrent
Recipe design Tabular HMI configured SFC like SFC like
Recipe editing Runtime via HMI Import only at runtime Runtime editing via Recipe Editor
HMI integration Faceplates 3 Active X mctwe .

Batch reporting

Queue controller services

Event client and archive services

Event client and archive services

FactoryTalk Batch integration No Yes -
Dynamic unit binding No No Yes
Unit arbitration No No Yes

Logix Batch and SequenceManager Requirements

The Logix Batch and SequenceManager™ option consists of controller code and visualization

elements. You need:

+ Logix 5000™ controller
» FactoryTalk® View Studio software
+ Logix Batch and Sequence Manager files

For more information, see Logix Batch and Sequence Manager.
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SequenceManager Requirements

SequenceManager controls direct PhaseManager programs in this controller-based option.
You need:

 Logix 5000 controller
» FactoryTalk® View Studio software
» SequenceManager software

For more information, see SequenceManager Controls.

FactoryTalk Batch Requirements

A FactoryTalk Batch application is a server-based option.

AppServ-Batch application server with:
» FactoryTalk Batch server
» FactoryTalk® eProcedure® server
« FactoryTalk® Event Archiver database

AppServ-Info SQL server with:
»  SOLserver
 FactoryTalk Batch Material server
» Master Recipe storage

For more information, see Factory Talk Batch Application on page 228

The batch solutions work with each other to provide a comprehensive solution.

[ |

FactoryTalk® Batch

Logix Controller

‘ LBSM SequenceManager‘" | Other
— Third-
[ Logic ] PhaseManager™ [ PLI ' .Conn?:ﬁ:?

For more information, see these additional resources.

Resource

Description

PlantPAx Logix Batch and Sequence Manager Reference
Manual, publication PROCES-RM007

Provides procedures on how to use LBSM to store recipes and sequences equipment and phases to make
products.

SequenceManager Controller Reference Manual,
publication 1756-RM101

Describes how to install, configure, and run SequenceManager Contrals.

FactoryTalk Batch User Manual, publication BATCH-
uMon

Contains instructions for configuring security and services, and implementing components, such as the
FactoryTalk Batch server, simulator, and performance chart.
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Resource

Description

PlantPAx Batch Design Considerations Reference
Manual, publication PROCES-RM008

Provides guidance on selected batch implementation topics in a PlantPAx system.

Batch Application Toolkit Quick Start,
publication IASIMP-0S042

Provides a framework for how to use the tasks to complete the components of the Toolkit.

PhaseManager User Manual, publication LOGIX-UM0O1

Provides instructions on how to configure and use a Logix 5000 controller with equipment phases.

FactoryTalk Batch PhaseManager User Manual, BATCHX-

uMon

Provide instructions on how to use phase logic to integrate FactoryTalk Batch software with a Logix Designer
application.

Logix Batch and Sequence
Manager

The Logix Batch and Sequence Manager application is controller resident batch execution for
single-unit or multiple-independent unit operations.

Premix - Product A

@ Idle
b Active Recipe:

Product A
Product Code:
Garfield1-2323
Version

4.0-00 BETA
Version Date:
8/31/2018 12:00

Author Scale Factor
+ l T Marvin Gardens

>

@ Premix - Product A @
i Active Seq Current Step Ui
@ e e 10007037 Q
n n n
Y Y 5068 5¥10 11 12 13 14 15
Wait D D D
Add Ingredient A D
Add Ingredient B D
Add Ingredient C D
Agitate D D D D D D D D
Dispense
() [Heat Vessel DDDDDDDDD
L B e o | B Rt a1 T B il v B
W
Fause at next Scale Factor
o « M 100.00 ’{)
Auto Pause o
E . No T )¥es DH / @

An LBSM application is best for:

Single-unit batch processes, with 5...10 recipes, that can be defined with
four real and four Boolean parameters per phase

Processes that need frequent recipe changes

Systems where recipe changes must be made through an HM
Process skids

Pilot plants

LBSM Details

The LBSM application provides controller logic and HMI objects.

An LBSM application supports:

For more information, see PlantPAx Logix Batch and Sequence Manager Reference Manual,

PhaseManager programs and custom sequences
Maximum of 32 recipes per controller

Maximum of 32 steps per recipe

Maximum of 4 real and 4 Boolean Parameters/phase
Recipe changes are made from the HMI

publication PROCES-RM0Q7.
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SequenceManager Controls  sequenceManager is a firmware-based feature that directs PhaseManager programs inside a
Logix 5000 controller in an ordered sequence.

Editor - Logix Designer application Operator-FTView SE Data Collection & Reporting Services
Define a procedural sequence that Monitor and interact with a running Generate events used to produce
coordinates the execution of procedural sequence in the HMI batch reports and procedural analysis

equipment phases BT R B s e

A SequenceManager application is best for:
«  Small batch systems (single unit)
Systems with no server connectivity
»  Process skids

» Modular systems connected into larger FactoryTalk Batch processes
« Fast processes

SequenceManager Details

The Logix controller must have firmware support to implement a SequenceManager
application. Not all controllers support the SequenceManager application.

Use the SequenceManager to model and execute sequential manufacturing processes using
the ControlLogix features described in the following tasks:

«  Configure the coordination of Equipment Phase execution using the Equipment
Sequence Editor.

«  Execute Equipment Sequence programs using ControlLogix.

« Monitor and manage running Equipment Sequences using the Logix Designer
application.

« Enable operators to monitor and manage running Equipment Sequences and Equipment
Phases by adding SequenceManager ActiveX controls to FactoryTalk® View SE displays.

« Subscribe and collect generated sequence events using SequenceManager Event Client
Service and SequenceManager Event Archiving Service.

For more information, see SequenceManager Quick Start Guide, publication 1756-0S109.

Factory Talk Batch A FactoryTalk Batch application is a server-based, comprehensive approach to batch

Application management- . ' ' ' ' o '
« Handles complex unit coordination, resource arbitration, and optimization of routes

» Manages recipes including formulations, scaling, secure approvals, and versioning
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» Includes integrated visualization and reporting

Rockwell =
Automation 3
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“W

1 MATERSAL E MATERIAL

A FactoryTalk Batch application is best for:
«  Multi-unit batch control
+ Integration of process skids
« Integration with third-party systems

FactoryTalk Batch Details

A maximum of 10 FactoryTalk Batch servers can exist in a PlantPAx DCS. Follow these
guidelines when you install FactoryTalk Batch on the AppServ-Batch server:

« Install the FactoryTalk® eProcedure® server on the same computer as the FactoryTalk
Batch server.

« Install the FactoryTalk Batch Material server on a computer with the
SOL server. The computer must be different than the computer that hosts the
FactoryTalk Batch server.

« Install the FactoryTalk Event Archiver Database and Management Tool on another
server from the FactoryTalk Batch server.
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Example FactoryTalk Batch Network

oo
e =l <~ e
— - '_[ (4 —
o = |
= L e
==d i Koo =i
Q o — )
®
(9] . S
0 = ®
e — ;[::' - e [
ﬂ J ! .
= | | N =}
L I _] I
®
No.  |Description No. |Description
1 Site level 8 FactoryTalk eProcedure clients
2 FactoryTalk Batch Material Manager clients 9 FactoryTalk Batch server (1...10) and FactoryTalk eProcedure server
3,14 |FactoryTalk Batch Material server; FactoryTalk Event Archiver database |10 FactoryTalk Batch server connects to SQL server for Master Recipe storage
b SOL server m FactoryTalk Batch View clients
5 FactoryTalk Batch clients 12 Proprietary network
6 TCP/IP 13 Process-connected device
7 Plant floor

FactoryTalk Batch Server
with Redundant Controllers

230

For more information, see:
»  PlantPAx Batch Design Considerations Reference Manual, publication PROCES-RM008
«  FactoryTalk Batch User Guide, publication BATCH-UMOT!

Using a FactoryTalk Batch server with redundant controllers requires an understanding of the
batch server hold/failure propagation behaviors.

Redundant ControlLogix 5580 controllers do not support ControlNet® communications. This
means a FactoryTalk Batch application with active phases isn't a bumpless event when a
switchover from primary to secondary controllers occurs.

The phases switch over and remain in their respective state and code executes as expected,
but the FactoryTalk Batch server observes a brief momentary communication loss over the
EtherNet/IP™ network.

This communication loss is enough for the batch server to issue Hold propagation on all
recipes with phase actively running in the controller than switched over. In this circumstance,
the transitions in the recipe Held while the phases in the controller are still running.

Hold Propagation

The Hold Propagation area lets you indicate the hold propagation type to use when the
FactoryTalk Batch server detects a failure that is caused by a watchdog timeout, a handshake
timeout, or a phase failure (PHASE_F > 0).
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Chapter 10 Batch Management

Hold propagation is a configurable selection that defines how the batch server reacts to
failures that affect an active control recipe. Configure the selection in the Equipment Editor,
which stores the value in the BATCHSVR.INI.

Server Options *
Cross Invocation Descriptors and Defaults Hyperink Descriptors and Defaults Material Policies
Project Settings Restart Cortrol Batch Reporting Archiver Evert Fiters Batch Server

Hold Propagation Miscellaneous

() None Maximum Log File Size 1000000| Bytes
Fh

O hase Miimum Disk Space 1000000] Bytes

(O Operation

O Uni Default Batch ID [BATCH_ID

[] Enable Evert Joumal Signatures

OPC Communications Timeout

Period {msec) 10000
Allowable Failures

A Hold command that is associated with a failure propagates up through the recipe hierarchy
as high as the mode and selected option allows.

Hold Propagation Option

Description

None

The batch server does not issue a Hold command to any level of the running procedure for any phase
failure. Therefore, the phase logic is solely responsible for putting a failed phase into Hold.

Phase

The batch server issues a Hold command to only the phase in which the phase failure occurred. This
includes only the active step within the operation that experienced the failure, and not the active transition
that belongs to the operation. Therefore, only the failed phase is commanded to Hold by the batch server
and any other level of the batch remains unaffected such as, any running phase, operation, unit procedure,
and the procedure itself

Operation

The batch server issues a Hold command to the running operation in which the phase failure occurred. This
includes all active steps and transitions within the operation level of the batch. Therefore, all running
phases within this operation, and the active operation transitions are commanded to Hold by the batch
server. Any other running operation, unit procedure, and the procedure itself aren't affected by the Hold
command; the batch server does not propagate the Hold command to these other levels of the batch.

Unit

The batch server issues a Hold command to the running unit procedure in which the phase failure occurred.
All running phases and operations within this unit procedure, and the unit procedure itself, are commanded
to Hold by the batch server. This includes all active steps and transitions within these specific levels of the
batch operations and the unit procedure. Any other running unit procedure and procedure itself aren't
affected by the Hold propagation; the batch server does not propagate the Hold command to these other
levels of the batch.

Batch

The batch server issues a Hold command to the entire running procedure in which the phase failure
occurred. All running phases, operations, unit procedures, and the procedure itself, are commanded to Hold.
This includes all active steps and transitions within all levels of the batch.

The most common event to trigger Hold propagation is an abnormal process condition being
continually monitored by the controller.

When an abnormal process event occurs in the system, the controller logic sets phase failure
for the appropriate phases actively running in the unit, or units. As a result, the phase failure
tags are set with a value greater than zero value by the controller logic. The value corresponds
with a known failure condition in the process. The batch server can display the failure to the
operators and record the appropriate phase failure event.

State Composite Evaluation

The Hold propagation configuration determines the highest procedure level within the running
recipe for which the Hold command from the batch server is issued when a failure is detected.
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The state of each batch level (such as procedure, unit procedure, operation) is continually
evaluated by the batch server. Each batch level state is based on the composite states of its
underlying steps and transitions.

» Inthe case of an operation, the composite state is based on the state of all active
phases and the state of their underlying active phases transitions.

« Inthe case of the unit procedure, the composite state is based on the state of all active
operation steps and the state of their underlying active operation transitions.

+ Inthe case of the procedure, the composite state is based on the state of all active unit
procedure steps and the state of their underlying active unit procedure transitions.

Order of Precedence for Batch States

State Element Type Priority
RESTARTING Step’ 12 (highest)
HOLDING Step 1
ABORTING Step

RUNNING Step 9

ARMING Transition 9

ARMED Transition 9

FIRING Transition 9
STARTING Step 8
STOPPING Step 8

HELD Step 6

HELD Transition 6

IDLE Step 5
ABORTED Transition 4
ABORTED Transition 4
STOPPED Step 3
STOPPED Transition 3
COMPLETE Step 2
NOTCONNECTED Step 1
UNKNOWN Step 0 (lowest)

If the owner of the step (a phase) is EXTERNAL, then the step isn't considered in the
calculation.

The determining state for any procedure level (procedure, unit procedure, or operation) is
based on the states of the active recipe elements it contains - both, steps and transitions. All
these S88 procedure levels are virtual to the PC memory in the batch server, except for
SequenceManager operations which reside in the controller, much like most phases.

When a procedure level of a control recipe is connected and commanded by the batch server,
the state of each of its procedure levels is derived by a composite state analysis to determine
a final state for each procedure level. As the path of recipe execution proceeds through a
control recipe, the state of each recipe element object is dynamic, and is continuously
updated. The state with the highest priority becomes the state of the procedure level for an
operation, unit procedure or procedure.

» Inthe case of an Operation procedure level, the composite state is based on the state of
all active phases e active transitions within the operation.

« Inthe case of the Unit Procedure level, the composite state is based on the state of all
active operation steps and active transitions within the unit procedure.

» Inthe case of the Procedure level, the composite state is based on the state of all active
unit procedure steps and active transitions in the procedure.

Types of Failures

The batch server translates a phase failure value to an enumeration string that presents an
actionable string of text to the operators for the type of failure. A phase failure is the most
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common type of failure. Other types of failures may occur in the batch system such as, a
parameter download failure, a report upload failure, a failed phase request, a request timeout,
a command timeout, a quality tag status other than good, a watchdog failure, or a
communication failure.

In most cases, the batch server reacts to these failures just as it does for the phase failure
event with Hold propagation. An exception occurs whenever the batch server experiences a
communication failure to a controller, a data server, or a phase.

When communication to the controller or phase is compromised, the Hold propagation only
acts on the components of the control recipe that are without risk, or internal to the batch
server memory (procedure, unit procedure, operation). In this case, the risk pertains to those
components where the phases or SequenceManager operations reside, so Hold propagation
isn't executed to the phase level or SequenceManager operations.

If communications are restored quickly so the watchdog in the controller does not time out
and place the running phases into a Held state, running phases stay running as if nothing
occurred. If communications are restored quickly and the controller phases aren't configured
to Hold upon communication loss, then running phases also stay running as if nothing
occurred.

This momentary communication blip where phases remain running can cause a dynamic when
all other levels (procedure, unit procedure, operation) are sent Hold commands upon failure
according to the Hold propagation configuration. As a result, these procedure levels are Held
but the composite state of a running phase and Held transition is running state for the
operation. This traverses up the control recipe where a running operation step and a Held unit
procedure transition evaluates as a running state for the unit procedure, and so on one more
level to the procedure. With transitions Held, the recipe can't move transition to other steps,
and the recipe could act to an untrained operator as though it's hung, or unresponsive. One
solution is to issue a Hold command to the control recipe, then a restart to the control recipe
to get all steps and transitions in an active and running state as expected.

In the case of redundant systems with newer ControlLogix firmware revisions that do not use
ControlNet communication, the switchover of the controllers where active phases are being
run by the FactoryTalk Batch application isn't a bumpless event. The phases switch over and
remain in their perspective state and code executes as expected, but the FactoryTalk batch
server observes a brief momentary communication loss. This loss is enough for the batch
server to issue Hold propagation on all recipes with phase actively running in the controller
than switched over. In this circumstance, you can find transitions in the recipe Held while the
phases in the controller are still running.
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Notes:
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Step 1: Device Level Options

Analytics

Analytics is the discovery, interpretation, and communication of meaningful patterns in data.
Analytics relies on the application of statistics, computer programming, and operations
research to quantify performance.

Analytics are the methods that we use to measure our performance and then provide feedback
for continuous improvement. Analytics drive business value, regardless of the industry, by
helping to:’

» bring a product to market faster

« lower the total cost of ownership because of more effective maintenance
+ improve asset utilization by maximizing the throughput

« provide enterprise risk management

The following options exist for analytics applications in your PlantPAx® system. The reference
links provide more details for each option.

See PlantPAx Analytics, publication PROCES-AT101, for more detailed information.

Allen-Bradley® products
have device-level

diagnostics that are built in,

such as fault and alarm Process Variable Speed Drives  Miotor Control enters
Controllers

codes for use in fault — =0 =B
routines. Other products — e I LITL]
provide predictive and (" Local, Distributed, and Inteligent 1)

prescriptive analytics at the o
device-level of the yal
architecture. é

In your overall solution, you
can add these additional
products to gather device-
level analytics:

 FactoryTalk® Analytics™ for Devices
» FactoryTalk® Analytics™ LogixAI®
+  PlantPAx® MPC

For more information, see Device Level Analytics.
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Step 2: System Level Options

FactoryTalk® products that add

system-level analytics include: s
+ Pavilion8® .-
«  FactoryTalk® Analytics™ e
Edge Gateway™ [T
«  FactoryTalk® Analytics™ Ii] -,
DataView :

» FactoryTalk® TeamONE™

For more information, see System Level Analytics

Step 3: Enterprise-Level Options

FactoryTalk products that add

enterprise-level analytics include:
- FactoryTalk® Analytics™
Edge ML

«  FactoryTalk® Analytics™ "
DataView F:j._.f:“z
«  PlantPAx Analytics s

s

DBs & Historians

fa

At the Industrial Internet of Things
(IloT) level, you can add:

+  Vuforia® Augmented Reality
«  ThingWorx® Industrial loT platform

For more information, see Enterprise-Level Analytics
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Information Enables

Basic Analytics «— —_— Advanced Analytics
DESCRIPTIVE DIAGNOSTIC PREDICTIVE PRESCRIPTIVE \
s, v
MA_S #
& e & B, D
|
Which facility Why is Site A throughput | predict that Site A will be What action should | take to
performed the best? behind plan? behind plan soon avoid Site A from falling
{ #
{ L3
: i
g IHHERLERN -
> Is Line 1 Why is Line 1 | predict that Line 1 What action should the
» running ok? quality poor? quality is moving out operator take to avoid
of tolerance poor quality?
Am | running ok? Why did a fault | predict a fault will
happen? happen soon.

What action should be
taken to avoid the fault? /

Device Level Analytics

The ControlLogix® and CompactLogix™ process controllers display alarm and troubleshooting
details for the embedded process instructions on the property pages for the process

instructions.

In your control strategy, you can use:
» Tag-based alarms

«  Alarm faceplates

« Automatic device descriptive analysis (firmware revision 33 and greater) to display
device fault conditions in applications and client devices that are supported by
FactoryTalk® Alarms and Events.

Device-level analytics provide:
« Streaming analysis
»  Runtime deployment
+ Device data generation
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Option

Description

FactoryTalk Analytics for Devices

Embedded analytics software that lets you implement device level,
descriptive, and diagnostics analytics to improve maintenance and

engineering reliability.
Automated device health diagnostics provides data to an
information platform with or without cloud connectivity

PlantPAx specific content:

« Advanced Process Controller action card
« E+H device support

« Robust HART diagnostic information

Type: Descriptive, Diagnostic

Environment: Appliance on EtherNet/IP™ network
Available via the subscription portal

Requirements:
« 6200PC-FTA4DTTIM FactoryTalk Analytics for Devices appliance

FactoryTalk Analytics LogixAl

Embedded analytics software that enables controls engineers to
apply models to make predictions in ControlLogix applications.
Automated modeling capabilities that enable predictive
capabilities in the controller.

Type: Diagnostic, Predictive

Environment: ControlLogix chassis
Available via the subscription portal

Requirements:
« 1756M-FTALGXAIT1IM FactoryTalk Analytics LogixAl appliance

PlantPAx MPC

Model Predictive Control embedded in ControlLogix systems
« Multi-variable in and multi-variable out

« Predictive control

« Reduction in variability

Type: Predictive, Prescriptive
Environment: ControlLogix chassis

Requirements:
« 1756-PPMPC or 9529-PPMPCENM module

System Level Analytics

System-level analytics provide:

- Data management, transformation, and harmonization

«  Model training and deployment
» Pattern extractions

Option Description
Provides closed-loop, prescriptive analytics to Dot -
continuously maximize process performance in Type: Predictive, Prescriptive
quality, throughput, and efficiency. . .

Pavilion8® « Model-based advanced, dynamic control drives Environment: Server based

stable performance
« Integrated MPC, calculation, and soft sensor
visualization and performance reporting

Requirements:
« Pavilion8 software

FactoryTalk Analytics Edge ML
(also applicable at enterprise-level)

A machine learning application that provides expert-

driven data analytics within the plant, where low

latency is a requirement.

« Helps make decisions as close as possible to the
data

+ Reduce loads on controllers by off-loading data
preprocessing

« Reduces deployment time costs

« Out-of-box connectivity reduces design time

Type: Predictive

Environment: Server based
Part of the FactoryTalk Analytics; available via the
subscription portal

Requirements:
« FactoryTalk Analytics Edge ML base bundle
or

« FactoryTalk Analytics Platform base bundle
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Enterprise-Level Analytics

Enterprise-level analytics provide:
+ Data visualization
 Data mining
» Enterprise resource planning
«  Model training
« Model operationalization
« Pattern extraction

Option

Description

FactoryTalk Analytics Edge ML
(also applicable at system-level)

Provides data capture, transformation and analytical capabilities, including
predictive machine learning, right on the edge.

« Pull structured and unstructured data from multiple sources

« Access data in intelligent devices

« Preprocess data for analytics

- Enable bidirectional, transactional type data

« Execute closed-loop, Edge-level machine learning

« Develop custom applications and connectors

Type: Predictive

Environment: Server based
Part of FactoryTalk Analytics; available via the
subscription portal

Requirements:

« FactoryTalk Analytics Edge ML base bundle
or

« FactoryTalk Analytics Platform base bundle

Vuforia® Augmented Reality

An industrial augmented reality platform that can improve workforce

efficiency and customer satisfaction with real-time, step-by-step work

instructions and data.

« Work instructions become handsfree and are delivered in real time where
assembly or field service take place.

« Tribal knowledge of experienced workers is captured and shared with new
workers and service technicians.

« Remote expertise can be delivered to workers no matter where they are in
the world.

Type: Descriptive, Diagnostic

Environment: Cloud-based
Part of the FactoryTalk® InnovationSuite
Bulletin 95057C; available via the subscription portal

Requirements:

« Vuforia Engine software

« Vuforia Studio software

« Vuforia Chalk software

« Vuforia Expert Capture software

ThingWorx® Industrial loT
platform

An integrated, secure solution to minimize risk, reduce IT burden, and
maximize value from the software investment.

ThingWorx industrial connectivity provides data access for client applications
such as MES and SCADA and loT and Big Data analytics software. It leverages
0PC and IT-centric communication protocols to provide a single source of
industrial data. Supported protocols include proprietary protocaols (including
GE NIO, SuiteLink/FastDDE, and Splunk), IT protocals (including MQTT, REST,
0DBC, and SNMP), and flow measurement export to common 0il & Gas industry
formats.

ThingWorx industrial connectivity provides a single solution to collect,
aggregate, and securely access industrial operations data. Connect, manage,
monitor, and control diverse automation devices and software applications
through one intuitive user interface

Type: Descriptive, Diagnostic, Predictive, Prescriptive

Environment: Cloud-based
Part of the FactoryTalk Innovation Suite
Bulletin 95057C; available via the subscription portal

Requirements:

ThingWorx platform software
« Asset Advisor

« Operator Advisor

« Production Advisor

« ControlAdvisor

ThingWorx Industrial Connectivity software

PlantPAx Analytics

PlantPAx Analytics is a Rockwell Automation solution built on FactoryTalk
DataMosaix. PlantPAx Analytics delivers alarm & event KPI dashboards and
reports in a single enterprise solution. Combine one or multiple site's data to
unlock the full value of your process data.

Requirements:

FactoryTalk DataMosaix Standard or Enterprise
Subscription

PlantPAx Analytics Subscription

PlantPAx 5.0 or later system
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PlantPAx SQL Process
Object and Alarm Reports

Automatic Diagnostics
Compatibility

The process library includes standard reports via SQL Server Report Services that support
basic and advanced alarm and event reports, along with per process object reporting.

The standard reports use data that is collected via FactoryTalk® AssetCentre, FactoryTalk®
Alarms and Events, and FactoryTalk® Historian SE. An SQL Asset Framework processes the
data from the system historian and consolidates the data into a central database, based on a
reporting schedule.

The PlantPAx reports include:

Category Reports

Digital Out (PDO)
Totalizer(PDOSE)

« Analog In (PAI) :
« Motor (PMTR)

« Analog Output (PAQ)
« Deadband Controller (PDBC)
« Digital In(PDI)

Base
PID Controller (PPID)
Valve (PVLV)

Area Based:

Alarm History

Alarm Top

Maintenance (Dashboard)
Chattering

Fleeting

Stale

Audit All Data
Audit Sequence of Events
Object Events
System Audit

Top Logger

Top Logger Detailed
Database Status
Shift Setup

Object Based:

Alarming « Alarm Object History

Traceability

System

Automatic diagnostics is a system-level feature in devices that provides device diagnostics to
HMIs and other clients, with zero programming. Devices that support automatic diagnostics
have the feature enabled by default.

You can deactivate and activate the whole feature while online or offline from the Controller
Properties dialog box. You can also deactivate automatic diagnostics for a specific device in
the module properties.

Configure Automatic Diagnostics

On the Controller properties Advanced tab, Enable Automatic Diagnostics is a new feature that
was added with the process contraollers, firmware revision 33. When enabled, it sends analog I/
0 modules diagnostic information to the Automatic Diagnostics Event Summary object.

[]Enable Automatic Diagnostics ¥ TRR NG, WS LR JCII P yom- I

If deactivated, you only see Mode changes and loss on communication with controllers in the
Automatic Diagnostics Event Summary object.

The automatic diagnostics feature is enabled by default in the Logix Designer application. The
deactivation of automatic diagnostics at the device level deactivates all device-driven
diagnostics. You still get device faulted/communication loss diagnostics as the controller
drives these diagnostics.
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Automatic Diagnostics on  Automatic diagnostics are enabled by default on all devices. When you use a PanelView 5000
: : display with firmware revision 8 or later, the automatic diagnostic messages from the device
PanelView 5000 Dlsplay display automatically. For more information, see the Automatic Diagnostics chapter in
publication 3324-GROOT1.

When specific events occur, messages automatically report because the controller links to the
PanelView 5000 display. In your View Designer project properties, set the Controller
References to the contraoller of the 432ES network interface module:

 Logix project File
« HMI to controller
«  Emulator to controller path

Figure 14 - Bind Controller to PanelView Project

(5} View Designer - My GL Demo [10.4" PanelView 5510 2715P-B10CD]

File Edit View Project Communications Amange Toels Window  Help

Qe - -
&8 My_GL_Demo ‘ll
4 Project Properties ? X
Controller References: (Maximum supported: 4) +
Application
Confi re target HMI
i ecthngs ‘ Contraller(0] Reference Name: | My GL_Dema View X
Logix Project File: Ci\Users\V28\Documents\Studio 5000\Projects\GL_Demo.ACD ||
References HMI ta Cantraller Path: 192168274 | Slot | Direct <
Create and canfigure
cantroller references Emulator to Controller Path: | AB_ETHIP-11192.162.2.74 Bl
| Log On Method ‘ 2&  Controller Reference Name:
k| Configure how users
159 on
Q- s
£ Language
A Configure language
settings
> Al
4 A Usage & Capacity
Application usage
and capacity
- 1
ok || cancel | [ appy |
& -

When an event occurs, the diagnostic icon shows the number of active and unsuppressed
diagnostic events. Each line entry shows:

« State: Active, inactive, or suppressed

« Event Time: Date and time when the event occurred

» Device Name: Path to the device and the device name

» Message: Preprogrammed message for the diagnostic code

« Diagnostic Code: The diagnostic code that applies to the event
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IMPORTANT  You can rearrange and configure additional columns. See Studio 5000 View Designer® help for more information.

Figure 15 - Diagnostics Page on PanelView 5510
r

Automatic Diagnostics on
FactoryTalk View SE

IMPORTANT  Verify that FactoryTalk Alarms and Events is installed and configured before attempting to view automatic
diagnostics. For more information, see publication FTAE-RMOO1.

You can use the Subscribe To setting under FactoryTalk Alarms and Events in FactoryTalk Linx
to activate or deactivate diagnostic information that is sent to the Automatic Diagnostics

Event Summary object.
Subscribe To
1. To adjust your automatic diagnostics, access the Communication setup and select your
device.
SE——— - e BT |sm;'f_

= ™ . fidey

A [add] _semere | o | = Be FactoryTalk Linx - Detitop, FIVSEDEMOZT
gty * Cockielne « B 1755417, Baciplane

w s Ehert

eteryTafic Lo - Desitop, FTVEEDEMON
0.5 o L1

9 e 2T, 1 ¢ 2200800
.

&7 us . &
|+ 1 T |

T TR IR T T
9 108822200, 17S-ERT, 1786 B0TIC

1 B 10822317, FactoryTalk Lim - Desktop, PCINT2

2. Toreceive all notifications from your devices, set the Subscribe To setting to All Alarms
& Events Notification Messages.

Alarms & Events
Subscribe To Al Alarms & Events Motification Messages ~|
Buffer Tmeout (min.) [20

If the Subscribe To is set to Only Alarms Notification Messages, then the Automatic
Diagnostics Event Summary object is blank.
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View Automatic Diagnostic Messages

IMPORTANT  After Logix version 33 release, any device can participate in automatic diagnostics with an AOP update.

Events are delivered through FactoryTalk® Alarms and Events (FTAE) with FactoryTalk View

Site Edition (SE) v12 and greater as a Display Client™.

Figure 16 - FTView SE v12.0 Automatic Diagnostics Example

Automatic Diagnostics v33 Demo
B B U & Nofiter ey w o on

| State |ﬁss.... ] Event Time ‘_l Area ] Device Name -_l Catalog I Product Type Message

Ple f Ple. Dl<ait> P P)<all> P<al

.Jk 9' ema]Remote DLR " Connection Lost with Device
- D ma]0815 lo Load - The wire
- Losd T
A O 4 General Purpes
4 o a General Purpo
EEC
-
- & 6 A General Purpose Discrete 170 Po o Laad - The wire is disconn
O JAD_Dema]0B16D General Purpose Discrete [/0 Poi o Load - The wire is €
£ [x] |AD_Dema]AutematicDiagnostics_ v33 Demo 17! Fmgrammable Logic Controller ajor Fault TO4:C34 - Program Faul timer instruction had a negatrve value for its PRE or ACC
To view these diagnostic messages, you need:
» FactoryTalk Alarms and Events, version 6.20 and greater
« FactoryTalk View SE, version 12 and greater
Automatic diagnostics are enabled by default. Check the configuration of your device to see
whether the firmware supports automatic diagnostics.
Automatic Diagnostics History
FactoryTalk Alarms and Events (FTAE) keeps a historical log all Automatic Diagnostics activity.
The historical log is stored in the same SQL database as the FTAE alarms. FTLinx must be
configured to log alarm and event historical information into the SQL database. In the FTView
SE application, the historical log is viewed using the data grid control. From the data grid, you
can export to CSV.
Automatic Diagnostics Log
B
Message Serveriame State Catalog Majorfewv Minorfev EventType Sourceath MessageCode  *|
‘Connection Lost with Device FactoryTalk L... 1 1TEE-LATEA : 1 2 RNAISGlobal....
Minor Fault T04:CO06 - Program Faull: GSV/SSY operand imvalid FactoryTaik L 1 1766-LB5SE a3 11 2 RNACISGlobal
Connection to controller is normal FactoryTatk L... 0 o 0 2 RNASGIobal...
Connection to controller is normal, FactoryTalkL... 0 o o 2 RNAISGIobal
Connection to controller has been lost. FactoryTalk L... 1 1756-LESE a3 11 2 RMAISGIobal
Connection to controller is normal. FactoryTalk L o 1756-L85E a3 1 2 RNAISGlobal
Connection to controller has been lost. FactoryTatk L. 1 1T56-LBSE 33 1 2 RNAISGIobal
‘Connection to controller is normal. FactoryTalkL... O 1756-L8SE 33 11 2 RNAISGlobal . "

Online Updates of Device Additional Diagnostics
 Additional device diagnostics are distributed with updated AOPs

« These additional device diagnostics can be added while online to a running controller

« You are notified that updates are available in the following ways:
- Project verification warning

(%] 0 Emors ] 2 Wamings ||_ 8 Messages

Verifying Controller...
[Verifying Module 'Moduledl VO_0'

War g pdated inf is available for Automatic Diagnostics for devices. To update your project, go to Controller Froperties / Rdvanced tab.
Verifying routine ‘MainRoutine' of program 'MainProgram'
[Verifying program connections
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- Information message in the controller Properties (Advanced tab)

& Controller Properties - test 4

Monvokatie Memory Capacity ParC: Secusity Alarm Log
Ganeral Major Faulis Minor Faults Dase/Time Advarced SFCEwxecubon  Project  Redundancy

Contots Faut Handier. (S

Power-Up Handar <nana>

[IMatet Project o Controlar

Senal Number 0

[] Aiorw Consumed Tags to Use FP| Provaded by Producer
[JRepon Overfiow Fasls 0

[#] Enable Autematic Disgnostics

0 Updated information is mvalatie for Automatic Dhagastics for Seuces.  |ipdste Project
To update your project, select Update Propct”

II' Cancel Appey Halp

@ Additional diagnostics can be downloaded to the controller by pressing the Update Project button.
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Appendix A

PlantPAx Security Certification

The PlantPAx® architecture supports IEC-62443-3-3 SL 1 security requirements. To help meet
these requirements, reference these publications:

For this information

See

Guidance on how to conduct security assessments, implement Rockwell

Automation products in a secure system, harden the control system, manage | System Security Design Guidelines Reference Manual, SECURE-RM001

user access, and dispose of equipment.

Network architecture recommendations

Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,
publication ENET-TD0O1

Windows® infrastructure recommendations
How to configure and use these Rockwell Automation products:

« FactoryTalk® Directory

« FactoryTalk® Activation Manager
« FactoryTalk® Security

« FactoryTalk® AssetCentre

Security Configuration User Manual, publication SECURE-UMOO1.

How to configure and use CIP Security™ with Rockwell Automation products to  |CIP Security™ with Rockwell Automation Products Application Technique,
improve the security of your industrial automation system publication SECURE-AT001

PlantPAx Security
Architecture

Integrating industrial automation and control systems (IACS) with enterprise-level systems
enables better visibility and collaboration, which helps improve efficiency, production, and
profitability. But greater connectivity also exposes control systems to additional cybersecurity
risks. Availability is the most crucial aspect of a secure IACS. To meet the needs of industrial
environments, Rockwell Automation aligns PlantPAx systems that are developed on our
technology with the international standard ISA-99/1EC 62443-3-3. This standard is designed
specifically for Industrial Automation and Control Systems and defines procedures to
implement an electronically secure system.

ISA-99/1EC 62443 is based on seven foundational requirements that cover a defense-in-depth
approach that is suited for an IACS. These foundational requirements are:

«  FRI: Identification and authentication control (IAC)
«  FR2: Use control (UC)

«  FR3: System integrity (SI)

«  FR4: Data confidentiality (DC)

«  FRb: Restricted data flow (RDF)

«  FR6: Timely response to events (TRE)

«  FR7: Resource availability (RA)

The guidelines and checklists in this appendix present the collective strategy to meet the ISA-
99/IEC 62443-3-3 SL1 requirements in conformant PlantPAx systems. The intent of a certified
architecture is to demonstrate security competency, as well as to provide a standard,
prescriptive reference design.
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The certified PlantPAx architecture relies on zones to segment the system.
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Zone Description
An IDMZ is required to connect to the corporate network. This zone contains a firewall stack, a pivot host,
DMz SEP Server and WSUS host. Additional hosts can be added, as needed.

Configure the IDMZ to separate untrusted (public) zones from the trusted (private) zones. Communication
outside of the IDMZ is considered untrusted.

Application Server

The Application Server zone houses all application servers. Each server is deployed on a separate VM. The
following mandatory nodes must be deployed:

« FactoryTalk Directory server

« FactoryTalk® View SE HMI server

« FactoryTalk View Data server

Other optional servers include:

« FactoryTalk® Historian server

« FactoryTalk® AssetCentre server

« SQL server

EWS/OWS

This zone contains the engineering workstations to provide programmer access and the operator
workstations to provide operator access.

Each workstation has the necessary software to program or interact with the system. Workstations can be
virtualized or they can be ThinManager® clients.

Each EWS has:

« Studio 5000° environment

« FactoryTalk View Enterprise Edition
« RSLinx® Classic

« FactoryTalk AssetCentre client

Additional software includes:

« Studio 5000 Application Code Manager,
« Microsoft® Office

o PuTTY

Each OWS has the FactoryTalk View runtime client.
Additional software includes:

« FactoryTalk Historian client

« FactoryTalk AssetCentre client

« Microsoft Office

PRP

DLR

Simplex

The control system is segmented into process areas. Each process area contains the hardware necessary
to run and operate that area. The topology of each area can be:

» PRP

« DLR

« Simplex

Trusted Zones

ISA-99/1EC 62443-3-3 SL1requires the capability to separate trusted and untrusted zones. You
can use a standard firewall implementation to separate trusted traffic and untrusted traffic.
Standard implementation creates two basic security zones that are known as inside and
outside. The inside, or trusted zone, is also referred to as the private zone. The outside, or
untrusted zone, is also known as the public zone. The public zone is outside the control of an
organization and can be thought of as simply the public Internet.

Rockwell Automation recommends a risk assessment for network security zoning. Your risk
assessment and risk posture help determine the trust level of each zone. You can have
multiple levels of trust on inside zones with different types of access. For further guidance on
risk assessments, see the ISA-99/IEC 62443-3-2 standard.

Certificate Authority

A trusted certificate authority, also known as a commercial certificate authority, is a third-
party entity that issues certificates for organizations that request them. They aren't controlled
in any way by the person or organization that requests a certificate from them. A trusted CA
issues publicly trusted digital certificates that meet at least the minimum regulatory
standards (baseline requirements) that are outlined by the CA/Browser Forum (CA/B Forum).

A private certificate authority, also known as private PKI, is an internal CA that exists within a
larger organization (typically an enterprise) that issues its own certificates.
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Aprivate CA functions like its public counterparts, but a private CA's certificates are
trusted only by its internal users, clients, and IT systems.

» Aprivate CAissues certificates that restrict access to a select group of users.
+  You must configure and host the private CA yourself.

For more information about CAs, see Microsoft Server Certificate Deployment Planning
information or the Microsoft documentation for your operating system.

System Security Feature Use the following checklists to secure your system.
Checklists

Requirements for Identification and Authentication Control

Identify and authenticate all users.

Required to Meet IEC- .
62443-3-3 SL1 Detalls

Configure and use the following:

« Create Active Directory groups and unique users for each zone
« Enable 802.1X authentication on all switchports

« Implement encryption algorithms for wireless access (such as WPA2
Enterprise, TLS, or IPSEC)

Implement public key infrastructure (PKI) certificates
Authenticate Group membership via a RADIUS server

Enable system notifications

Configure Kerberos

Configure an interactive login policy

Monitor unsuccessful login attempts

v Product

Windows® infrastructure Yes

For more information, see:

« Configure System Security Features User Manual, SECURE-UMO01

« System Security Design Guidelines Reference Manual, SECURE-RM001

« Deploying 802.11 Wireless LAN Technology within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TDO06

« Deploying Identity and Mability Services within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TDO08

« Site-to-Site VPN to a Converged Plantwide Ethernet Architecture Design and
Implementation Guide, ENET-TD012

Follow standard guidelines for password strength and recommendations

For more information, see:
« NIST Special Publication 800-63B Digital Identity Guidelines

« Configure System Security Features User Manual, SECURE-UMO01
System Security Design Guidelines Reference Manual, SECURE-RMO01

« Configure the PlantPAx domain controller.
« Configure all operating system clients as domain members
« Enable multi-factor authentication on the domain controller

Password strength and

recommendations Yes

Create and manage all accounts in the Active Directory
Windows domain Yes Require administrative credentials to manage account activities

For more information, see:

« Chapter 2 Domain or Workgroup

« System Security Design Guidelines Reference Manual, SECURE-RM001
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Requirements for Identification and Authentication Control

v

Product

Required to Meet IEC-
62443-3-3SL1

Details

FactoryTalk Directory software
FactoryTalk Security software

Configure appropriate:
« Users, groups, roles
« Security policies

For more information, see:
« Configure System Security Features User Manual, SECURE-UMOQ].
« System Security Design Guidelines Reference Manual, SECURE-RMO01

Wireless access

Optional

Configure and use the following:

« Implement encryption algorithms for wireless access (such as WPA2
Enterprise, AES Encryption TLS, or IPSEC)

« Obtain access to the IACS from an untrusted network through the IDMZ with
multi-factor authentication and certification-base authentication

« Use encryption tunnels (such as VPN and IPSEC) between VLANS

« Allow remote access only when necessary to authorized users in the Active
Directory

Important: Hardwired connections are always preferred. Never use wireless
connections for safety functions.

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RMO01

FactoryTalk Secure Remote Access

Optional
(Required if access via
untrusted networks is
desired)

Configure appropriate:
« Users, groups, roles
« Security policies

« Logging

By default,
MFA is enforced for all users
Traffic is encrypted

For more information, see:
« Stratix 4300 Remote Access Routers user manual, 1783-UMO14A-EN-P

Requirements for Use Control

Define control policies to control the use between users and assets.

v

Product

Required to Meet IEC-
62443-3-3SL1

Details

Windows infrastructure

Yes

Configure and use the following:

Active Directory Groups for each zone

Group membership authentication via RADIUS server
802.1X authentication on all switchports

Session lock

Remote session termination

Concurrent session control

Interactive login policy

Notifications for unsuccessful login attempts

For more information, see:

« Configure System Security Features User Manual, SECURE-UMOQ1

« System Security Design Guidelines Reference Manual, SECURE-RM001

« Deploying 802.11 Wireless LAN Technology within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TD0OG

« Deploying Identity and Mability Services within a Converged Plantwide
Ethernet Architecture Design and Implementation Guide, ENET-TDO08

Windows domain

Yes

Configure all operating system clients as domain members

For more information, see:
« Chapter 2 Domain or Workgroup

FactoryTalk Directory software
FactoryTalk Security software

Configure appropriate
User Groups in each Area to support the segregation of duties and least
privilege

For more information, see:
« Configure System Security Features User Manual, SECURE-UMOQ].
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Requirements for Use Control

v

Product

Required to Meet IEC- .
62443-3-3 5L 1 Details

ThinManager software

Manage mobile and portable device access via a ThinManager server and route
through the IDMZ. The ThinManager server limits mobile applications to view
only.

Recommended
For more information, see”

« ThinManager and FactoryTalk View SE Deployment Guide, TM-ATO01
« ThinManager User Manual, TM-UM0O1

FactoryTalk AssetCentre software

Configure and use the following:
« Auditable events

« Audit storage capacity

Yes « Diagnostics and health log

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001

Requirements for System Integrity

Protect the integrity of transmitted data. Recognize changes to information during
communication.

v Product ggﬂﬂgfg_é"s'ﬁe' IEC- Details

Configure and use the Active Directory and domain structure to handle authorization.

Windows infrastructure Yes For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RMO01
Configure the Industrial Demilitarized Zone (1DMZ) with appropriate firewalls.

Con\(erqed Plantwide Ethernet Ves Use TCP/IP connections between zones.

architecture (CPwE) For more information, see:
Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, ENET-TD0OT
Use antivirus and anti-malware software to harden workstations.

Antivirus software Yes Important: Confirm that antivirus software does not affect control system processing.
For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001
Use FactoryTalk® Policy Manager software (installed on the FactoryTalk Directory Server)
to define communication between zones.

CIP Security™ R ded For more information, see:

ecurty ecommenae « CIP Security with Rockwell Automation Products Application Technigue, SECURE-AT001
« Deploying CIP Security within a Converged Plantwide Ethernet Architecture, ENET-
10022

« FactoryTalk Policy Manager Getting Results Guide, FTALK-GROO1
Configure and use the following:
« Change detection and reporting
« Scheduled backups

FactoryTalk AssetCentre software Yes
For more information, see:
« Configure System Security Features User Manual, SECURE-UMO01
« System Security Design Guidelines Reference Manual, SECURE-RM001
The pracess instructions and library objects are designed to work with Rockwell
Automation products to provide:

. . « Input validation

PlantPAx process instructions and Recommended « Deterministic output

object library .
« Alarms and error handling
For more information, see PROCES-RM200
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Protect the confidentiality of communication and data to help prevent unauthorized

disclosure.

Requirements for Data Confidentiality

v

Product

Required to Meet IEC-
62443-3-3 SL 1

Details

Converged Plantwide Ethernet
architecture (CPwE)

Segment the network into the required zones and use firewalls.

Use conduits to zone-to-zone connections.

Use encrypted hard disk drives in computers.

If necessary, use cryptographic algorithms according to industry practices.

For more information, see:
« Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, ENET-TD0O1

« Deploying Industrial Firewalls within a Converged Plantwide Ethernet Architecture,
ENET-TD002

CIP Security

Recommended

Use FactoryTalk Policy Manager software (installed on the FactoryTalk Directory Server)
to define communication between zones.

Note: Integrity only does not provide confidentiality. Use CIP Security confidentiality
profile if confidentiality is desired.

For more information, see:
« CIP Security with Rockwell Automation Products Application Technique, SECURE-ATO01

« Deploying CIP Security within a Converged Plantwide Ethernet Architecture, ENET-
1D022
« FactoryTalk Policy Manager Getting Results Guide, FTALK-GROOT

Wireless access

Recommended

Configure and use the following:

« Implement encryption algorithms for wireless access (such as WPA2 Enterprise, AES
Encryption TLS, or IPSEC)

« Implement the PKl infrastructure to aid device authentication

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001

Segment the network into zones and conduits to manage the flow of data.

Requirements for Restricted Data Flow

v

Product

Required to Meet IEC-
62443-3-3 SL 1

Details

Converged Plantwide Ethernet
architecture (CPwE)

Segment the network into the required zones.
« Use a separate VLAN for each zone.
« Firewalls provide additional protection

For more information, see:
« Converged Plantwide Ethernet (CPwE) Design and Implementation Guide, ENET-TDOO1
« System Security Design Guidelines Reference Manual, SECURE-RM001

Virtualization

Recommended

For more information, see:
« Virtualization on page 253.

CIP Security

Recommended

Use FactoryTalk Policy Manager software (installed on the FactoryTalk Directory Server)
to define conduits.

For more information, see:
« CIP Security with Rockwell Automation Products Application Technique, SECURE-AT001

« Deploying CIP Security within a Converged Plantwide Ethernet Architecture, ENET-
10022
« FactoryTalk Policy Manager Getting Results Guide, FTALK-GROO1

Network Attached Storage (NAS)

Recommended

Use Network Attached Storage (NAS) in a segmented location to store backups of virtual
images, system documentation, and related files where a FactoryTalk AssetCentre
application isn't appropriate.

Rockwell Automation Publication PROCES-UMI00F-EN-P - April 2025 251


https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td002_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/at/secure-at001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td022_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td022_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/gr/ftalk-gr001_-en-e.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/secure-rm001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/secure-rm001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/at/secure-at001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td022_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/enet-td022_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/gr/ftalk-gr001_-en-e.pdf

Appendix A

PlantPAx Security Certification

Collect and access security logs.

Requirements for Timely Response to Events

v

Product

Required to Meet IEC-
62443-3-3 SL 1

Details

Configure and use the following:
« Audit log accessibility
« Continuous monitoring

FactoryTalk AssetCentre software Yes
For more information, see:
« Configure System Security Features User Manual, SECURE-UMOQ].
« System Security Design Guidelines Reference Manual, SECURE-RM001
Optional

FactoryTalk Secure Remote Access
Software

(Required if access via
untrusted networks is
desired)

For more information, see Remote Access on page 254

Individual products in the system

Yes

logs.

Threat Detection managed service

Recommended

Monitor the detection service dashboard for:
« Risk & Vulnerabilities

« Alerts

« Events

« Unknown devices

observed on the system.

Requirements for Resource Availability

Maintain the availability of the system against the denial-of-service events.

v Product ggzzgf;_éosﬁet IEC- Details

Configure the operating system to prioritize control system functionality over
antivirus checks and patching.
Network redundancy is highly recommended.

Windows infrastruct Y Configure virtualization software to manage service limitation.

Indows Infrastructure es Download software patches from trusted sources.

For more information, see:
« System Security Design Guidelines Reference Manual, SECURE-RM001
Configure managed switches for both distribution and access functions.
Use QoS and ACLs to configure proper segmentation.

Managed switches Yes For more information, see:
« Chapter 4 Network Infrastructure
« Converged Plantwide Ethernet (CPwE) Design and Implementation Guide,

ENET-TDOO1

Configure and use the following:
« Asset inventory
« Control system backup

FactoryTalk AssetCentre software Yes « Disaster recovery
For more information, see Configure System Security Features User Manual,
SECURE-UMOO!1.
Provide your own UPS with separate battery unit and redundant power supplies.

UPS Yes Size the UPS so that is correctly supports the system and provides enough
power to properly shut down servers and workstations.
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Virtualization The PlantPAx architecture uses virtual machines, VLANS, and zones to support partitioning
data, applications, and services. Virtualization is preferred for all server and client operating
systems. The VMware platform works with all Rockwell Automation products in the PlantPAx
architecture.

The VMware ESXi hypervisor is on each physical server and configured for management by a
central vCenter Standard edition server.

In your VMware implementation, make sure:
« If you support remote access, the asset owner can terminate any remote connections.
» The control system continues normal operation during a backup.
« To maintain audit logs of all backup and restore activities.

VLAN Recommendations

Zone VLAN IP Address Gateway Subnet Mask
Management 500 192.168 10.0/26 192.168.10.1 255.255.255 192
PRP Controller 501 192.168 10.64/26 192.168.10.65 255.255.255 192
Operator 510 192.168 10.128/26 192.168.10.129 255.255.255 192
Engineering 51 192.168 10.192/36 192.168.10.193 255.255.255 192
Management 400 192.168 11.0/26 192.168.11.1 255.255.255 192
OIR Controller 401 192.168 1.64/26 192.168.1.65 255.255.255 192
Operator 410 192.168 1.128/26 192.168.11.129 255.255.255 192
Engineering i 192.168 11.192/36 192.168.1.193 255.255.255 192
Management 300 192.168 12.0/26 192.168.12.1 255.255.255192
Simplex Controller 301 192.168 12.64/26 192.168.12.65 255.255.255 192
Operator 310 192.168 12.128/26 192.168.12.129 255.255.255192
Engineering 3 192.168 12.192/36 192.168.12.193 255.255.255 192
Server Management 600 192.168 53.0/24 192.168 53.1 255.255.2550
Application 601 192.168 52.0/24 192.168 52.1 255.255.255 0
ows 610 192.168 50.0/24 192.168 50.1 255.255.255 0
OWS/EWS
EWS 611 192.168 51.0/24 192.168 51.1 255.255.255 0
Management 700 192.168 105.0/24 192.168 105.1 255.255.255 0
Wireless 702 192.168 104.0/24 192.168 104.1 255.255.255 0
DMz IDMZ 703 192.168 100.0/24 192.168 100.1 255.255.255 0
IDMZ 104 192.168 101.0/24 192.168 101.1 255.255.255 0
IDMZ 705 192.168 102.0/24 192168 102.1 255.255.255 0
IDMZ 706 192.168 103.0/24 192.168 103.1 255.255.255 0
Management 200 192.168.13.0/27 192.168.13.1 255.255.255 224
Rapid Mix 201 192.168.13.96/27 192.168.13.97 255.255.255 224
0EM 202 192.168.13.128/27 192.168.13.129 255.255.255 224
. Blend Fill 203 192.168.13.160/27 192.168.13.161 255.255.255 224
CIP Security Zones
Clean Place 204 192.168.13.192/27 192.168.13.193 255.255.255 224
Safety 205 192.168.13.224/27 192.168.13.225 255.255.255 224
Operator 210 192.168.13.32/27 192.168.13.33 255.255.255 224
Engineering Al 192.168.13.64/27 192.168.13.65 255.255.255 224

o Network Devices first 10 IP addresses start at .2
o Host IP addresses start at .12
«  PRP zone devices (10.2...10.11) and hosts (10.12...10.63)
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Remote Access

CIP Security

Follow the best practices referred to in Stratix 4300 Remote Access Routers, Publication 1783-
umQ14.

It's required that the following setting be implemented:
+ Log all connection operations

It's recommended to require a comment when a device connection ends.

These settings can be enabled by:
1. Login to the FactoryTalk Remote Access service (via FT Hub)
2. Navigate to Settings > Options >
3. Select the settings and save

Options

Explorer

Domain view

Devices view .
Log all connection operations

[ Require a comment when a device connections endj

Map view O send email notifications of account information @

Settings
Options

Audit
Operations
Connections

Tools

VPN settings

Device setup

Download

CIP Security™ is a standard, open-source communication mechanism that helps to provide a
secure data transport across an EtherNet/IP™ network. CIP Security lets CIP™-connected
devices authenticate each other before transmitting and receiving data.

CIP Security uses the following security properties to help devices protect themselves from
malicious communication:

«  Device Identity and Authentication
« Data Integrity and Authentication
« Data Confidentiality

Rockwell Automation uses the following products to implement CIP Security:

- FactoryTalk® Policy Manager software (includes FactoryTalk System Services, version
6.20 or later)

« FactoryTalk Linx software, version 6.11 or later (lets workstation software communicate
securely using CIP Security)

+  Studio 5000 Logix Designer® application, version 31.00.00 or later

This application is required to interface with CIP Security-enabled Logix controllers.
The minimum application version varies by controller product family.
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For more information on CIP Security, for example, a list of CIP Security-capable products and
publications that describe how to use the products, including limitations and considerations,
see the following:

«  https://www.rockwellautomation.com/en-us/capabilities/industrial-security/security-
products/cip-security.html

«  CIP Security with Rockwell Automation Products Application Technique, publication
SECURE-AT001

CIP Security Architecture
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Notes:
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Appendix B

Common Ports

Firewall Configurations

Table 9 shows the most common ports that must be considered during the firewall
configuration.

Table 9 - Common Firewall Port Descriptions

Port Type Usage

25 TCP SMTP mail

80 TCP Standard WWW port

123 uppP Network Time Protocol

135 TCP Remote process calls

137 ubp

138 upbpP File and printer sharing

139 TCP

bhh TCP Use in the Collective configuration and file and print sharing

1433 TCP Communication to SQL server

1434 uppP Browsing for SQL server

21060 ubp . . .
Rockwell Automation® trace diagnostics

21061 ubp

Rockwell Automation TCP/
UDP Ports

Table 10 shows the TCP/UDP ports for Rockwell Automation® firmware and software products.

For periodic updates, see the Knowledgebase Answer |D 29402
at http://www.rockwellautomation.custhelp.com.

Table 10 - TCP/UDP Port Descriptions

Port

Type

Protocol

Products

Comments

23

TCP

Telnet

Trusted®
AADvance® before release 1.3

Diagnostic command-line interface (see also 55555)

25

TCP

SMTP

1769-L35E, 1769-L32E,1756-ENBT,
1756-EN2T,1756-EWEB,1768-ENBT,

1768-EWEB,1788-ENBT,1763-L16x
1766-L32x,FactoryTalk® AssetCe

Transaction Manager, FactoryTalk® Integrator

Outbound email only
ntre, FactoryTalk®

67...68

upp

DHCP/BOOTP

1756-ENET,1756-ENBT,1756-EWEB,
1756-EN2T,1794-AENT,1734-AENT,
1769-L35E, 1769- L32E,1788-ENBT,

1761-NET-ENI,1785-LXXE,1785-EN

J791ES,1763-116x,1766-L32%, PowerFlex® Drives,
PowerMonitor™ 3000, PanelView™

£T Client only

69

upp

TFTP

5820-El

For binary download, used in conjunction with BOOTP

80

1CP

HTTP

1756-ENET,1756-ENBT,1756-EWEB,

1794-AENT,1734-AENT,1769-L35E,

1769-L32E,1788-ENBT,1761-NET- ENI

1785-LXXE, 1785-ENET,1747-L5bx,

1763-L16x,1766-L32x, PowerFlex Drives, PowerMonitor
3000, PanelView, FactoryTalk® View SE,

JFactoryTalk® ViewPoint

FactoryTalk ViewPoint can use any other custom
assigned port

123

ubp

NTP

PowerMonitor 3000, AADvance

Network Time Protocol

135

TCP

RPC/Endpoint Mapper

FactoryTalk, RSMACC™

DCOM endpoint mapper

161

upp

SNMP

1756-ENET,1756-ENBT,1794-AENT,
1734-AENT, 1769-L35E, 1769-L32E,
1788-ENBT, 1761-NET-ENI, 1785~ LXXE,

1785-ENET,1747-L55x,1766- L32x,

5820-EI, PowerFlex Drives, PowerMonitor 3000,

PanelView
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Table 10 - TCP/UDP Port Descriptions

Port Type Protocol Products Comments
300...400 uop Proprietary PowerMonitor 3000 Master/slave configuration
. Transaction manager, compression server,
400...402 TCP RPC FactoryTalk Transaction Manager and configuration server
443 TCP HTTPS FactoryTalk ViewPoint When using web server with secure certificate
Master or slave (AADvance),
502 TCP ModbusTCP AADvance, Trusted® Slave only (Trusted)
1001...1009 uop Proprietary 1426 PowerMonitor 5000 Waveform synchronized broadcast
Dynamic .
(1024...65535+) TCP DCOM FactoryTalk DCOM dynamic ports
1089 ff-annunc
1090 TCP/UDP ff-fmx 1788-EN2FFR FOUNDATION Fieldbus
1091 ff-sm
Safety Network Control Protocol, used by OPC,
52 TCP SNCP AADvance workbench debugger, and binding networks
1330 TCP rnaprpc FactoryTalk Object RPC
1331 TCP rnaserv FactoryTalk Service control
1332 TCP rnaserveping FactoryTalk Server health
1433 cpP N/A FactoryTalk® AssetCentre (server), SOL server communication (default port)
Recommended static destination port for MSSOL to
minimize the number of ports open on a firewall
1434 UDP NiA FactoryTalk AssetCentre (server), See the Knowledgebase Answer ID 287932 at http://
www.rockwellautomation.custhelp.com
Windows® Service installed by Sentinel USB HASP
driver. This service isn't required for USB dongle to
1947 TCP/UDP N/A SafeNet Sentinel Local License Manager function.
See the Knowledgebase Answer ID 570831 at http://
www.rockwellautomation.custhelp.com
AADvance (Slave only), Trusted (Master or slave, used |RTU packaged in serial stream. Other ports can
2000 TCP Modbus RTU for OPC and SOE) be assigned
. Used to configure systems. The tool sends broadcast
2010...20M ubp Discover tool AADvance t0 2010 and systems reply to port 20T
1756-ENBT,1794-AENT,1734-AENT, 1/0 communication that is used by products that only
222 Ubp EtherNet/IP™ 1769-L35E, 1769-L32E 1788-ENBT support 1/0 over EtherNet/IP
1785-Lxxe,1785-ENET,1771-DMC(x),
2222 TCP CSP 1747-155x,5820-El, PowerMonitor Il This is the source port for connections
RSLinx® Classic
3060 TCP rnadirft FactoryTalk Directory server file transfer
3622 TCP/UDP ff-Ir-port 1788-EN2FFR FOUNDATION Fieldbus
4000 upbpP Peer-to-peer Trusted Original simplex protacol
4120 Production server
42 Server manager
4122 . PlantMetrics™ server
TCP RPC RSBizWare™
4123 Task manager
4124 Scheduler server
4125 Scheduler CTP server
. . See the Knowledgebase Answer ID 68260 at http://
L4 TCP TCP/IP FactoryTalk® Diagnostics (CPR SR3) www.rockwellaufomation.custhelp.com
5000 uop Peer-to-peer Trusted, AADvance Enhanced (new) protocol
: : See the Knowledgebase Answer ID 68260 at http://
5241 TCP TCP/IP FactoryTalk Diagnostics (CPR9 SR and greater) www.rockwellaufomation.custhelp.com
5450 PI network manager
5454 .
5155 Analysis Framework v1.x
5456 TCP FactoryTalk® Historian Site Edition ACE 2 scheduler
5457 Asset Framework server
5458 Pl notifications
5459 Asset Framework to OLEDB Enterprise
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Appendix B

Table 10 - TCP/UDP Port Descriptions

Port Type Protocol Products Comments
6000 TCP Workbench Trusted Online debugger
6543 TCP rnaalarming FactoryTalk Alarming server
7002...7004 TCP FactoryTalk AssetCentre (default) FactoryTalk AssetCentre services
7600 Event multiplexor
7100 TCP FactoryTalk Event server
770 Directory server
7720 HMI server
712 . Server Framework
TCP FactoryTalk® View SE —
7122 HMI activation
7123 Historical Data Log reader
8080 Top HTTP RSBizWare Production server, reports
8081 Server manager
8083 TCP HTTP CTP Server
Transparent communication interface, where an
10001...10006 TCP Serial data AADvance Ethernet host can talk through AADvance to a serial
port
Four more application required to run FLEXSVR.exe.
FactoryTalk® Activation Server, and LMGRD.exe, see the Knowledgebase Answer 1D
27000...27009 e TCP/IP FactoryTalk Activation Manager 35717 and 184922 at http://
www.rockwellautomation.custhelp.com
1756-ENET,1756-ENBT,1756-EWEB,
1794-AENT,1734-AENT,1769-L35E,
1769-L32E,1788-ENBT,1761-NET- ENI, Messaging, data transfer, upload/download, peer
44818 TCP/UDP. | EtherNet/IP T785-LXXE, 1785-ENET, 1747- L55x, messaging, and so forth; used mainly by RSLinx
1763-L16x,1766-L32x, PowerMonitor3000, PanelView,
RSLinx Classic, FactoryTalk Linx
FactoryTalk® Live Data,
49281 TeP TCR/IP FactoryTalk View SE HMI tag server HMI tag server
55555 TCP Telnet AADvance from release 1.3 Diagnostic command-line interface
60093 CP TCP/IP FactoryTalk Diagnostics (CPR9 SR2 and earlier) See the Knowledgebase Answer ID 63260 at hitp://

www.rockwellautomation.custhelp.com
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Notes:
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Appendix C

PlantPAx Deployment Recommendations and
Verification Tool

The PlantPAx® verification tool is a Microsoft® Excel® spreadsheet (.xIsx) that helps verify that
functionality complies with PlantPAx deployment recommendations.

Knowledgebase Technote, PlantPAx System Release 5.30
Configuration and Implementation Tools, contains the PlantPAx
checklist spreadsheet. Download the spreadsheet from this public
article and use the tab that is referenced in each step.

You may be asked to log in to your Rockwell Automation web
account or create an account if you do not have one. You do not
need a support contract to access the article.

Use the spreadsheet (.xIsx) file as is. There are formulas that correspond to recommended
PlantPAx settings. Any edits that you make can affect the validity of the results.

Each section in this appendix contains a checklist that corresponds to a tab in the verification
tool. Each item (row) in a checklist corresponds to a row in the verification tool.

Checklist

Description

Design Recommendations Tab

System design considerations and best practices

System Infrastructure Tab

System infrastructure elements that are shared across all servers and workstations

Server or Workstation Tab

Loading and configuration of each individual server and workstation

System Architecture Tab

Design and configuration of your system components

PASS Tab

Design and configuration of the applications that PASS servers host

Application and load on a ControlLogix® 5580 or CompactLogix™ 5380 controller

Controller 5x70 Tab

Application and load on a ControlLogix 5570 or CompactLogix 5370 controller

Design Recommendations The Design Recommendations tab lists best practices to follow when you design a PlantPAx

system.
Tab Y
System ID
Design Recommendation Tab: Overall Considerations
Row Guidelines Description
4 PlantPAx Core Software bundle Catalog number of the PlantPAx Core Software bundle
The System Integrator generated the .raai file via the FactoryTalk® AssetCentre inventory agent
J Inventory agent The .raai file contains the System ID serial number There could be multiple .raai files, for example, one
for each subnet accessible by the FactoryTalk AssetCentre server
6 MyEquipment portal The System Integrator registered to the system, and provided directions on how to access the

MyEquipment portal

The PlantPAx System 1D is a unique identifier that helps simplify the management of your
application over its lifecycle. The System ID creates a record of the installed hardware and
software in the system and provides a dashboard that shows the hardware lifecycle status,
notifications of updates and patches, and compatibility information.

The System Integrator uses an Asset Inventory Agent in a FactoryTalk AssetCentre project to
generate the System ID and .raai file. The System Integrator registers your System ID with
Rockwell Automation and provides you directions on how to access your MyEquipment portal.
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PlantPAx Deployment Recommendations and Verification Tool

Controller Considerations

Design Recommendation Tab: Controller Considerations

Row

Guidelines

Description

Controller name

Keep the shortcut, ACD file name, and controller name similar (intuitive).
Follow a systematic naming structure to help identify each controller in all system components.
Inconsistent naming can create confusion in a production environment.

Routine / Tag Names

Follow ISA standards for control strategy and instrument naming schemes.

Keep in mind devices that are already labeled in the field and the wire/cable numbers that are in place.
Existing names can mean less flexibility for future field device names.

ISA tag naming is an industry standard which design firms often follow when developing P&IDs. Link
tags in the controller to the P&IDs to help link the process (P&IDs) to the programming within the control
system.

Controller Organizer

Organize control programs to contain logic based on required execution rates.

Organize code in a program within the desired task that aligns with the process area. If code for a given
process area must execute at different rates, create multiple programs in different tasks that are
related to the same process area. Program names should be the same in the different tasks but with an
indication that is embedded within the program name that indicates the task. This helps identify which
task the program resides in when the programs are organized in the Logical Organizer.

Logical Organizer

In the Logical Organizer, folder names should be the same as the primary graphic display names.

The Logical Organizer contains folders which contain the programs for specific process areas. Each
folder contains the code that supports the HMI display for a single process area and is aligned with
alarm groups. The alarm groups provide navigation to identify which HMI displays contain active alarms.

The folders in the Logical Organizer should match the graphical hierarchy (L1, L2 & L3) so that the alarm
builder tool creates alarms in the appropriate alarm groups and populates the navigation bars correctly.

1.4

Controller Routines

Have one routine per device to help ensure that online edits only affect that specific device.
Name each routine the same as the device name to help identify routines and their devices in the
Controller Organizer.

Each device (such as motor, valve, PID) should use a standard PlantPAx control strategy that is
programmed in function block diagram.

Keep supervisory or device control logic external to the device control strategies. This reduces
variability among strategies and minimizes the risk of replicating modified control strategies.

Controller Programs

Align programs with graphic displays (typically L3 displays) so that the routines in a program have the
same primary HMI display.

« Alarm annunciation breadcrumbs highlight the associated navigation bar button.

« If you add a device to a display, the device is also added to the assaciated program and alarm group.

Library Considerations

Design Recommendation Tab: Library Considerations

Guidelines

Description

16

Process Library Objects

Do not modify process library Add-On Instructions or graphic objects.

Alarm Considerations

Design Recommendation Tab: Alarm Considerations

Row Guidelines Description
17 Standards Follow ISA 18.2 standards for alarm management

Avoid extensive use of ALMA and ALMD instructions. These instructions provide a high-resolution time
1 ALMA / ALMD Alarm Instructions stamp, but they also use considerable data server bandwidth. Minimize ALMA and ALMD use to only those

alarms that require high-resolution time stamps.
Instead use tag-based alarms and FactoryTalk® Alarms and Events alarms.

1/0 Considerations

Design Recommendation Tab: 1/0 Considerations

Row Guidelines Description
Ideally, the 1/0 RPI equals half of the task execution time (0.5 * associated task period).

19 RPI The 1/0 update sampling frequency should be twice the frequency of the logic execution. More frequent
sampling over uses I/0 communication bandwidth. Less frequent I/0 sampling can result in poor
control.

Select an I/0 connection method: 1/0 mapping, direct I/0 connection, aliasing, or program parameters.

20 Consistent I/0 Methodology Choose a method that works best for your installation and consistently apply this method throughout
your application.
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HMI Considerations
Design Recommendation Tab: HMI Considerations

Row Guidelines Description

92 Graphical Framework Egﬁstir;?e%rtagg}SeFrryatrJT:‘eI-\lNMolrgits?J?z:ycs?mes with the process library. This framework helps achieve a
2 [t sh e e e ot e onacor el W . h s o e
5 [ringConenins e s oot TrMerchy i et st
24 Design for the Future Name applications and Areas with future development in mind.

System Infrastructure Tab e System Infrastructure checklist assumes:

«  Your PlantPAx system is operable (for example, the HMI application is running and the
latest operating system patches are installed).

Your system infrastructure has been configured such that:

» You've defined a range of IP addresses for the DHCP server in the domain, if applicable
for your system.

»  You have created groups and assigned users in the domain controller.

« If you're using virtualization, the VMware vSphere Client software is installed and
connected to a vCenter server or ESXi (hypervisor) host.

System Infrastructure Tab

Row Guidelines Description

BIOS Power-Saving Options Disabled?
4 Hardware From the computer BIOS, specify whether the BIOS power-saving options are disabled. Power-saving
options reduce computer resources for your system elements.

Using Virtualization?

Specify whether your system uses virtualization.

We recommend use of VMware due to the extensive testing and development of PlantPAx. VMware also
simplifies maintenance, backup, and disaster recovery.

5 Virtualization
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System Infrastructure Tab

Row Guidelines Description

If you're using virtualization, enter the percentage of CPU use and memory use for each computer.
« CPU use recommended to be within 50% of resources
« Memory use recommended to be within 50% of resources

From the web browser (Firefox recommended), enter the IP address of the vCenter server and log into
the web client.

If a group of ESXi hosts is available in the selected context, select the host or group of hosts from the
Source list to generate an HTML output. Print the output and store with the verification tool.

3 GetvCenter S | T Createecistervd | (g Shutdown [B Revool | (2 Rebash Arfons
ehge 373 ik
Wer sion 650 update 1 g
CAPATITY: 418 st
Saln Hormal
= Ustire: 137 85 days FREE 1008 08
2 :
£ UsEe: 479 08 CAPAEITY.$390 08
z
o 310ra0E pree e
: m—
m USED: 108 TH CAPALITY 247 TB
6-13 Hypervisors
Bl [~ raroware
| [ Contgwation
!
| | = Symtom information
a |I
e = Parfofmance summany [ast houor
| a
REEs hostCPU
i 100,
(1]
2
g ® 50 2
] 5
S &) an z
H u s
E ) L
E
E n o
5 =
o 0| i .‘??
b
1ho i 1321 1330 1230 1148 1255 1z
Timie

(5] Recent basks

All servers and workstations are in the same domain
Specify whether all servers and workstations are on a Windows® Domain.

On the domain controller, go to Server Manager > Tools > DNS and verify that all servers and
workstations are listed in the DNS Manager dialog box.

£ DNS Manager - m} x
File Action View Help
e nEXEo H=8 86
£ DNs Name Type Dsta
v i Panca [ msdes
~ [7] Forward Lookup Zones Clsites
5 [zl _msdcs.PlantPAx Rockwell Automation.com j_t
5 2 PlantPAxRockwellAutomation.com il Cdp
5 [ Reverse Lookup Zones —-1P
. = . JpomainDnsZones
‘M Dﬂmaln 5[] Trust Points -
5 [ Conditional Forwarders ClFerestDnsZones
(same as parent folder) Start of Authority (SOA)  [121], padca.plantpax.rock.
p: ity padca.plantp:
(same as parent folder) Name Server (NS) adcb.plantpax.rockwella...
p: padcb.plantp:
[El(same as parent folder) Name Server (NS} padca.plantpaxrockwella...
[El(same as parent folden Host (4) 172.20.1.10
(same as parent folder) Host (4) 172.201.11
p:
Elpadet Host (4) 172.20.1.10
Elpadea Host (4) 172.20.1.10
Elrance Host (A) 172.201.11
Elrassm Host (4) 172.20.1.110
[Elpassoz Host (4) 172.20.1.111
EAEIHOW Host (4) 172.20.1.101
ASIHO2 Host (A) 172.20.1.102
=}
< P IR 4
In the Notes, document any clients that aren't in the domain and why.
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System Infrastructure Tab: Network

Network

To collect the network data, collect the network data manually from the webpages of each
switch.

See Chapter 4, Network Infrastructure for details.

Information can also be collected using the Network Device Library if implemented in the
system. See the Network Device Library section for more information.

Row Guidelines Description
Verify bandwidth < 50%.
15 Bandwidth Utilization % « If using a Stratix 5200 or 5800 switch, navigate to Administration -> Command Line Interface. Enter
SHOW CONTROLLERS UTILIZATION in the CLI to access bandwidth information.
16 Packet Error Rate Verify that there are no packet errors.
17 Temperature 0K Verify that all devices aren't reporting high temperature readings.
18 CPU Utilization % Verify CPU use < 50%.
19 Memory Utilization % Verify memory use < 50%.

Server or Workstation Tab

Servers and Workstations

List the following for each server and workstation in the system (rows 20...93). The Server or
Workstation tab is where you record data regarding each server and workstation:

«  Computer name
«  System role (select from pull-down)

The Server or Workstation Name checklist assumes:

«  Your PlantPAx system is operable (for example, the HMI application is running and the
latest operating system patches are installed).

«  The Performance Monitor (PerfMon) utility is connected to the servers and workstations
that are being verified

IMPORTANT  Make a copy of this worksheet for each computer (server or
workstation) in your system.

Operating System

Verify these operating system requirements.
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Server or Workstation Tab: Operating System

Row Guidelines Description
Specify whether the Windows firewall is enabled.
For each computer, go to Control Panel > Windows Firewall > Advanced Settings.
0 Windows Firewall a X
« « A @ <« System and Security > Windows Firewall v |@| | Search Control Panel p
i PR Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining access to
Allow an app or feature your PC through the Intemet or a network.
through Windows Firewall
& Change notification settings l v Domain networks Connected
& Turn Windows Firewall on or
off Networks at a workplace that are attached to a domain
g Restare defau\.ts IWindDws Firewall state: On I
[ Avanced sotings |
Troubleshoot my network on the list of allowed apps
4 Windows Firewall Being Used Inbound rules allow or block inbound network traffic. Verify that Rockwell Automation software is allowed so that
data and information isn't blocked between application servers.
0 Windows Firewall with Advanced Security - [m] X
File Action View Help
«= | 7= = H
¢ Windows Firewall with Advancy Actions
B eeeemitae] [ . T — .
B Oufbound Rules MName Profile Action  # [nbuul\dRuis
. Connection Security Rules & RSLinxNG.exe Domain  Allow & NewRule..
B Monitoring 0 RSLinxNG.exe Domain  Allow 3 Fiterby Profile b
@ RSLinxMNGO2.exe Domain  Allow
0 RSLinxNGDZ.exe Domzin  Allow T FiterbyState ¥
@ RSLinShortcutAOAe..  Domain  Allow T Filterby Group  »
@ RSLinxShortcutAOAe..  Domain  Allow B Clear All Filters
@ RsvcHost.exe Domain  Allow )
View 3
@ RsvcHost.exe Domain  Allow
. [ AV Allnses i Refresh
Specify whether the server or workstation operating system that you're using matches PlantPAx system
5 Operating System Valid recommendations.
See the PlantPAx Distributed Control System Selection Guide, PROCES-SGOO1.
Specify whether you installed the latest software patches for the Rockwell Automation software that is in the
: PlantPAx system
® .
6 Rockwell Software® Patches Applied All servers and clients in the system must have the same FactoryTalk® patch updates to avoid unexpected
results.
Specify whether you disabled power-saving for the Network Interface Card (NIC).\
For each computer, go to Control Panel > Network and Sharing Center > Properties > Power Management.
Make sure the ‘Allow the computer to turn off this device to save power’ is disabled (no check mark).
[ Corp Properties >
Intel(R) 82574L Gigabit Netwerk Connection Preperties X
Networking  Sharing
Genersl Advanced Driver Details Events Power Management
Connect using:
I Intel(R) 82574L Gigabit Network Connection @I Intel(F) 825741 Gigabt Network Cannection
This connsction uses the following tems _lﬂ“ L “‘;:'Z:‘f;fj;i:'i’z '“m‘:m ST
7 NIC Power-Saving Options Disabled =Cient for Microsaft Networks - Only allow 2 magie packet 1o wake the computer
HFig and Frnter Sharing for Microsoft Networks
QoS Packet Scheduler
4 Intemet Protocol Version 4 {TCP/IPv4)
[0 4 Microsoft Network Adapter Multiplexor Protocol
4 Microsoft LLDP Protocol Driver
4 Intemet Protocol Version 6 {TCP/IPv6) w
< >
Install Uninstall Properties
Description
Mllows your computer to access resources on a Microsoft
netwark.
oK Cancel Caneel
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Server or Workstation Tab: Operating System

Row Guidelines

Description

8 Windows Power-saving Options Disabled

Specify whether you disabled power-saving for the Windows operating system.

For each computer, go to Control Panel > Power Options and verify the Change when computer sleeps field is set
to Never.

% Control Panel\System and Security\Power Options\Edit Plan Settings — O

= v P %« Pow... » Edit Plan Set... v O Search Control Panel el

Change settings for the plan: Balanced

Choose the sleep and display settings that you want your computer to use,

[ Turn off the display: MNever e

W Putthe computer to sleep: || Mever it

9 Desktop Experience Enabled in RDS Servers

Windows Server 2016 and newer have Remote Desktop Server (RDS) functionality that is enabled by default.
Windows Server 2012 and prior, RDS is disabled by default and you need to enable the functionality. For each
computer, go to Server Manager > Local Server and review the Roles and Features listings.

10 Adjust for Best Performance Is Selected

Specify whether Windows settings are enabled for best performance.

When Adjust for Best Performance is selected, enhanced features that aren't used are turned off, which yields
more memory and performance for the system.

For each computer, go to Control Panel >System > Advanced System Settings > Advanced tab > Settings and on
the Visual Effects tab, make sure Adjust for best performance is enabled.

Performance Options x

Visual Effects  Advanced Data Execution Prevention

Select the settings you want to use for the appearance and
performance of Windows on this computer.

(O Let Windows choose what's best for my computer
() Adjust for best appearance

(®) Adjust for best performance|

() Custom:

[] Animate controls and elements inside windows

[ Animate windows when minimizing and maximizing
1 aus

S,

l Data Execution Prevention Windows Only

Specify whether Data Execution Prevention is enabled for essential Windows programs and services.
For each computer, go to Control Panel > System > Advanced System Settings > Advanced tab > Settings and on
the Data Execution Prevention tab, make sure ‘Turn on DEP ...'is enabled.

Performance Options *
Visual Effects Advanced Data Execution Prevention

o Data Execution Prevention (DEP) helps protect against

Y g i

darnage frorm viruses and other security threats. o
does it work

| (® Turn on DEP for essential Windows programs and services only |

() Turn an DEP far all programs and services except those | select:

12 User Account Control Never Notify

Specify whether a user is never notified by the User Account Control.
For each computer, open the User Account Control settings and make sure Never Notify is enabled.

& User Account Control Settings - O =
~
Choose when to be notified about changes to your computer
User Account Control helps prevent potentially harmful programs from making changes to your

computer.
Tell me more sbout User Account Control settings

Always notify

Never notify me when:

®  Appstry to install software or make changes to my
computer

® | make changes to Windows settings

.- @ Notrecommended.

Cancel

[[Sox ]
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Server or Workstation Tab: Operating System

Row Guidelines Description
13 This step is for computers that are not internally managed by a Windows System Update Server (WSUS).
Verify that Windows automatic update is disabled. Disabling this functionality helps prevent updates that haven't
been qualified by Rockwell Automation from being installed on the workstation or server.
For Windows 10/11, Windows Server 2016 and later operating systems:
1. Open the Run command (Win + R) and enter: services. msc
2. Select the Windows Update service from the Services list.
3. On the General tab and change the Startup Type to Disabled.
4. Restart the computer.
For Windows Server 2012 and prior:
Windows Automatic Undate Is Disabled 1. For each computer, go to Control Panel > Windows Update and make sure that the update option is disabled.
p 2. Restart the computer.
Whndows Lipdate =|8
e LF]
Bk, O
T arws o prafiwrnrin el e
14 Verify that the Event Viewer is not showing errors in the logs.
For each computer, go to Administrative Tools > Event Viewer and verify that each log does not contain errars.
Event Wiewer - m]
File  &ction  Wiew Help
= 7m HE
§2] Event Viewer (Local) FactoryTalk Diagnostics  Number of ev Actions
7 Custorn Views . . : i
Ul Windows Lags “F  Filtered: Log: FTDiag; Level: Infarmation; Source: . Murnber of events: 1,147 actany..,
Event Viewer Is Not Presenting Errors Application Level Date and Time Source EventlD Taskn| | 0P
g““”‘y /172020 83436 M FactoryTalk Service 1001 Ope ¥ Cr.
;trp 9/1/2000 52720 M FactoryTalk Linz OPCServer 1001 Ope I#e.
R B/27/2020 3:46:15 PM FactoryTalk View Studlio 000 @ =
i Applications and Services Lol 8/27/2020 3:46:15 PM - FactaryTalk Wiew Studio 1001 (3) ¥ i
CrowdStrike 8/27/2020 3:46:11 PM FactoryTalk Wiew Studio 1001 (3) 3 e
Bl EoRgRe e /27/2020 34611 PM - FactoryTalk Wiew Studio 00 (3 Gl
T 8/17/2020 34611 PM FactoryTalk View Studio 1001 (3) B Fr.
Internet Explorer 8/27/2020 3:46:11 PM FactoryTalk Wiew Studio 1001 (3) % Fitun
e hanagermen 8/27/2020 34611 PM FactoryTalk Wiew Studio 001 (3w : e
15 NSLookup Resolved
Automation>
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Performance

The Windows Performance Monitor (PerfMon) utility provides a snapshot of the current

performance of a computer. To generate a performance report, do the following for each
server and workstation:

1. From the Performance Monitor utility, go to Data Collector Sets > System > System
Diagnostics and select Start.

@‘J Perforrmance bonitor

G & x
I@‘J File  Action Miew ‘Window Help -
x| HEXE .= HE P
@'ﬂ Pt.zrﬂ:rmance Marme Type Outp ™
v 'm Monitering Tools gt MT Kernel Trace
= ES Performance Monitor [=] Operating Systern Configuration
~ | Data Collector Sets . R
i . [Elprrocessor Configuration
2, User Defined 3 5 2
o= DSystem Services Configuration
v [l System Bl oean e
T Systern Diagn gk _Loglcal Disk Dirty Test Com‘!gurat!on
7 Systern Perfor Start I Configuration
) Event Trace Sessio Stop Configuration

1) Startup Event Trac
[ Reports

Configuration
Save Ternplate.. 1 :
Configuration

Data Manager... Caonfiauration

The system diagnostics procedure takes about 1 minute.
2. Toview the report, go to Reports > System > System Diagnostics.

() Performance Manitor - El X
@) File  Action  View SWindow Help -8
¢ 2EX=6|dz ME D
() Performance [Basic System Checks
v [ Monitaring Taals — A
X Tests Result Description
B8 Performance Manitor
v :c Data Collector Sets 05 Checks gssed Checks for attributes of the operating system
&', User Defined @
v [ System Disk Checks Passed Checks for disk status
7 Systern Diagnostics :
5 Sistem Perfgormance G T o i(;f;;:r:sa;c;:ltate of Security Center related
5 Event Trace Sessions
."oi Startup Event Trace Sessions System Service Checks Paccid Checks for state of system services
¥ I] Reports Hardware Device and o Survey of Windows Management Infrastructure
ﬁ User Defined Driver Checks Passed  supported devices,
v L System -
~ | Systern Diagnostics Performance (&)
I Pa,s501_20200901-000001 I
[ Systemn Performance Resource Overview
Component Status Utilization Details
CPU O Ide  17% Low CPU load. v
Network @ Idle 0% Busiest network adapter is less than 15%. &

Basic System Checks

Use the performance report from the Performance Monitor utility to verify the basic system

checks.
Server or Workstation Tab: Basic System Checks

Row Guidelines Description

. Verify that the attributes of the operating system conform to PlantPAx system recommendations.
17 Operating Systems Checks Use of not-recommended operating systems can affect system performance.
18 Disk Checks Verify the status of the disks in the operating system.
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Server or Workstation Tab: Basic System Checks

Row Guidelines Description

19 Security Center Tests Verify system security-related information.

20 System Service Checks Verify the state of system services.

2 Hardware Device Driver Checks Verify the Windows management of supported devices in your PlantPAx system.
Resource Overview

Use the performance report from the Performance Monitor utility to verify the resources.

Server or Workstation Tab: Resource Overview

Row Guidelines Description

92 CPU(%) Verify that the CPU load complies with PlantPAx system recommendations. )
In a virtual system, the chip set on the host machine (server) can affect CPU capacity.

23 Network (%) Verify that the busiest network adapter is < 50%.

24 Disk (/sec) Verify the operations per second performed by the hard disk drive.

25 Memory (%) Verify the memory capacity of the server or workstation.

System Architecture Tab The System Architecture checklist assumes:

270

Your PlantPAx system was based on sizing recommendations from a PlantPAx System
Estimator project.

See Chapter 1, System Workflow.

«  Your PlantPAx system is operable (for example, the HMI application is running and the
latest operating system patches are installed).

You have configured the following FactoryTalk software that you need for your
application servers.

FactoryTalk View Application Design

To verify these attributes, use the FactoryTalk® Administration Console or the FactoryTalk®
View Studio software.

W FactonyTalk Administration Console [ x
File View Tools Window Help
‘Hax
Explorer + I
=08 Metwork {THIS COMPUTER)

0]
e

=rE Server 1
E! FactoryTalk Linx Instance 01
= pE Server 2
E! FactoryTalk Linx Instance 02
=& FTAE
= TagAlarm and Events
L Alarr and Bvent Setup
2 E HMI
<3 HMI Server
= System
Action Groups
Policies

Data Servers

Alarm Server (if used)

HMI Server

Computers and Groups
&5 Metworks and Devices

Users and Groups

Connections

Perrnission Sets

Application SR
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Server segregation helps optimize performance. To help prevent unpredictable search results,
do net insert a server into the application root path.

IMPORTANT  Each server must be in its own area. This creates a unique path
for each server so that clients don't need to examine every

Server.

Design the system with of future growth in mind. Future growth can affect area names and
how you segregate server by controllers within an area.

To improve performance, place:

« Data servers, alarm servers (if used), and Historian interface connectors on the same
image

« HMI and other application servers on separate images

System Architecture Tab: FactoryTalk View Application Design

Row Guidelines Description
The system supports 10 HMI servers, whether they're redundant or not (you can have 10 redundant
pairs).
The number of servers and how they're configured can impact the speed of system communication.
4 Number of HMI Servers Use the application tree in the FactoryTalk Administration Console and select the project to be
analyzed.
« Reference, identify, and count all HMI servers in your system.
« If a server is secondary, do not add the secondary HMI server to the count.
The system supports 10 Tag Alarm and Event servers, whether they're redundant or not (you can have 10
redundant pairs).
5 Number of Alarms Servers Use the application tree in the FactoryTalk Administration Console and select the project to be
analyzed.
« Reference, identify, and count all Tag Alarm and Event servers in your system.
The system supports 10 data servers, whether they're redundant or not (you can have 10 redundant
pairs). Both FactoryTalk Linx and OPC UA data servers count towards the limit.
6 Number of Data Servers Use the application tree in the FactoryTalk Administration Console and select the project to be
analyzed.
« Reference, identify, and count all FactoryTalk Linx and OPC UA data servers in your system.
Each server must be in its own area. This creates a unique path for each server so that clients don't
need to examine every server before they find the data they need.
Server segregation helps optimize performance. To help prevent unpredictable search results, do net
insert a server into the application root path.
| FactoryTalk View Studio - View Site Edition (Metwork Distributed)
File View Settings Tools Window Help
‘EHe he s 0L R0EIr = Y
Explorer - HMI Server * I X
=-[E Network (LOCALHOST)
e PlantPs HMI
o Runtime Security
7 Each Server Is In Its Own Area

o FactoryTalk Linx Instance 01
S E Server2
@i = FactoryTalk Linx Instance 02
[EErme ]
=) i Tag Alarm and Events
. Alarm and Event Setup

= E HMI

=2 HMI Server
@ System
[ 17 HMI Tags
é Graphics
C+_ Logic and Control
@ Data Log
[ 17 RecipePro+

System

For more information see, Knowledgebase Technote FactoryTalk View SE Area Best Practices.
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FactoryTalk View HMI Servers

Verify that the HMI servers on the PASS comply with system recommendations.
System Architecture Tab: FactoryTalk View HMI Servers (PASS)

Row Guidelines Description

We recommend the use of FactoryTalk® Historian software rather than FactoryTalk View SE data logs to
collect and analyze system data.

To check if data logs are used in a FactoryTalk View SE project, open a Data Log folder in the HMI server.
Verify the data log model is empty.

Note: This guideline applies to standard Data Log Models only. DataLogPro is supported for PlantPAx.

21 FactoryTalk View Studio - View Site Edition

File View Settings Tools Window F
WA e helE 0 2 R
Explorer - HMI Server « 0 x
: =0 Metwark (LOCALHOST)
8 Uses Data Logging G PlantPis HMI
..we Runtime Security
AT Scripts
BB DATA
. E FTAE
£ HMI
BT HMI Server
; System
Hl Tags
Graphics

Logic and Control
Data Log
=" Data Log Models

You can have only 1HMI server per computer.

In FactoryTalk® View Studio software, open Properties for each server and confirm the computer host

name.
Explorer - HMI Server v B X | Bl Server Properties %
£ [E Network (LOCALHOST)
e PlantPax HMI General Fiedundancy Components
L we Runtime Security
AT Scripts Name:
E DATA HMI Server
E FTAE Description:
BB HMI
P HMI Server
System
9 Dedicated Servers Compter hasting the servers
[ Passoz |
Startup Type

(O on demand (Redundancy wil be disabled)

(®) Load and run startup components when operating system initislizes

Froject file (relative ko server computer):
‘ C:\Users\PUbliciDocumentsiRSView EnterpriselSEWMI ProjectsiHMI Server ‘

Number of displays: 3 Licensed maximum: 250

Cancel Apply Help
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System Architecture Tab: FactoryTalk View HMI Servers (PASS)

Row Guidelines Description

In the FactoryTalk Administration Console, select the HMI server > Server Status.

Server Status - PlantPAx_HMIHMI:HMI Server -

Server status
Primary server: PASS02

Primary status: I| Active I ‘

Secondary server: PASS03

—
Secondary status: I| Standby I |

Switchover options

() Continue using the secondary server even when the primary server becomes available again

1[] Redundancy StatUS (®) switch over to the primary server when it becomes avaiable

Server switchover

Click the Switchover button to switch the Active server, The server thatis currently on
standby will become the Active server and the Active server will become the Standby server.

In the verification tool:
« If the status for one server is ‘Active’ and the other server is ‘Standby’, record Synched.

« If you have different results, choose ‘Not Synched and identify the servers that are ‘Not Synched' in
the Notes.

FactoryTalk Alarm and Event Servers

Verify that the alarm servers on the PASS comply with system recommendations.
System Architecture Tab: FactoryTalk Alarm and Event Servers (PASS)

Row Guidelines Description
You can have only 1alarm server per computer.

1 Dedicated Servers In FactoryTalk View Studio software, open Properties for each server and confirm the computer host
name.

Use the FactoryTalk Administration Console to select the alarm server > Server Status.
In the verification tool:

12 Redundancy Status « If the status for one server is ‘Active’ and the other server is ‘Standby’, record Synched.

« If you have different results, choose ‘Not Synched’ and identify the servers that are ‘Not Synched' in
the Notes

In the FactoryTalk Administration Console, open the Properties for the alarm server and check Enable

History to log alarm history.

Tag Alarm and Events Properties X

General Redundancy FPriorities and History
Priorities

Enable server-assigned priorties

Severity Range
Priority Low High
Ungent
High

Low

Alam and Event History

Enable history

Database definition

[ Production Alams v

13 Alarm & Event History

Computer name: PASS01

Database name: Production Alams

Cache file path:

|C.'-.Pr\:|grc|m Data\Rockwell'Alarms ‘

Log languages
| English (United States), en-UIS v ‘

Coos | [ dooy | [ o
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FactoryTalk View Data Servers

Verify that the data servers on the PASS comply with system recommendations.
System Architecture Tab: FactoryTalk View Data Servers

Row Guidelines Description
FactoryTalk Linx supports 2 data server instances on one computer.

14 Max Number of FTLinx Instances on any PASS |In FactoryTalk View Studio software, open Properties for each server and confirm the computer host
name.

5 Dedicated Server for OPC UA UPC UA data servers should be hosted on a dedicated computer. No additional Data, Alarm or HMI

servers should be hosted on the same computer with an OPC UA data server.

Use the FactoryTalk Administration Console to select the data server > Server Status. For OPC UA, select
Properties > Redundancy.

In the verification tool:

« If the status for one server is ‘Active’ and the other server is ‘Standby’, record Synched.

« If you have different results, choose ‘Not Synched’ and identify the servers that are ‘Not Synched' in
the Notes

16 Redundancy Status

In the FactoryTalk Administration Console, open the Properties for the data server and check Enable
History to log alarm history.

FactaryTalk Linx Server Praperties X

General Redundancy  Alams and Events

A A Enable slarm and event support

Prioriies

[ Enabis se d prionities
Severity Range

Pricrity Low High

Urgent

High
Medum | 251 500

Low 250

Alarm and Event History
Enable history
Database definiion
FTAE v

Computer name;  510-50L

Diatabase name:  FlantPx

Cache file path:

|E:\nglamDala\Hockwell\Alalms |

Log languages
| English (Urited States), en-US v|

7 Alarm & Event History ) e 3

o Do Lo
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FactoryTalk AssetCentre Configuration

As a rule, do not to exceed 100 assets over a 12-hour period per agent.
To verify the FactoryTalk AssetCentre configuration:
1. On the AssetCentre menu bar, select Help > About.

) FactoryTalk AssetCentre = I:'-
File Edit View Tasks Tools WmdDwsI HE|pI

P HEHS D D M B Ase Contents Archive b
AssetView J X & Show Help F1
& Design i Installation Guide

% HssetCentre: Quick Start

-

2. In the Components box, select FactoryTalk AssetCentre Server Features.

About FactoryTalk AssetCentre -
) FactoryTalk AssetCentre Waming: This computer program is protected by copyright law and
v 5.00.00.199 intemational treaties. Unauthorized reproduction or distribution of
this program. or any portion of it. may result in severe civil and
(c) 2018 Rockwell Automation Inc. criminal penatties, and wil be prosecuted to the maximum extent

possible underthe law.

Components:

‘Component details:

Name Details

~ | Licensed Asset Capacty: Linlimted
Agent Groups Irformation Asset licenses inuse: 0

Factory Talk AssetCentre Server 2| Total system assets: 1
Disaster Recovery - Rockwell

Disaster Recovery - Motoman

Digaster Recovery - Fanuc

Calibration Management

Calibration Management - Remote workstation

Calihratinn Mananemeant - Fikes handheld

< m >

Windows User

System Architecture Tab: FactoryTalk AssetCentre (AppServ-Asset Mgmt)

Row Guidelines Description
Licensing determines the allowable number of assets. A base license includes 10 assets.

18 Number of Assets From the Details pane of the FactoryTalk AssetCentre dialog box, verify the number of total system
assets.
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System Architecture Tab: FactoryTalk AssetCentre (AppServ-Asset Mgmt)

Row Guidelines Description

Specify the number of controllers that are configured for Disaster Recovery (requires a Disaster
19 Number of Disaster Recovery (DR) Assets Recovery license).

Select Disaster Recovery - Rockwell in the FactoryTalk AssetCentre dialog box.

Agents are programs that communicate with the FactoryTalk AssetCentre server and perform server
tasks, such as disaster recovery.

By using agents, work is distributed and shared among computers to help spread processing load. View
2 Number of Agents the number of agents in the bottom-right corner of the FactoryTalk AssetCentre dialog box.

& SYSTEMADMINISTRATOR 3 Connected| ‘

Determine the frequency that the assets are scheduled to upload.
Enter the number of days between asset uploads from the Schedules > Timing properties dialog box.

FactoryTalk AssetCertre

2 Logemnen Lo
# Loson 40
Lot

& P

Loabx50D0 PlartPAx Timing Propertics [E3) ' -
ok o claroh e i et e e o
Stut Time 4 eepdy 305
el

2 How Often DR Assets Configured to Upload

® VewlpLocsion ) ViewBpaz T,

fusst i LogeS000_PlaiPfc
1 LechSO00_FionPin (o 500

[ooe [ b |

FactoryTalk Historian SE Configuration

Verify that the following FactoryTalk View Historian SE design attributes comply with system
recommendations.

System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines Description

Verify the number of points that are in use.
To view the number of paints on the FactoryTalk Administration Console dialog box, go to System >
Connections > Historical Data and select the Historian SE server.

4 FactoryTalk Administration Console
File Tools Window  Hel
E
Explorer ! Production Historian - Historian Server Connection Properties -
. = e Metwark (PASSOT)
22 Points In Use L Pt General| Lisensing| P Sources
=& System Intertace Type Pairis in Use Linit
(3 Action Groups
#( Policies EDC“:“ L 0
BED Computers snd Groups ik o L

dn Networks and Devices Irteddaca Type Allocaion Points inUze Linik

{0 Users and Groups B I e .

SiE3 Connections ‘
# 1 Databases 3 —
=3 Historical Data

% B Production Historian
£ FTL

The limit depends on the points in use and the license limit.
23 Points Limit This value sets a benchmark that can be compared to future server results. The comparison can
identify a potential issue with too many points per license.
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System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines Description

Verify the scan rate that is used in FactoryTalk Live Data to send controller information to the Historian
server. This information can be viewed with Point Builder in PI System Management Tools or using the
FactoryTalk Historian SE Excel Add-in tool.

From Excel, on the Pl Builder tab, select PI Points > All Points and select all columns.
The column labeled Location 4 is an integer used by many interfaces to specify the scan class of the Pl
Point.

Secatiant Necationd lecatend [lscationt Jecatisat

24 Fastest Scan Class

The Pl Interface Configuration Utility defines time period of each class number. For example, the FTLD1
interface contains 10 scan classes in terms of seconds.

BB Erintustace Conbigution Liibty - FTLDInt o x

tertuce Tesh Help
NG» dreonpdle
Intlace:  [FILET FTLDW| o PASSC

L T ] Puockoed FactoryT sl Live Dt

Irtedace bl Py
E Tiws [T icch el Schmana 08|
wch Flsnarss

Wy ornng PG

Typically, a scan class of 1second is sufficient. Some tags can require a scan class of 0.5 seconds.
Exception reporting and compression reporting for tuning parameters are important for data collection
and server loading.

25 Number of Interfaces Specify the number of FactoryTalk Live Data interfaces in your Historian configuration.
Buffering is recommended to maintain data collection in the event the connection to the server is lost.

@ Eufiering Manager ol O x

File View Help

Buffering Manager

Cenfiguration, monitoring, and troubleshooting of buffering

Global
b @ Global Buffering Status Pl messages
26 Buffering Enabled and Running There ereno reporied fssues il
P 0.0 seconds estimated buffer capacity
f all connections are severed, estimated time until data loss

P Oeventsin queue

Total queued events for all servers

P 0total events sent
Total queued events sent for all servers

Logical Servers
Select a server below for more detailed information
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System Architecture Tab: FactoryTalk Historian SE (AppServ-Info)

Row Guidelines Description
On the Interface Configuration Utility, verify that failaver is configured properly.
[¥ Enable Unilnt Failover " Phase 1 * Phase 2
Failovver D for this instance: [T [swPASS0ZANFTLDIN
Failover |D# of the other instance:  [2 [\\PASSO2BAFTLD Intt ><| Biawse \
[” Do nat falaver when bath interfaces lose connection ta Pl
27 Unit Fa” Uver Enabled and Runnin [~ Failover control tags are unsolicited [not scan based)
g Rate at which the heartbeat point is updated/checked:  |G000 milliseconds
UFO Type: Spnchranization File Path:
[HaT x| |\passD1\FTHSE_Failover\FTLDInt_FTLD_1 dat Browse
Status | Tag | Exdesc | PaintSouce ~
Mot Created ASIHOT-FTLDIM_1_FTLD_UFO2_ActivelD [UFO2_ActivelD] FTLD
Mot Created &SIHO1-FTLDInt_1_FTLD_UFD2_Heartbeat_1 [UFDZ_Heartbeat1]  FTLD
Mt Crraterd ASIHOT-FTI DInt 1 FTIN HIFO? Heatheat 2 NIFNZ Heartheat?1  FTID w7
< >
Verify that a collective is properly configured in a redundant Historian systems
¥4 Pl Collective Manager (Administrator) . O X
File  Edit Help
Caollectives Collective Name:  [ASIHON Collective [D:
% ASIH Diescription: a5ih01. PlantPix P ockwelld |h424?833'd??'41 (el AR ity |
utomation.com .
. . Last Canfiguration St
28 Collective Enabled and Running Change Time: ~ [01-8ep2020181527 | [Good |
4 #
o Y a j
A5IH02 asih0n

PASS Tab

278

The PASS tab records details about the HMI elements in your application.

IMPORTANT

Make a copy of this worksheet for each PASS in your system.

To verify your FactoryTalk® View Site Ed

ition (SE) HMI design elements, use the Rockwell

Automation Graphic Audit Tool. The audit tool analyzes exported HMI displays. The Rockwell

Automation Graphic Audit Tool can be fo

und in Knowledgebase Technote, PlantPAx System

Release 5.30 Configuration and Implementation Toals.

Before you run the audit tool, export the
run the audit tool on the XML file.

HMI application graphic files to an XML format. Then

Field Description Application

SE - Network

SE - Local Click SE - Network
ME

Name

The Name and Area Name are used only to generate Data

Area Name (for example, Brewing/HMI)

Client XML files and are not used in the audit operation. See
Graphic Audit Tool Help.rtf file in the zip file for more details.

Create file of expressions and commands found
Create file of global objects found

To create the respective files, check the boxes.

Data Client

Create files for Data Client tool To enable Create files for Data Client, check the box, and
Total tags then select Unique tags.

Unique tags

Folder that contains graphic XML files to perform
audit operations on

Click Browse ("..." ellipsis) to select the directory
path where you exported your graphic XML files.

Audit type

Choose PlantPAx from the pull-down menu. This choice
uses rules that are specific to the PlantPAx system.
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Color-coded cells indicate
threshold issues.

Graphic Audit (Version 1.11)

" SE -Local

T ME

=E |
fires name [o.g. Beswrg HMIL

jen

¥ Cistes fie of espoesrions and commands fournd
¥ Craste fi of ghobl obicts fond
Folder that contans graphic XML fles o pedoim sudit opsestons on

Diata Cherk
¥ Cieate fes for Dasta Chent tool

e

[Eicheckist daplays |
o [ e |
|
Resuks:

: Mam  |Gkbd  |Di Man |
Graphic Name Told Tags %"f;‘ Evgressions | £ et T::’*‘ Loda

The process displays are listed in the Results pane.

# Graphic Audit (Version 1.11) [= [ = [
Apphcation:  daea nome [e.g. Brewing /HMI}
@ SE-Metweek O SE-Local © ME
Mame:
[FiartFas  Data Ciert

L ¥ Cinate fles for Dala Clert tool

[ Conate fle of eupressions and comemands found € Tosltsge & Ur

7 Create e o gobal obfects found . b |

1 Folder that containg graphic }ML files to perfom audit operations onc 1
[Ew Deskboc\Erported dirgh =

. Uriqus sorys | e Ghkbal | Display Multcls | Cachs Alter | Ahways

Eraptichane ToolTogs |1a  |EPesntloions |Obict:  [Tope  [H0%®  |Auming | Dsiwe |Updating
(4FF) Bullenrs [0 q [ ] 0 raplace 1 lake Ialse Td:
(PP Display 1590 mz2 81 1} 56 replace 025 fake lase [
14PP) Motors HEY 1584 1076 0 87 reploce 1/lakse felse [
4FP)FID ] 569 518 0 32 replace 1/ fahis ™ fali
IAFF] Tank 5 £ 24 0 1] raplace 1 fzhe alse fadi
(PP Tank2 5 19 13 1] 1 replace T lakse [CE3) [E75)
|APP] Tank3 0 18 15 o 2| replace 1) lalse false False
(5PP] Vabves 6E0 45 <1} 0 22 replace 1/ fake false false
(FRAME] P1f Desciiption i [ [ 0 0 replace 1 fahe ™ falsm
(FRAME| PRl Foater i [ 1 0 4 raplace 1 fake Ialse [
|FRAME) Eader ] B 15 o 5/ replace 1 lakse lalse (L]
[FRAME] P1F Help i ] [} o 0 replace 1 lase falze false
PAf HutiorBla [ [ [ 0 0/ averlay 1/lakse fale fali
Fi Home v i [ 0 0 raplace 1 lakse ™ fa
TOTAL ==l 257 [1} 210

These guidelines apply to HMI applications developed via FactoryTalk View SE software. Make

sure:

«  The FactoryTalk View SE system is correctly installed and configured (software version,
operating system, computer requirements) according to the PlantPAx system
characterized architecture.

» Design the FactoryTalk View SE system to accommodate future additions.
«  Develop your HMI displays according to ISA 101 standards
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PASS Tab: FactoryTalk View SE (HMI)

FactoryTalk View SE System

Verify that the HMI server attributes comply with these recommendations.

Row Guidelines Description
b Number of Displays The total number of displays does not exceed the display license.
Total Tags on Server
510 Unique Tags Verify that there are no warnings or errors from the Graphic Audit Tool. Consider simplifying any
Expressions displays with warnings or errars.
Global Objects
For display settings, specify:
Display Settings « Display Type = Replace
Display Type « Display Cache = No
115 Display Cache « Always Updating + not checked
Always Updating
Graphic Update Rate Verify that the update rate is within recommendation of 0.5 seconds. Any faster rate has a possible
impact on the server and controller.
FactoryTalk Alarms and Events Server
There are two possible types of alarms on the PASS:
» Server Tag-based alarms
+ Logix Tag-based alarms
Server Tag-based Alarms
Server Tag-based alarms that are defined within the FactoryTalk Alarms and Events server
(default for 4.6 or earlier PlantPAx system releases that are using the 4.1 or earlier Library of
Process objects.)
The FactoryTalk Alarm and Event Setup dialog box provides the data.
£ e PlantPa<DCS
2} E Batch Area | Alarm and Event Setup - RNA://SGlobal/PlantPAxDCS/FTAEArea/FTAE 7t = %
o[l
<t _FTAE Ll | Iy || & AL e
‘ :m:;::r “ Tupe Al
(i 5 RSLEArea
[#7E RSLEAreal ALL Alams Nare & Use Type InpLt Tag =
B RSLEAread E?f?”wdmam AlamalwaysON Yes Digital MarmblwaysON
0 RSLEAread CLX13_PCI_EM_125_T. Yes Digital /RSLEAread: [CL¢13]Prog
B RSLEAreas CLX13_PC1_EM_125_T... Yes Digital /RSLEAread: [CLX13)Prog
Systermn CLX13 FC1_EM 125 T.. Yes Digital /RSLEdread: [CLX13]Pmoc
Action Groups CLX13_PC1_EM_125_T... Yes Digital #RSLEAread: [CL<13)Prog
Palicies CLX13_PC1_EM_125_T... Yes Digital FASLEArza4:[CLX13)Prog
Camputers and Groups CLX13_PC1_EM_125_T... Yes Digital FRSLEArsad:[CLX1 3)Prog
2% Metworks and Devices CLX13_PC1_EM_125_T... Yes Digital /RSLEAread:: [CLX13)Proc
1 Users and Groups CLX13_PC1_EM_126_T... Yes Digital /RSLEAread: [CLX13]Proc
Connections CLX13 FC1_EM 125 T ‘Yes Digital FRSLEAread: [CL313]Prac
S— CLX13_PCI_EM_125_T... Yes Digital /RSLEAread::[CLX13Prag
CL¥13_PCI_EM_125_T... Yes Digital /RSLEAread::[CL13Prag
CL¥I3_PCI_EM_125_T... Yes Digital /RSLEAread: [CL413]Prog
CLX13 PCI_EM_125_T... Yes Digital /RSLEAread: [CL413]Prog
CLX13 FC1_EM 125 T, Yes Digital FRSLEAread: [CL13]Prac
L3 FLLEW.IZ .. Yoo Dl i -
Defaul max shelve time: 430 Minutes
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S Ee PlantPadDCS
¢ [14E Batch Area
| o rE FTAEArea
Bt FTAE
H -] Alarm and Event Setup
| B HMIServertrea
E OPCArea
| ok RSLEAres
B RSLEArea2
[ ROLEArRad
1B RSLEAresd
B RSLEAreas
Systern
Action Groups
Folicies
Computers and Groups
1§ Networks and Devices
7 1 Users and Groups
Cannections

Permission Sets

] Alarm and Event Setup - RRA://$Global/PlantPAxDCS/FTAEArea/FTAE

Logix Tag-based Alarms

All Alarms  Messages || Tag Update Rates

Update Rate

Tags - 15805 tems

AL e

TagName
/RELEAread: [CLX1 3 Frogram FC1_EM_125.Twi_ALM_F_AINT Alm_Fl
/RLEAread: [CLX1 3 Frogram FC1_EM_125. TW_ALM_F_AIN1 Alm_Hi
/RBLEAreat: [CLX13|Program: FCT_EM_125. TW/_ALM_P_AINT Alm_Lo
/RLEAreat: [CLX13|Program FC1_EM_125. Tw/_ALM_P_AIN1 Cig_FaiSever
/RSLEAread: [CLX1 3 Frogram FC1_EM_125. Tw/_ALM_F_AIN1.Cig_HiSeveriy
/RSLE Aread: [CLX1 3|Frogram FC1_EM_1265. TW_ALM_F_AIN1.Cig_LoSeveriy
/RLE Aread: [CLR13|Program:FC1_EM_125 Tw/_ALM_P_AINT Fail Cfg_MaxShelfT
/RLE Aread: [CLX13|Program:FCT_EM_125 Tw/_ALM_P_AINT Fail Com_AE.1
/RLE Aread: [CLR13|Program:FCT_EM_125 Tw/_ALM_P_AIN1 Fail Com_AE.10
/RSLEAread: [CLX1 3 Pragram: PCT_EM_125.Tw/_ALM_P_AINT Fai Com_&E.11
/RSLEAread:[CLX1 3Program:PCT_EM_125.Tw/_ALM_P_AINT.Fai Com_AE.4
/RSLEAread:[CLX1 3IPragram: PCT_EM_125.Tw/_ALM_P_AINT.Fai Com_AE.5
/RSLEAread:[CL1 3IPragram: PCT_EM_125.Tw/_ALM_P_AINT.Fai Com_AE.7
/RSLEAread::[CLX1 3Pragram: PCT_EM_125.Tw/_ALM_P_AINT.Fai Com_AE.8
/RSLE Aread::[CLX1 3|Pragram: PCT_EM_125. Tw/_ALM_P_AINT.Hi.Clg_MasShellT
/RSLE Aread::[CLX1 3 Pragram: PCT_EM_125. Tw/_ALM_P_AINT.Hi.Com_&E.1
/RSLEAread::[CL<1 3|Pragram: PCT_EM_125. Tw/_ALM_P_AINT.Hi.Com_AE.10
/RSLE Aread::[CL<13|Pragram: PCT_EM_125,Tw/_ALM_P_AINT HiCom_AE.11
/RSLE Aread::[CLX1 3[Pragram:PC1_EM_125. Tw/_ALM_P_AINT.Hi Com_AE.4
/RSLE Aread::[CLX1 3[Fragram:PC1_EM_125. Tw/_ALM_P_AINT.Hi Com_AE.5 -

Default: 2 - Seconds

Logix Tag-based alarms are configured in the Logix Designer software and stored in controller
memory. They are processed directly by the FactoryTalk Linx data server and do not require a
Tag Alarms and Events server. This alarm type is used by version 5.0 and later of the Process

Objects Library.

To determine the number of Logix tag-based alarms:

1. In Logix Designer, export the alarms for each of the controllers with a defined shortcut
on the FactoryTalk Linx (Instance 01) data server.

2. Open the export file in Excel and filter on Use = True to total the number of in-use
alarms. Record this value in the appropriate row in the Checklist spreadsheet. Repeat
these steps for FactoryTalk Linx (Instance 02) if necessary.

3. Verify that the alarm server attributes comply with these recommendations.

PASS Tab: FactoryTalk Alarms and Events

Tools | Window  Help
| options.. 2Bt G o e
H Security L
@ Documentation Languages... A @z O &l
f “Favorites | Add-On
Import 4
Export L4 Tags and Logic Comments... m
4% EDS Hardware Installation Tool Lomponent_
Alarms...
AT 4 Alarm Definitions...
Monitor Equipment Phases Instruction Usage... J
Plug-In Manager... m_|OFault | TRIP P_DISCRETE_INPU
m_|IOFault | TRIP P_DISCRETE_ OUTE
custom Tools.. m_OnFail |TRIP P_DISCRETE OUTE
&  ControlFLASH Plus m_OffFail | TRIP P_DISCRETE_OUTF
T T M OISERFTE CNTETT TATm In#ll-Ten | TRID P MISCRFTE CUITE

Row Guidelines Description
Number of Server Tag-based Alarms (FactoryTalk |
16 Alarms and Events) The FactoryTalk Alarms and Events server supports 20,000 Server Tag-based alarms
Informational field provides a total number of items on the Tag Update Rates of the
17 Total Items (Server Tag-based alarms only) FactoryTalk Alarm apnd Event Setup dialog box 9%
1 Fastest Update Rate (Server Tag-based alarms only) Eepdduactee lr;x;g (r)ic?hrznswfsntg?r?on is greater than or equal to 1second. Default is 2 seconds to help
All tags associated with Server Tag-based alarms are .
: The alarm server references the data server that is hosted on the same computer. Move non-
1 {L%rgl?ardn?t:e?sger that is hosted on the same PASS as compliant alarms to the appropriate alarm server associated with the data server.
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PASS Tab: FactoryTalk Alarms and Events

Row Guidelines Description
20 ”]usmi;% Logix Tag-based Alarms (FactoryTalk Linx FactoryTalk Linx instance 1supports 15,000 Logix Tag-based alarms
20 ”]usgl:&ozf)l‘ogix Tag-based Alarms (FactoryTalk Link FactoryTalk Linx instance 2 supports 15,000 Logix Tag-based alarms
22 Igf;' é}!aggsigsuesr\éerroﬁsg)-based +Logix Tag-based; sum The total number of alarms does not exceed 30,000 per PASS
Generate the FactoryTalk View Report
The FactoryTalk View Report can automatically generate some of the required data for the
PASS and Controller worksheets. Use the following steps to configure and generate the report.
IMPORTANT The provided global object, display files, and images in the checklist file must be installed in the HMI before
printing the report. The display files include the following:
Images: icon_gray.png, icon_green.png, icon_yellow.png, icon_red.png
Global object: (RA-LIB) Report.ggfx
Displays: (RA-LIB) Report RSLinxE.gfx, (RA-LIB) Report Controller.gfx, (RA-LIB) Report Controller 5x80.gfx
The information can be found in Knowledgebase Technote, PlantPAx System Release 5.30 Configuration and
Implementation Toals.
1. For each controller, select the appropriate diagnostic Add-On Instruction. Diagnostic
Add-On Instructions are available in the Library of Process Objects. This library can be
downloaded from the Product Compatibility and Download Center at rok.auto/pcdc.
Use the following guidelines to determine which instruction to use.
- If the controller is from the 5x70 family, use the L_CPU instruction.
- If the controller is from the 5x80 family, use either the L_CPU_bX80 instruction (4.1
library and earlier) or the raP_Dvc_LgxCPU_5X80 (5.0 library and later).
2. For each controller, import and configure the appropriate Add-On Instruction. Verify
that the instruction's tag is controller-scoped and named “L_CPU" for the L_CPU or
L_CPU_5X80. If the raP_Dvc_LgxCPU_5X80 is used the tag name must be
“raP_Dvc_LgxCPU".
3. The instruction must have Data Collection enabled from the maintenance tab on the
faceplate.
See Rockwell Automation Library of Logix Diagnostic Objects, publication PROCES-
RMO0Q3 for more information on the L_CPU and L_CPU_5X80 Add-On Instructions.
See Rockwell Automation Library of Process Objects, publication PROCES-RM200 for
more information on raP_Dvc_LgxCPU_bx80 Add-On Instruction.
4. In FactoryTalk View Studio, go to Global Objects file (RA-LIB) Report and select the Show
Data Server and Controller Report Displays button.
IZ FactoryTalk View Studio - View Site Edition (Metwork Distributed) - =] x
File Edit WView Settings Objects Arrange Animation Tools Window Help
‘mAe DT 0 @ A r eI AT NP AEERTQAQAYCERIE ST T LI+
Explorer - HMI Server * O x (ra-lib) report - /PlantPAx_HMI//HMI (Global Objects) _
SR HMI Server ~ =
50 Systern [ (ra-lib) report - (PlantPAx_HMI//HMI (Global Objects)
. Command Line
HbAl Tags ] ] ]
Grap_h‘cs Show Data Server
Displays . L and Contraller B
S E;Z;hr': Feport Displays
B RA_APP Display = |
Global Objects
% l(ra-l.ib)-rle‘plurt
5. Copy the Global Object button and paste on to desired display.
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W Global Object Parameter Values

6. Select the button and open the Global Object Parameter Values.

7. Under Tag on the Global Objects Parameter Values dialog box, click Browse (ellipsis "...")
browse to select a controller shortcut.

bes

ame value Tag Dascription |
1 ¥ [ --- [list Shorteut > o
2 |#2 —Tlond Shortadt & Tag Browser
g d Shortcul Select Tag
4 Shortout T
5 Shortcu Folders Contents of Area/Data::LGXC0/Onlne/D 450100
] Short
7 5 g:t;t | Mame Access Rights  Description ~
s |#8 ++__[8th Shortcut I~ DASD100 ATS & AckDe.  ReadWrite
9 |#9 = |9th Shortout I DeC1OM 3
10_|#10 10th Sharteut 3 £300, FaultCod & AckFal  ReadiWhite
& ronp & Ack_nt..  ReadiWite
ve
ck_I0... eadilirite
@ fnor & Bl 0., Readh
23 Fota & Mm_Fail  Reahiiite
03 FM100 & HmDe. Resdiite
03 FOT100 & Alm_int... Readiite
= -3 FTI00 & Alm 10, Readiiite
-3 FT100_Dve & Cfg De.. ReadiWhite
& Prima & Cfg De.. ReadWWite
2 GREMTRI00 & CfgDe. Readiiite
-3 GRPMTRI00I || & Cfo_De.. Readirite
-3 GRPMTRIONY || @ Cfg Fsl  ReadWrite
{20 GRPMTRIO0I v || & Cfg_int.. ReadWrite
< > v
Refissh All Folders | Tag fiter Nore ]
Selected Tag
H #hrea/Datar [LGKCOT ]Imsmuu ‘
Harne area: /DATA
[ 0K | [ camel [ Hee |

8. Enter a shortcut path. Use the syntax {/Area/Server:{ Shortcut]}. Repeat until all
shortcuts from FactoryTalk Linx Instance 01 are added. Add a new button and repeat

process for FactoryTalk Linx Instance 02 if necessary.

B Global Object Parameter Values X
Marme Value Tag Diescription
1 |#1 [4/ArealData: [LEXCO1TH 1st Shortcut
2 |#2 2nd Shorteut
3 |#3 3rd Shartout
4 ¥4 4th Shorteut
5_|#5 Sth Shorteut
6 |#6 Gkh Shorteut
7 |#*7 7th Shorteut
g _|#6 §th Shorteut
9 |#9 Skh Shorteut
10 f#10 10th Shorkcut
< >
Cancel Help
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9. RunaFactoryTalk View Client session and click the Show Data Server and Controller
Report Displays button to generate a report.

(RA-LIBY Report RSLinxE - /PlantPAx//Area [=]=]x]
Data Servers
Press to Show &
Controller Shortcut Controller Path Shortcut Notes
Report Display

Jarea/Data [LGXC01] |R$Logix S000 Ermulator in slot 2 of the virtual backplare

Controller Verification.

JfareafData [PlantPax] |RiLogix 5000 Erulator in slot3 of the virtual backplane

Jarea/Datas[LGXC01R] [RSLogix 5000 Emulator in slot 4 of the virtual backplane .

Jirea/Datas[PlantPaxp] |RSLogix 5000 Erulator in slotS of the virtual backplane

Virtual Hemory 559172
# Polled Avq Packets Aug Packet
Controller Shortcut Data Hems | per Second ) Time | Results Hotes
Use the information in this q area/Bate LGN > : ° ad
section to complete the Checklist. fhrea/Datai[Plantpax] 25232 s 2 <
Jirea/Datai[LEXCOLE] o o o o«
farea/Datac[PlantPaxB] 25230 0 o o
Press to Refresh Totals 50466 43 2
MName: Signature: Date:

Bana Seresn
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FactoryTalk Linx Data Server

For each shortcut, verify:
PASS Tab: Data Server (FactoryTalk Linx Instance 1and Instance 2)

Row Guidelines Description

Select Yes or No to indicate if the Data Server is in use. If yes, then record the memory usage
(MB) from the computer's task manager. PlantPAx recommends the memory usage of each
instance of FactoryTalk Linx not exceed 3,000 MB.

5 Task Manager - ] 4
File Options  View
Processes Performance Users Details Services

19% 47%
Name Status CcpPy Memaory
O EIPCommissionWebSer (32 bit) 0% 146ME
a Event Client Multiplexor (32 bit) 0% 54 MB
@) Event Server (32 bit) 0% 3.0MB
[ FactoryTalk Activation Daemon (32 bit) 0% 20MB
25 & 37 | Memory Usage [5E FactoryTalk Disgnstcs Reader (32 b 6 oM
[ FactoryTalk Historian Agent (32 bit) 0% 19ME
v [ FactoryTalk Linx Instance02 OPC Runtime Service (32 bit) 0% 493 MB
%, FactoryTalk Linx Instance02 Service
@ FactoryTalk Linx Net Browser Manager (32 bit) 0.2% 321 MB
v [m] FactoryTalk Linx OPC Runtime Service (32 bit) 0% 67.9 MB
&, FactoryTalk Linx Instance01 Service
[ FactoryTalk Linx Security Server (32 bit) 0% 19MB
O FactoryTalk Linx Services (32 bit) 0% 31.6MB
@ FactoryTalk Linx Services (32 bit) 0.5% 315MB
O FactoryTalk Linx Services (32 bit) 0% 309MB o
Fewer details End task
24-50 | Number of Polled Data Items The number of tags that are polled from the controller.

If your controller consistently exceeds the recommended maximum average packets per
second, it's possible your controller is overloaded. Consider reducing the number of HM| data
points that are referenced by your HMI displays from that controller. You can also change the
display update rate if you're experiencing performance issues.

The average packet response time of messages to the controller.

If your average packet response time consistently exceeds 200 milliseconds, then it's possible

that your communication adapter has a potential bottleneck. Consider the following

troubleshooting guidelines if your performance isn't satisfactory:

« Examine your network architecture and network hardware. You could be exceeding your
switch capacity or capabilities that can cause slow network performance.

« You could be using an outdated communication adapter in the path to your controller. Or,
you could be exceeding the capabilities of the communication adapter.

24-50 | Average packets per Second

24-50 | Average Packet Response Time
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FactoryTalk Linx OPC UA Connector
PASS Tab: Data Server (OPC UA Connector)

Row Guidelines Description

. The OPC UA connector should be hosted on a dedicated computer with no other servers (HMI,
51 Using OPC UA Connector Alarm, or Data) present.

The OPC UA server shouldn't have more than 20 OPC UA connections.

Facton Tk Lins OBC UA Cannactze P

¢ e

O [tmtes

= OPCUA e
L

) ol gt

., P e
| Diageonbes

52 Number of OPC UA connections e

|7 Dhaguosiciog

Cortdcatn gt
C PrugrDats Fiockivel Do iaCtreector FraeChaDatsProder Pil

o docept Incoming Cariicets maomatoaly

4 Ssbertemen Semrgn
TR R e
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PASS Tab: Data Server (OPC UA Connector)

Row Guidelines Description
The OPC UA server shouldn't have more than 50,000 active tags.

53 FactoryTalk Live Data Active Tags

Lirspost Frosessg Tree immte
T p——"

54 FactoryTalk Live Data Active Tag Updates/sec ;_.3-._:“ '

Faled frdpocts

o Aoply Cancel

Determining the number of Alarms and Conditions for each OPC UA server that is configured in
the connector. Each connection that is counted in Row 52 must be reviewed individually as
55 Total OPC UA Alarms and Conditions specific configurations of OPC UA servers can vary. The sum total of all alarms and conditions
across all connected OPC UA servers shouldn't exceed 5000. Consider reducing the number of
0PC UA alarms and conditions if there are more than 5000 total across all OPC UA servers.

Pass Tab: DataLogPro

Row Guidelines Description
56 Total DatalLogPro tags The total number of tags configured in DataLogPro should not exceed 50,000.
Controller 5x80 Tab The Controller tab records controller properties.

IMPORTANT  Make a copy of this worksheet for each 5x80 controller in your
system.

To gather information for the checklist, you can use the FactoryTalk View report, see Generate
the FactoryTalk View Report.
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Controller 5x80 Tab: Properties

Select the button shown in the following display to view the Controller Report Display.

Prisss T Shiny
Controller Shortcut Controller Path Shortcut
Report Display
Jhrea/Date:|LExC01] RELogx 5000 Ermulator in ot 2 of the virtual backplar)s I <4—

JareafData[Plantes] [RiLog: 5000 Ermulator in slot 3 of the virtus backplans |

Farea/Data[LEECOLE] [FELog: 5000 Ermulator inslat 4 of thavirua backplans |

Sarea/Datas[PlantPaxb] |RELog:: S000 ErmulEoor inslot'S of the vimua backplarg: |

Controller Properties

Verify that the controller properties comply with these recommendations.

Row Guidelines Description
4 Shortcut Keep the shortcut, ACD file reference, and controller name similar (intuitive).
5 Firmware Verify the firmware revision.
5 Module The controller is indicated as available in the PSE. N
The controllers in the PSE have been characterized for use within a PlantPAx system.
1 Redundancy Indicate whether you're using a redundant controller (Yes/No).

Controller 5x80 Tab: CPU Use

CPU Use

Verify that the CPU use complies with these recommendations.

Row Guidelines Description
. . At least 25% free for Redundant 5580 controllers. Non-redundant 5x80 controllers can utilize
8 Logix Engine up to 100% of the Logix Engine.
9 Communications Core At least 40% free.
10 Packet Processing Engine At least 25% free.

Controller 5x80 Tab: Faults

Faults

Verify that the fault handling complies with these recommendations.

Row Guidelines Description
Number of minor faults that have occurred within the controller.
l Minor Faults Count After clearing the minor faults, monitor for a period of time (at least several controller scans)
befare reverifying.
Whether a task overlap occurs.
A task overlap must be resolved. Use the predefined task model in the process controller or
12 Task Overlap simplify the program.
Lengthening the period or raising the relative priority of important tasks disables the
predefine task model in a process controller.
Capacity
Verify that the controller capacity complies with these recommendations.
288 Rockwell Automation Publication PROCES-UM100F-EN-P - April 2025



Appendix C PlantPAx Deployment Recommendations and Verification Tool

To verify controller capacity, open the controller application file in Logix Designer. Go to
Controller Properties > Capacity tab.

Controller 5x80 Tab: Capacity

Row Guidelines Description

13814 |Program Memory (blocks) Reserve at least 20%.

158&16 |Nodes Reserve at least 20%.
Connections

Verify that the total number of connections is 75% or less of the controller maximum.
Controller 5x80 Tab: Connections

Row Guidelines Description

Total number of connections includes:
1/0

Produced tags

Consumed tags

Messages

Incoming

Unconnected buffers

Message cache

17-25 | Total I/0

Time Synchronization

Verify that the controller is configured for time synchronization.
Controller 5x80 Tab: Time Synchronization

Row Guidelines Description
26 Controller is time synchronized Denotes if the controller is configured for time synchronization (Yes/No).
Task Structure

Verify the controller program uses only periodic tasks.
Controller 5x80 Tab: Task Structure

Row Guidelines Description

Use only periodic tasks and remove any unused tasks

27 Only periodic task used The process controller enforces 4 periodic tasks: Slow, Normal, Fast, and System.

Controller Alarms

Verify the number of controller alarms.
Controller 5x80 Tab: Controller Alarms

Row Guidelines Description

The total number of Logix Tag-based alarms (both IN-USE and NOT) stored in a controller
shouldn't exceed 10,000. See Logix Tag-based Alarms on page 281 to determine the number of
alarms on a controller.

The total number of Logix Tag-based alarms (IN-USE only) stored in a controller shouldn't
29 Total number of Logix Tag-based alarms (IN-USE only) | exceed 7,500. See Logix Tag-based Alarms on page 281 to determine the number of alarms on
a controller.

28 Total number of Logix Tag-based alarms (both IN-USE
and NOT)
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Controller 5x80 Tab: OPC UA

Row |Guidelines Description

The total number of OPC UA nodes/sec should not exceed 50,000. 0PC UA nodes/sec diagnostic data is available via the controller webpage.
Minirize Module Diagnostics OPC Unified Architecture Diagnostics
E‘ Horne
Faults OPC Unified Architecture server diagnostics

mTasks Currently uzed nodes 10000

30 Tota| []PC UA nodes/ ﬁ Diagnostics Maxirmurn nurmber of nodes 15000

Sec EI Module Diagnostics Current nodes per second 0 nodesis

Metwark Settings

Bridge Connecdtions

Ethernet Statistics

OPC Unified Architecture Diagnostics
EtherMet/IP Ouarview

Application Connecions

Copyright @ 2022 Rockwell Automation, Inc All Rights Reserved,

Controller 5x70 Tab

The Controller tab records controller properties.

IMPORTANT  Make a copy of this worksheet for each 5x70 controller in your
system.

To gather information for the checklist, you can use the FactoryTalk View report, see Generate
the FactoryTalk View Report.

Select the button shown in the following display to view the Controller Report Display.

Press o Shim
Controller Shortout Controller Path Shortcul
Repor Display
JareaDatan LG C01] [RELog: 5000 Ermulator in s ot 2 of the virtual beckplar)= I <4—

Jarea Data[Plante:] [Rilog: 5000 Ernulator inslot 3 of the virtusl backplangs |

Farea Data[LEECOLE] [FELog: 5000 Ermulator inslat 4 of thavirua backplans |

Sarea/Datas[PlantPaxb] |RELog:: S000 ErmulEoor inslot'S of the vimua backplarg: |

Controller 5x70 Tab: Properties

Controller Properties

Verify that the controller properties comply with these recommendations.

Row Guidelines Description
4 Shortcut Keep the shortcut, ACD file reference, and controller name similar (intuitive).
5 Module The controller is indicated as available in the PSE.
The controllers in the PSE have been characterized for use within a PlantPAx system.
6 Firmware Verify the firmware revision.
1 Redundancy Denotes if you're using a redundant controller (Yes/No).
CPU Use
We recommend CPU load in a production environment to be 75% or less. Keep 25% CPU
capacity as reserve to handle online edits, data server switchover, and so on.
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Controller 5x70 Tab: CPU Use

Verify that the CPU use complies with these recommendations.

Row Guidelines Description
8 Free At least 50% of free for redundant controllers
At least 25% for simplex controllers.
9 Total Used Total CPU utilization
The percentage of CPU use to run all application code in the controller.
10 Total Used: Periodic Tasks Periodic tasks are the only predictable task type on performance and utilization. Keep the
number of tasks to 3 or 4 and do not use to organize code into pracess areas.
1 Total Used: Communication The percentage of CPU use that is needed to respond to communication requests.
12 Total Used: Mation The percentage of CPU use that is needed to execute motion.
13 Total Used: Messages The percentage of CPU use that is needed to process messages.
14 Total Used: Safety The percentage of CPU use that is needed to execute safety tasks.
15 Total Used: Redundancy The percentage of CPU use that is needed to process redundancy.
16 Total Used: System The percentage of system resources

Controller 5x70 Tab: Faults

Faults

Verify that the fault handling complies with these recommendations.

Row Guidelines Description
Number of minor faults that have occurred within the controller.

17 Minor Faults Count After clearing the minor faults, monitor for a period of time (at least several controller scans)
befare reverifying.
Whether a task overlap occurs.

18 Task Overlap A task overlap must be resolved. Make changes such as simplifying programs, lengthening the

period, or raising the relative priority of important tasks.

Controller 5x70 Tab: Memory Use

Memory Use

The PlantPAx system requires the free 1/0 memory to be a minimum of 25% for simplex
controllers. We recommend greater than 50% free memory for redundant controllers.

Guidelines

Description

19&20

1/0 Memory (bytes)

Reserve:

« At least 50% for redundant controllers

« Atleast 25% for simplex controllers

If the amount exceeds the recommendations, reduce the number of I/0 modules that are
scanned by this controller, make system changes.

08&22

Data and Logic (bytes)

Reserve:

« At least 50% for redundant controllers

« At least 25% for simplex controllers

If the amount exceeds the recommendations, upgrade controller for more memory or make
changes to reduce load
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Controller 5x70 Tab: Connections

Connections

Verify that the total number of connections is 50% or less of the controller maximum.

Row

Guidelines

Description

23-31

Total 1/0

Total number of connections includes:
110

Produced tags

Consumed tags

Messages

Incoming

Unconnected buffers

Message cache

Time Synchronization

Verify that the controller is configured for time synchronization.

Controller 5x70 Tab: Time Synchronization

Guidelines

Description

32

Controller is time synchronized

Denotes if the controller is configured for time synchronization (Yes/No).

Controller 5x70 Tab: Task Structure

Task Structure

Verify that the controller program uses only periodic tasks.

Row Guidelines Description

- Use only periodic tasks and remove any unused tasks
33 Only periodic task used Use only 2-3 periodic tasks (slow, normal & fast) for logic and remove any unused tasks
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HMI Communication Lost

PlantPAx Troubleshooting Scenarios

Figure 17 shows a basic workflow to correct lost communication. To target the root cause,
follow this workflow:

Figure 17 - Resolve Lost Communication

Communication
Lost

h 4

Server/Controller

Comm Evaluation
See page 293

Separate Procedures with Specific Workflows

h 4
Client/Server

Comm Evaluation
See page 298

R

¥
Call Technical
Support

See page 298

If you can't open a FactoryTalk® View SE client application on your OWS, go directly to the
Client/Server Communication Evaluation section on page 298.

Server and Controller Communication Evaluation

Figure 18 shows how to diagnose a loss of communication between the (PASS) server and the
controller. Make sure that the server has good quality communication with the controller and
follow down the workflow to rule out any network issues.

Click the link or go to the respective page for specific information on each topic. If the server
checks out okay, then you have the option to go to the client computer for additional
troubleshooting or to call Technical Support.
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Figure 18 - Resolve Server to Controller Communication

Server/Controller
Comm Evaluation

Live Data Current Quality Good

Live Data See page 294

Quality Good?

Yes

Servers Evaluation
See page 296

Was Server
Status 0K?

Worked Before
Comm Loss?

No
hd
Was Network Network Evaluation Client/Server Comm
Status 0K? See page 296 See page 298
L 4
Call Technical Support Application Code Evaluation
See page 298
See page 298

Live Data Current Quality Good

This procedure examines whether the controller communication is available at the server
level. If the current quality is ‘good, then you can rule out that the server isn't talking to the
controller.

1. Go to FactoryTalk Tools > FactoryTalk Live Data Test Client and select FactoryTalk and
Network as the Initial Connection.

The Initial Connection dialog box appears.

B |nitial Connection [m] x

" OPC DA Server | Factary Talk | ¢ Load Config File

ak
Fancel
Select the directary you want ta use.
| Netwark | fowse.

I Ok I Cancel | Help M

o) o) |Passa

Select FactonyTalk Directory x

OPC DA Server Locale ID: - [1032
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2. Browse to the data server area and click OK.

B Initial Cannection O x

¢ OPCD&Server Factom Talk ¢ Load Conlig File

- FTViewDemo ~ I oK I

& InstantFizz

=- F'_\antF'Ax_HMI Cancel |
L HMI

7 oaTa Browse. |
Server 2

OPC D& Server Machin

|7('_ Local = Remote IF‘ASSm ‘
OFC D& Server Locale 1D |1 033

3. The Create Group dialog box appears.
Use the default or type your own group name and click OK.

Create Group =
Mame: I | Il oK |
Update Rate: [250 Cancel |

Active: v Help I
Locale ID: [1033

5. Inthe lower, left pane of the Add Item dialog box, browse to the controller, and select
Online.

BoAdd e

ItemlD Items to ddd: 1

((HE=TRE BTN I VPSR TR - (L G0 [Program:PS _PALXT 00 Inp ChanFau

\i
=
X

Datatype Cancel
Mative >
Advanced

#dd Branch Item Prapetties | Help

T 100_Inp_ModFault
<T00 Inp_PData

¥ Active

= RN /3G lobal/PlartPdx_HiMl: A
B- LExCo
' gnostic tems

T100_Inp_FvUncertain

ATU_FIC_101
AENZTR:T.C
AEMZTR:11
AEMZTR:1:0

AITI00

AIT3004

AIT3004_Dve

AITI00B o

< >

6. Inthe right pane, if no tags appear then proceed to Servers Evaluation on page 296.
Otherwise, click any tag in the controller and add the item.

The FactoryTalk® Live Data Test Client dialog box appears.

|, BOOTP-DHCP Server >
|, FactoryTalk Activation >
b i
ati

|\ FactoryTalk Alarms and Events > »

|/ FactoryTalk AssetCentre Client > | >

3 || FactoryTalk Historian SE > | v >

[S] Diagnostics Viewer | FactoryTalk Tools |, Embedded Lockdown Manager "

§E FactoryTalk Diagnostics Counter Monitor |\ FactoryTalk View v | | Enterprise License Manager >

%5 FactoryTalk Directory Configuration Wizard |\ Logix Designer Tools v | bt FLASH g Tools 3

=2 _FactorTalk Help |\ RSLinx » | I Hiprom Softwar >

FactoryTalk Live Data Test Client |, RSLogix 5000 Enterprise Series » | | LoopPro Tuner (Rockwell Automation Edition)  »

e Tactory Talk Security System Configuration Guide ' | RSLogix 5000 Tools » | 1 Maintenance >

&7 Import RSSecurity Configuration |, RSLogix Emulate 5000 » | I, Microsof ft Office 3

§ Log Onto FactoryTalk |, RSNetWor 3 SQL Server 2008 3

ity Ernulator Install | utilities " SQL Server 2008 RZ >

actoryTalk Directory Location FactoryTalk Administration Console § oft SQL Server 2012 >

‘Windows Firewall Configuration Utility % Restart View Designer Services |\ Rockwell Automation "
& Studio 5000 | Rockwell Software

- | SharePoint s

| Startup >

I VMware >

| Windows Accessories >

| Windows System »

7. Check that the Current Quality is ‘Good'".

The ‘Good’ status indicates that you have communication from the server to the
controller.

If the status is ‘Bad’, then proceed to Servers Evaluation.
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Servers Evaluation

If using the FactoryTalk System Status Portal, open a web browser and enter https://
IPAddress/FTSystemStatus (where “IPAddress” is the IP Address of the FactoryTalk Directory
server). Verify the status of the system servers in this web portal. If not using the System
Status Portal, follow the procedure below:

This procedure verifies that at least one server has active status. Complete
these steps for the Data server and HMI server.

1. Inthe FactoryTalk® Administration Console or FactoryTalk View Studio, right-click the
Data server and choose Server Status.

iri| FactoryTalk View Studio - View Site Edition (Metwork Distributed)
File View Settings Tools Window Help

MRS 0 s 0L ADE e =Y

Explorer - HMI Server - 3

= Metwork (LOCALHOST)

EHEE PlantPax_HMI

-~wa Runtime Security

LT Seripts
£l DATA

= E Server

=1 ) FactonyTalk Linx Instance 01
al Communication Setup

E Server2?
e E FTAE

- Tag Alarm and Events

EE Alarm and Event Setup

1 HMI

= ™
Eheml Syste Delete
He Add Controller Instruction Faceplates...
Bl HM
-G T Server Status...
il Grap Properties...
=@ Disuraus

The Data server status dialog box appears.

Server Status - PlantPAx_HMIDATA/Server] FactoryTalk Linx 01 x|

Server status
Primary server: PASS02

Primary status: I| Active I ‘

Secondary server: PASS03

[—
Secondary status: I| Standby'l |

Switchover options

() Continue using the secondary server even when the primary server becomes available again

(®) Switch over to the primary server when it becomes available

Server switchover

Click the Switchover button to switch the Active server, The server thatis currently on
standby will become the Active server and the Active server will become the Standby server.

2. Make sure that the status is ‘Active’ for at least one of the servers.
3. Repeat for the HMI server.

Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data procedure.
Reverify that communication has been established between the server and controller.

Network Evaluation

Now you're analyzing whether the shortcut to the controller is valid. An incorrect path affects
the controller communication to the server.

~ In a redundant system, perform these steps for the Primary and
&) Secondary servers.
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IEﬂ File View Settings Tools Window Help

: S ne = 0@ AanED

1. Inthe FactoryTalk Administration Console or FactoryTalk View Studio, open the
Communications Setup.
121 FactoryTalk View Studio - View Site Edition (Metwork Distributed) - [Communication Setup - RNA:/SGlobal/PlantRax_HMI/DATA/Server 1/FactoryTalk Linx Instance ] = o x

¥ = ) T
@ ﬂCommunicatl'on Setup - RNA://$Global/PlantPAx_HMI/DATA/Server 1/FactoryTalk Linx Instance 01 “

=1 [E Hetwork (LOCALHOST)
=B PlantPax HMI

& Device Shartcuts

Primary l

2 - Remove | apply § 192.168.1,106, 1756-ENAT, 1756-ENZT/D 2
T Seripts — -8 1921681107, 1756-EM2T, 1756-ENZT/D
LB paTa ﬂ 192,168.1.108, 1756-EN2T, 1756-EM2T/D 3
&l Server 1 - ﬂ 192.168.1.709, 1756-EM2ZTR, 1756-EM2TR/C &
ii! FactoryTalk Linx Instance 01 ﬂ 192.168.1.110[192.168.1.109], 1756-EM2TR, 17¢
mﬂ S ﬂ 192,168,111, 1756-EMETR, 1736-EMZTR/C
+ E Sepver 2 =] Backplane, 1756-A10/4 or B 4
S B FTAE : v
= §* TagAlarm and Events < z

. ] Alarm and Bvent Setup Mode: Online Mot Browsing

=it HM Offline Tag Fil [ | |

= [3 Hl Server ing Tag File FOWSE,
L System sharteut Type |Processor j
[ Comrmand Line Logix Extended Tag Properties
- 1 HMI Tags i -
+ Graphicgs ¥ Upload all extended tag properties v E:SUT:‘::’H';:SS thiotiabivslesliogtaglesenced
+ Logic and Control
-1 Data Log
= RecipePro+
L.[Z) RecipePro+ Editor
= Systern
: .fclt.iu.n Groups -
< >

Application

[a\| Ok | Cancel | Verify | Help‘

C:yUsersiyRockwell Automation:

2. Select the controller shortcut.
If the shortcut does not highlight the correct controller, then select the correct
controller and save the shortcut.
3. With the correct shortcut selected, expand the backplane.
If you can browse, then you have communication to the controller. Proceed to Was
Modification Made? on page 298.
If you can't browse, then try to ping the controller from the PASS.
4, To ping the controller, do the following:
a. Click Start and type CMD into the Search text box.
A command prompt OanS.
b. Type 'Ping xxx.yyy.zzz.aaa', where the letters represent the IP address of the
communication adapter.
5. If the adapter responds, a similar display appears as shown.
B Command Prampt - a X

Wersion

Corporat

6. If your device does not respond, a ‘Request Timed Out’

message appears.
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If the ping is successful, proceed to the next diagnostic action.
7. Repeat steps 2...6 if you're using a redundant Data server.

Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data procedure.
Reverify that communication has been established between the server and controller.

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we recommend
that you check the project application code. Project components could be incorrectly
configured.

Verify proper Live Data syntax for the following project elements:
» FactoryTalk View SE or FactoryTalk View ME:
- Display parameter files
- Display values, expressions, and animations
- Global object parameters
- Command buttons and macros
- Data logger
- Event detector
- Derived tags

Contact Technical Support

Call a Rockwell Automation Technical Support representative if the problem still exists after
checking the following:

«  Server communication status
«  Controller shortcut
 Application code syntax

Email technical support the most recent data that is compiled from the PlantPAx® checklists.

IMPORTANT  If the size of the information packet can't be sent via email, a
technical support representative can help you post your
information to the Rockwell Automation FTP site.

Client and Server Communication Evaluation

Figure 19 shows a workflow to resolve lost communication between a (PASS) server and a
client. Work through the diagnostic activities until you identify an issue.

Click the link or go to the respective page for specific information on each topic. If the issue
still exists, contact Technical Support with the details you have compiled to help with a
resolution.
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Figure 19 - Resolve Server to Client Communication

Client/Server
Comms Evaluation

h

Ping Command Evaluation - See page 299

Ping
Successful?

Yes

Was
Modification

Yes Name Resolution Evaluation - See page 300

Made?

Worked
Before?

Application Code
Evaluation

Call Technical Support
See page 298

See page 298

Ping Command Evaluation

To check if the client computer is communicating with the server, start by pinging the
computer.

Complete these steps.
1. Click Start and type CMD into the Search text box.
A command prompt opens.
2. Type 'Ping (and server name).
3. If the controller responds, a display appears similar to the following:

E¥ Command Prompt - O X

hts reserved.

172.28.1.111] with

1y from
o1y from 1
y from

Automation:

Rockwell Automation Publication PROCES-UMI00F-EN-P - April 2025 299



Appendix D

PlantPAx Troubleshooting Scenarios

300

4, If your device does not respond, a ‘Request Timed Out'
message appears.

If the ping is successful, check your application code for proper
syntax. See page 298.

Also, make sure that the firewall rules are not blocking the communication.

Name Resolution Evaluation

This procedure verifies the mappings of IP addresses to host names. The steps apply if you're
using a domain or a work group, with the latter explained last.

1. At the Command Prompt, type the NSLookup and server name and press Enter.
2. Type the name of the server that is being pinged.

If you receive the message ‘DNS Request Timed Out’, you typically do not have the
Reverse Lookup Zone configured.

If the NSLookup ping provides the server name and IP address (as shown in the
example), the server communication issue still exists.

ES Command Prompt - O *

Automation>ping

Automation>

If the NSLookup ping does not provide a server name and IP address, then proceed
with the following instructions on page 300.

To verify that components do not have duplicate IP addresses, complete
these steps.

1. From a DNS server, click Tools on the main menu and choose DNS.

T Server Manager

@ % b Loca| Server = @ | F Manage Tools View Help

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows

Active Directory Sites and Services
PADCA

PlantPAx.RockwellAutomation.com Active Directory Users and Computers

S AD DS ADSI Edit
= Compaonent Services
1% DHcp
Computer Management
& DNs Do Gl
[ oL A Defragment and Optimize Drives
#§ File and Storage Services b Foanied DHCP

Disabled
e Disk Cleanup

[ ons

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
QDBC Data Sources (64-bit)

Performance Monitor
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The DNS Manager display appears.

£ DNS Manager = ] hat
File Action View Help
e iEXEBc=z BEl§ 6
5: DNS MName Type Data
~ [ PADCA | as0sios Host (&) 172.201.13
v || Forward Lookup Zones =| ASIHOT Host (A) 172.20.1.14
EH _msdcs.PlantPAx. RockwellAutomation.comr %\(01 Ho; 5] 172.20.1.16
= PlantPAx.RockwellAutomation.com ASOSI02 Host (4) 172.30.1.16
il Reverse Lookup Zones E EWS12 Host ) 172.20.1.18
— -Crr;:tdiiool:: Forwarders % S0l HU% &) 7R
- = EWSs02 Host (4) 172.20.1.22
EEws01 Host (A) 172.20.1.54
£ as0sin6 Host (&) 172.20.1.58
=] asocing Hrﬁ'l’m 17200 1
f_—_| EWS10 Host (4) 172.20.1.60
£ owsnz Host (4) 172.20.1.60
{ AV Host (A] 1/2.20.1.
ﬂ ASAMOT Host (4) 172.20.1.62
E]passol Host (A) 172.20.1.64
Elpassnz Host (A) 172.20.1.67
Elpassn3 Host (&) 172.201.69
§T| AS0OSID2 Host (4] 172.20.1.70
§—| ASIHD2 Host (4) 172.20.1.71
=] AsIHO2 Host (4) 172.20.1.72
< >« =

2. Verify that each name has its own IP address to make sure that you're pinging the
correct server via the client.
The example DNS Manager display shows several ‘bad’ computer names with the
same |P address.
3. Ifyou're using a workgroup, open the hosts folder in your Windows local hard disk drive.
4, Using Notepad, open the hosts file.
I & = | civiindows\System3Bdriversiete b m] >
Fil Home Share Wiews [ 7]
A cut “lisnme] S2edume %v ‘; [»] open ~  HHselectan
Pin to Quick Copy Pﬂ L eS| iR FE STl Pm\p—elms Edlit Selectnone
SR [7] Paste shorteut o folder o5 2 Invert selection
+ <« Lacal Disk (C:) » Windowws 5 Systern32 5 drivers > etc ~ O Search etc £
B Desktop T Marme & Date modified Type Size
5] Documents [ hasts | hosts - Notepad — =] =
& Dowenioads [ imhosts.sam | File  Edit  Format  View  Help
b tusic [ netwarks # For example: ~
= Pictures | ] protocol "
B videns [ services # 1g2.54.94.97 rhino.acme.com # source serwver
# 38.25.63.1@ X.acme.com # x client host
“am Local Disk {C3
o Nebwork : localhizs-g?rgflresolutizzaiiozindled within DNS itself.
= H# il lecalhost
5items 1 item selected 912 bytes

172.28.1.12 Ewsal
172.2@.1.13 Chs@l
172.28.1.14 PASSEL
172.28.1.15 PASSE2A
172.2@.1.16 PASSG2B
172.28.1.17 ASTH@T
172.2@.1.18 ASIHSZ2
172.28.1.18 ASISE1

<

~
>

5. Verify that each name has its own IP address to make sure that you're pinging the
correct server via the client.

Was Modification Made?

If you found an issue and made a correction, go back and ping the client computer again.

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we recommend
that you check the project application code. See page 298.
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Contact Technical Support

Call a Rockwell Automation technical support representative if the problem still exists. See
page 298.

Troubleshooting Scenario: Figure 20 shows a workflow to resolve sluggish HMI displays. To target the root cause, work
HMI Display Access is Slow through the diagnostic activities until you identify an issue.

If the issue still exists, contact Technical Support with the details that you've compiled to help
with a resolution.

Figure 20 - Resolve Slow HMI Display Callup

Communication
Performance

System Architecture Checklist - See page 270

Application
Under Limits?

Controller Controller Checklist - See page 287 or page 290 v

Passed?

Data Server See page 285

Passed?

k4

Application Code
o Evaluation

| Seepage298

Network Checklist - 2
Network etwork Checklist - See page 263

Passed?

Call Technical
Support
See page 298
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Action Description
A good starting paint is to verify that your system design is within the sizing recommendations for a
Application Under Limits? PlantPAx system. Design attributes include the number of servers, number of assets, and so forth.

To verify design attributes, see the System Architecture Tab on page 270.

The next step is to check whether your controllers have the CPU and memory usage as prescribed by the
PlantPAx guidelines. These percentages vary depending on whether your application uses simplex or
redundant controllers.

For details, see the Controller 5x80 Tab on page 287 or Controller 5x70 Tab on page 290.

Controller Passed?

If the application design and controller setup are properly configured, check the Data server. Verify that
Data Server Passed? the server is communicating data from the controllers to the HMI server and operator workstation.
For details, see the FactoryTalk Linx worksheet section on page 285.

The health of the network is critical whether you're using a virtual or traditional operating system. There’s

Network Passed? a tool for analyzing network infrastructure.
For details, see the System Infrastructure Tab on page 263.
Review Application Code Formatting For details, see page 298.
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Notes:
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FactoryTalk Optix Security
Groups

FactoryTalk Optix Considerations

More information on FactoryTalk® Optix™ can be found online at FactoryTalk Optix Help.

FactoryTalk Optix is a server-based HMI platform. The PlantPAx® HMI template contains
Widgets, Screen types with a script, HMI Tags, and NetLogic.

Security groups are configured to ensure that users have the proper access to specific HMI

functionality. Open the PlantPAx Library project, and expand Security, we provide the default
settings on Groups and User Types. Each security function can be adjusted by modifying the

default value of the Permissions Properties for each user type. Default values for
EngineerType privileges are True by default.

~ B¢ Dev_PlantPAx_5_20
» Ul
» I Model
» EA Converters
9 Alarms
% Recipes
2 Loggers

-

= DataStores
I Reports
= oPc-uA

-

= CommbDrivers

-

% NetLogic

» I Users

» 2 Groups

» % Translations

» b UserTypes
Bl @ 270 ABDBR B A4+ Emborv B
e Coot e ¢
Q search hd oy C T
» B Converters - 3 e
2 atorms Get started with wizards and quick access to B
= Recipes common editors AlConfiy
AlarmDisable
2 Loggers
AlarmSheive
» I DataStores °
I Reports N @ BYDasi:cd::L
» I OPCUA Bypassinteriocks
» = Commbrivers CmdSicMaint
" i i CmdsieOperPiag
» I NetLogic Con '“”Tﬂ“fmmx'ca'ms Configure a data logger .
- I8 security. i Secon
R ConfigTrend
» I Groups ConfigSecurity

Controllermanagement

¥ % Translations

~ I UserTypes A 6%2 DeviceConfigBehaviar
-’ ) DeviceConfigbiagnostics

W PermissiansType (type)

DeviceConfigFaiTimers

DeviceConfigHm
Configure a recipe Manage users and groups DeviceConfigLimits
r O pervisorType (type)
DeviceConfigThresholds
» © MaintenanceType (type)
DeviceConfigTimers
+ @ OperatingSupervisor Type (type)
DeviceConfigTuning
+ © OperatorType (type)
EnableSimulation
b © ManagerType (type)
nt tiny
» @ AdministratorType (type) ; ""U"'S“m‘ .
OperateEquipment
W AdvancedSecurity e
) OperateGroupCantrol
Type view Overrideinputs
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Create Users
1. Right-click the Users folder, and select “New", then Users can be created with pre-
defined UserTypes.
~ I Security
o u
b © EngineerType Copy © EngineerType
b © Maintenance!  pagte © MaintenanceSupervisorType
b © Maintenance’  pejete © MaintenanceType
b © OperatingSuf  gename © operatingSupervisorType
» © OperatorType  cojiapse all © OperatorType
b © ManagerType  gearch from here © ManagerType
» © Administratol  copy path to node © AdministratorType

I Roles
v Show References [53 Runtime NetLogic
» I Groups :
- P Model analysis ¥ [ Design-time NetLogic
» B UserTypes
NodeSet ¥ I Folder

» IS System
» I® Translations

» = Retentivity

Add Users for Security Groups
1. Select Manage users and groups.

VS Emulator v P

4, Open dashboard page

& Method invocation

All 4

o§» Configure communications to devices

| B configure a data logger
&5 Configure a recipe

@ Manage users and groups

2. Select anitem in Groups, and select Assign groups to users or roles. Assign the selected

group to corresponding users.

DA~ Te209 o0 apW o 4~ ewew - p
1 Project view €2 + B B pashoourd
Q search v
e Users
= )
¥ Loggers - AdministratorTypel x
¥ DataStores Aueal]_advanced ncesupenvisorTypel
I7. Reports ~  EngineerTypel AdministratorTypel
B8 ORI Area0 _advanced OperatingSupervisorTypel
5 MaTT ~  MaintenanceSupervisorTypel EngineerType1
i) ReeaD1 _Advanced - Ares0 Basic
I5 NetLogic ~  maintenanceTypel OperatorTypel
- I security Rieall_Basic MaintenanceTypel
» I Users ~  ManagerTypel ~  HMLApprover
I Roles HMIApprover ManagerTypel
» I Groups ~  OperatingSupervisorTypel
~ I UserTypes Asealll_advanced
B PermissionsType (type) = OperatorTypel Rﬂf—ﬂ
» © EngineerType (type) haea0t Basic 0
} © MaintenanceSupervisorType (type)
» @ MaintenanceType (type)
¥ @ OperatingSupervisorType (type) O
+ @ OperatorType (type)
» © ManagerType (type)
¥ @ AdministratorType (type) ! ; v
B AdvancedSecurity
+ I System
oL No m\gs;u;.nab:e
Bk e i
Tpevew
o Ace roie
kv m & & ow
e weos sy Dwsws g M
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3. (Optional) Users can modify the default permission settings by editing users’
Permissions file.

Sy 90 QBB E 4v Embee p

§ Project view 2 F 8 B 4 pasibowd
search v
A = Users Groups
s ¢ cat " [(#o ] Alamack
» I sl i) Bl True
} 12 Converters Admin - Ana0l_Advanced Alwiconig i
Nistmbisabile Tre
I Alarms General
R n Aismshetve
¥ Loggers SypassFeedback
Vi ; s opesnetcs e
I Reparts HMI_Ademin b Areadl_Basic Configecurity Thee
b I OPCAA HMIApprover - Area0Ladvanced Bl orlod e
b = Gommbrivers Areadl_Advanced Dave DeviceConfigBehavior True
- . " ’ DeviceConfigDiagnostics True
» B NetLogic Arealt?_Advanced Dake
- I Securtty b Defaul b Aread2 Basic DerkeConfiafailiners e
- B Users Engineer b HMLAGTID W"""""”'_ i
b @ Dave b General b HMLApRTOVEr DarisaConngLimiy T
b O Janet b mane ¥ HMI_Enginess DeviceConfigThrestiokds o
» © Defaut b b HMIMaintenance DgriveConmaTimers e
» B L Maint. Supervisor Roles DeviceConfigTuning il
~ O wil Malntenance (s | I-mhﬁﬂﬂ\l.h‘roﬂ
BT | o : il
b O Alberto b Martha OperateEguipment
b 6 Toaya Oper_Supervisor OperatetroupControl aitie
b 8 Martha Dperstar Overridelnguls
s Bk e ProseduteadvancedExs ’
¥ I Gioups i « ProcadureChangeSetpo_ True
b B9 Transatons l_’:wed.uld.)omrol True
Trpe vi Event +
al i No roles avallable .
Bagin by adding a role
E 5 o ® wm g |
.,}H,, Model Sacurity Database Logpens. I
L] .
User Rights for _Basic and _Advanced Users
: Properties B+ +8 ©
gy s ey Item Description
Type PermissionsType — - — - —
AISTOALR o Users in this group are allowed basic HMI functionality for this area. This typically
PerConh L _Basic includes most Commands Source Control and Manual Operation functions. The
S oy AdvancedSecurity permission marked as False.
Alarmshetve False Users in this group are allowed advanced HMI functionality for this area. This typically
BypassFeedback False _Advanced includes maintenance and configuration functionality. The AdvancedSecurity
Bypassinterlocks False permission marked as True.
CmdSrcMaint False
i e In the pre-configured PlantPAx Security group, _Advanced permission already includes the _Basic
CcmdSrcOutofService False )
permission.
ConfigTrend False
ConfigSecurity True
ControflerManagement False
DeviceConfigBehavior True
DeviceConfigDiagnostics False
DeviceConfigFallTimers False
DeviceConfigHMI True
DeviceConfigLimits False
DeviceConfigThresholds False
DeviceConfigTimers False
DeviceConfigTuning True
EnableSimulation False
EnterOperSettings False
OperateEquipment False
OperateGroupControl False
Overridelnputs False
OverrideOutputs Faise
ProcedureAdvancedExceptions False
ProcedureChangeSetpoints False
ProcedureChangeParameters False
ProcedureControl False
ProcedureEquipmentControl False
ProcedureExceptions False
ProcedureForceSequence Faise
ProcedureManualControl False
ResetAccumulators False
RespondToPrompts False
ShowFaceplate False
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FactoryTalk Optix Audit

Configure FactoryTalk Optix Audit Logging
Loggin

9ging The PlantPAx Process Library provides pre-defined FactoryTalk Optix Audit Logging elements
including Embedded database AuditLoggingDB and customized Event logger AuditLogger,

stored in Project view > Audit > AuditLogging folder.

For more information about how to configure Event logger in FactoryTalk Optix, see the Event
logger section online in FactoryTalk Optix Help.

~ I Audit
» B SigningWorkflow
2 AuditLoggingDB
EF AuditLogger

1. InProperties of AuditLogger, configure:
+  Event source - CommDrivers.
» Database - AuditLoggingDB.

I TP B Be +0 0
Q, search Name AuditLogger —
» B2 converters E Type Eventlogger L
= Alarms Enabled True
I Recipes Locales
I, Loggers ~ (3 Event configurations +
» I DataStores - EventConfiguration ]
I% Reports | Eventsource & CommbDi |
» IF OPC-UA Listen subtree True
» = Commbrivers Event type @ AuditUpdateEventTyp
» 15 NetLogic Non-interactive sessions exc... True
» I security ~ & Event fields to log +
» = Retentivity EventType String ¢ ents/Event Type@BrowseMName ]
~ Im Audit LocalTime = € Complex Dynamic Link o
» I SigningWorkflow Clientuserid ] @ o
= Ia AuditLogging Oldvalue @ ]
£ AuditLoggingDB Newvalue String G ]
ER AuditLogger @ SourceNode String ¢ sePa &
» P Translations1 I Database @ Aud
@® System l
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2. Go to Project view > Ul > MainWindow, and then create a Data grid. Ensure that Model is
set to AuditLoggingDB. The columns on the grid can be customized based on the event
fields defined in the AuditLogger.

i Properties B +8 @
P 8
— Data grid
b Model @ AudiLoggingDB
Query € SELECT * FROM AuditLogger” e
Auto refresh time 0000:00:01.000
b Selected item
ABow deselection False
~ & Columns +
~ EveniType -]
~ Data e templa..
Text 0 {Meml/EvemType
Text color F000000 [ |
Tithe EvertType
Width 100
Visible True
Header alignment Left aligned
Content alignment Left
Order by 2 {em)/EventType
~ LocalTime -]
= Dt e templa_
Text € {tem)/LocalTime
Text color F000000 [ |
Titke LocalTime
Width 200
Visible True
Events +
¥ User selection chan_. +

3. After running the project, monitor the changes of the tags on the data grid.

EventTypet LocalTime

At
At

Aufitirie_

At
At
At
AL
AsfitWirin
Auatvira

Jan 15, 2005, 5154 PM
Jan 15, 2005, S1538PM
lan 15, 2025, 52001 PM
dan 15, 2005, 52005 PM
lan 15, 2025, S20:34PM
Jan 15, 2005, 52106 PM
Jan 15, 2025, 52140 PM
Jan 15, 2025, 52111 PM
Jan 15, 2005, SI1A2PM

ClhortUserld OldWalue  NowValoe  Sourcebode

Wl
Wl
Wl
wat
Wl
Altsrno
Alberto
Alperio
Alberse

o

~0o=00000

[ hertiet. 1520 Tag/ Controller Tags MyPVSD/OCmd_ Oper
1 ¥ Tog | ResethekAN
| 20/ Tags/Contraller Tags/MyFVSD/OCrd StartRiey
Ctie Pantpy 0/ Tagu/Contraller Tage/MyPVSD/OCmd Stop
L5, 20/ Tags/Contrelier Tags/MyPVSDMCrd Vietual

Togs! _jogFed
logFed

R T T

IPOriver 1PLS, 20/ Tags/ Controlier Tags MyPVEDOCmd_logher
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Notes:
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