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Preface

About This Publication

This application technique covers Reporting and Maintenance capabilities that are introduced with the PlantPAx® 5.0 System Release. Installation
and configuration details are included for the following:

+  Rockwell Automation Standard Reports

+  ThingWorx® Maintenance Reports

«  ThingWorx Control Strategy Health Dashboards
«  Vuforia® Augmented Reality (AR) Experiences
»  PlantPAx Event( Solution

Introduction

The PlantPAx 5.0 Distributed Control System provides users with tools and templates to accelerate your organization's digital transformation. New
reporting tools collect and enrich control system data. Plant operators and managers can use these reports to gain valuable insights into process
operations.

There are three available report classes: Alarms & Events, Process Object, and Traceability and System.

»  Alarms & Events - Area-based or Object-based. Controller and Server alarms. Follows ISA 18.2 quidelines for chattering, fleeting, flooding,
and stale alarms.

«  Process Object - Control module information. Captures additional insights by analyzing historical data. Monthly, Daily, and Shift reports.
« Traceability and System - Audit Trails. Highlight objects with excessive alarms. Provide state of reporting systems.

This document helps you implement different analytical capabilities that are provided with the PlantPAx Process Library. When an issue arises in
your plant, you can perform root cause analysis by using SSRS standard reports, ThingWorx maintenance reports, and the live-data Control Strategy
Health Dashboards. Further solutions can be built with Thing Templates, such as our Vuforia experiences.

w = o X > Browse x @ e

< G @ localhost8080/Thingwor

Show/Hide Log Show/Hide Debug info & Relosd | | [Detauit ~]  [rulscreen ~

% thingworx:

FOLDERS (3)

Ij Data Sources D DataSets

C @ localhost:3000/preview.htm

WDI':M
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Chapter ]

Before You Begin

PlantPAx 5.0 System

This document assumes that the PlantPAx® 5.0 System has already been installed and configured in terms of:
»  Process Controllers contain running applications
«  FactoryTalk® View SE server running an HMI application
«  FactoryTalk Alarms & Events server with SOL logging
« FactoryTalk AssetCentre server with SQL logging
»  SOL Server Standard Edition Database
«  FactoryTalk Historian SE server
«  FactoryTalk Historian Asset Framework Database
«  PTC® ThingWorx® Foundation server (Optional: Not required for SSRS reports)

Installation and Configuration instructions for a PlantPAx system are found in the following publications.

Publication Notes
Provides system guidelines and instructions to assist with the development
of your PlantPAx system.
« Process Automation System Server chapter
PlantPAx DCS - Configuration and Implementation Manual, Publication - Add the Alarms and Events Database section
PROCES-UM100 - Add a Data Server section

- Add an Alarm Server section
Ensure you enable historization on both the Data Server and the Alarm Server
« Historical Data chapter.
Provides direction on how to install and deploy PlantPAx virtual templates.
NOTE: Only needed if you have purchased the PlantPAx Virtual Image Templates.
« Configure the SQL Virtual Server chapter
« Configure the Asset Management Virtual Server chapter

Provides direction on how to install ThingWorx Foundation for Windows®, which Apache
Tomcat and Oracle Java installed. PostgreSQL, InfluxDB, or MSSQL Server.

PlantPAx DCS - Template User Manual, Publication 9528-UM001

PTC ThingWorx Platform 9 Help Center

Vuforia® Studio 99.0 Help Center Provides direction on how to install Vuforia Studio.
Vuforia 99.0 Experience Service Help Center The experience service for Vuforia Studio augments.
Library Downloads

Process Library

The Rockwell Automation Process Library is a predefined library of controller code (control strategies), HMI display elements (global objects),
graphical faceplates, tools, and templates that let you quickly assemble large applications with proven strategies, rich functionality, and known
performance.

1. For reporting templates, download the latest Process Library from Rockwell Automation's Product Compatibility & Download Center.

DOWNLOADS @

el BlE=

Rockwell Automation Publication PROCES-AT100B-EN-P - July 2024


https://support.ptc.com/help/thingworx/platform/r9/en/index.html#page/ThingWorx/Welcome.html
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Chapter 1 Before You Begin

2. Extract the download library file.

= Copy the library folder to a shared network directory or copy to an engineering workstation and SQL server to ease installation within
\.4) each reporting component.

3. Explore the Process Library content. The Templates directory contains the PlantPAx reporting content.

4. Explore the Tools & Utilities content.

Application Code Manager (ACM) Library

ACM software is the preferred method for developing PlantPAx applications and generating application content.

If you use ACM software and your PlantPAx system contains a mix of process library versions, confirm that the ACM software contains the registered
libraries from each version used. For example, download and register ACM library support for v5.00.00 and later libraries.

Use the Setup.cmd command script to quickly setup Rockwell Automation ACM library content.

= Manage (RA-LIB)_Process_5.10.00
“ Home Share View Application Tools
« A « v5.10.00 » ProcessLibrary » Application Code Manager » (RA-LIB)_Process_5.10.00 v

Date modified
# Quick access
ApplicationCodeManagerLibraries

@ OneDrive ApplicationCodeManagerProjects

ApplicationCodeManagerTemplates

ReadMe.tt !

¥ Metwork [=] Setup.cmd 12/14/2022 1:51 PM  Windows Comma...

3 This PC

Process Controller Applications

PlantPAx reporting is designed for use with ControlLogix® 5580P and CompactLogix™ 5380P Process controllers.

The process controllers support the Process Library 5.0 that features firmware embedded process objects. Most of the PlantPAx reporting
templates are designed for the 5.0 process objects.
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SOL Server Prerequisites

PlantPAx system applications require a SQL Server database for logging system data. Prerequisites for PlantPAx reporting include:
» The FactoryTalk Alarms and Events, FactoryTalk AssetCentre, and Event Queue databases must be on the same SQL server and instance.
«  The Historian Asset Framework database can exist on the same SQL server or separate server.

- Standard Edition licensing is required for SQL Server Agent functionality.
«  SOL Server Management Studio software installed.
+ Incoming Windows Firewall rule to allow TCP Port 1433 and UDP Port 1434.
+  SOL Server communication protocols must be enabled.
a. Open the SOL Server Configuration Manager on the SQL Server.
b. Expand SOL Server Network/Client Configurations > Protocols for [Instance name]
c. Make sure that Shared Memory, Named Pipes, and TCP/IP are enabled.
d. Restart SOL Server Services to apply the changes.

SOL Server uses extra memory for jobs and stored procedures but does not release it afterwards. It is recommended to set the
maximum server memory in the SQL server properties to a value that reserves some memory headroom for other applications on the
computer.

./_\‘J
"4

Install SQL Server Reporting Services

SOL Server Reporting Services provides a set of on-premises tools and services that create, deploy, and manage paginated reports. SSRS can be
used with SQL Server Standard Edition. There are two methods of installing SSRS.

{ 9 If using the PlantPAx AppServ-SQL Virtual Template, SQL reporting services is preinstalled.
= 4

SOL Server 2016 and Prior
« Install fundamental mode SSRS with the SOL Server installation wizard.

SOL Server 2017 and Later
«  Download SSRS from the Microsoft® Download Center and install SSRS from the separate executable.

Rockwell Automation Publication PROCES-AT100B-EN-P - July 2024 17
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Configure SQL Server Reporting Services

This section quides you in deploying the standard reports on a computer with SOL Server 2019. All required software must already be installed.
1. From the Windows Start menu, open “Reporting Services Configuration Manager”.
2. Select the SQL Server computer name and instance (should be default) and select “Connect’.

E

Report Server Configuration Manager

| Connect

The Repart Server Configurstion Cennection *

Report Server Connection

Please specify a server nanse, dlick the Find buttar, and selact a report server
instance to configure.

Sarver Nama: [sacar 1 Find

Report Server Instance: SSRS

L2 Connect Cancel
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3. Follow the configuration steps as described in the following table.

From Location Action
Specify a built-in account or Windows domain user account to run the report server service.

« Virtual Service Account represents the Windows service. It is a built-in least-privilege account that has network log on permissions. This
account is recommended if you don't have a domain user account available or if you want to avoid any service disruptions that might occur as
Service Account a result of password expiration policies.

« If you have a Windows domain user account that has the minimum permissions that are required for report server operations, you should use
it. A domain user account is recommended because it isolates the Report Server service from other applications.

Avoid using a local Windows user account. Local accounts typically don't have sufficient permission to access resources on other computers.
Configure a URL used to access the Report Server.

Areport server URL includes a virtual directory that corresponds to the application that gets the request. You must specify unique virtual
directory names for each Reporting Services application that listens on the same IP address and port.

Web Service URL

Use the default Virtual Directory name ‘ReportServer' if it's not already in use.

Change the TCP Port to your application-specific setting, select ‘Apply". Port number 8080 is commonly used for web servers.

« Create an Incoming Windows Firewall rule to allow the selected TCP Port

The report server stores all report server content and application data in a database. Use this page to create or change the report server

database or update database connection credentials.

1. Select the 'Change Database' button.

2. For a new installation, select to ‘Create a report server database.' and select ‘Next'. To connect to the Database Server, confirm that the SOL
Server computer name is entered and adequate authentication is entered to create databases. Test the connection. When successful, select
‘Next'.

3. Verify the default database name 'ReportServer' and select ‘Next'.

4. Specify the credentials that the report server uses to connect to the report server database. For Credential type, you can use the service
accounts (SA), a Windows domain account, or a SQL Server database login. The credentials that you provide must be granted access to the
report server database.

5. Verify the new database account information and select ‘Next'.

6. Wait for the creation process to complete, then select 'Finish' after the creation process has completed.

7. Select the 'Apply' button before continuing to the Web Portal URL configuration.

Database Microsoft SQL Server Management Studio software can be used to verify ‘ReportServer' and 'ReportServerTempDB' databases have been created.
4 Microseft SQL Server Management Studio [Administrator)
File Edit View Tools Window Help
B-o-% o | B MewQuery B 5
Object Explorer -1 x
Connect~ ¥ *¥ T
5 8 PASS-CON (SO Server 15.0.2095.3 - 5a)
: ystern Databases
Databaze Snapshots
7 i ACM_DB
7 [ AssetCentre
¢ i FTAEDB
5 il LLumin DB
: W ReportServer
# i@ ReportServerTempDE

Configure a URL to access the Web Portal. On a new installation, only administrators have sufficient permissions to work with content and

settings. This is the URL that is used to access the reports.

Web Portal URL In the address bar of the web browser, type the web portal URL.

The report server for a PlantPAx system would use a specific port and descriptive path for identification.

For example, http:/[ComputerName]:8080/PlantPAx-Systeml-Reports or http:/#/[ComputerName]:8080/PlantPAx-PlantX-Reports

Email Settings Not Required

Specify this account to enable the use of report data sources that do not require credentials or to connect to remate servers that store external

Execution Account images that are used in reports.

For example, Domain\ReportUser

Encryption Keys Not Required
Subscription Settings Not Required
Scale-out Deployment Not Required
Power BI Service (cloud) Not Required
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Building SSRS Reports (Optional)

SSRS reporting webpages are built using Microsoft Report Builder or Microsoft Visual Studio® These software packages are optional and can be
used to create your own customer facing reports that can be integrated into the default dashboards to bolster your system reports.

FactoryTalk Alarms and Events

PlantPAx reporting is designed for use with a FactoryTalk View Alarms and Events server. The HMI application contains FactoryTalk Linx data
servers that log Alarms and Events to a SQL database.

The Alarms and Events SQL database is created and defined using the FactoryTalk Administration Console.
1. Launch the FactoryTalk Administration Console.
2. Expand Systems > Connections > Databases.
3. Verify the Server name\instance that is populated is the computer that you are using for PlantPAx Reporting.
4. Record the name of the Alarms and Events database for use during PlantPAx Reporting installation.
a=——

File View Tools Window Help

A& =

| e

Database Connection Properties
[ Network (THIS COMPUTER)

+ e FTViewDemo Alarms Size Management  Alarms Advanced settings
+ §o InstantFizz
& o PlantPAx Database type:
System FactoryTak Alarm & Events History Database
Action Groups
Policies Defirition name:

Server namenstance: @

PASS-CO1

Computers and Groups
71 85 Networks and Devices

Users and Groups

Connections

Databazes

Historical Data

Log in to SQL Server
Authentication:

Server Authentication v
4 g Production Historian 5 =

Historical Data ME
Permission Sets

User name: sa

Password: LT LT

PILNEUEEE Communications
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FactoryTalk View SE

PlantPAx reporting is designed for use with a FactoryTalk View SE HMI server. The FactoryTalk Linx data servers that are defined within the
application require Alarm and Events support and logging configured to a SQL database.

1. Confirm that your FactoryTalk Linx data servers are logging to your FactoryTalk Alarms and Events SQL database.
2. Launch the FactoryTalk View Studio software to open your HMI application.

3. Access the FactoryTalk Linx Server properties and select the “Alarms and Events” tab.
4. Verify that “Enable history” is selected and the Database definition matches what is in the FactoryTalk Alarms and Events section.

FactoryTalk Linx Server Properties =

General Redundancy Alsems and Events
B\ B Ensble slam and evert suppot

Prorties

[ Enable server-assigned priceiies
Severty Fangs
Pricety Low High
Uget  [m1 | [1000 |
High |sor | [0
Medum 251 | [500 ]
ik L] =]
Aarm and Event History
A Enable history

Database defirtion

FTAE_DB v
Computername:  PASSCO1

Database name:  FTAE_DB

Cache file path

|c \ProgramData' Rockwed '\ Alsrms

Log languages
English (United States), an-US w

o | [

FactoryTalk AssetCentre

PlantPAx reporting is designed for use with FactoryTalk AssetCentre for traceability and system information.
1. Record the name of the AssetCentre database for use during PlantPAx Reporting installation.

2. If you do not know the name, use the Data Source Configuration wizard found on the Assetcentre Server to review the settings and test the
connection to its SQL database.

‘ﬂ Commit Data Source
Configuration Changes

j Teet Duta Seusrce ® |
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Chapter 1 Before You Begin

3. Use Microsoft SQL Server Management Studio to verify the AssetCentre database collation. Right-click the database for properties. Select the
Options page and make sure that SQL_Latin1_General _CP1_CI_AS is selected.

ng Microsoft SOL Server Management Studic (Administrator) l} Quick Launch (Ctrl+ Q) ol — = =2
File Edit View Tools Window Help
Ee- B-o-< W BNy ARRAR| X A2 -C - e
CbyectEaplarer ™ %% @l Database Properties - AssetCentre = O X
Connect~ ¥ ¥ ¢
e L I - Selecta page LT Scipt * @ Help
2 i@ PASS-CO1 (SQL Server 15.0.2095.3 - sa) ll & General
= Databases K Files
£y System Databases . Filegroups Collation: ISGL_LHH'!LMCP‘I_CI_M £
Database 5 b Options -
: § ACH, o % Thange Tracking Recovery model Full ~
= F Pemmissions Compatibilty level: SGL Server 2019 (150) >
7 | AssetCentre 5 Ed B a8
@ W AssetFrameworkDE & Mitoring Containment type: None py
7 g BatchHistoryEX & Transaction Log Shipping Other options:
% i FTAEDB & Guery Store s |
i i@ Llumin_DB msizy |
% W PIFD ~  Automatic ~
& i ReportServer Auto Close False
™ :
% i@ ReportServerTempDB x: C-'eai: St:';r::tal Statistics 5::
5 M Security fudo Shink False
N 5’"’:” Cl.hjects Auto Update Statistics True
% 1 Replication Auto Update Statistics Asynchronously False
+ PolyBase ~ Containment
+ Always On High Availability age LCID 1033
3 Management Connection English
& Integration Services Catalogs Sarvar True
% o3 SOL Server Agent PASSLO1 :::.;.
) [£] XEvent Profiler Connsction: T =
= Close Cursor on Commit Enabled False
¥ View connection properies Default Cursor GLOBAL
v D Scoped Ci
I Legacy Cardinalty Estimation OFF

FactoryTalk Historian SE

PlantPAx reporting is designed for use with a FactoryTalk Historian SE server. FactoryTalk Historian software uses historical points (tags) in the
system to produce analytical data for reporting.

A Process Objects Digital Set is available from the PlantPAx Process Library.
1. Launch the PI System Management Tools software and verify that the Process Objects digital set has been imported.

2. Ifthe digital sets have not been imported or you want to add new objects from the latest library, right-click Historian server name and select
“Import from File”.

3. Browse the Process Library > Templates > FactoryTalk Historian SE > Historian directory for the digital set file “(RA-LIB)
DigitalSet_ProcessObjects vb.xx.xx.csv".

]
File View Toock Help
B (] * |d B FRPEHE 0 e
[0 LI w easscoi NE™ St Name
Servers Batchict
[ passcon
B enport Digisl Setts) o *
G mth pety g gates
E-m,.,tmumwase_wns e | =
Sywtern Marsgement Tocls P Frererer
ch Sets e 54
Hama Sat Ste 0 ~
Lo Iy Coon chate Set Digeal Susend
Sl . 3 EAPAH St _eFout tire
pehod [ L -
oyl r:J AH_n_eShn ve .
Stale and Eiad Ports
Fedaons
TR, Querunte Optora
Operation (£ et overwete exstng sets
A ) import et with o cierent name f pt abacly eety
() Prompt befire: Dvereting sisting ety
| Ootal e ;
o] Qs s
Port Bulder
Fort Claswes It pets] 32 perver. | PASS-CO1 -
Port Source Table v
Totsizes [cmste setm ]| | e
PAS5-CON Ademinintsator | piadmin, FTHAdministrator,
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4. Next select Point Builder in the left window. Select the “Search” icon above and type the name of a few process object tags in your Historian

database.

#®& Point Builder - Pl System Management Tools (Administrator) % a X
File View Took Help
|
Servers jraaaae S pons |
Seardh DI |
| e | Server HName Stoeed Vakses  Poird Source  Port Type  Port Class  Descripler A
u;;»\s;cm | PASSCO1  PAXMT1101.5Q Reattme dasta  FTLD Digtal classic MT1101 - TK1101 Transfer Pump - £
| PASSCO1 PAXMT1101.5t_eFauk Realtime data  FTLD Duptal classe MT1101 - TK1101 Transfer Pumg - £
| PASSCOT  PAXMT1101.5s_eSec Realtme data  FTLD Digtal cassic MT1101 - TK1101 Transfer Pump - £
| PASSCOT PAXMT1101.5ts_eSts Realtime data  FTLD Dugtal classc MT1101 - TK1101 Transfer Pumg - £
;PASS(D‘ PAX.MT1107_RunTime Val_Cufunbs  Realtime data FTLD Foat32 =200 MT1101 - TK1101 Transfer Pumg - F
| PASSCO1 PAXMT1101_FunTime Val_MaxRunbs  Realtime data  FTLD Float32 classic MT1101 - TK1101 Transfer Pumg - F
| PASSC01 PAXMT1101_RunTime Val_Stats Realtime data  FTLD 32 =10 MT1101 - TK1101 Transfer Pump: Fv
System Management Tools || nescmne ssvuimeins o = o =on o . eme PP, P L S W
Saarg ol
Aama General Archive Classic Secuty System
g:f‘ Name PAXMT1101.5c0 | | Rename  Server PASSLON ~
irterfoces Descriptor: | MT1101 - TK1101 Transfer Pump - Sngle Speed Mator
IT Poirts
Opecation Stored Velues  Reakme data Point Source: [FTLD Puint Class: [
v Forts o
Dighal States Peint Type Digtal ~ | Digital Set Sl -
Peduemance Equstons || Eng Uinits Display Digits 1
Pownt Bulder
Poirt Classes Exdesc Plant P A PlartPAx_Diata_Area Factony Tak Linx: [PAX)Program e TK101_Example MT1101. 50 I
Foint Source Table
Totakzers Source Tag &
Security
Session Record
PASS-CO1 piadrmin, FTHA

5. Verify your PIPoints contain an extended description (Exdesc) on the General tab. This description would be the same path that is found for
Instrument Tag on the Classic tab. Extended descriptions are required due to a limitation in Asset Framework and used to determine the
controller and program of the object/element.

6. If you suspect your Historian database is missing the extended descriptions, use the Pl Builder Add-On in Excel® to modify your process

object tags.

Historian OLEDB Connectivity

PI OLEDB Provider and Pl OLEDB Enterprise components (additional activation required) provide access to the Historian system in a relational view,
accessible through SQL queries. An additional license is required for the Pl OLEDB software.

«  PIOLEDB Provider (Classic) is used to access Pl Data Archive.
«  PIOLEDB Enterprise is used to access Pl Asset Framework.

The PlantPAx Standard Reports script will help users to create Linked Server connections to both the Asset Framework database and the Historian

database.

Use the following steps to verify that your system is ready:
1. Verify that both OLEDB software components are installed on the SQL Server computer using Windows Programs and Features.

[ Programs and Features

= L m » Control Panel » Programs »

Contrel Panel

1 Home

View installed updates

& Tum Windows features on or

off

Programs and Features

Uninstall or change a program

To uninstall 2 program, select it from the list and then click Uninstall, Change, or Repair.

Organize «

B

@ P| OLEDB 2019
@ P OLEDB 2019 (x64)

@ p| OLEDB Enterprise 2019
@ P| OLEDB Enterprise 2019 (x64)

Pl Software Development Kit (PI SDK) x64 2018 5P1 Pa...
@PI Software Development Kit (P SDK) x86 2018 5P1 Pa...

@ P Spt DLL (PISpt)

@ P SOL Commander Lite 2019 (x64)
@ PI5QL Commander Lite 2019 {x86)
T PI System Management Tools 2018 SP3 Patch 1

Publisher Installed On  Size
OSlsoft, LLC. 4f6fa022
OSlsoft, LLC. 4f6fa022
OSlsoft, LLC. 4/6/2022
OSlsoft, LLC. 4/6/2022
Rockwell Automation, Inc. 476/2022
Rockwell Automation, Inc. 4f6fa022
Rockwell Automation, Inc. 47672022
Rockwell Autemation, Inc. 4762022
OSlseft, LLC. 4/6/2022
OSlsoft, LLC. 4fbfa022
Rockwell Automation, Inc. 47672022

2. If the software is not installed, run the Setup.exe file from the FactoryTalk Historian SE software installation media.
3. Select “Advanced Server Options” as the product to install and then “Customize”.
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4. Select OLEDB Enterprise and OLEDB Provider and then Next.

Setup

Select product to install;

@ Historian SE

— L

Advanced Server Options

Customize

Y

@Histon’an SE /

Customize

m| FactoryTalk Services v£.30.00
[ ] FactoryTalk Activation Manager v4.06.13
4 (W] Advanced Server Options components
[ JoBC
[ ] ODBC
[ OLEDB Enterprise
[] OPC DA Server
[[] OPC HDA Server
[[] SQL Client
[[] saL Das
[] WebaPI
] Tools

@ Totsl: 39263

e

5. Use the FactoryTalk Activation Manager to verify that the Historian OLEDB Connectivity is activated. A separate activation is required for the

OLEDB license.

6. Use the FactoryTalk Administration Console to verify that the Historian OLEDB Connectivity is assigned. Connectivity is configured on the
license tab of the historian server connection properties dialog.

3

Historian Asset Framework Library

Asset Framework (AF) is provided with FactoryTalk Historian SE to add context to data in the time series historical database.

Using the PI System Explorer:

1. Verify that the Asset Framework database has been created.

Fie View Tooh Window Help
A& =

& Production Hittorian - Historian Server Connection Properties =

Generl  Licensng) Port Sources

e Server
PASSLO

2. Select ‘Database’ and record the name of the AF database for use during PlantPAx Reporting installation.

IMPORTANT  Process Libraries (v5.10.00 or earlier) report templates expect the Asset Framework database to be named

“AssetFrameworkDB". Change the database name or use a new Process Library.
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3. Click 'Database Properties, click 'Extended Properties” and verify that the AF database is linked to the correct Historian Server ID. If you are
unsure about the server ID, you can locate the ID as seen in the following example in the PI SDK utility.

Q

File View Go Took Help

[search Element Tempiotes =

ssetFramenoikDE
- | General counts
@ New Db X st Owabse [ oume g @ e sy ]
Assat server: :ﬂy«:s—cnl V_' == =
Dutsbases: & 0t v
| Geed couts
e Harne: [Rssetframencrion ]
D assetFramenarob E .
Dicortgueanen Descripton: | )
Server: _Pﬂsﬂl -
Defont Diata Server: | PASS-COL Extended Properties x|~
fsaats =
| |
R
e i iSery 'insscm
(9 Hements K
| — Event Frames [Exterdied Proger...
o Unét of Measure
8 Contacts
3 Management | o Concel {57
F Tt A —
@ The Historian Server ID can be found on the connection tab of the Pl SDK Utility.
@ I SDK Utility {Adml/\\ésuatnd - o x
File Buffering Tools G Help
Bl ; SDK M % PASSCO1 || jasvork Node: [PAss o1 |
: “b CRELISTN Port Number: 5450 v|
£ Connections
& Snapshot Tool Default User Name: piadmn |
= #* Tools Connection Timeout: 10 Seconds
i) Message Log Data Access Tmeout: 60 | Seconds
i@ Support Data ”
&4 Error Lookup
B T S [* Type: PI3 protocal 35
© KST Cleanup Server|D: 272605 7-ac97-4d49-87c T Bc T 800002
Description;
Connected User: PASSLCOT\Administrator as piadmin | FTHAdmini..
IP Address: 192.168.1.80
Pl Version: P13.4.440477
Operating System: Windows NT AMDE4 6.2 5200
Save
PASS-C01 connected as piadmin | FTHAdministrators | FTHEngineers | FTHSupervisors | PIWorld

4. Next click ‘Library on the lower left.

5. Expand Configuration > Templates > Element Templates and verify the PlantPAx AF Library Templates have already been imported. If

correct, proceed to the next section.

Tools Help

Q) \\PASS-COT\AssetFrameworkDB - PI System Explorer (Administrator)
File View Go

Database [ Query Date = (U E Q Back £

&, Checkin ¥) « & Refresh g New Template -

- [m} X

[ Search Etement Templates o ~|

| = [ Bement Templates
{1 i g Cinterface FTLD
| (g C_interface_Perfmon
(& C_Perfmon
- (@ C_Perfman_ASAM
- (G C_Perfman_ASTH
- (@ C_Perfmon_ASIS
- [ C_Perfmon_PaSS
- [ L_Shortout
- (G P_AIn
- [ P_AlnAdv
@ P_AInDual
|~ G P_AInMlE

General  Counts
Name: AssetFramenorkD8
Server pass-co1 =

Default Data Server: |PASS-CO1
Extended Properies (3] Sequnty

6. If unsure whether the correct templates have been imported, re-import them by right-clicking on ‘Configuration’ on the top left and select

‘Import from File'.

7. Navigate to Process_Library_V5.xx.xx\Process_Library\Templates\Factory Talk Historian SE\AssetFramework\(RA-LIB_
AssetFramework_Advanced_Templates vb.xx-xx.xml and open the file.
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15



Chapter 1 Before You Begin

8. Select the desired Import Options and click OK.

Q
File View Go Took Help
D Database [ Query Date ~ © @ D) Back
Uit of Measure |
Confiquration
B Templates
() Bement Templates | import from File ®
G C_inberface_FTLD |
) C_Enterface_Perfmon | Fles [ \AssetFramework (RA-LIB) AssetFramework_advanced_Templates w5, 10-00.mi | = -
£ €.Perfinon | 2
R C_Perfmon_ASAM | Import Opbons
£ €_Perfmon_ASTH B Mlow Create
[ C_Perfmen_asis
£ €_Perfmon_PASS
L Shortut

P _Aln v

H, Checkln 3 o [#] Refresh | gl New Template ~ Search Element Templotes 0 =

[ create or Update Pi Points
£ Alow Update [ Preserve Unique IDs

£ automanc Chedc in [ Disable Piew Analyses and Motficatons

 Bements

= Event Frames

| Ubrary |
== Unit of Measure |
|8 Contacts

3 Management

Configuration Medified:1/25/2023 1232:40 PM Cwnersystern

e

Cancel

PlantPAx Event() Solution

If the EventQ solution logs to a FactoryTalk Batch SQL database, then the FactoryTalk Batch database must reside on the same reporting SQL server

to use the Object Event Report. Otherwise, a separate Event() database must be created on the reporting SQL server.

ThingWorx Server

PlantPAx templates add process-oriented functionality to systems that use PTC ThingWorx software. When using PlantPAx templates with a
ThingWorx server, the following software and extensions are recommended.

Required Components

Description

Centralized Database

Installed on a Microsoft SQL server computer, with all the components that are required to support the Standard Reports

Installed on a Process Automation System Server (PASS) computer. (Required for Live Data when using Control Strategy Health

FactoryTalk Linx Gateway Dashboards or Vuforia Studio)

Java OpendDK or Java 11

SOL Database for ThingWorx PostgreSQL version 10 or later or Microsoft SQL Server 2014 or later

ThingWorx Foundation Version 9.2 or later

OPC Aggregator 1 Version 19 or later (Required for Live Data when using Control Strategy Health Dashboards or Vuforia Studio)
Vuforia Studio Version 9.2 or later (Required if using Vuforia)

Vuforia Experience Services

Version 9.2 or later (Required if using Vuforia)

SOL Database for Experience Services

PostgreSQL version 10 or later

Incoming Firewall Rules

Allow ThingWorx HTTP TCP Port 8080 (default)

Allow ThingWorx HTTPS TCP Port 8443 (default)
Allow Vuforia HTTP TCP Port 3000 (default)

Allow Vuforia URL TCP Port 2019 (default)

Allow Microsoft SQL Server TCP Port 1433 (default)
Allow Microsoft SQL Server UDP Port 1434 (default)
Allow PostgreSQL Server TCP Port 5432 (if applicable)
Allow OPC UA TCP Port 4990 (default)

16
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PlantPAx Analytics
Application Setup

1. Navigate to the FactoryTalk® Hub™ and sign in. If you a new user, you are prompted to create an account.
https:/home.cloud.rockwellautomation.com/

@ Podeentem v 0 @ @ v

Home
Al
a a [
Advisor T i S.SQ '.@
: . ; L Lo
Advisor Asset Intelligence Batch Performance Anaytics FactoryTalk DataMosalx FactoryTalk Design Studio FectoryTalk Edge Manager
Design @ Maimtenance @ Operations @ Operations @ Design [0} Opesations.
a
= { il
[} @ @\l = : o O
i =) o] ) o0
o [ —— @on Fiix e PlantPax
FactoryTalk Opelx FacicryTalk Remote Access FacioryTalk Vauh Filx FT Twin Studiio FlantPix Analytics
Design (0] Operations @ Design @ Mainenance (0] Design [0} Operations

FactoryTalk Energy Manager
Dperations

2. Select the menu icon and then Create Organization.

G FoctonyTalk Hut
Menu

far  FACTORYTALK HUB HOME

Manage User Access

Vigw Entitlsmants

Invite Uisers

Approve Users

Join Grganization

Univarsal Credits Balance

3. Configure the Organization.

IMPORTANT Do not use spaces or special characters in the Name of the Organization
field.
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Create Organization

@ Organization Details € Aeplications Visibiity

Setup Your Organization ©

@

Add Organization Logo

Name of the Organization® er Name
PlantPAxAnalyticsOnboard William Hilty )

Location
Cleveland Description

9/60 0/90

O Show this organization in the public list and in search results

@ Hide this organization in the public list and in search results, invite code required for members to join

4. Select which applications that will be visible. Default is all selected.

Create Organization

o Organization Details e Applications Visibility

Application Visibility ©

B3 FactoryTalk Vault FactoryTalk Remote Access
B FactoryTalk Optix B FactoryTalk Design Studio
FT Twin Studio FactoryTalk Edge Manager
B FactoryTalk DataMosaix [ FactoryTalk Energy Manager
B Asset Intelligence |B Batch Performance Analytics

PlantPAx Analytics
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5. Now that the Organization has been successfully created, select Allocate Entitlements.

Create Organization

@ Organization Details @) Anplications Visibility

o Done
+ 1!
o ¢ &
-
~— \’
Al
Congratulations!
Congratulations! You have created the ol tion P Iy Onboard successfully!
=
We've applied trial entitlements for the following services under this organization:
FactoryTalk Remote Access
FactoryTalk Optix
Invite Users
6. Select Purchase Entitlements.
View Entitlements
All Entitlements
Available for allocation @
Entitlement = Contract Number = = Quantity & = Effective Date Expiry Date Status < =
Q
No Entitlements Found
0to0of0 Page 0 of 0
[N
ts d to PlantP, board
Entitiement = Contract Number = Allocated = Consumed = Effective Date Expiry Date

Q

PlantPAx® Analytics requires the following entitlements to function:
- FactoryTalk® DataMosaix™ Enterprise subscription
- PlantPAx Analytics
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7. AMlocate the entitlements if that is not already completed.

View Entitlements

All Entitiements

Available for allocation @

Entitiement Contract Number < = Quantity o = Effective Date
FIm Amaly EAR 020 S 5eb f49ce02ef01045afb1031c199 1 Jun 11,2024
Entitlement Details ~~
m::?:::‘:"" standard subscription and 24x7 8- @D 15691e6a6ool 40160a7a3227 1 Jun 11,2024
View Entitlements
All Entitiements
Available for allocation @
Entitiement Contract Number < = Quantty ¢ = Effective Date
Q
Na Entitlements Found
Entitlements allocated to PlantPAxAnalyticsOnboard
Entitiement Contract Number © = Allocated < = Consumed =
g PHonA-  1569febabec140i6aa7232279 1
Entitlement Details ~/
PlantPAx Anslytics Appllcation - Up 10 20 SHea 8 100 ot2ef0f045atb1031c1995 1
Entitlement Details +/
8. Navigate to the FactoryTalk Hub and select PlantPAx Analytics.
Home
Mae
a
Advisor ig:@
[
Advisor Intelligence Batch naly ¥ Factory on
Deesign 0] Maintrmisncn (6] Operations @ Operations 0] Design
oo % o) B
L =
e g Rmete oo [T Fiix Twin Studia
FactonyTalk Optix ¥ Aecess Vauh Fite FTTwin Studio
Design o Operaticns Design @ Maintenance o Design
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Expiry Date

Jun 11,2025

Jun 11,2025

110202

0to00of0

Effective Date

Jun 11,2024

Jun 11,2024

FactoryTalk Edge Manager
Operatians

Purchase Entitlements (2

Status ©
I Allocate I

I Allocate I

Page1of1

Purchase Entitlements (2

Status < =

Page0of0

Expiry Date

Jun 11, 2025

Jun 11, 2025

a
FactoryTalk Energy Manager
Operations o
PL=X
Plex
Operations o
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9. Select Continue to sign in with DataMosaix.

k)

Welcome

Loginto preprod 1o to PPAX
Analytics.

l g Continue with FTHub-Autho-

Dawvm.alx

10. Select Add Roles. Once selected, a new browser window opens to edit user permissions.

' Get FT DataMosaix Complete Information

Add Application User, Data Configurator and Data
ing 1 Scientist roles in FactoryTalk DataMosaix to continue
. the process.
Complete Provisioning 2

Onboarding Ready

1. Select the pencil icon next to the desired user to edit the permissions for that user.

. Manage Acce Manage Member Access
Manage Capability Groups and DataMosaix Roles for members and apps. These are separate from Hub Roles. Members can be assigned more than one role.

2 Main DataMosaix
& Extractor Info

Members  Roles  Capability Groups  Features

il Applications
2 Modeling Members Listing View Group Capabilities
; _ Da;Mnsai; 2042 results found Updated asof 6/12/2024, 246 PMEDT
e @ Display Selected + (<] Added since beginning  +  Q Show All Roles Q, Search
[] Member Name Email Roles Date/Time Updated Actions
] William Hilty whilty@ra.rockwell.com Project Admin 2 moment ago + @
[0 Luces Thompson lthomps7@ra.rockwell.com Project Admin a moment ago + ©
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12. Select All permissions for the user.

Edit all Roles
Manage Capability Groups and DataMosaix Roles for members and apps. These are separate from Hub Roles. be one role.

2 Main DataMosaix

« Back » Edit all Roles

Roles Listing View Group Capabilities

Viewing existing roées ta edit al roles avalable for Lugas Thompson - thomps? @ra rockwel. com
B Application Developer

B Applications

B Acplication User

. Data Configurator

B Data Scientist

B Exvactors

B Project Admin

13. Navigate to the browser window for PlantPAx Analytics and select continue. This process may take up to ten minutes.

Complete Information

m Add Application User, Data Configurator and Data

Complete Provisioning 1 Scientist roles in FactoryTalk DataMosaix to continue
the process.

Complete Provisioning 2

Onboarding Ready

R Complete Provisioning 2
+ Complete Information FactoryTalk DataMosaix provisioning Is  04:59 minutes
« Complete Provisioning 1 pending. leht

Onboarding Ready

14. Select Finish once the Onboarding is ready.

« GetFT Onboarding Ready

~ Complete Information Thank you for setting the configuration. PlantPAx
+ Complete Provisioning 1 Analytics is ready o use.

~' Complete Provisioning 2

=]
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15. You will now need to wait for the Cognite Function Capabilities to be active. This takes approximately 60 minutes. Select the refresh button

after 60 minutes to determine availability.
:'_ PlantPAx Analytics

ALARMS Site management

Site management

16. Once Cognite Function Capabilities are active, select create a site.
@ PlamtPAx fnalytics

Site management

S manageiment

17. Complete the Site info and Source info to create the site.

s o PlantPAx Analytics

GreenwoodPTU Site management
Overview Create Site
KPIs S

Site info
Top alarm - P
Reports PlantPAxDemo

Investigations
Contra

Automatic diagnostic report b
95202C-PPXA05T11-1107 | 4 out of 5

SETTINGS
’ Location
Site management Cleveland

ime zone
America/Detroit - EDT

Source info

FTAE
ODBC

Database name
PIanLPAxDemd

nnection string
DRIVER={SQL
Server);Server=10.208.122.160;Database=FTAE;UID=5a;PW
D=Rockwell1;MARS_Connection=Yes;

) °®

Create site  [NeERIEE

Field Description
Site Name Used to identify the unigue site and has to be unique for each site.
Note: Special characters and spaces are not allowed.
Contract This is where you assign the site to a specific PlantPAx Analytics contract.
Location Optional string to specify the location of the site.
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Chapter 2 PlantPAx Analytics
Field Description
T This must be completed as it is used to convert time stamps to the site time zone when being displayed to
ime zone USers.
Source name This has to be a unique string across all sites.
Recommendation: Use to site name as a prefix if you have multiple sites with the same sources.
Source type 0DBC (As FTAE historical data is stored in an MSSQL database.)

Database name

This is the database name where FTAE historical data is stored.
Note: this must be the same as the site name

Connection string

This is the connection string to connect to the FTAE historical database.

18. From the FactoryTalk Hub, navigate to DataMosaix.

Home
Al
o G & a a
-
Advisor El{l@ (Fr}
[ 4
Advisor Asset Intelligence Batch alytics ¥ Tadk FactoryTalk Design Studio FactoryTalk Edge Manager FactoryTalk Energy Manager
Dresiign @ Maintenance [0} Operalians @ Operations Design [0 Operations Operations
]
G @ @ "] = Wl
= 23 ¢
oy = &0 )
Ot I - Vaust i PlantPix PL=X
® ® ® Fix an
FactoryTalk Optix FactoryTalk Remote Access FactoryTalk Vaul Filx FT Twin Studie PlantPAx Analytics Plex
Design (0] Operations Design (0] Maintenance Design @ Operations (0] Operations o
19. Select Extractor Info from the menu.
2% Manage Access Extractor Listing View Extractor Reference [y 2 Main DataMosa
Generate reference information and create credentials for extractors
8t Extractor Info
2 of 2 results found Undated as of 6/12/2024, 31SPMEDT G
il Applications
-+ Added since beginni - Q, PlantPAxDemo
“g Modeling —
Source Name Type Location Pipeline Roles Pipeline Last Updated Actions
@ Main DataMosaix
FTAE_F Cleveland PlantPAxDemo ExtPipeline  Extractors g & ’
& FTHub
PlantPAxDemo ExtPipeline  Extractors | BRI

20. Download the file for both the _Alarms and the _Diagnostics for thee site that was created. Save the files to must be saved to the database
name where the FTAE historical data is stored. This was configured in step 17.

2% Manage Access Extractor Listing ew Extractor Reference L 2 Main DataMosaix

Generate reference information and create credentials for extractors
g1 Extractor Info

2 of 2 resuits found

Updated a:
kil Applications

o Added since beginning - Q, PlantPAxDemo
% Modeling ==
Source Name Type Location Pipeline Roles Pipeline Last Updated Actions
@& Main DataMosaix
FTAE_PlantPAxDemo_A PlanPAxDemo ExtPipeline Extractors ] 4
& FT Hub
FTAE_PlantPAxDemo_Dia ODBC Cleveland PlantPAxDemo ExtPipeline Extractors -] E ’

@ These files are saved as config.yml and config (1).yml.
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21. Open the .yml files in order to edit the query field for the database.
client-1d: "vxQOZc)VMM4lxQS1TFIMyEwVXLI0IShE"

either this or certificate is reguired
EpV4rssdo N1VaSkfSEuCdeJeéE ASJeZZEcyoTmoY11800cESX4"

of OIDC scopes to request

ting time series

ok ks e W

connection-string:

:Databases|

AEDB:UID=sa; PND=Fass

}:Server=localhost;Database=Test;

{SQL Server}:Server=10

zd! ;MARS !

# eg. connecticn-s DBC Driver 1

$ List of queries

[ queries:

[ se (a3 specified in the databases secticn above)
65 database: "DE-USERGIVEN-NHame"

7 # Query to execute. Supports interpclation with {incremental field} and
€8 b laLarL A aesAcilizace fncremsntal load betyes

s 1d query: >

70 | SELECT ¢ FROM [AllEvent] WHERE [incremental-field] >= '({start-at)®

22. The query field must be edited in the following format to include the database name.

|| databases:
= - type:

61 [ # FAW exaspl

62 # TUse: for guery
name: IVEN-Name"

o4 | # Name o database e (as specified in the databases secticn above)

65 | database: “DE-USER N-tama®

7 | # Query to execute. Supports interpolation with [incremencal field} and
§ {gture SEl o SEEI ESeE spesssses s msy Bsacees e

|| | qmery: "SELECT * FROM [FTAEDS].[dbo].[AllEvent]® |J_

1gr

. Make

om for the previcus

Download the Cognite DB Extractor
1. From the FactoryTalk Hub, navigate to DataMosaix.

Home
o a & a a
Advisor Eugﬁ @
Advisor Asset Intelligence Batch ity ¥ Factory ign Stuidi FactoryTalk Edge Manager FactoryTalk Energy Manages
Dresiign @ Maintenance [0} Operaliang @ Operations 0] Dresign (0] Operations @ Operations @
a
e = g @)
(a2t @ ©\| £ . a0 %
@M ‘aﬁm'....m @M Fiix Twin® PlantPilx PL=X
FactoryTalk Optix , Access Vauh Fibx FT Twin Studie PlartPix Analytics Plex
Design (0] Operations 0] Design (0] Maintenance o Design 0] Gperations (0] Operations o
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2. Select Main DataMosaix.

14 Manage Access Extractor Listing View Extractor Reference L
Generate reference information and create credentials for extractors
8t Extractor Info
2 of 2 resuts found Updated as of 6/12/2024, 315PMEDT  C
kil Applications
i Added since beginning  +  ©, PlantPAxDemo x
% Modeling .
Source Name Type Location Pipeline Roles Pipeline Last Updated Actions
@ Main DataMosaix
TAE_Plantf leveland PlantPAxDemo ExtPipeline Extractors -] & /s
& FT Hub
-] i, 4

Cleveland PlantPAxDemo ExtPipeli

3. Select sign in to FT DataMosaix.

FT Datamosaix PreProd

SIGNIN TO

Cognite Data Fusion

o Sign in to FT Datamosaix PreProd
Sign in to another organization =) Help ~
4. Select your project to continue. -
ww

Select a project to continue:

ra-plantpaxanalyticsonboard-01 »

Sign in to another project or account =)
5. From the top-left menu, select Industrial tools and change to Data management.

m Industrial tools

ra-plantpaxanalyticsonboard-

@

01 ‘ Data management
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6. Select Extractors from the Integrate dropdown menu.

Data management

ra-plantpaxanalyticsonboard-
(1]

-atalog

& Data models

Integrate ~

W Transformat

textualize »

Build solu

7. Search for Cognite in the Extractors category and select Cognite DB Extractor.

Data management
me > Extract data

® ra-pwnlpaxan::wicsonboam- 1 Extract data

I | 1 cognitd I

Categories

W Data catalog

All 19
& Data models % r—
I Extractors 5 I ««

Cognite Boston Dynamics Spot Cognite DB Extractor

Hosted extractors 4 Integration @

n pipelines £
Source systems 0 "
Extr "

opentext"
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8. Select Windows® zip from the download dropdown menu. Save and extract the file in the same folder as the .yml files that were downloaded

in step 20.
—]

Cognite DB Extractor
@ Version 3.4.3 [ Release 2024

The Cognite DB extractor connects to databases using ODBEC, executes queries, and batch extracts Download extractor ~
data into the CDF staging area or directly to the CDF time series service. Make sure you have ODBC

drivers for the databases you're connecting to. This extractor is available as both a Windows service

* d aller
and a standalone executable. =
+ W T
User guide from Cognite Docs ¥+ Windows zip

¥ Linux zip e
About

Fix issue combining key-vault with remote
config

B

9. Open a command prompt window from the folder that contains the Cognite DB Extractor and the .yml files. Enter ‘cmd’.

Home Share Wit
= [I emd | I

Name 9 Type Size
# Quick access 5
B Deskeo . _| config {1)yml ML File 5KB
F | configymi ML File b
¢
; Dowriaact ¥ dbextractor-standalone-v3.3.1 1.exe Application 73,106
| Documents +
| Pictures +
t System32

10. Run the extractor for each .yml file. From the command prompt, enter the extractor name followed by the .yml filename.
For example: >dbextractor-standalone-v3.3.1.1 config.yml
1. From the FatoryTalk Hub, navigate to DataMosaix.

Home
All
a a a a a
i e e
: o .
Advisor Asset Intelligence Batch Analytics Y FactoryTalk Design Studio FactoryTalk Edge Manager FactoryTalk Energy Manager
Dresiign @ Maintenance [0} Operaliang @ Operations 0] Dresign [0 Operations @ Operations @
a
(il ¥ =

[ i]:a =)o i)

e g Rmete oo [T Fiix Twin: y PlantPix PL=X
FactoryTalk Optix FactoryTalk Remote Access FactoryTalk Vauh Fil FT Twin Sudie PlantPix Analytics Plex
Design (0] Operations @ Design (0] Maintenance o Design @ Operations @ Operations o
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12. You can now see that the pipeline has been updated.

Jif Management Console

@) TrainingORG1

e ®-

#% Manage Access

Generate reference information and create
B Extractor Info

b Applications
g Modeling
@ Main DataMosaix

& FT Hub

Extractor Listing

edentials for extractors

PlantPAx Analytics Features
1. From the FatoryTalk Hub, navigate to PlantPAx Analytics.

Home

Advisor

Advisor
Design

All

Asset Intelligence

@ Maintenance [0}

i)

Qoo

FactoryTalk Optix
Design

=9

g Rmete oo

FactoryTalk Remote Access
Operations @

Pipeline

Ne NewsSitel ExtP
a
e
[
Batch alytics ry Talk
Operalians @ Operations 0]
G Fiix
FactoryTalk Vauk Filx
Design @ Maintenance o

Roles
FactoryTalk Design Studio
Design
FT Twin Studie
Design
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@

*  Q NewSitel

Pipeline Last Updated Actions
25/06/2024, 19:48:20 ] < s
5/06/2024,19:48:20 ] ’
a a
@
FactaryTalk Edge Manager FactoryTalk Energy Manager
Operations Operations
@ 7
S0 o)
PlantPix: PL=X
Analytics
PlantPAx, Analytics Plex
Operations (0] Operations o
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Overview.
2 PlantPax Analitics @ owoezmee - 00@ @
= Menw
m Dashboard MVPSita 20624 .
L B Month ~ ¢ Ayl oMy doe ¥ W Shihs - Al dress - Al Eroups
U TepAlarms
I3 Alwer R c
e T-nhl ﬂ:(li'\'r Alarm Count 49 Alarm Class
B Semngs b “ ran 2 0%
=
L ] ::?al;i::,u.:l‘:‘;;;lnl- H :::I‘; ;.i\;.i: ‘-Iz- @ Eeabled 3.58% 0131 Active 6370 (1461 & Adnewiedged 0.7TR )
Alarm Priuri{)’ Alarm State Alarm Area
w i s = =
~m S
Field Description
This shows an aggregate value of the total active alarms per time period depending on selection of Day, Week,
Top Alarm Count Month, and Year. For Monthly displays this value will be total active alarms per day within that month.
For Day displays this will be total active alarms per hour within the selected Day.
Alarm Class This shows a breakdown of the number of alarms per class.
Alarm class is not a predefined value but a value that is defined by the customer.
This shows a breakdown of the number of alarms per state.
Aarm state is a predefined value based on ISA 18.2. But to simplify reporting the following states are used:
« Disabled
« Shelved
Aarm State .+ Suppressed
« Acknowledged
« Active
« Inactive

This shows a breakdown of the number of alarms per state.

Alarm Priority Aarm priority is specified by the customer per alarm configuration.

This shows a breakdown of the number of alarms per area.

Alarm Area Alarm area is not a predefined value but a value that is defined by the customer.

30 Rockwell Automation Publication PROCES-AT100B-EN-P - July 2024



Chapter 2

PlantPAx Analytics

KPI

£ Plantpax snatytics @ ot v (0@ @
= Menw
Top Nuisance Alarms Alarm Count
B Deitens
_ . @ Pleeting Alarms [i] Chattering Alarms 6 Stale Alarms 36
- . s “ -
=
T Tep Marms Bulns @ = = =
B Al Regore e . ) E s "
B KPIReport s e (R L theboncrunsavatesasiaboabaasaas p ~
n [T ]
Ayromazic Diagnestic Repor
PiaSCTTaL BOGL Bl g TR ) 3 i
B Semngs b
[esirag St gl Cerigoratior (IR
, vesesusesnsncsnfevsancnnraonnns , vvssesancesssne feanaanavncenans
Jresscilug BuTgalnm Cerdgrasion. (D 5 &8 xS e &0 D A P g & ® T LI SR
Fab T S FIRFPF PP FARFAPESP FAFF PP AP FF
Pttt itEsem e (G
[Ty EHTRALwwns Cortpurwtlarn. (I
Time in Fload (%] 0.04 Average Alarm Rate 1.58 Average Alarm Rate 49
i 3 Eay Gt Manth Semrarives
- ] — %] =
= =
- 1
: Er) 2 5 L
Lk “ -
1
»
)
o @
i
, 98890900998 9000 [060080839398090 ]
- e F T T, . R - i eépono00esO0d00d fEONGDO0A0B0O0RB0A
PSP PP PS PP P N S P " .
Fat g g doil [
2. PlaniPAx Analytics @ orowoemat v (0@ o
= Menu
PR KPI Report | Stale MPSite20526
" dn
L B Month . 4 Msyp01, 2004 May 3, 2024 B i Al Arens i M -
T TopAlarms.
& Downiosd 3V edaiod o o SRS 00 1EsE O
» Alarm + Acters Time Dwration Mg 1 At
b KPiRepart  + i S A G514 2 days CGD0G T TR = - E
(b sy pretest O Digite. 200405.160% 35 daya 060402 2183 - £
fiiton ToreSCiTng, SO0LGalsms 99 TR FACH18 062016 35 days D3 S942155 - X
Fieezing [nebTog DINT & Alarma Combiguretions Lo L0 0516 052019 35 ds DROIS6542153 Cenfguretiaes Lo i
IS CTThg DONTEAlsrme Congumilson fals LOID 004-05-16 06209 35 dayt DEGISE AN Canfgursiias Jels -
ool [ ieg o 5 ¥ days COAISEMT 18 Cantgureaiarm Hi -
_ [ lvg, DUNT @ Alarin Cambgurmlares, 1 HEH BA5.16062008 s ORAI46341153 Combquretises HHI =
Digitatiatch TR L 202405 16062006 35 days 060340385193 istatatchalarm ®
L] prafTars TS 2004-05-15.06: + F
[P —— L 3% 35 days 604D o
Tigasl G5 TRIP 0240518062120 T days 060247 508153 S @
& Semings  * Dogram g1 TRE D-CsIE0ea1aE 35 days CROZAT, 508130 groupsam -
Evertgroup EVERT 516062138 3 duya 06325574772 r— o i =
Eversanch EVENT L W05 16 0E21:5T 35 days CELROTETOTTY Diriabled slarm [Sventiatch] in sl server RO IG. -
Tvwragraup IVINT IO24-05-16 0821 8T 75 daye CELROTATOTTY Disabled alarm [Teemigroug) in slarm server JENASGL &
Evern EVENT 20240518 0821:87 38 days OBSOTATOTTL Esaied alarm vent] in atarm server (ANAL S Giobal/ £
Iversaion IVINT L W10 0R2I00 3% days DAL L i a
Event EVENT 20040516 062206 35 daya 060208 82515 et ! . ®
Evesizroup EVENT 040516062206 35 i3 060209 528153 Enaied sl [Evemigrus] i e perves FARHTEL. W
DndtiProgamprogratest Alwms prasest S0X Digtn. 2004-05-16.082655 35 days CEETI0 D =
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Field

Description

Top Nuisance Alarms

This shows a list of the top nuisance alarms, this can be a list of 5, 10, or 15. This compares Chattering, Fleeting,
Flooding, and Stale alarms and compares across these classifications of alarms.

Fleeting Alarms

This shows the total fleeting alarms for the selected time period as a number.

This also shows a breakdown of fleeting alarms per time period depending on selection of Day, Week, Month,
and Year.

« For Day displays, this is the fleeting alarms per hour within the selected day.

« For Weekly displays, this value is the fleeting alarms per day within that week.

« For Monthly displays, this value is the fleeting alarms per day within that month.

« For Yearly displays, this value is the fleeting alarms per month within that year.

Chattering Alarms

This shows the total chattering alarms for the selected time period as a number.

This also shows a breakdown of chattering alarms per time period depending on selection of Day, Week,
Month, and Year.

« For Day displays, this is the chattering alarms per hour within the selected day.

« For Weekly displays, this value is the chattering alarms per day within that week.

« For Monthly displays, this value is the chattering alarms per day within that month.

« For Yearly displays, this value is the chattering alarms per month within that year.

Flooding Alarms

This shows the time in flood as a percentage of the total time period being displayed.

This also shows a breakdown of flooding alarms per time period depending on selection of Day, Week, Month,
and Year.

« For Day displays, this is the flooding alarms per hour within the selected day.

« For Weekly displays, this value is the flooding alarms per day within that week.

« For Monthly displays, this value is the flooding alarms per day within that month.

« For Yearly displays, this value is the flooding alarms per month within that year.

Average Alarms per day

This shows the average alarm rate per day for the selected time period as a number.

This also shows a breakdown of alarm rate per time period depending on selection of Day, Week, Month, and
Year.

« For Day displays, this is the alarm rate per hour within the selected day.

« For Weekly displays, this value is the alarm rate per day within that week.

« For Monthly displays, this value is the alarm rate per day within that month.

« For Yearly displays, this value is the alarm rate per month within that year.

Average Alarms per month

This shows the average alarm rate per month for the selected time period as a number.

This also shows a comparison of alarm rates for the current and previous time period depending on selection
of Day, Week, Month, and Year.

« For Day displays, this is the alarm rate per hour within the selected day.

« For Weekly displays, this value is the alarm rate per day within that week.

« For Monthly displays, this value is the alarm rate per day within that month.

« For Yearly displays, this value is the alarm rate per month within that year.

This shows the total stale alarms for the selected time period as a number.
This also shows a breakdown of stale alarms per time period depending on selection of Day, Week, Month, and
Year.

Stale Alarms « For Day displays, this is the stale alarms per hour within the selected day.
« For Weekly displays, this value is the stale alarms per day within that week.
« For Monthly displays, this value is the stale alarms per day within that month.
« For Yearly displays, this value is the stale alarms per month within that year.
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Top Alarms

o PlamPAx Analyrice

B Dashboard

b orps

@ omncet v (0@ @~

Top Alarms MVPS It 20624 .

B month v 4 Wopol 2004, MEy L0 K Ml Shifee y Al Arest . Al Groupt

dised b (4
I Alsrm Report
B KPLRepor x Top Alarms by Status Top Alarms by Buration
'imm.. Disgrossic Repary e . Top§ Ton 15 ;“:e. . [Toes Top 15 |
O Settings = =
- [ = .
- I ]
. I . ua
Field Description
This shows a list of alarms based on duration, longest to shortest, within a state. The user must select a state
to be used in the report. There are also options to show 5, 10, or 15 alarms.
Available options for the state:
. « Active
Alarms by Duration . Disabled
« Shelved
« Suppressed
« Time To Acknowledge (Not a state but time from initial activation to acknowledge of alarm.)
This shows a list of alarm counts based on state. The user must select a state to be used in the report. There
are also options to show 5, 10, or 15 alarms.
Available options for the state:
Marm Count by Status « Active
« Disabled
« Shelved

« Suppressed
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Reports

This shows a table of alarms. The information that is shown is basic. Each column can be used for sorting and filtering as needed. Information is
loaded on an incremental basis and based on infinite scrolling.

2 PlantPAx Analytics @ omneze: - 00@ @
= Menw
R Alarm Report MUPSita20824 -
L B Month v 9 May012034. M3t 30H * oy 2 e = ,;ilré':.m
T Tep Aarms
em—r updated s e iR OO0
EEE e

W KPiRepart

Auromanic Disgnesus Aeony

B Semngs  *

15 days 088 2
i 3 O clays 0000000500250
Drgiial g1 TRF W a1 . 1028 Alsert LETR P ot rakled slarm {Dipital_g1] in alarm 5. 1 -

Investigations

This shows a table of alarms. The information that is shown is the same as the basic alarm report. Each column can be used for sorting and filtering
as needed. Information is loaded on an incremental basis and based on infinite scrolling.

When clicking an alarm entry, a panel on the right gets overlaid with additional (all available) information on the alarm. Clicking away from the panel
closes the panel.

Q) PlantPax analytics & eeustiory ~ O @

ansitel -

[PAx] STATUS

Qverview
KPls

Top alam
Repars

Auteenalic diagnastic report
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Automatic Diagnostic Report

This shows a table of auto diagnostic information. The information that is shown is basic. Each column can be used for sorting and filtering as
needed. Information is loaded on an incremental basis and based on infinite scrolling.

When clicking a diagnostics entry, a panel on the right gets overlaid with additional (all available) information on the diagnostic event. Clicking away
from the panel closes the panel.

2 plampax Anatytics @ omneze: - 00@ @

= Menw

Automatic Diagnostic Report MPSite20524 -

& Dashboard

B month O Msy01 2034 May 000 ¥

Device Mame Stae § Awiciament 1

8 % & B B B

o &8 & 8 8@

@ & & 0 9 8 @

@ B B B 8 B

Site Management
You can view a list of all Sites that are created by the user. Each site is accompanied by two icons on the right-hand side. One icon indicates the

provisioning status of the Site, while the ather allows you to update and review the Site's information.

P PlantPAx analytics @& epamieg - O @

ansitel Site management

B Gsied -3

W Testaet &’
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The provisioning status icon can go through various stages, depending on the provisioning process's status. Since the Site creation time may vary
due to several dependencies, the provisioning process is divided into different steps:

Step Description

When a Site is created, a DataSet is established within the associated Cognite environment. This status
DATASET PROVISIONING signifies that the provisioning process is creating the DataSet for the Site.
EXTPIPELINE PROVISIONING With the creation of each Site, a Pipeline is established within the tenant's environment. This status indicates

that the provisioning process has successfully created the pipeline for the Site.

TRANSFORMATION PROVISIONING

The provisioning process also involves the creation of various transformations within the Cognite environment.
These transformations process data to add it to the DataSet. This status represents the provisioning process's
ongoing creation of transformations for the Site.

As part of Site creation, various functions are established within the Cognite environment to process data. This
FUNCTIONS PROVISIONING status indicates that the provisioning process is creating the functions for the Site.
SITE PROVISIONING This is the final step in the Site provisioning process. Once all preceding steps have been successfully

completed, the Site advances to this stage.

Each of these provisioning steps can have different states:

State Description

PENDING The process is in a pending state, waiting to be executed.

IN PROGRESS The process is in progress, meaning it is actively being executed.

COMPLETED The provisioning process for that step has been successfully completed.

FAILED The provisioning process for that step has encountered a failure for some reason.
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PlantPAx Centralized Database

About

A PlantPAx® system contains multiple system databases. The three main databases are FactoryTalk® Alarms & Events, FactoryTalk AssetCentre,

and FactoryTalk Historian SE.
S S 8

@ Alarms & Events @ AssetCentre Q Historian S

Each database structure is unique and works efficiently for the data it's intended to log. The challenge with having different database structures
arises when searching for events across them. Different databases often require unique queries and/or analysis tools. Maintenance activities and
troubleshooting often require putting ALL the data together to recreate the sequence of events.

PlantPAx offers a “Centralized Database” within SQL Server for improved reporting capabilities. The centralized database simplifies plant
maintenance. It enables operators and plant managers with a cohesive view of the entire manufacturing floor.

Data Flow Diagram

=15 Alarms and Events Data

= = Automatic Dlagnostlcs

_ﬂ 1 {@g J

=

Process Controllers PASS Server
Process Live Data to be
Historized Historical Data via P
istorical Data via Pi =
@ OLEDB Enterprise | ':: Access Reports (
J " e * ulll |u
Historian Server SOL Server System Servers /
FactoryTalk « Marms and Events Database System Clients
« Historian Connection
| ."—__J | AssetCentre logging « FactoryTalk AssetCentre Database
J = ] E.‘“‘ J information Asset Framework Database
= ] « Centralized Database
g & e
System Servers / FactoryTalk
Clients AssetCentre Server

With the centralized database, data from all applications within your system are consolidated into one location. The data is not changed, only
parsed to enable additional features. The consolidation of data allows for improved reporting capabilities with faster loading times.

Reporting platforms, such as SQL Server Reporting Services (SSRS) or ThingWorx®, can query the centralized database for information about Alarms
& Events, Process Objects, plus Traceability and System, to give plant-wide maintenance details.

Before the Centralized Database can be created, SSRS must be installed and configured.
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Install Standard Reports

The Process Library contains a batch file that is used to install Standard Reports. This script collects user-supplied system information to create the
Centralized Database and link it to the system databases within SQL. This script also deploys the reporting webpages for SSRS Reports.

IMPORTANT  Before starting this section, confirm that you have collected the information in Table 1

1. The SOL Server Standard reports are located within the following folder:
“PlantPAx_Process_Library_v5.xx.xx\vb.xx.xx\Process Library\Process Library\Templates\MSSQL SSRS Reports”
2. Extract the "StandardReports vb.xx.xx.zip" file.
ThisPC > Local Disk (C:) > Process_Library_v5.10.00 > Process Library > Templates > MSSQL SSRS Reports

Name Date modified Type Size

StandardReports v3.10.00
¢ StandardReports v3.10.00.zip

3. Navigate to the MSSQL SSRS Reports folder within the extracted Zip.
Right-click on the file named “StandardReports_b.xx.xx.bat" file and select edit. The file opens in Notepad.

5. In the variables section of the script, change the location for RS.EXE according to the version of the SQL server installed. Comment out the
path that is not being used with colons (::). Save the file.

- For SQL Server 2016 and prior, use SET RS="RS.exe"

@echo off
::Variables

::01d location for RS.exe

SET R5="RS5.EXE"

::SET RS="C:\Program Files\Microsoft SQL Server Reporting Services\Shared Tools\RS.exe"
::New location for R5.exe

- For SQL Server 2017 and later, use SET RS="C:\Program Files\Microsoft SQL Server Reporting Services\Shared Tools\RS.exe"

@echo off

1:Variables

::01d location for RS.exe

1:SET RS="RS.EXE"

SET RS="C:\Program Files\Microsoft SQL Server Reporting Services\Shared Tools\RS.exe"
::New location for R5.exe

Save the changes and close Notepad.
Right-click the “StandardReports vb.xx.xx.bat” file and select Run as Administrator.
Note: The user deploying the reports is required to be a local administrator on the machine.
8. A command script window launches. Enter your system-specific parameters as described in Table 1.

[m]
*

B C:\Windows\system3Z\icmd.exe =

IMPORTANT If an error is made during input, close the script file and start over at step 7. Do not proceed to the completion of
the script.
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Entry Field

Notes

Enter the SQL server name

« If using the default instance made during the installation of an SQL server, enter the computer name in this field.
« If using a Named Instance, enter Server Name\Named Instance in this field. (Example: SQL-01\MyInstance)
- For computers on a Windows® domain, enter the fully qualified domain name (FQDN).

Example: SQL-01.PlantPAx.Local

Enter the SQL Username

This user must have sysadmin rights (Example: SA)

Enter the SOL Password

(Example: *******)

Enter the Asset Framework database name

To achieve correct linkage of servers, this name must be the same name as the Asset Framewaork database name
as entered in the PI System Explorer.

QD V\PASS-CON\AssetFrameworkDE - PI System Explorer (Administratar)

File View Go Tools Help

@D Database [ Query Date ~ @ @ Back H, Checkin <3 « [£]Refresh | ‘g Mew Template -
Library |AssetFramewerkDB
o2  csetrramencrioe General  Counts
&) Templates
1 Blement Templates Hame: et ramenaring
Event Frame Templates Descripben:
+ Model Templates :
41 4 Transfer Templates otisk EAsS ot
i Wy Enimeration et Default Data Server: | <inhent from PLAF Server>
Reference Types
[T Tables Extended Properties (0)  Security
[y Table Connections
= [ Categeries

8] Analyss Categories

- (2 Antribute Categories
(&) Element Categories
(=) Notification Rule Categories
(5] Reference Type Categeries
B3] Table Categaries

« This becomes the Centralized Database that is used for the reports. (Example AssetFrameworkDB)

Enter the domain and username for the Historian Connection
(Domain/Username)

Enter Mapped Historian User

(Example: Domain\HistorianUser)

« This Domain\Username is used to authenticate the linked servers.
« The username cannot contain a space.

Enter the Report server TCP Port

Use the port that was configured in the SQL Reporting Services Configuration section.
(Example: 8080)

Enter the existing AssetCentre database name

This is specified on the FactoryTalk AssetCentre Server data source configuration.
(Example: AssetCentre_DB)

Enter the existing FTAE database name

This is specified on the FactoryTalk Linx server properties on the Alarms and Events tab.
(Example: FTAE_DB)

Enter the desired Asset Framework linked server name (will
be created)

This creates a linked server connection to Asset Framework within SQL.
(Example: AF_Link)

Enter the Asset Framework server name

This is the computer name where Asset Framework is installed.

(Example: SQL-01)

For computers on a Windows domain, enter the fully qualified domain name (FQDN).
(Example: SQL-01.PlantPAx.Local)

Desired Historian linked server name

This creates a linked server connection to Historian within SQL.
(Example: PI_Link)

Enter the Historian server name

This is the computer name where Asset Framework is installed.

(Example: HIST-01)

For computers on a Windows domain, enter the fully qualified domain name (FODN).
(Example: HIST-01.PlantPAx.Local)

Enter the working location for the metadata localization files

Specify the location where new or modified metadata localization files are placed prior to inserting them into the
centralized database. These files are generated from ACM or the PlantPAx Configuration Tool.

Include quotes.
(Example: "C:\Rockwell\MetaData\ or C:\MSSQL\")
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9. After the last parameter is entered, press Enter to run the script.
Review the script step for errors. A successful installation looks similar to the following example.

ows) em3Ziermd.exe L o x

B Adm

10. To help with troubleshooting errors, a detailed log of the deployment can be found within the root of your C: drive. This captures more
detailed information about the deployment of the reports. If there are errors See Troubleshooting on page 137 of this document.

B Music | P _Deployment.log 921/2021 4:17 PM 9KB Text Document
& | Pictures

B videos

i Local Disk (C:)

Centralized Database Structure

This section explains the various PlantPAx system databases and describes the reporting components within an SQL server.
1. Launch the SQL Management Studio software and connect to your SQL server.

3 Salution1 - Microsoft SCL Server Management Studio (Administrator Juick Leunch (Ctrl+Q P - B x
File Edit View Project Tools Window Help
Beo-2El By BR2AR -¢ - 8| -| 5 cl@me
Object Expl v a
e ¥ Connect to Server
Connect~ ¥
SQL Server
Database Engine
[saLo1
] Ready
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2. From the Object Explorer, expand the “Databases” folder.
__»;; Solution] - Microsoft SOL Server Managem... Quick Launch (Cirl+ Q) £ - B x
File Edit View Project Tools Window Help
[B-0-2 6P BNewvaey BRI RD | =

| r f | b Execute | | o
Object Explorer > o x
Connect~ ¥ *¥ Y & o~
= E PASS-CO1 (SOL Server 15.0.2095.3 - sa) -

0 System Databases
® Database Snapshots
@ [ ACM_DB

# [l AssetCentre

® i@ AssetFrameworkDB
# i@ BatchHistoryEX

@ @ FTAE_DE
# i@ Llumin_DB
@ i@ PIFD
® il ReportServer
7 [@ ReportServerTempDB
53 Security
0 Server Objects w
7 Ready
Database Description
ACM_DB Application Code Manager project database (if applicable)
AssetCentre FactoryTalk AssetCentre server database
AssetFrameworkDB Centralized Database (Created using the same name of your Asset Framework database)
BatchHistoryEx FactoryTalk Batch database (if applicable) where EventQ Solution data is typically stored.
FTAE_DB FactoryTalk Alarms and Events database
LLumin_DB FactoryTalk AssetCentre Management of Change (MoC) database
PIFD Asset Framework Pl foundation database (if applicable)
ReportServer SSRS primary report database
ReportServerTempDB SSRS temporary report database

3. From the Object Explorer, expand Server Objects > Linked Servers folder. These links were created by the Standard Reports installation
script and allow SQL Server to access the Asset Framework and Historian Pl databases.

3 Sohution! - Mitrosoft SCL Server Management Stadio (. 117k Launch (01 ) -
Fde  Edt  View Project  Took Window  Help

B-o-LEL vy AQI20| 10T e ]

Object Explorer -3 x
Connect= § °§ G-
Server Objects -
Backup Devices
Endpesnts
Linked Servers

Catalegs
System Catalogs
o @ AssetFrameworkDE
% @ Configuration
& i Sysem
8 P Link
Catalegs
System Catalogs
& il plarchive
# il pbatch
o W g
+ @ gtunction
& i@l pibeading
% il piog

Linked Server Description
AF_Link Linked server using data source provider PI OLEDB Enterprise to connect to the Asset Framewaork database.
PI_Link Linked server using data source provider Pl OLE DB Provider to connect to the Historian Pl database.
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4. Right-click on each “Linked Server” and select “Test Connection”. Verify that the connection test succeeded.

Linked server *

o The test connection to the linked server succeeded.

b. If the connection is unsuccessful, record the error message and See Troubleshooting on page 137 of this document.
6. From the Object Explorer, expand the SOL Server Agent > Jabs folder.

4 Solution! - Microscft SQL Server Management Studi.., =" = L

File Edit View Project Tock Window Help
8- -2 E P Aoy RS ER -e-|@3l;

Object Explarer 3 X
Connect= ¥ ¥ » T &
= B PASS-CO1 (S0L Server 15.0.2095.3 - 5a) ~
% W Databases
Security
Server Objects
Repheatson
PolyBase
Always On High Availabaity
Management
13 Integration Senices Catalogs
28 SOL Server Agent

[ DeleteCiderSourceDats
[ InsertNewhanth

[ OSisoft AF Maintenance (PIFD)
[0 OSlsoft Baciup (PIFD)

[E syspolicy_purge_history

[ UpdateDats

[ UpdateReports v

Job Description

PlantPAx reporting job removes past data from the centralized database. Manually executed job using a default setting of removing last 3

DeleteOlderSourceData months of data.

PlantPAx reporting job inserts blank data for a new month. Scheduled to run on the 25th of each month. Useful for viewing consecutive days

InsertNewHonth within reports, such as when control equipment might have been offline.
PlantPAx reporting job reads new data from the source databases and places it into the centralized database. Scheduled to run every 15
UpdateData minutes
UndateRenorts PlantPAx reporting job processes data within the centralized database. It calculates the number of stops, starts, faults, and so on, from every
p p event frame and creates historical shift reports. Scheduled to run every 15 minutes.

- Depending upon the performance of the SOL server computer, there may be overlap where the jobs UpdateData and UpdateReports

_}E take longer than 15 minutes to complete. Edit the jobs and extend the schedule to run every once an hour.

Controller Localization Files

PlantPAx reporting uses controller tag metadata to provide extended data such as descriptions, engineering units, object class, and other
information for the report webpages.

Controller localization text files are required for new reporting installations and whenever new tags or control strategies are added to an existing
controller application.

Generate Localization Files

There are two software tools for generating tag metadata to Logix Localization files.
«  Application Code Manager (ACM)
«  PlantPAx Configuration Tool
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Application Code Manager (Option 1)

ACM software is the preferred method for developing PlantPAx applications and generating application content. If the controller application was
created with ACM, use this method.

1. Open the ACM project.
2. In the Classic View window, right-click on the controller and select ‘Generate Documentation’.

=l | ER =
2 v 01 - Controller
Class View I x h =4 Soce
i d Controllers Slot =
[l Basic CLX Size 17
[l Basic CMPT Software Revision 35
CLx Processar Type 1756-L85EP
[ CMPT PlartPAx TaskingModel_Enabled True
=] RA LIB C5 5 1001 v 02 - HMI
|-:i Generate Controller /CS_LOPO_5_10_xx/DATA::
oA 1o £ on 0o
Generate Documentation  » | Ch\Users\Public\Documents\Studio 5000\ Templates\Application Code Manager\(RA-TPL) ACM 2.004TWx ...
Update from ACD/L5X FTIS AssetFramework CentralizedDatabase - Templatexml
Detach from ACD/LSX | I FTIS_PAX_MetaDatal ocalization - Template.bdt ,1
FTI5_PlantPAx_HealthDashboards Template.csv 123
Merge Controller
me
Add New... h Application/Area:RSLinx Erterprise:[shortcut]

3. Select the Metadatal ocalization - Template.txt option.
4. Place the files in a directory on the SQL server computer that will be used for reporting. (Ex: C:\Rockwell\Metadata\ or C:\MSSQL\)

5. Confirm you have full access to the metadata directory. A read-only attribute results in an access-denied message from the SQL stored
\.l) procedure extended data import.

PlantPAx Configuration Tool (Option 2)

The PlantPAx Configuration tool is provided with the Process Library download. You can install it and use it on an engineering workstation and use it
for various system functions. This tool is intended for controller applications that have been developed without ACM or later modified outside of
ACM.

1. Before opening your controller application file (.ACD) with the PlantPAx Configuration Tool, confirm that at least one localized language has
been assigned.

2. To verify you have a localized language assigned, open Studio 5000 Logix Designer® and open your application file (.ACD).
3. On the top menu, select the Tools > Documentation Languages
Use the drop downs to select your desired language support.

Project [ ation Language C s x

PR Engich (United States) v Custom. ..

Default: (iffEnghsh (United States)

Generate a localization file containing documentation from
Export... this praject.

a0 Add project documentation translations to this project
SRR from & locakzation fie.

Remove all project documentation assodated with a
Remove... spedfied language from the project.

Click OK and save your Studio 5000 Logix Designer project.

Launch the PlantPAx Configuration Tool.

Open an existing project or create a project with your controllers, HMI, and Historian information.
Expand the Logix Controllers category and right-click on a controller.
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9. Select the option ‘Export Tag Meta Data to Logix Localization File'.

10. Place the files in a directory on the SQL server computer that will be used for reporting. (Ex: C:\Rockwell\Metadata\ or C:\MSSQL\)

Confirm you have full access to the metadata directory. A read-only attribute results in an access-denied message from the SQL

O stored procedure extended data import.

Localization File Modification

Both ACM and PlantPAx configuration create the metadata localization files with an internal source name of the Logix Designer application ACD file
name. The PlantPAx centralized database requires that the source name be changed to the FactoryTalk Linx shortcut name for the given controller.

1. Browse the directory on the SQL server computer with the metadata files. (Ex: C:\Rockwell\Metadata\ or C:\MSSQL\)
2. Open each controller metadata file using Notepad and change the name in the second line labeled #Source: “ShortcutName”
3. Do not add brackets or quotes. Save the file and proceed to the Import sections.

Initial Extended Data Import

New centralized database installations require a one-time manual execution of a SQL stored procedure that is used for initial update of Metadata
Extended Tag Properties and Asset Framework Snapshot into the centralized database.

1. Launch the SQL Management Studio software (SSMS) and connect to your SQL server.

2. From the Object Explorer, navigate to Databases > (Centralized Database) > Programmability > Stored Procedures
Where (Centralized Database) is the name that you used for your Asset Framework Database. In the following example,
AssetFrameworkDB is used.

_'w‘ Solution] - Microsoft SOL Server Management Studi
File Edit View Project Took Window He

Q- 0-% E P | B NewQuery

Object Explorer * X
Connect= ¥ ¥ YO
= @ PASS-CO1 (SOL Server 15.0.2095.3 - sa) ol
Databases
Systern Databases
Database Snapshots
§ W ACM_DEB
3 i AssetCentre
| W AssetFrameworkDE
Database Diagrams

Tables

Views

Extemnal Resources
Synonyms
Prograrmmability

System Stored Procedures
5 [0 dbo.spAdtCrCntrdiode
% [0 dbc.spAdtCriForceType

2 B dhe enbdbineFurantSanres
< >

3. Browse the Stored Procedures folder for a procedure named “dbo.spComUpdinitial”.
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Right-click on “dbo.spComUpdinitial” and select “Execute Stored Procedure”.
Wait for the query to complete before closing SSMS. This may take several hours depending on the size of the exiting databases.
Verify if the data was imported to the object dictionary. Select the “New Query” button and type the following into the query window. Then

select "Execute”.

select *
from yObjectDictionary

where TagElement is null
AND Extendedlype = 'Description’

Verify that the object class is not “null” for your main process objects. The following example shows query results for a PMTR object that is
named MTT101 that has an object class of Motor and a PAI object that is named XT520 has an object class of Analog. The other tags or
members that are listed as “null” are not process objects.

100% -

B Resits Gl Messages

CortralerTopic  ProgramiD  Program TeglD Tag ObjectClossiD  ObjectClass  ClassVork
224 [PAX] 1 eTK101_Example 755 M0 _intk_5 HNULL RULL HULL
225 [PAY] 1 &TK101_Example 75 MT1I01 3 Mator 58
226 [Pax] HULL HULL 224 HILOSH0 HULL HULL NULL
E [PAx] HULL HULL 57 XT520 1 Analog 4 |
278 PR NULL HULL 561 TK1102_EM_RPT_D4 NULL HULL HULL
25 [PAx NULL NULL 677 XICSE0_irtk 5 NULL NULL NULL
20 [PAY NULL HNULL %5 MT107_ itk _0 HNULL RULL RULL

Browse your metadata file directory. It now contains a “Completed” subdirectory that contains time stamp localization files that were

processed into the centralized database.
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Extended Data Import

This procedure inserts modified and new controller extended tag properties from the metadata localization files into the centralized database.

Perform this whenever an additional controller or control strategy has been added.

1. On the SOL server computer, use the Windows file explorer navigate to the directory that you specified for metadata localization files and

verify that your files are present. (ex: C:\Rockwell\Metadata or C:\MSSQL\)

2. The directory will contain a “Completed” subdirectory that was created after running the initial extended data stored procedure. For new
controller files or modified existing controller files, copy them into the root level. (ex: C:\Rockwell\Metadata or C:\MSSQL\)

3. Launch the SOL Management Studio software and connect to your SQL server.
From the Object Explorer, navigate to Databases > (Centralized Database) > Programmability > Stored Procedures

Where (Centralized Database)is the name that you used for your Asset Framework Database. In the following example,

AssetFrameworkDB is used.

Studio (A

4 Solutionl - Microsoft SOL Server M:
File Edit View Project

e

Tools Window  Help
| Dnewauey B2 &5 R

Execute

Object Explorer - x

Connect~ ¥ ¥ T O~

o a PASS-CO1 (SOL Server 13.0.2095.3 - sa) ~
Databases
System Databases
T Database Snapshots
7 W ACM_DB
+ @ AssetCentre
= @ AssetframeworkDB
% Database Diagrams
+ Tables
% Views
External Resources
+ Synonyms
Programmability
System Stored Procedures
# [B dbe.spAdtCrCntriMode
% [B dbo.spAdtCriForceType

o [ dbe cnddtineFuantSanees

5. Scroll through the list of stored procedures until you locate the one named “dbo.spObjDictUpdExtendedinfo”.
6. Right-click on “dbo.spObjDictUpdExtendedinfo” and select “Execute Stored Procedure”.

Object Explorer
Connect~ ¥ ¥

(VS

Lﬁg SOLGuery.sql - PASS-CO1.AssetFrameworkDE (sa (67)) - Microsoft SOL Server Management St Cvick Launch (Ctr-0) Pla B X
File Edit View Query Project Tocls Window Help
0 -0 B u-URP ANy ARSQAR | ETH|0-C-B] -

“f | AssetFrameworkDB bbete » v 22B[E]|FEPE Ao = wnw.

% [E) dbe.spObjDictUpdClassVarient &

R s2Lvcntsat-Pamevors o 67) < < IR

USE [AssetFrameworkDB]
GO

I»-U-

—DECLARE @return_value int

Col1

[J Ready Ln1

7. Return to the Windows file explorer that is viewing the localization files and navigate into the sub directory named “Completed.”
8. Verify that the completed folder contains your time-stamped metadata localization files that were processed by the stored procedure.
9. If the stored procedure execution was unsuccessful, record the error message and See Troubleshooting on page 137 of this document.

I + = dbo.spObjDictUpdExtendedinfo |
# [l dbo.spObjDictUpdObjectClass
T dbo.spReplnsHistAl
% [E dbo.spReplnsHistAQ
7 [ dbo.spRepinsHistDBC
% [E dbo.spRepinsHistDI G0
# [E dbo.spRepinsHistDO
% [ dbo.spRepinsHistDOSE
# [ dbo.spRepinsHistEFMaintenance
¥ dbo.spRepinsHistEFVirtual
0 dbo.spReplnsHistMTR 1
0 dbo.spReplnsHistPID 2
# [ dbo.spRepinsHistVLV
# [ dbo.spReplnsHistVLVS
# [ dbo.spRepinsHistVSD
7 [ dbo.spRepSelAdtCntriMode
7 [ dbo.spRepSeladtForce
7 [ dbo.spRepSelAliData v

EXEC  f@return_value - [dbo].[spObjDictUpdExtendedInfo]

SELECT 'Return Value' = @return_value

v

PASS-COM (150 RTM) | sa (67)  AssetFramewcrkDE  00:00:13 | 3 rows

Chi INS
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PlantPAx Centralized Database

Historian Asset Framework Elements

Asset Framework elements provide a means to organize your process equipment assets. For PlantPAx system purposes, “element” can be
considered synonymous with “objects” in the Rockwell Automation Library of Process Objects.

There are two software tools for creating Asset Framework Elements:
Application Code Manager (ACM)
PlantPAx Configuration Tool

Application Code Manager (Option 1)

1.

2.

Local

2

17

35
1756-LB5EP
True

Open the ACM project.
In the Classic View window, right-click on the controller and select Generate Documentation.
= E=E
Class View 1 x & gI -(.:unimller
v Controllers Slot
Basic_CLX Size
» [@ Basic_CMPT Software Revision
» @CX ProcessorType
CMPT PlantP & TaskingModel_Enabled
] e C55 0.0 | v 02 Hul

|__'.:| Generate Controller

ACS_LOPO_5_10_xx/DATA:

oA 1o Eon 0o

Generate Documentation  » |

Update from ACD/L3X

C\Users\Public\Documents\Studio 5000\ Templates\Application Code Manager\(RA-TPL) ACM 2.00hTWx ...

FTIS AssetFramework CentralizedDatabase - Templatexml

Detach from ACD/L5X | I

FTIS_PAX_MetaDatalocalization - Template.bet

|

FTI5_PlantPAx_HealthDashboards_Template.csv

Ty

Merge Controller
me
Add New... h

Select the AssetFramework_CentralizedDatabase- Template.txt option.

Place the files to a temporary directory on the Asset Framework computer.

Using a PI Client or the Asset Framework computer, launch the PI System Explorer.
Select “Elements” on the lower left.
Right-click on Elements in the left window and select “Import from File".

WWPASS-COT\AssetFrameworkD8 - P System Explorer (Administrator)
P

File Search View Go Took Help
I Database %] Query Date - @ @ | (D Back

Elements | [etements
|

Mew Element
LB 2] Hew Model
&P AddElernent Reference...
Create or Update Data Reference
o Reevaluste Naming Pattern
. Categorize.
Arange By
Refresh

8, Checkin ¥ « (] Refresh (3 New Element ~

Application/Area:RSLinx Enterprise:[shortcut]

- o 4
[ search Etements £~

Group by: [] Category [ Template
Ik

4| Descripton

Category @&

i feontroter pax

Import from File...

Export to Fie...

Delete All.

B X HElE

Security_.

~ Ewent Frames
1) Library

== Unit of Measure
8 Contacts

(3¢ Management | K

1 Element
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8. Browse to the file location where the element template created with ACM is located.

Import from File

*
File |.h.0.00‘!}-\sseiFrameworlI\FAx_Asseh‘ramework_CenhalizedDatabase—Template.)cmlI |
Import Options
[ Allow Create [] create or Update PI Points
[ Allow Update [ preserve Unigue IDs
Automatic Check In [] Disable Mew Analyses and Notifications
—
Il oK |I Cancel
9. After the import completes, expand “Elements” and verify that the controller project elements exist.
) V\PASS-COT\AssetFrameworkDB - Pl System Explorer (Administratar) e o =
File Search View Go Tools Help
@ Database [ QueryDate ~ O @ D Back ) W, Checkin *} « [£]Refresh  (J New Element ~ | Search Elements p~
Elemnents PAX

General ChidElements Attrbutes Ports  Analyses  Notificaion Rules  Version
Mame: [pax

Descripbon: [th:hfm

i |“ Lok it

5 e [tone
| @] Defauit attrbute: | <pone>
Extended Properties (0] Annotations (0) Locaton Health Security

Barents Chidren EventFrames

Model Layers  Connecons

CM'S:|

Find:

Version: 1/1/1970 12:00:00 AM, Revision 2
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PlantPAx Configuration Tool (Option 2)

The PlantPAx Configuration tool is provided with the Process Library download. You can install it and use it for various functions. This tool is
intended for controller applications that have been developed without ACM or later modified outside of ACM.

1. Launch the PlantPAx Configuration Tool.
2. Open an existing project or create a project with your controllers, HMI, and Historian information.
3. Select the option “Import to Asset Framework (AF) Database”.

58 PlantPix Configuration Tooks for Tags, Alarms, and Historian [PAX_Deme_Config.. = o *®
File View Tools Windews Help
D&EH |

= ¥ Logix Contollers
o @ PAx

& HMI Alarm Servers
& PASSCOT
B Pax
=1 Mistorian Servers

Change Controliers Associsted with Histerisn Server—..
Rename Histarisn Server_.
Remove Historian Server
| import to Asset Framework (AF) Database |
Busldd Pi Poinks or Import File...

Expand 48
Collagrse AN
HMI Server = PlantPAs HMI Server

Controllers & H

4. Modify both the PI Point Builder Options and then the Process Library Version to V4_1_and_V5_0_SSRS.

W Panshin Configuraion Tosls for Taga, Alsms, and Histosian (4 Dema_Cantiq_ ool Project] - [Buskd ¥ Prsnts in FTH Data Server and A Lospi Elements b A - 0O x
o Fe Vew Tooh  Windows  Melp =i
JSd
B Logo Convcers X [==yr
- Pax Port Bukie O
2 M Alse Servers S
& PAsSLOT o
e PiSever  PASSCON Micte chack e Piipart namng optora. Frocess Lbxany 'S hustonan bends use
Soe. Pipar =
® Hlgrgn Servers AF Server PASSCON
FTHEED]
-y : Arnet a4
A¥ Detaiane A Pi Pt Bukder Lo Dt Tyoe Dnfntors
Connect.

P

Prescmta Library Varmon,

VA_1_ared V50 S5RS =

FlartF i Bemarts 12 ngort 19 AF Dansbase

Contiobers & WM pProcess Tres

A Sarvms = PrantPia b Serves

5. Select the “Build" tab and the click the “Build” button. Build adds the Logix elements directly into the AssetFramework database without the
need for a separate import.

L

W File  View Tooh Windows Help
D&

¥ Log Costiobers Sein ioman 557
P

HOTE: W s recommended o chise ary uring Pl Syshes Explores spplications befans anning Buld.

1 O Alarm Sarvers
| PASS-COT _
W PAx Dt svne chare wewrt =

B Hirign Seccees : T St 5120000 25 TEE e
B lTrr_m A000_CIF_S =
P AFDtsians charga pewrt |—|

o 5 Hed > Purert D da B 20 S ok 5120000 575055

AT Bt Bk
A Dutatase change vt

Puarert a0 07 - 120000 b5

fin o

L4 Dt asans change et
freser T 377 Seta T 2
A1000_Sue

AT Catseans change wewt Comeielrd s Ligi rirmants ta AFCatstate
- Charge’, Kertty= Bamart’, Liqus D da BI%22 S ot 5120000 257k

41000 D E fetas Euagsed Expeution Time = s, 1 i, 48 sees

AFDatatigns charga peert

Actor DxtyCloaret

- | |

|25 Dt stane change wesrt

= B0 .S 130000 2P 4, Parert 0 H0000000-0000-0000-0000-000000000000 Saes Ly

P
LT3 105458 A st Al AP Bemarty 15 Alat st Apsetiramemcr O -

Conelors & HM Pueess Tree

HIA Server « Plantii HUA Server

6. Select OK when finished.
7. Using a PI Client or the Asset Framework computer, launch the PI System Explorer.
8. Select “Elements” on the lower left.
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9. Expand “Elements” and verify that the controller project elements exist.

D \\PASS-COT\ AssetFrameworkDB - Pl System Explorer (Administrator) - a 3
File Search View Go Toels Help

@ Database [ QueryDate ~ O @ D Back ) W, Checkin *} « [£]Refresh  (J New Element ~ Search Elements p~
PAX.

B~ General ChidElements Attributes Ports  Analyses Notificalion Flules Version
Mame: [pax
Description: [oonmlsmx
Temgiate: | 5 Type: hane
Categories: | | @] pefouit Atrbute: | <hiome> v/

Extended Properties (0) Annotations (0) Location Heslth Security
Find: Barents Chidren Event Frames
Models Lavers Connectons

1
ek
&
!
&
i
[
L
-

3 TK1103 EM
- ([} Blement Searches

Event Frames
i3 ibrary

== Unit of Measure
A Contacts
ml‘ingﬂunl

[ pax 27/2023 11:00:51 AM O COT\Admini Version: 1/1/1970 12:00:00 AM, Revision 2

Verify Historian Connection

1. Expand the Elements for a given controller and check a few process objects for good connection to the Historian database.
2. Select the Attributes tab and verify that there are no “bad input” messages for values.

QD \\PASS-CO1\AssetFrameworkDB - Pl System Explorer (Administrator) - 0 X
File Search View Go Took Help
@ Database [T QueryDate ~ ® @ O Back &) ', Checkin 3 v (] Refresh | 'F New Element = ) New Attribute Search Elements i
Elements MT1I01

= @ eTK101 Example ~ || General ChidElements Attbutes Ports  Analyses Notification Rulkes  Version

| & ewun Group by: L] Category [ Template
| 5 eTK1101_intk_0 - m () =
| @ eTk101_Intk_1 Mt D _~|[| mame: L

& €TK1101 _Intk_2 lftlogm alvake @! |Controller Name
@ eTk1101_Intk_3

— & €TX1101_jntk_4 s Em ;ﬂl osrsan SHene> =)

— [ eTK1101_intk_5 - ||| Categories: | 3
& emiio1n8 s ® B4 | 5] Header PaX]MT 1101

& eme1101_ingk_7 B prefx PAX,

— & 151101 T Value Type: Sting

— @ 151102 1 Program €TK101_Example

— @ LT1101 G Tox, i

— (9 LT1101 Dve ¥ 52 e s

— & LT102 o Sts_eFait  None

@ LTiozDw & sts_ssre Program by default (normal)
& sts_ests Stopped

o [EER

|~ @ MT1101_Intk 0

— (9 MT1101_Jintk_1

— (@ MT1101_jntk_2

— 9 MT1101_jntk_3

— (@ MT1101_intk_4 v

—

|53 tibrary

== Unit of Measure
8 Contacts
&mm“mm Limits Forecasts
l MT1101 Modified:4/7/2022 2:10:26 PM Owner:PASS-CO1\Administrator Version: 1/1/1970 12:00:00 AM, Revision 2
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Pi SOL Commander Lite Data Views

Pi SOL Commander Lite is an application that you must use to navigate a relational view of our Pl system. This section describes how to import a
template created by the Standard Report script. The template creates data views, which the centralized database uses to access the Archive and

Snapshot data, including errors.

1. On the SOL server, navigate to Pi System > Pi SQL Commander Lite(64-bit) and open the application.
2. Connect to the Pi OLEDB Enterprise by right-clicking on the SQL server name.

_71_ Mew Query | ¢
Object Explorer
el L

3. Browse to your AssetFramework DB in the Pi Commander window via Catalogs -> “AssetFramework DB Name”

Execute @ |3 &

@ Pl 50OL Commander Lite
File Edit View Tools Help

g 81| N | @ Que

6
- X

4 [ JJOLEDE Data Sources
4 [BIPI OLEDE Enterprise
| | PLANTPAX51SSRS
4 (@P| OLEDE Provider
[ PLANTPAXSTHIST

&7 Connect

>( Remove Server

d

4. Right-click on your AssetFramework DB and select “Import Custom Database Objects”.

@ P S0l Commander Lite
File Edit View
_71_ New Query | § Execu
Object Explorer
ElR N
4 [ JJOLEDE Data Sources

4 [BIPI OLEDE Enterprise

4 [ PLANTPAX51SSRS

4 [ Catalogs
I || AssetF

te

Tools Help

r] E NNl |

22 G 51| 8, | & Query Compendium

- X

MR

I ,:J Configurati

I ‘:J System

4 (@PI OLEDE Provider
[J PLANTPAXSTHIST

Export Custom Database Objects...
Import Custom Database Objects... l}
EI Refresh

5. Select the file ellipses and Navigate to the following folder “Process_Library_v5.xx.xx\Process Library\Templates\MSSQL SSRS

Reports\StandardReports v5.xx.xx\Pi SQL\"

6. There are two files in the PI SQL directory. Select the file containing the word "Import". (Ex: "PISglExportedObjects_Import vb.xx-xx.xml").

Custom Database Object Import

(@ os

Input File

Available Objects to
Impart

File location
StandardReports

Import

7. Select Next

¥5.10.00\91 SCY\PISalExportedOhbjects_Import v5.10-00xmf| — |

Next> |

: Cancel |
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8. Select Execute

Custom Database Object Import

@. OSl:oft.

Input File Custom Database Object List
Available Objects
to Import 4 ¥views

W [Data}jaRarchive]
Import

] [Data}jaFSnapshot]
W] [Data){ERArchive]

W] [Data)EFSnapshet]
¥ [Data}{EFSnapshatal]

9. Select Done

When Complete there should be five views under Data > Views

@ Pl 5QL Commander Lite
File Edit View Tools Help

{2 NewQuery | ¥ Execute M
Object Explorer
Ho R N
4 (JIOLEDS Data Sources
4 [BIPI OLEDE Enterprise
4 [@PassCo1
4 [ACatalogs
4 | || AssetFrameworkDB
I (A Asset
4 [AData

f&Efhln

I [ Tables

I 3 Function Tables
I 3 DataT
I [ EventFrame
b [ Configuration
v [ System
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Rockwell Automation Standard Reports

Rockwell Automation Standard Reports is the base reporting option for a PlantPAx® 5.0 system. SQL Server Reporting Services (SSRS) hosts
reporting webpages that display content from the centralized database.

About

Reports webpages present Alarms & Events, Process Objects, and Traceability & System information to display historical system datain a
meaningful layout. This means PlantPAx operators and maintenance engineers can quickly and easily gain insight into plant operations. Reports are
viewed either from an internet browser or an embedded link within a FactoryTalk® View SE HMI application.

1. Tostart viewing the standard reports, open your web browser and type in the web portal URL that was configured within SSRS. For example,
http:/[ComputerName]:8080/PlantPAx-Systeml-Reports.

@ Home - SOL Server 2010 Raport: X | o

« C A Notsecure | pass-cO1 " ris/brow > * O @ :

SQL Server Reporting Services

% Favorites ] Browse + ¥ L
ﬂ__j] Home
FOLDERS (3]
D Data Sources D DataSets |j \.' o
Folder Description
Data Sources connection details to the Centralized Database
Data Sets contains information to retrieve specific sets of data from data source
Rockwell Automation Standard Reports | PlantPAx report webpages

2. Select the “Rockwell Automation Standard Reports” button.

Bl Rechws sicn Sunded i X [IEE

k| SQL Server Reporting Services

% Favortes [ Browse

ﬂ] Rockwell Automation Standard Reports

PAGINATED REPORTS (20

&) ey wor kb %
&) e~ A e

Report types are listed alphabetically and grouped as follows:

Report Type Description

Alarm Provides insight for Chattering, Fleeting, Flooding, History, Maintenance, Object, Stale, and Top.
Audit Provides traceability for All, Bypass, and Sequence of Events.

Object Provides reports for the Process Controller process objects for a given Month, Day, and Shift.
System Provides Audit, Force, Maintenance, Metadata, and Virtual information.
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Report Navigation

Alarm Reports

Alarm reports are derived using data from the FactoryTalk Alarms and Events database. Each alarm report is processed using stored procedures
within the centralized database. These reports are intended to help End Users comply with the alarm management lifecycle that is documented in
the ANSI/ISA-18.2-2016 standard and similar guidelines and recommendations.

Alarm Report

Description

Chattering Alarm Report

Alarm chattering is diagnosed when there are 3 or more alarm activations in one minute. Thereafter, alarm chattering is considered to have ended if
there are no more alarm activations within 60 seconds of last activation.

Fleeting Alarm Report

A fleeting alarm is an alarm that loses its active status within 10 seconds of becoming active.

Marm Flooding Report

The reporting interval is subdivided into a series of 10-minute intervals. Consecutive intervals is a period. A flooded period is initiated by a flood
interval with an alarm count > 10 and is concluded by a recovery interval with an alarm count < 5. All intermediate intervals are also considered as
flooded intervals. The recovery interval is not a flooded interval and is not part of the flooded period. Alarm-flooding is based on flooded intervals/
period from the perspective of each group path.

Alarm History Report

Alarm history report for all areas. Report can be filtered by time/date, per user, alarm priority, alarm type, alarm attribute, alarm state and area.

Alarm Maintenance Report | Graphical compilation of chattering, fleeting, stale, and flooding alarms.

Stale Alarm Report

Alarms that are active for longer than 24 hours are classified as stale alarms.

Marm Top Report

Top alarm report for all areas. Report can be filtered by area and alarm priority.

Audit Reports

Audit reports are derived using data from the FactoryTalk Alarms and Events, and the FactoryTalk AssetCentre database.

Audit Report

Description

Audit All Data Report

Audit All Data reports are filtered by time/date, object class and tag name. Object classes include Analog, Digital, Mator, Valve, Procedural Control,
Regulatory Control, Cross-Functional, Built in Instructions, Controller Diagnostics, Computer Perfmon, Compressor, Material Handling, Device Check and
System.

Audit Bypass Report Audit Bypass reports are filtered by time/date and display the tag, computer, and person who bypassed an object, such as a control strategy permissive.
Audit SOE reports are filtered by time/date and display the sequence of events of actions that occurred within the FactoryTalk system. Event sources
Audit SOE Report include FactoryTalk Activation, FactoryTalk Security, FactoryTalk Alarms and Events, FactoryTalk Logix Echo Service, FactoryTalk Linx Gateway DA,

FactoryTalk Linx OPCServer, Logix Designer application, and so on.

Controller Mode Report

Controller Mode reports are filtered by time/date and display any Logix Controller Mode changes to Program or Run.

System Force Report

System Force reparts are filtered by time/date and display any Logix Controllers Forces by Type, Persan, Controller, and Message.

System Maintenance
Report

System maintenance reports are filtered by time/date and display objects that are/were in maintenance with a duration of the maintenance period.

System Metadata Report

System metadata reports are filtered by time/date and display objects that had their metadata information changed with details of who changed the
information

System Virtual Report

System virtual reports are filtered by time/date and display objects that are/were in virtual mode with a duration of the virtual period.

Object Reports

Object reports are designed for displaying the status of PlantPAx 5.0 process abjects. Month, Day, and Shift reports are available for each process
object listed. Most object reports allow filtering by Controller topic, Tag scope, Program name, and tag name.

Object Report Description
Object audit reparts are filtered by time/date, object class and tag name. Object classes include Analog, Digital, Motor, Valve, Procedural Contral,
Object Audit Report Regulatory Control, Cross-Functional, Built in Instructions, Controller Diagnostics, Computer Perfmon, Compressor, Material Handling, Device Check,

and System.

Object EM State Steps Report™ | Graphical representation of Generic Equipment Module (EM) states and steps over time. Filtered on a start and end time.

Object EM State Report

Graphical representation of steps over time within a given Generic Equipment Module (EM) state. Filtered on a start and end time.

Object EMGen Report“)

Generic Equipment Module displays states, steps, faults, and availability during specific periods.

Object EP State Step Report) | Graphical representation of Generic Equipment Phase (EP) states and steps over time. Filtered on a start and end time.

Object EP State Report™

Graphical representation of steps over time within a given Generic Equipment Phase (EP) state. Filtered on a start and end time.

Object EPGen Report” Generic Equipment Phase displays states, steps, faults, and availability during specific periods.
Object Event Report Provides details on events relating to specific object.
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Object Report Description

Object PAI Report Process Analog Input displays minimum, maximum, average, and availability during specific periods.

Object PAQ Report Process Analog Output displays minimum, maximum, average, faults, time at target state, and availability during specific periods.

Object PDBC Report Process deadband Controller displays number of times input went below raise setpoint, number of times input went above lower setpoint, faults,

time outside deadband, and availability during specific periods.

Object PDI Report

Process Digital Input displays number of activations, active time, and availability during specific periods

Object PDO Report Process Digital Output displays the number of activations, faults, active time, and availability during specific periods.
Object PDOSE Report Process Dosing displays hourly total, daily total, monthly total, and availability during specific periods.
Object PLCPU Repgrt“) Process Controller displays average and maximum utilization for each of the 4 cores, as well as minor faults during specific periods.
Object PMTR Report Process Mator displays the number of starts for each of the two starts, faults, running time, and availability during specific periods.

. Process Proportional + Integral + Derivative displays minimum, maximum, average, manual control time, time outside deadband, and availability
Object PPID Report during specific periods.

. Pracess Valve displays the number of times each of the two positions were reached, faults, time at position two, and availability during specific
Object PVLV Report

periods.

Object PVLVS Report Process Valve Statics reports display stroke times and stroke counts.

. Process Variable Speed Drive displays the number of starts for each of the two directions, faults, running forward time, and availability during
Object PVSD Report specific periods.
Object SEQ Report“) Process Sequencer displays states, steps, faults, and availability during specific periods.

Object SEQ State Step Report”

Graphical representation of SEQ states and steps over time. Filtered on a start and end time.

Object SEQ State Reportm

Graphical representation of steps over time within a given SEQ state. Filtered on a start and end time.

Object Unit Report

Pracess Unit displays states, faults, and availability during specific periods.

Object Unit State Report”

Graphical representation of Unit states over time. Filtered on a start and end time.

(1) Report available with Process Library 5.10.00 or later.
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System Reports

System Report Description

Database Stat Report gra;]tgz?;tz 'statistics report for the centralized database displays the size in MB, lists the tables, total rows in each table, and last table update
Shift Setup Report Displays the shift configuration. Shift name with start and end time.

System Audit Report ﬁgi%r: 233:1'[;:&0:22 g:]sgl;':])é :slz;?}te[.)f system wide activities. The system audit reports are filtered by time/date for tag name, object class,
Object Top Logger Basic Provide details on the number of logs that exist per object based on the originating source. Sources that are shown in the basic report are

Alarming (FTAE) and State Changes (Event Frames). Filtered on a start and end time.

Object Top Logger Detailed

Provide details on the number of logs that exist per object based on originating source. Sources that are shown in the Advanced report are
Alarming (FTAE), Asset Framework (Asset Framework), and State Changes (Event Frames). Filtered on a start and end time.

Printing Reports

All Rockwell Automation Standard Reports can be saved to multiple formats for sharing or archiving data. These reports are designed to be printed
or shared and are formatted to fit well on a page. Simply select the Save icon in the menu and choose your desired format.
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The Rockwell Automation Process Library contains maintenance report and control strategy health dashboard templates for a ThingWorx®
Foundation server.

About

The ThingWorx Foundation server consumes historical data for reporting from the PlantPAx SQL server and polls live data from Process Controllers.

If you already have a ThingWorx Foundation server, proceed to the Enable Extension Import section.

- v - O X
L3 C @ localhostBOl ] er//maockek N O @
@ Browse
"™
T All
= Modeling
O S
(1]
Thi

l?‘i L2 mplate

BATH
ﬂ e Th
= inioat
a @ Welcome to ThingWorx Composer!
a -

Use the main navigation to get started

U0

thingworx

Installation

Refer to PTC® for complete installation and upgrade documentation. This section provides basic installation guidance to confirm the PlantPAx®
templates will deploy and operate properly.

The ThingWorx Foundation Installer has two main prerequisites before installation:
« Install SQL and create a ThingWorx database with an administrator user
+ Install Java and create Windows® environment variables

SOL Database

ThingWorx Foundation supports either a Microsoft® SQL Server or PostgreSQL Server (recommended) for the ThingWorx database.

This SQL database is used by ThingWorx and typically separate from the centralized database SQL server. Full featured ThingWorx servers can write
a large amount of content to its database, thus a designated database is recommended. For this document, a PostgreSQL Server is installed on the
ThingWorx Foundation server computer. The PlantPAx Maintenance Reports read from the centralized database and don't produce large amounts
of data locally. Using a PostgreSQL server allows for shared usage with Vuforia Experience Services.

1. Download and install PostgreSQL Server.
PostgreSQL is an open source object-relational database system.
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2. Launch the pgAdmin management tools for PostgreSQL. pgAdmin is a management tool for your databases that is included in the
PostgreSQL installation. This tool is similar to the SQL Management Studio software and allows you to create a ThingWorx database and
ThingWorx user.

= o X

Dashboard  Properties  SOL  Stafistics  Dependencies Dependents Pror ¢ 3 X

pgAdmin
Management Tools for PostgreSQL

Quick Links

)
o)

Add Mew Server Configure pgAdmin

Getting Started

A= Fr AN — -

3. Right-click the Login/Group Roles folder and create a user named “twadmin” with all privileges enabled for; login, superuser, create roles,
create databases, inherit rights from parent roles, initiate streaming replication and backups.

Right-click the Databases folder and create a database that is named ‘thingworx” with the owner of “twadmin”.
5. Record the "thingworx" database name and “twadmin” username, as they are required for the ThingWorx Foundation Installer.

Java SE Development Kit

ThingWorx Foundation uses the Apache Tomcat 9.0 web server. A prerequisite for Tomcat is Java Standard Edition Runtime Environment (JRE)
version 8 or later. ThingWorx Foundation recommends the full Development Kit (JDK™) version 11, which may require a Java SE subscription or
another Oracle license for production or commercial environments. Follow the steps below to install and configure Java JDK version 11.0.12.

1. Download and install the required version of Java as directed by PTC.

2. Confirm the Windows environment variables are configured properly.

 Locate your Java installation directory and copy the path. The default path is C:\Program Files\Java\jdk_<version number>.
«  Access the Windows Control Panel > System and Security > System > Advanced System Properties.

»  Click the Environment Variables button.

« Inthe System variables section, verify the JAVA_HOME or JRE HOME variable was created. If absent, then create the variable as applicable to
your Java platform.

System vanables

Variable Value A

ComSpec C:\Windows\system3Z\cmd.exe

DriverData ChWindows\Systen 32\ Drivers\DriverData

JAVA_HOME C:\Program Files\Javajdk-11.0.12\

NUMBER_OF_PROCESSORS 4

o0s Windows_NT

Path C:\Program Files\Common Files\Oracle\Java) \Wind
PATHEXT COM:EXE: BAT: CMO:.VBS: VBE: JS: JSE: WSE: WSH: MSC ¥

MNew... Edit... Delete

3. Edit the “Path” variable. Verify both the Java and the PostgreSQL paths are defined.

System variables

Variable Value =

| Path Ci\Program Files\Common Files\Oracle\Java\jovapath;CA\Windows... |

Edit envirenment variable x

Ci\Program Files\Comman Files\Oracle\Java\javapath New
SystemRoct¥\system32

HSystemRoot% Edit -
SystemRoot s\ System32\Whem
2%SYSTEMROOT %4 System32\WindowsPowerShelfw1.0% | Browse... e
3:SYSTEMROOT %1System 32\ OpenSSH |
Ci\Program Files\Java\jdk-11.0.12 | Delete

CA\Program Files\PostgreSQL\11\bin
Siava_homesi\bin
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4. If absent, then create both the Java and the PostgreSQL variables as applicable to your platform versions.

ThingWorx Foundation

The ThingWorx Foundation Installer is the preferred method, it guides you through a new installation and automatically installs the Apache Tomcat
web server. Manual mode installation is for advanced users. This example uses the Installer method.

1. Run the installer executable named “ThingWorxFoundationPostgres-9.x.x-x64.exe".

Follow the configuration steps as described in the following table.

From Location

Action

Welcome

The installer guides you through an upgrade to your existing ThingWorx Foundation installation or a new installation of ThingWorx Foundation.

Getting ready to install

« Prerequisites for Installation:

« Your environment must meet the prerequisites for installation. For more information about these prerequisites, see the ThingWorx
Foundation Installer help center topic.

« You must create your ThingWorx database in the PostgreSQL database before proceeding with the installation. You need to enter the
PostgreSQL database connection information, including the ThingWorx database name and credentials during installation.

Applications in this installer

This tool installs the following applications on your system. They are required for ThingWorx:

« Apache Tomcat 9.0.x

« ThingWorx Foundation 9.x.x

For more information about these prerequisites, see the ThingWorx Foundation Installer help center topic.

Read the following License Agreement. You must accept the terms of this agreement before continuing with the installation.

License Agreement

Select Agreement.

ThingWorx is configured to automatically transmit license usage data to PTC for license compliance purposes, thus providing you with license
MLDC Agreements consumption insights and trends to best manage your license entitiements.

Select | have read the above statement.

Installation Location

Please specify where to install the ThingWorx Foundation for PostgreSOL.

The software will be installed in the following location. (default) C:\Program Files (x86)\ThingWorx

Set a ThingWorx Administrator
user password

Set your password for the ThingWorx Administrator Account.

Properties for ThingWorx
Foundation

« ThingWorx HTTP Port: (default) 8080
« Java Initial Heap: (default) 1024
« Java Max Heap: (default) 2048

For ThingWorx Foundation versions 8.5 and later, using SSL/TLS is the default and, unless you elect to disable it, you must properly configure
it to use ThingWorx Foundation.

Check or uncheck the option “Use SSL/TLS for a secure connection” and complete the following if checked.
« ThingWorx HTTPS Port: (default) 8443

« Tomcat Keystore File (jks file): user supplied

« Tomcat Keystore Password: user supplied

« Tomcat Key Pair Alias Name: user supplied.

« Tomcat Key Pair Alias Password: user supplied.

PostgreSQL Connection
Information

Enter your PostgreSQL connection information here:
« P address or Host Name: (example) localhost
« Port number: (default) 5432

Enter your ThingWorx database information.
« ThingWorx Database Name: (example) thingworx

Enter database credentials.
« Username: (example) twadmin
« Password: user supplied

Configuration Summary

You are about to install ThingWorx Foundation for PostgreSQL.
Review the information about your installation.

Installing ThingWorx Foundation
for PostgreSQL

Setup is installing ThingWorx Foundation for PostgreSQL. This might take a few minutes.

Succeeded ThingWorx Foundation
for PostgreSOL installation

Setup has finished installing ThingWorx Foundation for PostgreSQL.
Launch License Configurator
Important: It is recommended to complete licensing now.
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Microsoft JDBC Driver 9.4

Microsoft JDBC Drivers for SQL Server are required for the Apache Tomcat 9.0 ThingWorx-Foundation to connect to a SQL Server database. The
Microsoft JDBC Driver provides different Java files to be used in correspondence with your preferred Java Runtime Environment (JRE) settings. To
simplify configuration, the process library redistributes the JDBC driver files for the Tomcat 9.0 library.

1. Navigate to the process library directory Templates > PTC Content > 6. JOBC Drivers and extract the file that is named JDBC.zip.
2. Copy only the 9.4 files into the following location: C:\Program Files (x86)\ThingWorxFoundation\tomcat\apache- tomcat-9.0.xx\lib
« mssql-jdbc-9.4.1jre8.jar
+ mssql-jdbc-9.4.1jreN.jar
« mssql-jdbc-9.4.1jrel6.jar
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Enable Extension Import

Extensions are a core aspect of the architecture and design of ThingWorx. Partners, third-parties, and users can add new functionality into the
system in a seamless manner. Extensions can be service (function/method) libraries, connector templates, widgets, and more.

Extension import is disabled by default for all users but can be enabled by configuring the platform-settings.json file.

1.

2.
3.

Use Windows explorer to browse the directory: C:\ProgramFiles(x86)\ThingWorxFoundation\ThingworxPlatform
Open the platform-settings.json file with a text editor, such as Notepad.

Add the following ExtensionPackagelmportPolicy parameters within the scope of the PlatformSettingsConfig section.
},

" Ext ensi onPackagel mport Policy": {

"i nport Enabl ed": true,

"al | owdar Resources": true,

"al |l owJavascri pt Resour ces": true,

"al | owCSSResources": true,

"al | ownJSONResour ces": true,

"al | owMébAppResour ces": true,

"all owEntities":true,

"al | owExt ensi bl eEntities":true

Save and close the platform-settings.json file.

Restart the ThingWorx Server.

Import Extensions

The process library provides zip archives consisting of extension files and a metadata file. To install the library extensions into ThingWorx, import
the zip files as described in the following steps.

1.

2.
3.

J—
o

Use Windows explorer to navigate to the Process Library > Templates > PTC Content > 5. ThingWorx Extensions > Extensions directory.
Extract the “Extensions.zip” file to expose the required extensions.

Open ThingWorx Composer™ using a web browser following the URL examples with your host name and port that is designated during
installation.

http://localhost:8080/Thingworx/Composer or https:/localhost:8443/Thingworx/Composer
Enter the ThingWorx Administrator account username/password designated during installation.
Select the up/down arrow button on the left menu and select Import.
Change the import option to “Extension”.
Select the "browse” button and navigate the Process Library > Templates > PTC Content > 5. ThingWorx Extensions > Extensions
Select the MSSQLConnector_Extension.zip file and click “Validate".
I the validation fails, confirm that the platform-settings.json file was correctly formatted per the section above.
If the validation is successful, select “Import”.

I Import x

Import Option (3

Extension v

File Mame (3

MSSQLConn
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1.

Repeat steps 5 ...10 to import the additional extensions provided with the Process Library.
« custom-charts_ExtensionPackage-3.0.3.zip

« d3Pie.zip

« MED-61341-CD-092_F000_CSV-Parser-Extensions-4-0-2.zip

« MED-61342-CD-092_F000_Custom-Charts-Extension-Package-3-0-5.zip

IMPORTANT  For security purposes, after successfully importing the extensions, change all parameters back to “false” within the
platform-settings.json file. Then restart the platform to disable any extensions from being imported.

Import PlantPAx Projects

The

process library contains ThingWorx Foundation templates for PlantPAx Maintenance Reports and Application Launcher projects. The project

templates are provided in compressed binary format (.twx) files to import into ThingWorx.

1.
2.

Using ThingWorx Composer, select the up/down arrow button on the left menu and select Import.
Use your host name and port that is designated during installation.
http://localhost:8080/Thingworx/Composer or https://localhost:8443/Thingworx/Composer
Change the import option to “File".
Select the “browse” button and navigate the Process Library > Templates > PTC Content > 2. PlantPAxThingWorxMaintenanceReports
Select “ThingWorxMaintenanceReports.twx” and keep default import options.
Select Import. This operation may take several minutes to complete.

Select the up/down arrow button on the left menu and select Import again.

Change the import option to “File”.

Select the “browse” button and navigate the Process Library > Templates > PTC Content > 1. PlantPAxAppLauncher
. Select “PlantPAxAppLauncher.twx" and keep default import options.

. Select Import.

PlantPAx Project Database Setup

The PlantPAx Maintenance Reports and Application Launcher projects require customizations to align with your PlantPAx system. The following
procedure uses ThingWorx Composer to change the database setup configuration, so it matches your environment.

1.
2.

62

ThingWorx Composer is accessed using a supported web browser. Type the URL based on this example format.
Use your host name and port that is designated during installation.
http://localhost:8080/Thingworx/Composer or https://localhost:8443/Thingworx/Composer
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3. Select the "browse” folder on the left menu, then select “Mashups” under the Visualization section.

Browse

@ Thing Templates

= Browse

Browse | Mashups | Q

Y

# Edit

' Duplicate

W Thing Shapes W Actions Name Description Diat
&* Thing Groups O a i RAPAx PAxAppLauncher AppBase_MU 202
{li Data Shapes O @ W RA PAX PAxAppLauncher App_MU 202
3 Networks 0O ©a I RA PAx MaintenanceReponts PIDDayRe PID Day 202
@ Moo Tugs 0O @a i RA PAx MaintenanceReports Alarmim _MU Alarm Investigations 202
{2 Industrial Connections
O oa I RA PAX MaintenanceRepons Alarmo, Alarm Overview 202
ration Connectors
0O @a il RA PAx MaintenanceRepons ObjectAudiRepor_MU Object Audit Report 202
O oa I RA PAx MaintenanceRepons VLVShitReport_MU Valve Shif Repor 202
O ©a i RA PAx MaintenanceReports AlarmsKP1s_MLU Alarms KPls 202
Visualization O ©a I RA PAx MaintenanceReports DatabaseSatup_MU Database Setup 202]
 Mashups O ¢a I FA PAx MaintenanceReports MostFraguent_MU Most Frequent 202
I Masters [ = . P e 5
O oa B RA PAx MaintenanceReports. SystemVirtualReport_MU System Virtual Report 202]
[C]1Mashup Templates
O @oa W RA PAX MaintenanceRepons DOSEDayRepor_MU Totalzer Day 202
@ cadgets
U Fmr - O a I RA PAx MaintenanceReports AOShiNReport_MU Analog Output Shif 202
lhingworx O @a I RAPAX MaintenanceReports AlarminvestigationsMonth_MU Alarm Investigations Month 202
" H " H
4, Select "RA.Pax.MaintenanceReports.DatabaseSetup_ME" and the mashup opens in a new tab.
UYH " M M
5. Select the "View Mashup” button and the Database Setup webpage will open in a new browser tab.
W = (m] X
#4 Design | RAPAxMaintenanceRe; X +
c @ localhost:8080,/Thingwong/Composer/#/modeler/details/Mashup~RAPAx.MaintenanceReports.DatabaseSetup_MU/design?... r o a

"o o

io

Open Projects

T Filter

~ PlantPAxThingworxMainte...

B Mashups

RAPAx.Mair R.. X

B RA.PAx.MaintenanceRe...

Mashup:RA PAx.MaintenanceReports.Database Setup_MU &

. Browse

(I General Information

Widg Layout

= Design

{.}Custom CSS

Explorer b

£ Mobile Settings

~ #+ Hetoy v % O [
gl [Zlv

Workspace | Default

@ Permissions

v

(D Change History

2 View Relat

Data Se:

6. Select the new browser tab and enter your Database Setup for both Alarms and Events Database and Process Object and System Reports.
7. Use the table below to enter your PlantPAx database system parameters into the database setup fields.

Parameter

Description

JDBC Driver Class Name

Default Class Name: com.microsoft.sqlserver.jdbc.SQLServerDriver

JDBC Connection Strings

This parameter directs the ThingWorx server to the SQL Server containing your PlantPAx system databases.

Default format: jdbc:sqlserver://“IP address”;databaseName="yourDBname”

« P address of SQL Server = Host IP address of your SQL Server computer (exclude quotes)

- youDBname = name of the Alarms and Events database (exclude quotes)

- youDBname = name of the Centralized Database (exclude quotes)

Note: See the example in Step 9.

connectionValidationString

Default: SELECT GETDATE()

Maximum Number of Connections

Default: 4

SOL Database User Name

User specific

SOL Database Password

User specific

8. Press “Submit Configuration” buttons at the bottom of each database after you have entered your parameters.
9. The connection status displays a green light for a successful configuration. For unsuccessful configuration, See Troubleshooting on

page137.
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The following example displays a configuration for a SQL server assigned IP address 192.168.1.80 that contains databases that are named
FTAE_DB for Alarms and Events and AssetFrameworkDB for the Centralized database.

Database Setup for Alarms and Events Reports Database Setup for Process Object and System Reports
JDBC Driver Class Name JDBC Driver Class Name
com.microsoft sqlserver jdbc. SQLServerDriver com.microsoft sgiserver jdbc. SQLServerDriver
JDBC Connection String JDBC Connection String
jdbc:sqlserver.//192.168.1.80,databasename=FTAE_DB jdbc:sglserver:fi192.168.1.80,databasename=AssetFram¢
conneclicnValidationString connectionvalidationString
SELECT GETDATE() SELECT GETDATE()
Maximum Number of Connections Maximum Number of Connections
5 5
Database User Name Database User Name
sa sa
Database Password Database Password
Confirm Password Confirm Password
_ Congratulations. Database _ Congratulations. Database
configured succesfully configured succesfully
= [ = @

PlantPAx Project Structure

ThingWorx Foundation projects are designed using the ThingWorx Compaoser via a web browser. The following section explains where the PlantPAx
project components can be accessed and modified.

1. Select the browse folder on the left and selecting “Projects” under modeling assets. Here you can view the two imported projects PlantPAx
Maintenance Reports and Application Launcher.

-—
e Browse = Browse
o T Eiller Browse | Projects | Q Y

Al = ® View 7 Edit = Delete
—
]

~ Modeling : —
Actions Description

(o] Projects |
LTI & O oa & PlantPAxAppLauncher

{) Things
(o] O @a 4 PlantPAxThingworxMaintenanceReports PlantPAx-Thingworx Maintenance Reports
13 & Thing Templates

O @©a i PTCDefaultProject Default project for entities

B Thing Shapes
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2. Select “Things" under modeling assets. Things inherit functionality from Thing Templates. Here you can view individual Things that are used
within PlantPAx Maintenance Reports.

Q)

| S+

e}

10

o 8 »

[t

Browse ki

¥ Fitter Browse | Things | Q Y

Al - ® View # Edit & Duplicate = Delete
~ Modeling

W | Actions Name .~
Projects -
i ON ] £ RAPAX Mai eports. Al ionThing_TH
{) Things |
@ a £ RAPAx MaintenanceReports. AlarmKPIThing_TH
& Thing Templates

B Thing Shapes

%® Thing Groups

il Data Shapes

{13 Networks

& Model Tags

) Industrial Connections
(&%) Integration Connectors
B} Notifications

Schedulers

5 RAPAx MaintenanceReports. AlarmOverviewThing_TH

£ RA PAX Maint

Reports. Alarmf ports_TH

£ RA PAX Maint

Reports. AllDataReportSQLConn_TH

£ RA PAX Maint

Reports.Analogl liz} QLConn_TH

RA PAx MaintenanceReports. AnalogOutputRepertSQLConn_TH

RA PAx MaintenanceReports. AutoDiagnosticsSQLConn_TH

£ RA PAx Maint Reports.D ReportSQLConn_TH

0 e e R o o Y
(=1
®

{) RA PAx MaintenanceReports. DynamicMenu_TH

Description

Alarm Investigation

Alarm KPls

Alarm Overview

Alarm Reports

All Data

Analog Input

Analog Output

Auto Diagnostics

Database Status Report

Dynamic Menu

3. Select “Thing Templates” under modeling assets. Thing Templates provide the base functionality to Things with their properties, services,
events, and subscriptions.

i © ©

Ho

10

Browse

~ Modeling

ik Projects

{ Things

& Thing Templates |

B Thing Shapes

-—
= Browse

Browse | Thing Templates | Q h 4

# Edit W Delete

@ Duplicate

M | Actions Description
] & £ RAPAX Mai eports. AlarmF . TT Alarm Reports Base
o [ M3SqlServer MS SOL Server

4. Select "Mashups” under visualization assets. This is where the Database Setup mashup used earlier is located. Now find the mashup named
“RA.Pax.PAxAppLauncher.App_MU" and select to open it.

| S+ O]

o

10

Browse

T

Filter

~ Visualization

I Mashups

Jm Masters

[0 Mashup Templates
o Gadgets

& Dashboards

. Browse
Browse | Mashups [a |y
= ® View 7/ Edit B Duplicate = Delete
M | Actions Name Description
O @a B RA PAx PAxAppLauncher. AppBase_MU
O @a B RA PAx PAxAppLauncher. App_MU |
O @©a i RA PAx MaintenanceReports. PIDDayReport_MU PID Day
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5. The mashup “RA.Pax.PAxAppLauncher.App_MU” will open in a new tab. On the new tab, select the “View Mashup” button.

b4 Design | RAPAPAApplaunche X 4 == EE
&« C (@ localhost:3080,Thingwon/Composer/#/modeler/details/Mashup ~ RA.PAx.PAxAppLauncher.App_MU/design?mode=edit o =2 % 0O &
@ Open PI’OjECtS | RA-PAX.PAXADpLaunch... * | m Browse X
[ Fitter Mashup:RA.PAx.PAxAppLauncher.App_MU & ToDo w m More w
~ PlantPAxAppLauncher (D General Information i Design {.} Custom CSS £ Mobile Settings & Permissions (@ Change History J\ View Relationships
- @l Mashups Widgets Layout Explorer v - » Hstoy v X D EE,_E 11| EF Data Session User
RA PAx PAxAppLaunch . X T e Workspace | Default v E]-{- + = & o PE [ rier
-
= i Mashup - . "‘ Thi n WO rX ® ~ & RA.PAx.PAxAppLauncher.Applica... . & x
& [ flexcontainer-2 ’ g » <> Get_StatusCardData x

& [d Header
[d container-319 -

& [d container-314
E ples-image-317

7] container-313
= [3 container-322 b X

« .
Properties Style Properties - Data Properties  Functions A\
Mashup <8 (x 41(C) | T Fiter
1 3

If the Database Setup performed earlier was successful, the AppLauncher webpage displays three boxes. There is an option to modify the
Database Setup, an option to view Maintenance Reports, and an option for Control Strategy Health Dashboards.

i = o s
»4 Design | RAPAxPAxApplaunche X (8 RAPAxPAxApplauncherdpp M. X = 4

[ ry |®IocalhDst‘SUBU/Th\ngworx’Runtlme,-’lndexhthmashuanAPAx.P;-\.xApuLau:'\cn-:-rAup_MU&'forceCIcse:true&_snableBMF.—tr.aa&_froml\le»{t(;er‘.:ie-’labbfe-dcbc-«l.’BZ-BU'D-.. = + m - &

Show/Hide Log Show/Hide Debug Info & Reload Default v|  [Fullscreen v

% thingworx:

Database Setup Maintenance Report Control Strategy Health
Dashboards

; Copy the AppLauncher Mashup URL and save it. This is the unique URL that you provide to your plant operators and managers that use
@ the ThingWorx PlantPAx content.

If the page only displays the ThingWorx logo, then the connection to the SOL databases likely didn't succeed. See Troubleshooting on page 137.
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PTC® ThingWorx® Maintenance Reports are an enterprise-level reporting option for a PlantPAx® 5.0 system. You can view the same type of content
that is included with the Standard Reports offering, along with expanded connectivity to other enterprise-level applications and platforms.

About

The ThingWorx Maintenance reports display content in a visual format of graphs and charts. This enhanced layout provides PlantPAx operators and
maintenance engineers quick and easy insight into plant operations. To start viewing the ThingWorx Maintenance, open your web browser and type
in the AppLauncher Mashup URL saved from the prior section. Select the Maintenance report button from the homepage.

(7171 I
ullllu
SOL Server ThingWorx Foundation Maintenance Reports
« Marms and Events Database Server

« Centralized Database

Alarms and Events

The PlantPAx Alarms and Events ThingWorx Reports are designed to provide users with insights into the health of their PlantPAx alarm system.
These reports are built within ThingWorx and function out of the box simply by connecting to your existing Alarms and Events Database within the
system's SQL Server. These reports are expected to be added to an existing ThingWorx deployment. Functionality includes an alarm overview
dashboard, an alarm KPI dashboard and an extensive set of reports. Users can access these reports within the DCS environment either from an
internet browser or embedded in FactoryTalk® View SE displays. These reports are intended to help End Users comply with the alarm management
lifecycle that is documented in the ANSI/ISA-18.2-2016 standard and similar guidelines and recommendations.

Report Type Details

Total Alarm Count

Alarm Count by State

Alarm Overview Alarm Count by Priority
Alarm Count by Area

Alarm Count by Class
Fleeting Alarm Count
Chattering Alarm Count
Average Alarm Rate /10 Min
Average Alarm Rate / Hour
Average Alarm Rate / Day
% 10-minutes periods containing more than 10 alarms
Time in Flood

Top 10 Bad Actors%

Alarm KPls
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Report Type

Details

Most Frequent Alarms

Top Alarms by Duration

Top Alarms by Disabled Duration

Top Alarms by Shelved Duration

Top Alarms by Suppressed Duration

Top Alarms by Time to Acknowledge

Top Alarms by Frequency

Top Alarms by Shelved Frequency

Top Alarms by Disabled Frequency

Top Alarms by Suppressed Frequency

Alarm Reports

Alarms by Class

Mlarms by Duration

Alarms by Priority

Alarms by Severity

Alarms by Disabled

Alarms by Shelved

Alarms by Stale

AMlarms by Suppressed

Alarm Investigations

Top Alarms by Duration

Top Alarms by Disabled Duration

Top Alarms by Shelved Duration

Top Alarms by Suppressed Duration

Top Alarms by Time to Acknowledge

Top Alarms by Frequency

Top Alarms by Shelved Frequency

Top Alarms by Disabled Frequency

Top Alarms by Suppressed Frequency

Alarm Report Navigation

The Alarm Overview is the home page for the dashboards. To populate the initial dashboard, select the entries that you want, in this order:

1. Select the area
2. Select the group
3. Select the period

Use previous and next buttons to see previous or next reports of the selected period. The report shows data with a maximum of one month.
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Alarm KPI

To populate the Alarms KPI dashboard, select the entries that you want, in this order:
1. Select the area
2. Select the group
3. Select the period

Use previous and next buttons to see previous or next reports of the selected period. The report shows data with a maximum time period of one
month.

@m = PlasePAs ThingWers Maintenance Repors A £
A Sremrviar. |
A P e " . <t Awa A Gsags
T ] Caraing A€o ] et 5 ks PG e o 1 |
Al Rrporte
Pyl 27.00 36856.00 64,54 64.54
At it et
Vo D = 2 2
= B NI TN 11T R =L LA
Avarage Alurma Rate / Day || Avarage Alaims Rata | He [ Aresage Alarres Rite /16 Min Top 19 Bl Acters %
7680.77 318.20 10.06 81.92

i -

Most Frequent Alarms

To populate the Most Frequent Alarms dashboard, select the entries that you want, in this order:
1. Select the area
2. Select the group
3. Select the number of entries that you want to populate (1...25)
4, Select the period

Use previous and next buttons to see previous or next reports of the selected period. The report shows data with a maximum of one month.

am : PlantPax ThingWors Maintenance Reports
Mo i
e
ety Dursion Frequanty |
Seiect et f B Dinabied Dusstion Divabind Frmmpaemty
Shabred Durstion
i gt Seppeasmed Cwndon Shabred fragurrey
Bt gt ot Tima b2 Acknowiedge Suppeossed Freoquency
Top Alarms By Duration Top Alarms By Frequency
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Alarm Reports

To populate the Alarm Reports dashboard, select the entries that you want, in this order:
1. Select the area
2. Select the group
3. Select a report from the available drop-down list
4. Select the period

Use previous and next buttons to see previous or next reports of the selected period. The report shows data with a maximum of one month.

@ . PlantPAs ThingWors Maintenance Reports

Alarm Investigations

To populate the Alarm Reports dashboard, select the entries that you want, in this order:
1. Select the area
2. Select the group
3. Select a report from the available drop-down list
4. Designate the number of entries that you want in the table
5. Select the period

em_ PrantPAx ThingWors Maintenance Reporis
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Process Objects and System

The PlantPAx ThingWorx Process Objects and System Reports are built for ThingWorx and function by connecting to the PlantPAx Centralized
Database. See “PlantPAx Centralized Database” section for more information. These reports are meant to be used by maintenance personnel to
maintain their process plant operations. The reports utilize FactoryTalk AssetCentre, FactoryTalk Alarms and Events and FactoryTalk Historian for
data collection. Asset Framework processes the Historian data while generating Event Frames from Process Events.

Report Description
Shows information regarding each control module that is found throughout the plant. The data for these reports is logged at the end of every
hour. Each control module reporting consists of three reports, which start with a Monthly report and drill down into day and shift reports.
. « A Monthly Report which shows the data for every day in the month.
Process Object Reports

« A Daily Report that shows the data for every shift in a selected day. Starting from the start of the days first shift and ending with the final
shift.

« Shift Report that shows the hourly data that is logged for a selected shift.

Traceability Reports

Shows information relating to accountability and events.

System Reports

Shows diagnostic information of the current state of the reporting system.

Process Object Report Navigation

To populate the Process Object Reports dashboard, select the entries that you want, in this order:
1. Object Report that you want to view
2. Select the Report Time Period, Month/Day/Shift
3. Select the Month Day or Shift
4. Select the Tag that you want to view
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P
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Traceability Report Navigation

To populate the Traceability Reports dashboard, select the entries that you want, in this order:
1. Select Traceability Report that you want to view
2. Select the Various options to filter the report based on your point of interest

@ ot PrantPax Thingiiors Maintsnance Reports

Ao Tracesbisty Reports Syvtem Reports.

System Report Navigation

To populate the Alarm Reports dashboard, select the entries that you want, in this order:
1. Select System Report that you want to view
2. Apply Filters to the data

© R PlantPAx ThingWors Maiterance Fieporis
Aoaeres and Eveots Rageorts Process bject Repsrn Tracessiiny Rupors Systeen Rapons
e -~ | - |
e - —
Top Logyer Brimied epert o .
]
LR gt gt
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Chapter 7

Control Strategy Health Dashboards

PlantPAx® Control Strategy Health Dashboards are an enterprise-level dynamic ThingWorx® display option for a PlantPAx 5.0 system.

About

The Health Dashboards consist of a series of cards that show Control Strategy process object key values and will highlight any errors with live data
in real time. The Health Dashboards automatically float the most important cards, such as ControlStrategies with activealarms, to the attention of
the user for quick investigation.

Live Data j@; I (1] I
—> —>
—@’—J o Ll
Process Controllers PASS Server ThingWorx Server Process Object
FactoryTalk Linx Gateway OPC Aggregator Health Dashboards
(OPC UA Server) (OPC UA Client)

Installation

OPC server and OPC client software are required to provide controller live data to the ThingWorx server. The FactoryTalk® Linx Gateway software is
used for OPC UA server functionality and PTC® OPC Aggregator software is used for OPC UA client functionality. This section provides the installation
and configuration steps to set up the PlantPAx Control Strateqgy Health Dashboards with a ThingWorx server.

FactoryTalk Linx Gateway

FactoryTalk Linx Gateway software is typically installed on the Process Automation System Server (PASS) that is running FactoryTalk Linx software
as a data server. Use the following steps to configure FactoryTalk Linx Gateway as an OPC UA server.

1. On the computer designated for FactoryTalk Linx Gateway, verify that the software is installed and licensed.
2. Use the Windows® start menu to launch the FactoryTalk Linx Gateway Configuration.
3. Create an OPC UA server using the parameters from the following table.

From Location Action

Select the FactoryTalk Directory Scope. The select button allows you to choose a network or local FactoryTalk directory and the project scope
you want to source data from. (Example: RNA://SGlobal/PlantPAx)

Server Configuration Verify the current activation type to achieve gateway functionality.

Verify that UA Server contains a Service Name and is registered with Discovery Service. (Example: OPC_UA_Server_Plant_A)

The DA Server is optional and can be inhibited if not required for other clients.

Add the endpoint properties.

« Name: (Example: FactoryTalkLinxGateway1)

« Port: (Example: 4990)

UA Server Endpoints « URL: (Example: opc.tcp:/#/PASS-C01:4990/FactoryTalkLinxGateway1)

« Security: (Example: None)

- Authentication Settings: (Example: Anonymous, Enable read access to CIA message, Enable write access to CIA message)
« Diagnostic Logging: optional
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From Location Action
Use Certificate Management to view FactoryTalk Linx Gateway OPC UA server certificate information.

FactoryTalk Linx Gateway creates a default, self-signed security certificate during installation. The security certificate is stored at

Certificate Management C:\ProgramData\Rockwell\FTLinxGateway\PKI\own\cert_ftgw_opcua_server.der on the host computer.

A custom security certificate can also be created.

Configure the incoming and outgoing certificate as desired.

Example of a FactoryTalk Linx Gateway Server Configuration

Factory Talk L Gatewiry Configueation - Network' PlastPia - o %

Server Configuration

Select
UA Server Endpolmts

Advanced Settings

02

o Certificate Management UA Server

FactoryTalk
[-] Diagnostic Log

oK Cancel Help

Example of a FactoryTalk Linx Gateway UA Server Endpoints Configuration

FactoryTalk Linx Gateway Configueation - Network\PlantPilx o b

File el

= Server Configuration UA Server Endpoints

URL Secuity Pokcy Secunity Made
4 UA Server Endpoints
nfigure OF opetcpu/PASS... Bakc2%6 Sign & Encrypt

Advanced Settings
03 !
— Certificate Management

FactoryTalk
Disgnesitic Log

oK Carcel

4. Add Windows Defender Firewall incoming rules to allow the TCP port designated for the UA Server Endpoints on the FactoryTalk Linx
Gateway computer and the ThingWorx server.

Import Dashbhoard Templates

The Process Library contains ThingWorx Foundation templates for Control Strategy Health Dashboards. The Dashboard Templates are system-
defined remote templates of type “RemoteThing". The RemoteThing type is used when creating “Things” that support OPC data sources. The project
templates are provided in compressed binary format (.twx) files to import into ThingWorx. Use the following steps to import the dashboards into the
ThingWorx server.

1. Using the ThingWorx Composer™ webpage, select the up/down arrow button on the left menu and select Import.

2. Change the import option to “File”.

3. Select the "browse” button and navigate the Process Library > Templates > PTC Content > 3. ControlStrategyHealthDashboards
4. Select “ControlStrategyHealthDashboards.twx” and keep default import options.
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5. Select Import. This operation may take several minutes to complete.

Application Key

Application keys are security tokens encrypted in the ThingWorx database that can be used to log in to the ThingWorx application instead of using
standard credentials. The key included with the health dashboards template is used to authenticate the connection to the OPC UA client. Follow the
steps below to obtain the Key ID.

1. Using ThingWorx Composer webpage, select the browse button on the left menu.
2. Select Application Keys under Security Category and select RA.PAx.HealthDashboards.0PCAggregator_AK application key.
3. Scroll down the RA.PAx.HealthDashboards.0PCAggregator_AK tab and locate the Key ID.

x4

8= RAPAx HealthDashboss - e

ion Key:RA PAx, HealthD OPCA - AK - ® cancel QR

4. Record the Key ID for use in OPC Aggregator.

OPC Aggregator

PTC ThingWorx Foundation provides OPC Aggregator software to provide OPC UA client functionality. The OPC Aggregator polls select controller tags
(control strategies) and connects the live data to the ThingWorx server for Control Strategy Health Dashboards.

Download OPC Aggregator software from the PTC software portal and install on the ThingWorx server.
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ThingWorx Connection

The first step using the OPC Aggregator is to create a connection to your ThingWorx server. Follow the steps below to create the connection using
your Key ID from the previous section.

1. Use the Windows start menu to launch OPC Aggregator 1Configuration, then double-click on “Project” in the left window.

2. Inthe property editor, select “ThingWorx" and change the Server Interface enable from “No” to “Yes", then modify the parameters as
recommended in the following table.

ThingWorx Action
Server Interface Yes

« Host: ThingWorx server IP address

- Port: 8080 (or desired setting)

« Application Key: copied Key ID from prior section.
Connection Settings « Trust self-signed certificates: Yes (or desired setting)
« Trust all Certificates: Yes (or desired setting)

- Disable Encryption: Yes (or desired setting)

« Max Thing Count: 10000

Platform Thing name: RA.PAx.HealthDashboards.OPCAggregator_AK
« Enable: Yes
Logging « Level: Warning

« Verbose: Yes

Example of a ThingWorx Server Connection Configuration

0 & | = ]

(80 Project ==
[8) Connectivity & Property Editoe w
5 &% Channell r
{0} Duta Type Eamples Propedy Groups Server Interlace =
o ot Bl B Enabie Yes
53 Smuston bamles e —
i m_v = Host 152168.1.112

Pot

B0

Resource Thingwore WS

Ppphcation Key

Trust sedl-sgred cetficales Yes

Trus o Contficates Yea

Disabie Encrypton Yes

Max Thing Court 10000

Platicem

Thing name RA Pax Heath Dashboards OPCAggregator_AK

Data Rates

Publish Roor ms) 1000

Logaging

Enabie Yea

Level Waming N
Date Time Source

Defats oK Cancel Help

If the event log displays connection errors, See Troubleshooting on page 137.
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Once the connection to the ThingWorx server is established, the next connection to establish is to the OPC UA server (FactoryTalk Linx Gateway).
Follow the steps below to set up an OPC UA client (OPC Aggregator) to OPC UA server connection.

1. From the OPC Aggregator, Select “Connectivity” in the left window. Right-click and select "New Channel" to launch the add channel wizard.
2. Create an OPC UA Client channel using the parameters from the following table.

Add Channel Wizard

Action

Select the type of channel to be created

OPC UA Client

Specify the identity of this object

Enter a name to identify the connection to your FactoryTalk Linx Gateway OPC UA server.
Name: user defined
(Examples: FTLGW, FactoryTalkLinxGateway, PlantA)

Choose how write data is passed to the underlying communications driver when
more than one write exists in the write queue

Optimization Method: Write Only Latest Value for All Tags (default)
Duty Cycle: 10 (default)

Specify the unique URL destination of the OPC UA endpoint.

Endpoaint URL: opc.tcp:/hostname:portnumber/endpointname
Security policy: user defined (Example: none)
Message mode: user defined (Example: none)

Enter the URL created in the FactoryTalk Linx Gateway configuration.
(Example: opc.tcp://PASS-C01:4990/FactoryTalkLinxGateway1)

Maximum amount of time the channel should wait to successfully connect after
making a connect call, and the maximum amount of time a session remains open
without activity

Connection Timeout (s): 30 (default)
Idle Session Timeout (min): 20 (default)

Authentication

Enter a valid account name and password to use when connecting to OPC UA endpoints that
require authentication.

Username: user defined (Example: none)

Passwaord: user defined (Example: none)

Example of an OPC UA Server Connection Configuration

>
>
D& d | &M Flo kB x|E
8 Project e @ Property Editor - FTLGW x f
- {8} Connectivity . )
i 4 Channell Property Groups = Endpoint
4 {} Data Type Examples General Endpornt URL opc tep//PASSL01:4990 Factory Tak LindGateway 1
- FTLGW Wrie Optimizations Securtty Policy None
45§ Simulation Examples Adearoad Message Mode Hone
e Al T —
UA Session
Authertication
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Controller Connection

Once the OPC UA client to OPC UA server connection is established, you can set up device connections to your process controllers. Use the following

steps to set up a device connection to your process controller. This example configures one controller connection; however the steps can be

repeated to add multiple controllers within a PlantPAx system.

1. The new OPC UA Client channel provides a link to “Click to add a device.” in the left window. Select this link to launch the add device wizard.

2. Create a device connection to your process controller using the parameters from the following table.

Add Device Wizard

Action

General - Specify the identity of this object

Enter a name of one of your Process Controllers or its FactoryTalk shortcut name.

Name: user defined
(Example: PAX)

Scan Mode - Specify the method for determining how often tags in the device are scanned.

Scan Mode: Respect Client-Specified Scan Rate (default)
Initial Updates from Cache: Disable (default)

Subscription - Specify the rate at which tags are updated by the driver

Specify the maximum number of natifications the OPC UA server sends to the driver in a single
published response

Select the subscription method and whether device tags are registered

Publishing Interval (ms): 1000 (default)

Max. Notifications per Publish: 0 (default)

Update Mode: Exception (default)

Registered Read/Write: (only available with Update Mode: Poll)

Connection - Specify how many times that the publishing interval can expire without the OPC
UA Client Driver sending data updates or keep-alive messages before the server deletes the
subscription

Lifetime Count: 60 (default)
Keep-Alive Count: 5 (default)

Communication Parameters - Specify the maximum number of items in each read call to the
server for subscriptions in Polled Update Mode

Specify the maximum number of items in each write call to the server

Specify the time allowed for each read call

Specify the time allowed for each write call

Choose whether an explicit read occurs after a write

Specify the time that the driver waits for the initial update

Max. ltems per Read: 512 (default)

Max Items per Write: 512 (default)

Read Timeout: 1000 (default)

Write Timeout: 1000 (default)

Read after Write: Enabled (default)

Initial Update Timeout (ms): 5000 (default)

Monitored Items - Specify the maximum rate at which monitored items are updated
Specify the number of data updates that the OPC UA server queues for the subscription
Indicate if the older notification in the queue should be discarded and not sent to the driver

Sample Interval (ms): 500 (default)
Queue Size: 1(default)
Discard Oldest: Enable (default)

Select the type of deadband filter to be applied to data changes

Deadband Type: None (default)

Tag Generation - Select tags from the remote OPC UA Server to auto-generate tags for this
device

Select Import Items:
Test the ability to browse for controller tags. After confirming the browse
functionality, close the browser and use the next section to set up your tags.

Redundancy

Optional

Example of a Device Connection Configuration

=
-
D2 @POEQGAR| 9 & @ x| &
(@ Project @ Property Editor - FTLGW.PAX *
= -[8) Connectivity :
4% Channell Propery Groups = Tag Generation
© 44 Data Type Examples General Selectimpothems S
- FTLGW s Node
£ fﬂ PAX Subscription
9 408 Simul P G Parameters
B Aliases Connection

Monitored Rems
Tag Generation
Redundancy

18
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Tag Generation

After the process controller connection is established, use the following steps for tag generation. Tag generation adds items, which are specific tags
(control strategies) that the OPC UA client will put on scan. These tags will be used by the Control Strategy Health Dashboards.

1. Right-click your device and select properties to launch the Property Editor. Select the Tag Generation category and select the link to “Select
import items”, which launches the tag browser.

2. Using the tag browser, expand your OPC UA server > OPC UA service name > Area > Shortcut > Online folder. The ability to browse online is
an indication that the OPU UA server/client communications are good.

Select ltems to Import X

Browsing Import tems

[Jimport as Default Data Type
{23 opctop://PASSL01:49%0/ Factory TalkLir A
+-(] Server
-9 OPC_UA_Server_PlantPAx
=y PlantPAx_Data_Area
=55 PAX
+-{] Diagnostic tems
S SEm
+-47] Band
+-¢7 D4SD100_Sts_St0 Add branches >>
+-¢_) FirstScan
+-¢7 LIB_LT103_inflow
+-47] LIC103_Val_CVOut
+-¢7) OCmd_Reset
-3 P801A_lnp_Runningl
+-¢7 P801A_lnp_Runningl
+-€7 P80MA_lnp_Runningl
+-¢7) P801A_lnp_SpeedFdt
1€ PBO1A_lnp_SpeedFdl
+-47) PB01A_lnp_SpeedFdt v
< >

e =

3. Use the browser to select objects for control strategies that you want to monitor on Control Strategy Health Dashboards. The process object
and companion object are required to give full context. Hold CTRL to select multiple objects.

The following example contains a process motor (PMTR) object that is named MTT101, the motor permissive object named MT1101_1Perm
and the motor statistics object named MT1101_Runtime. These objects comprise the single-speed process mator control strategy routine
that is included in the process library.

[ e e
Laal s | [ gt i £

£ ) MITN ek 8
¥ MT11_lnik_8 g inidh 000
13 b_0 g b0

e bnarchet )

i () MTT1I_fth_BarkSte
) T Ll et
£ METN Pk

]
o () S PHTR_BIT 1N -
L *

4. Select your objects and select “Add Branches” to add these items to the OPC UA client.

5. Select Apply, 0K, then close out the Items to import menu. The object tags are now available in the OPC Aggregator to be tied to the
ThingWorx Control Strategy Things.
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Thing Generation File

PlantPAx Control Strategy Health Dashboards “things” are created on the ThingWorx server from CSV file imports.

There are two methods available to create the CSV file for Dashboard things.
« ACM to generate the template file “PlantPAx_HealthDashboards.csv”
«»  Modify the Process Library CSV template file “ControlStrategyHealthDashboards.csv”

Application Code Manager (Option 1)

ACM software is the preferred method for developing PlantPAx applications and generating application content. If the controller application was
created with ACM, use this method.

1. Open the ACM project.
2. Inthe Classic View window, right-click on the controller and select “Generate Documentation”.
3. Select the option for “PlantPAx_HealthDashboards_Template.csv”

v 01 - Controller
fleslicw e ChassishName Local
~ Controllers Slat 2
[l Basic CLX Size 17
[l Basic CMPT SoftwareRevision 35
[ CLX ProcessorType 1756-L85EP
[ CMPT PlartP Ax TaskingModel_Enabled True
B HMI
|| Generate Controller /C5_LOPC_5_10_xx/DATA:
Generate Documentation  » ‘ C\Users\Public\Decuments\Studic 50004\ Templates\Application Code Manager',(RA-TPL) ACM 2.000TWx ...
Update from ACD/LSX FTIS_AssetFramework_CentralizedDatabase - Template.xml| 0
Detach from ACD/LSX FTIS_PAX_MetaDatalocalization - Templatebt
| FTI5_PlantPAx_HealthDashboards_Template.csv 2
Merge Controller = 1.

Process Library Template (Option 2)

This method is intended for controller applications that have been developed without ACM. A sample CSV has been started and distributed with the
Process Library. This sample CSV contains the format that is required for ThingWorx to import and demonstrates basic examples of dashboard
objects.

1. Navigate the Process Library > Templates > PTC Content > 3. ControlStrategyHealthDashboards
2. Copy the “ControlStrategyHealthDashboards.csv” file to another location on your computer and open with a CSV editor.
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3. Modify this CSV file as it pertains to your PlantPAx system devices.

The following table describes the CSV file format for each column and its usage.

Column

Description

Line Number

Line number of each dashboard thing

Industrial Connection

Health dashboards application key that is used for ThingWorx to OPA Aggregator connection
(Example: RA.Pax.HealthDashboards.0PCAggregator_AK)

Thing Template

Thing Templates for each process object type imported from the ControlStrategyHealthDashboards template

« RA.Pax.DCSLiveData.CS_PAI_TT = Thing Template for Process Analog Input

« RA.Pax.DCSLiveData.CS_PAQ_TT = Thing Template for Process Analog Output
« RA.Pax.DCSLiveData.CS_PDOSE_TT = Thing Template for Process Dose

« RA.Pax.DCSLiveData.CS_PMTR_TT = Thing Template for Process Motor

« RA.Pax.DCSLiveData.CS_PPID_TT = Thing Template for Process PID

+ RA.Pax.DCSLiveData.CS_PVLV_TT = Thing Template for Process Valve

Channel Name

Name given to the OPC UA channel created in OPC Aggregator configuration

Device more than one?

Device under the channel. True or False in OPC Aggregator configuration

Name Name of the device created in OPC Aggregator configuration
Gateway Service Gateway service that is configured in OPC Aggregator configuration More than one? True or False
Name UA Server service name assigned in FactoryTalk Linx Gateway configuration

Path to Data Server more than one?

FactoryTalk Linx Data Server Area. True or False

« True = If your FactoryTalk system contains one or more FactoryTalk Linx Data Server within one or more separate Areas.
» False = If your FactoryTalk system contains one FactoryTalk Linx Data Server in the project root and not within an Area folder.

Name

Name of the Area containing the FactoryTalk Linx Data Server. (Example: PlantPAx_Data_Area)

Shortcut Name

Device shortcut name configured in the FactoryTalk Linx Communication Setup

Program Scope

Whether the control strategy process objects for the dashboard exist in the controller scope or program scope of the Logix
controller.

Name If program scope, specify the name of the program containing the process object. (Example: Program.eTK101_Example)
Instrument Name Controller tag name of the process object to be used on the dashboard
EU Engineering unit symbol displayed on the dashboard

Create Dashboard Things

When the CSV file containing the things you want to use on health dashboards is completed, you can import the CSV file into ThingWorx.

IMPORTANT  Before importing new dashboards things into ThingWorx, ensure that the
OPC Aggregator has all Tags Generated for the objects in the CSV file. If nat,
the dashboards will not link up with the correct tags in the controller.

See Troubleshooting on page 137 if dashboards are not updating with live

data.
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1. Open a web browser and access the App Launcher page with the three boxes (Database Setup, Maintenance Reports, and Control Strategy
Health Dashboards).

| »4 Browse x (@ RAPAcPAdpplauncherfpp M X | 4 ¥ o o X
&« C @ localhostB0B0, Thingwony/Runtime/index.htmi?mashup=RAPAX PAxAppLauncher App_MUBtforceClosestruef_enabl.. = # [0 &
| Show/Hide Log Show/Hide Debug Info & Reload Default w| | Fullsereen ]
Database Set Maint: Report Control Strategy Health
abase up intenance Repo: Dashboards

2. Select the box for Control Strategy Health Dashboards
3. On the page for PlantPAx Control Strategy Health Dashboards, select Configuration > Create Things on the bottom-left menu.

»4 Browse X (@ Process Object and Hesith Dash: X | =
« C @ localhostB0B0/Thingwony/Runtime/indexhtmi?mashup=RA.PAx PAxAppLauncher App_MUiforceClose=truedt_ena.. 12 ¢ [ &
Show/Hide Log Show/Hide Debug Info & Reload | Detault ~|  |Fullscreen |
<
@ m PlantPAx Control Strategy Health Dashboards
Home

Process Analog Inputs
Process Analog Outputs

4. Access the middle window, labeled “Create Things by Tag (Instrument)". To choose your CSV file, use the “Batch Thing Creation” form and

" w
select “Upload”.

»4 Browse X (@ Process Object and Health Dash: X = e - E & ‘
< C @ localhost:8080/ Thingwony/R findexhtmi?mashup=RA.PAx PAxAppLauncher. App_MUBforceClose=trueft_ena.. & % [ &
Show/Hide Log Show/Hide Debug Info & Reload | | Default | | [Fulisereen v

Rockwell & PlantPAx Control Strategy Health Dashboards

Automation

Create Things by Tag (Instrument) = | List of Things by Template
" RA.PAx.DCSLiveData.CS_PAI_TT
Batch Thing Creation
Process Analog Inputs avatsr | descri. | home.. |isSyst. |name |tags
File Repositary: Path on Repotitony:
p A 0 Outputs RAPAX MeathDashrbo v |

e et e crosarie | como oo x (NN

Process Doses C HealthD Test.csv

Process PIDs

Process Motors

Process Valves

Configuration One by One Thing Creation

Instrument Name
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5. After the upload success message appears, select the button to “Create Things”.

Batch Thing Creation

File Repository: Path on Repository:

RA.PAx.HealthDashbo: v | | |
Choose File Control..rdsTest" X Upload

ControlStrategyHealthDashboardsTest.csv

Create Things

6. The “List of Things by Template” will be displayed in the right window. Verify that each of the templates have things created from your CSV
file. Use the ellipse button at the upper right to view more thing templates.

List of Things by Template
RA.PAx.DCSLiveData.CS_PAI_TT RA.PAx.DCSLiveData.CS_PAO_TT RA,PAx.DCSLiveData.CS_PVSD_TT

Sis_fim | St M. [report |Sm 6 Vel S VelM

Health Dashboard Navigation

Select the various Process Object categories on the left menu to test your dashboards.

The statistics shown on several dashboards (such as running hours) are calculated in the reporting layer, thus the statics instructions are not
required within the controller application for this functionality.

The following example displays Control Strategy Health Dashboards for a Level Sensors LT1101 and LTT102. The Level Sensors are controlled by
Process Analog Input (PAI) instructions in the process controller. LT1101_Remote_Thing and LT1102_Remote_Thing were created using the CSV
import. A simulated channel fault was generated on LT1102. Notice that LT1102 has floated to the first card to bring attention to a fault.

See Troubleshooting on page 137 if dashboards are not updating with expected data.

— X ) Process Otyect snd Meath Daer: X | o g x
& C @ ki « O&
e Log Show/Hade Deb - hd
@ Rockwell & PlantPAx Control Strategy Health Dashboards
S!J'\:hl—
o~ d
Process Analog Inputs
Process Anslog Outputs LT1102 LT1101
Process Variable Speed Drives
Process Doses
Process PIDs 5
Process Motors.
Process Valves
Configuration
'.\":.|'.-_\
B o

Health Dashboard Customization

The PlantPAx Control Strategy Health Dashboard Templates provide users a starting point with process object cards. The base cards display
variables believed to be import for most process users. To display different variables, users can customize the card mashups using the ThingWorx
Composer via a web browser. The following section shows where the PlantPAx project components can be accessed and modified.

1. Select the browse folder on the left and select “Mashups”.
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2. Select the RA.Pax.HealthDashboards.ObjectBase_MU for the abject of choice.

C @ localhost:B080/Thingworx/Composer/#/modeler/browse/Mashug

Browse B Browse < @ RAPAx HealthDashboard,

Y Fater Browse | Mashups Q y

Al - ® View | /Edl @ Dupicale i Delele
~ Modelin
g B | Actions Name Description

o i O OF

o Promcts = —
O @oa I RA PAx HealthDashboards PVLVBase_MU PVLV Base
O Things
® O oa I RA PAx HealthDashboards PAIEase_MU PAl Base
e ) Thing Templates
ﬁ W Thing Shapes ] D é LA PAX HealthDashboards. FVSDBase_MU FVSD Base
%® Thing Groups O @a I RA PR HealthDashboards Remote ThingCreation_MU Remate Thing Creation
-] 111 0ata Shapes ()] a il RA PAx HealthDashboards PAOBase_MU PAO Base
£ Networks -
Q [m] a il RA PAx HealthDashboards DosingsOverview_MU Dosings Oveview
P Model Tags |
7 i | 0 @a I FLA PAx HealthDashboards PDOSEBase_MU FDOSE Base
) Industrial Connections i
(3 Integration Connectors | o D a I RA PAx HealthDashboards. ValvesOverview_MU Valves Overview
Notifications O @oa [ RA PAx HealthDashboards ControlerBase_MU Controlier Base
[} Schedulers ] & il RA PAx HealthDashboards MotorsOverview_MU Motors Overview
@ Timers = -
O oa I RA PAx HealthDashboards. PIDPopUplinformation_MU PID PopUp Information
~ Wisualization O @a I RA PAx HealthDashboards ControliersOverview_MU Controliers Ovenview
. Mashups =
= O @a B A PAX HealthDashboards. PAIOverview_MU PAI Overview
T Masters
0O oa i RA PAx HealthDashboards. ControlerPopUpinformation MU Controller PopUp Information
[0 Mashup Templates
@ cacgets I | @ il RA PAx HealthDashboards PIDBase_MU PID Base
& pashboards O @a I RA PAx HealthDashboards PMTRBase_MU PMTR Base
= Menus = O @a I RA PAx HealthDashboards PAOOverview_MU PAO Overview
thingworx 0O @a I RA PAx HealthDashboards DrivesOverview_MU Drives Overview

C @ locamostB080/Thingwory Composer/#/n

i RA PAX HoalthDashboar...

©

Open Projects

T e Mashup:RA PAx HealthDashboards.PvLvBase_MU 0 (il o~ R Wore

OMobde Semngs @ Permassions  (DChange Mstory A, View Relbonships

Control StrategyHealthDash... D Genaral informason ([ Deaign

i Mashups Wedgets Layout Explors -~ & e XODH =0 O |1-||. 5|v Werkspace | Cusiom v =l

Categery | Stancand (4 v Valve Name
T

iy Bar Chart

i

[ B Cran
Biog Valve Status

My Brsascrumb

=

8- Bubbie Chart

& 8 > 080N

{ my Buten

=

Curment Opened Cument Closed
Properties  Style Properies Seconds Seconds

™
i+
*

Leading... i Leading

T " plesisber38
T Tree plcstabes

Bindings  Feminders (%) Visbdation
T- DisplayName C) | MoaseLabes

& vasrup T Labeest
T Descrpbion /
# ToCosedHours 3 | T| ModuleLatel I

T- CustomClass

T- DisclosureC Use Show more_ g

thingworx

# Heght c)la —

4. Save the Mashup and refresh your browser window with the open dashboard.
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Vuforia Experiences

PTC® Vuforia® Studio is a comprehensive, scalable enterprise augmented reality (AR) platform. AR experiences are published to an Experience
Service, which allows you to access them on mabile phones, tablets, or eyewear devices through the Vuforia View application. Vuforia experiences
enable operators to see certain insights while on the plant floor. Vuforia AR can be useful, when maintenance personnel are not within proximity to
an HMI terminal but require real-time asset information, along with installation, operation, and maintenance instructions.

About

RS Live Data (:)j@ I { 71417 I
| B e—— —
1 _a e J |r|ll|u
Sil8 g © g
Pracess Controllers PASS Server ThingWorx Server Vuforia Server
FactoryTalk Linx Gateway OPC Aggregator Experience Service

(OPC UA Server) (OPC UA Client)

PlantPAx® offers Vuforia Control Strategy Experiences built upon the ThingWorx® Thing Templates. These experiences provide PlantPAx 2D Overlay
buttons that provide HMI faceplate-like navigation with corresponding status values on the other side. The generic graphical models that are
provided in the templates can be replaced with actual 3D models representing your field devices. The following capture is an example of the
process motor PMTR template as it would look on a tablet.

Item |Description
1 [Navigation Panel
2 |Popup Panel

Installation

Vuforia Experiences requires the following software components.
»  Vuforia Studio
« Vuforia Experience Service
«  Vuforia View App from Apple, Google, or Microsoft®

This section covers the installation and configuration to set up the PlantPAx Vuforia Experiences with a ThingWorx server.
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Vuforia Studio

Vuforia Studio - A web-native, easy-to-use tool for authoring domain and task-specific experiences that provide an integrated view of digital and
physical product data, dashboards, and alerts with 20, 3D, and augmented reality.

Vuforia Studio installation uses an online installer, which is available from the PTC software portal. Following a successful installation, a one-time
application reference prompts you to “Open” Vuforia Studio.

[E] vitoria Studio - *

= TheVuforia Studio application reference shortcut can be found in the C:\Users\User\AppData\Roaming\Microsoft\Windows\Start

\.t/  Menu\Programs\PTC Inc\ directory. Copy this shortcut to the Windows® startup folder to launch the application after Windows starts.

Vuforia Experience Service

Vuforia Experience Service is an enterprise-class, secure, and scalable server that publishes, updates, and deletes experience content that is
generated through Vuforia Studio. It also identifies and delivers Experience content that is requested through Vuforia View.

ThingWorx Foundation must be installed and established before installing the Vuforia Experience Service. Use the following table as a guide for the
Experience Service installation wizard.

From Location Action

Setup - Experience Service

Welcome Welcome to the Experience Service Setup Wizard.

License Agreement. Read and select | accept the Agreement.

Specify the directory where the Experience Service is installed.

Installation Directory Installation Directory: C:\ptc\studio-es (default

Port: 2019 (default)

Experience Service Configuration Database Type: PostgreSOL

Configure PostgreSQL connection
Database Hostname: localhost
Database Port: 5432

Database Configuration Database Name: thingworx
Database Username: twadmin
Database Password; *****x
[ PostgreSQL Server requires TLS

Use HTTPS (TLS) (default)

TLS Configuration Use HTTP (no TLS)
Project Store: C:\ptc\studio-es\project (default)
Data Stores Representations Store: C:\ptc\studio-es\reps (default)
Upgrade Store: C:\ptc\studio-es\upgrade (default)
Model Target Generation [1 Enable server-side model target generation

The Experience Service needs the 'defaultDomainName' property to be configured to start successfully
Default Domain Name: computername.local (example)

[ Basic Authentication
[] Single Sign-0n (OpenlD Connect)

Default Domain Name

Authentication
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From Location Action

ThingWorx Server Url: http://localhost:8080/Thingworx (example)
Configure Public Access to ThingWorx Server

ThingWorx Server Administrator Credentials for ThingWorx Server

Username: Administrator

Password skokokskokkkkk

Ready to Install Setup is now ready to begin installing Experience Service on your computer. Restart after completed.

ThingWorx Foundation and Vuforia Experience Services can be installed on separate servers and have separate PostgreSQL servers to improve
performance. This document covers a single-server installation. The following capture is an example of a successful connection of Vuforia
Experience Services. If the Vuforia Experience Service errors and closes, See Troubleshooting on page 137. Otherwise, minimize this window (do not
close the window) when the server is listening.

& rpm - EE -

The Experience Service start.bat can be found in the C:\ptc\studio-es\bin\ directory. Create a shortcut and paste it to the Windows
startup folder to launch and minimize the service after Windows starts.

)
F ]

4

Generic Templates

The Process Library provides several Vuforia generic templates for comman process objects to provide users a starting point for designing their
own custom experiences. Use the following steps to get started with the Vuforia generic templates.

Import Generic Template

The first step is to import a Vuforia generic template that corresponds to your device. (Example: PAI, PAQ, PDO, PDOSE, PMTR, PPID, PVLV, or PVSD)

1. Launch Vuforia Studio and select “Open".
2. Vuforia Studio opens a page in the default web browser. Select the ellipse on the upper right of the page.

[ Horne - Vitoria Studio x +
C @ localhost3000/home @ % 0@ :

£ My Projects

Welcome to Vuforia® Studio™

Vuforia Studio, a PTC technology, is a quick and easy way to create ’ :
Gamrled today by completing the different

3. Select the “Import Project” button and navigate to the Process Library > Templates > PTC Content > 4. Vuforia Experiences > Vuforia Generic
Templates and select a template.
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4. Change the “Project Name” to something that identifies your equipment, device, or object and select “Import”. This example uses process
motor PMTR template.

Import Project

(RA-LIB) Te... v5.00-00.zip

MT1101_PMTR

Welcome to Vuforia® Studio™

Vuforia Studio, a PTC technology, is a quick and easy way to create
augmented reality Experiences. Get started today by completing the different
Studio Sample projects below!

] Recent v

MT1101_PMTR Studio Sample - Quadcopter

Bind External Data

The Vuforia Studio data panel will allow you to bind external data for live-data use in the Vuforia experience. We will use the Control Strategy Health
Dashboards process object Things, of type RemoteThings, from ThingWorx Foundation to this project. Follow the steps below to bind your project.

using the button in the upper right of the project.

|u

1. With the project opened, select to “Open the Data Pane

. " iEwW . DAL
| ~ CONFIGURATION ~ TARGETS D Ferame (@ Driee | > APPLICATION PARAMETERS |
Themes @™ aves Torget t 1 v PROPERTIES “ EXTERNAL DATA +

Experiences L { ) Clas
Info i

todel Target

|« viws ¢
Studio ID

2. Select the - sign under “External Data” to remove any external data connection the template may have referenced prior.
3. Select the + sign to the right of “External Data” to add external data.
4. Browse to find the name of your process object thing. For this example, we select the MTT101_RemoteThing for a process motor PMTR.
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5. Once highlight, select “Services” menu and scroll down to select “GetPropertyValues”, then click “Close”.

Add External Data

MT1101_RemoteThing (Thing)

6. The project will now contain a binding to your RemoteThing. Verify you can expand and see the “Current Selected Items”.

7. Next expand the “Configuration” section and select Auto Refresh. Enter an appropriate scan rate to get the real-time data from the
controller.

“ MT1101_RemoteThing '\
Dynamic Entity Name
> Properties
™ Services
v GetPropertyValues
All ltems
All Selected Items
> Current Selected ltem
> Parameters
v Configuration
Invoke On Startup
Invoke On Entity Change

Auto-select first row

Auto-refresh

Auto-refresh Rate

Popup Panel Labels

The PlantPAx generic templates provide the PlantPAx buttons, graphics, and popup labels for meaningful object parameters. The button and popup
content are on the 2D Overlay in the Left Navigation Panel and right Popup Panel.

The Left Navigation Panel is functional without modification. The Popup Panel requires binding of external data items to the “Value” property. Follow
the steps before for each popup.

1. Inthe Project panel, select a Popup Label to be configured.
2. In the Value Display panel, locate the Value property box. The right pointing arrow ->) is light gray, indicating no binding expression.

3. Inthe External Data panel, browse the current selected items for the RemoteThing tag that corresponds to the Popup. See the table below for
item correlation examples.
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4. Drag-and-drop the corresponding item left pointing arrow <-) to the corresponding Value property arrow in the Value Display panel.

B Design - Vutora S » IBF w o x

. O R ¢ & 0@ ;
< MTHOLPMTR @

WALUE DISPLAY
« TARGETS (8 Remone » APPLICATION PARAMETERS
~ PROPERTIES ~ EXTERMAL DATA

~ MT1I01_Ren

Widget: vdsplommunication
gl GetfroperyValoesld | property: value Add Filtee

Once linked, the small arrows display as bold arrows. The bottom Bindings Panel allows you to verify that your bindings have been
connected properly.

b. Repeatstep1... step 4 for all Popup Labels.

Vuforia generic templates for each process object require hinding items from their corresponding external data RemoteThing. The following table
provides an example for the PMTR Popup expression binding.

From PMTR Template From External Data > PMTR RemoteThing > Services > GetPropertyValues > Current Selected Item

10 Fault Label - drag “Sts_IOFault” to the value property

Motor Status Label - drag “Sts_eSts” to the value praperty

Motor in MaintByp Label - drag “Sts_MaintByp” to the Value property
Alarm Label - drag “Sts_AIm" to the Value property

Home Popup

Interlock Status Label - drag “Sts_IntlkOK" to the value property
Permissive Status Label - drag “Sts_PermOK" to the value property
Reslnh State Label - drag “ResInh_StsReady" to the value property
Reslnh Min to Ready Label - drag “Val_MinToReady" to the value property

Maintenance Popup

Communication Label - drag “isConnected” to the value property

Diagnostic Popup Device Failure Label - drag “Sts_NotRdy" to the value property

Failed to Start Label - drag “Sts_FailToStart" to the value property
Failed to Stop Labe |- drag “Sts_FailToStop” to the value property
Motor Fault Label - drag “Sts_MotorFault” to the value property

Alarms Popup

Current Run Hours Label - drag “Val_CurRunHrs" to the value praperty
Max Run Hours Label - drag “Val_MaxRunHrs” to the value property
Total Run Time Hours - drag “Val_TotRunHrs" to the value property
Total Number of Starts - drag “Val_Starts" to the value property

Runtime Popup

Users can modify buttons and parameters as needed or add new items. For new items, start by adding the tags to the OPC Aggregator
device and then modify or create a RemoteThing using the ThingWorx Composer™. Afterwards, ensure that the External Data binding in
Vuforia can browse new items.

Popup Data Filters
If you want to alter or change the value of the binding before the value is set on the target object, you can add a JavaScript snippet using Add Filter

to perform that change.
1. Select the Popup Label you wish to add a data filter.
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2. From the bottom Binding Panel, click the “Add Filter” button.

3. The Add Data Filter window launches. Enter your formula into the filter body for a given item/function.
The following example is a filter of a digital output binding “Sts_Out” so the value of “0” is changed to “0ff" and a value of “1" is changed

to “On’".

The following table contains some JavaScript snippet examples for other item types.

PMTR ltems

Filter Body JavaScript snippet

|0 Fault "Sts_eSts

“return value ? "Faulted" : "Not Faulted";

Motor Status "Sts_eSts

"return value in pMotor.statusEnum ? pMotor.statusEnum [value] : pMotor.statusEnum[0];

Maintenance Byp "Sts_MaintByp

“return value ? "Bypass" : "Not Bypass”;

Alarm Indicator "Sts_Alm

“return value ? "Not OK" : "0K";

Interlock STS "Sts_IntlkOK

"return value ? "Failed" : "0OK";

ResInh State "ResInh_StsReady

“return value ? "Ready" : "Not Ready";

Reslnh Min to Ready "Val_MinToReady

"return common.numberFormat(value,2);

Communication "isConnected

“return value in pMotor.sourceQualityEnum ? pMotor.sourceQualityEnum([value] : pMotor.sourceQualityEnum[0];

3D Model and ThingMark

Replace the 3D drawings included in the template with the associated equipment drawing of your application.

Experiences in Vuforia View are displayed by scanning a ThingMark from your device. For the 3D model to display in the correct location, you must
place a digital ThingMark in the same location as your real-world ThingMark.

1. Ensure that your Vuforia Studio has licensed Vuforia ThingMarks that can be associated with your equipment.

2. Configure the associated ThingMark per experience via the experiences tab under configuration. ThingMarks can be retrieved via
Configuration > My ThingMarks.

3. Place ThingMark onto the desired location of the piece of equipment within the 3D Canvas. The ThingMark object is available via the Widgets

> Targets side menu.

~ TARGETS

Place the ThingMark at the same location on your equipment in the field.
Configure the Experience Information.

Go to Configuration > Info and enter a description for the Experience. Naming your experience lets the program know which experience to
load when a ThingMark is scanned.
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7. Enter your Vuforia Experience Service Address and validate via the Validate button.

hitp//127.00.1:2019 v e
| vasaute |

Al self-5i gned certdicates

8. Enable Authentication to confirm that appropriate users can access the Experiences.

When all edits are complete, you can preview the Experience (good for testing purposes) or publish the Experience. Once published, you scan the
ThingMark assaciated with the experience to pull up the Augmented Reality Experience.

Preview and Publish

The Vuforia Studio provides Save, Preview, and Publish buttons on the top menu of a project. Select the “Preview” button and another browser tab
opens to test your PlantPAx navigation buttons and popups. You can also preview how the experience looks on different mobile device types using
the drop-down on the top menu.

r
| [E] Design - Vufora Studio X B Prevew - Vulods Stucko x o+

C @ localhost:3000/preview.htmi?project Type= ARSiproject=MT1101_PMTRE&fcrmat =ipad&iorientation =landscapefiwidth = 1024 &height. e * O & ¢

10 Fault

Motor Status

Maintenance Byp

Alarm Indicator

Test your project and once it's completed, select the “Publish” button. Now that you've finished, check it out in Vuforia View!

92 Rockwell Automation Publication PROCES-ATI00B-EN-P - July 2024



Chapter 9

PlantPAx Event Recording - Event(

About
RUIE j@ I (171 I
HH a— —>
e & % b
Sil8 . .
Pracess Controllers PASS Server Data Sink System Servers / System Clients

FactoryTalk Linx Gateway Example: SOL Server
Broker Add-on

The Broker-addon PlantPAx® Event( solution enables the capture of controller-based events to respective data sinks, including SQL database (such
as FTAE and BatchHistoryEx), flat files, and so on, for higher-level analytics and process tracking. Each event record is captured locally in the
controller and stored in a user configurable journal buffer before unloading data to the respective data sink. Controller event buffer size is
determined from the number of event records that are anticipated to occur during an unexpected disconnection from the FactoryTalk® Edge
Gateway™ Broker-addon PlantPAx Event( solution. The Broker-addon PlantPAx EventQ solution significantly improves time stamp resolution of
controller-based events. The Broker-addon PlantPAx Event( solution uses Add-On Instructions in the controller to capture, time stamp and buffer
event records. The buffered event records are then formatted and offloaded to selected data sinks using FactoryTalk Edge Gateway.

This chapter covers:
«  Configuration of FactoryTalk Edge Gateway and Broker-addon PlantPAx Event() solution

»  Steps to configure pre-defined and user-defined events, mapping of their attributes to a target schema and other miscellaneous
configurations.

»  Steps to initiate the processor program that captures the event data interfacing with Broker Add-On and persisting it to respective data
sinks (SQL, Flat files, and so on).

Prerequisites

Software pre-requisites for the FactoryTalk Edge Gateway EventQ Add-On solution include:
«  FactoryTalk Services 6.20.00 (CPR9 SR12) [including FactoryTalk Linx]
« FactoryTalk Edge Gateway 1.03.00
» FactoryTalk Edge Gateway Broker-addon 3.7.1
«  Windows® 10
»  Windows Server 2016 Standard
+  Windows Server 2019 Standard
+  Microsoft® SQL Server 2019

Broker Add-On

Broker Add-On is an Add-On application that can be run as part of the FactoryTalk Edge Gateway (FTEG). This Add-On serves as a broker to stream
data between controllers and the consuming modules/solutions. The Broker-addon PlantPAx Event( solution runs as a “solution” as part of the
|atest version of Broker Add-On.

Known Limitations:
«  Length delimiter configuration is supported only for Data Source Driver EtherNet/IP™ (CIP™)
»  Pre-defined Record Type LBSM only supports character delimiter configuration.
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«  UDT String_Event(QData maximum characters extension 492. Default 128.

Database Objects

Broker-addon PlantPAx Event() solution captures event data by listening to the Broker-Addon based on the specified configuration and persists the
data to different sinks. One of the data sink options that are provided for persisting the event data is a Microsoft SQL Server database. The following
are some of the assumptions regarding the setup of Microsoft SQL Server:

1. Aninstance of Microsoft SQL Server is configured on the Edge/Industrial machine/desktop where FTEG is running or a remote machine/
desktop that is accessible to the Edge/Industrial Machine running FTEG over TCP (on port 1433).

2. To adhere to strong security for the Broker-addon PlantPAx Event( solution, SQL Authentication and Integrated Windows Authentication
(IWA) is supported. Hence, the Windows Users Contexts under which FTEG is running must have access to the SQL Server. This means the
following:

a. Alogin must exist on the SQL Server for the SQL Users and Windows Users (domain\username) who run FTEG

b. A user must be created on the database that is assaciated with the SQL Server login and must have db_owner permissions on the
database. This is required since the functionality of Broker-addon PlantPAx Event( solution requires creation of Tables in the database
for pre-defined Event Types such as LBSM, RAC_EVENT, and LGXEVENT.

c. Grant the following minimal permission for assigned users or roles for the database (Connect, Execute, and Insert).

Note: It is possible for Database Administrators to provide much more granular permissions instead of providing db_owner. However, this topic is
out of the scope of the current solution.

Flat File Persistence

For Flat File Persistence of known formats (CSV, XML, JSON, Raw Data) on local disk or an external disk, it is assumed that the Current Windows User
running FTEG has access to the specific directories to which they will be persisted.

Controller Add-0n Instructions

Add-On Instructions are reusable code objects that contain encapsulated logic that can streamline implementing your system. The Add-On
Instructions let you create your own instruction set for programming logic as a supplement to the instruction set provided natively in the
ControlLogix® firmware. An Add-On Instruction is defined once in each controller project and can be instantiated multiple times in your application
code as needed.

Event Queue Unload (raP_Tec_Event(QUnload)

The process library provides an Add-On Instruction for Event Queue Unload. The raP_Tec_EventQUnload instruction manages external access to
records and unloads records from the event queue. Use the following steps to import this instruction into your project.

1. Open your controller application using Studio 5000 Logix Designer® and create a routine in which to import the Add-On Instruction.
2. Inthe routine, right-click and select “Import Rungs”. Browse the Process Library > Studio 5000 Logix Designer Files - L5K directory and
select the file that is named “raP_Tec_EventQUnload_5.xx.xx.L5X".

= Each controller requires at least one “controller-scoped” raP_Tec_EventQUnload instruction. It's recommended to code this instruction
) inthe fastest task available in your application.
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The following programming example shows the raP_Tec_EventQUnload instruction.

Lagix Designer - PAX [1756-LASER 34.11)
e M e xd

= 1
= Eoarpy Sorage
m e Offline

Confrolles Ouganizes

Path: EmulsteEshennet|137.0.0.2

B . HoForces

vt e o Tl G Bply B0E A GEC

File Edd ‘“iew Search Llogic Communécations Took Window Help

L NI 4

AF 4+ ) A Q)

k. Edits Present 50 =4 b Faworites Aga-On

4wl Controlier PAX
@ Controller Tags
Controller Faul Mandler
Piwei-Up Hardles
4 il Tasks
4 () Fast (100 ms)
4 5, FagtProgesm
@ Passmeters and Local Tags
& MainRoutine
EventQUriaad
B (E) Moemal {250 ms)
B B Slow (500 ms)
B (B Systeen (1000 )

Scope: | [PAX g
Name

B QueveControl
B Quevelnterface

B QueueRecords

3| a Value

Panifax  Alrms B Tmariouster  PpubOutpul | Compans

raP_Tes_EventOliniosd

»i Queueinterface

QueweContral
Gusuefecaros

W e7c101_Example - Events  #F Program Parameters and Local Tags - eTX101_Example [l eI ot IR PR tb (i3t T T M _

[, quewe]

{} EQ_Record[250] Event Queue record structure. An amay of these records constitutes one event queus

A Tags o
« Data Type Description
{..} EQ_Contral :
{.} raP_Tee EventQlUnload
‘LGHEVENT' STRING_16

Event Queue Load (raP_Tec_Event(QLoad)

The process library provides an Add-On Instruction for Event Queue Load. This raP_Tec_EventQLoad instruction captures and time stamps the
event and loads the record into the event queue buffer. Use the following steps to import this instruction into your project

1. Open your controller application using Studio 5000 Logix Designer and create a routine in which to import the Add-On Instruction.

2.

select the file that is named “raP_Tec_EventQLoad_b.xx.xx.LbX".

(V)

In the routing, right-click and select “Import Rungs". Browse the Pracess Library > Studio 5000 Logix Designer Files - L5K directory and

A raP_Tec_EventQLoad instruction is required for each QueueData tag element being logged. The load instructions are typically
program-scoped and placed in a routine where the tag element is executed.

The following example shows example logic when using Pre-Defined Record Type LGXEVENT and character delimiter option within FactoryTalk Edge
Gateway Broker Add-On PlantPAx Event( solution. Three raP_Tec_EventQLoad instructions reference QueueData tag elements. Each element of the
String_EventData type tag contains a unique string value. The first tag element references a process motor Stop command, the second references
the Start command and the third references the Start Reverse command. Any program changes for Stop/Start/StartReverse status will be recorded.
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The string data that gets decoded by FactoryTalk Edge Gateway Broker-addon PlantPAx Event( solution can either be “hardcoded” per the following
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% o
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- o
[T —
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Bo camLLTiied
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Bo cM_MTI 01

Ba cM_nn

Be M _ovinay
Events
Extaipems
Inserincks
Paramater
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Peset_Samelation
STO0 STATE O
STUY_STATE_1
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Stateficanl
P (B Slow {500 i)
B (@) Symmern (1000 me]

Umzchasles

mamane

I P ondstethemetisznong
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11 74 b Paverilen

[ I

1101 18 _Prisg W

ek A M1 St_sCime
o

[ e — [T
Sosrcs & MT1101 Sta_sCreel
.

illustration, or the string data can be constructed with logic dynamically.

The following example shows example logic when using Pre-Defined Record Type LGXEVENT and “length delimiter” option within FactoryTalk Edge

S o0t~ S T

Name =8| = Usage
F MTI0_CueusDats 00 Lacal
B MT1101_CueueData_01 Lucal
b MTI101_CueveData 02 Lecal

Valie

b Gbdh G GO

At 4 ) A R

A330n  Pastex  Aama 8L

BT AT et ONG_BO

BT 1_AMTowtt_OMS_01

W41 _AddTodvese_OM5_E2

. Tas,_Dvwniilond

aF_Tec_EeectGioad MT1IG1_ASIToOume 06
- Troe
WTHIEY_CueueDats_b3
Quervelremral

Gupoefincerdy

rab Tae_BvweeOLons
aF Ted EvestGlead MT1I1_ASSTeluweus_01
T Gstuet T yioe
MTII0N_CueueDuta_01
[
AR ——y

rak
2T 100583 MT1I01_AafTedmene 02
Typ

WTHIO CueueData_02
et ool
Cutefiesars

S e e

N

* Data Type

P, ProgranceTII01_Exsmple MT1101.PCmd_Step,Program Cormmand to Stop’ String,_ EventQData
‘PAX, Program:eTE101_Example.MT 1101, PCmd_Staet] Program Command to Stant’ String_EventQData
PAN PrograrmeeT101_Exarmnple MT1100.PCrmd_Stant2, Program Command to Start Reverse’ String EventQData

Gateway Broker Add-On PlantPAx Event( solution.

TagDescrpt
X202 5t8_Prog

agDescript
V202 518_Prog
=

Feyar

n 53w v an

Cuese One Shet
XV202_AddToOueve_ONS_00

EQu
Source B 1
£au
Souree A
ource B
TagDescrit - Add b

EQU HV202_AddTelucue_ONS_02
Sou XV202 Sts_eCmd =

L

coP

Source XW202_sddToQueus_UDT_00
Dest  XV202_QueusData_00 DATAJD)
ength 128

coP

Source XW202_AddToQueus_UDT_01
Dest  XV202_QueueData_01DATAJD)
engtn 128

ngDescript - Gueue

COP

Source X\202_AddTeCusus_UDT_02
et XV202_QueueData_02 DATAND}
Y 128
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The string data within the user-defined tags can either be "hardcoded” per the following illustration, or the string data can be copied into the user-

defined tag structure with logic.

Scope: | L LGXEVENT v | Show: Al Tags

v [ o xv202_AddTe

Name Usage Value
4 XV202_AddToQueue UDT_00 Local
b XV202_AddToQueue UDT_00.SourceMame
b XV202_AddToQueue UDT_00.TagName
b XV202_AddToQueue UDT_00.Message
4 XV202_AddToQueue UDT_01 Local
b XV202_AddToQueue UDT_01.5ourceMame
b XV202_AddToQueue UDT_01.TagName
b XV202_AddToQueue UDT_01.Message
4 XV202_AddToQueue UDT_02 Local
b XV202_AddToQueue UDT_02.5ourceMame
b XV202_AddToQueue UDT_02.TagName
b XV202_AddToQueue UDT_02.Message

'Program Command to Close Len’

‘Program Command to Open Len’

'Pregram Command to Stop Len’

* Force Mask® Style DataType  =3|a Description Constant

Eed 1l raP_UDT_LGXEVENT TagDescript - User-Defined ]
'PRAX' [ STRING_12 TagDescript - User-Defined
"¥W202.PCmd_Pos1' [ STRING_40 TagDescript - User-Defined
[ STRING_40 TagDescript - User-Defined

[ [ raP_UDT_LGXEVENT TagDescript - User-Defined ]
'PRAX' [ STRING_12 TagDescript - User-Defined
"’W202.PCmd_Pos2' ray STRING_40 TagDescript - User-Defined
e STRING_40 TagDescript - User-Defined

Eed 1l raP_UDT_LGXEVENT TagDescript - User-Defined =
'PRAX' [ STRING_12 TagDescript - User-Defined
'¥V202.PCmd_Stop’ [ STRING_40 TagDescript - User-Defined
{...} TagDes-:ript - User-Defined

Note: Length delimiter configuration is supported only for Data Source Driver EtherNet/IP (CIP).

Licensing Requirements

Each instance of data type EQ_Control that is part of a FactoryTalk Edge Gateway model requires 14 FactoryTalk Edge Gateway Licensed Tags.

Controller Controller Tags part of FTEG Model Licensed Tags Required per Controller
CLX1 QueueControl _CLX1 14 tags
CLX? QueueControl_CLX2 14 tags
_LBSMJournalCntl 14 tags
CLX 3 QueueControl_CLX3 14 tags
CLX & QueueControl_CLX4 14 tags
QueueControl_CLX5 14 tags
CLX5 _LBSMJournalCntl 14 tags
RAC_EVENT_QueueControl 14 tags

Total License Tags Required

112 FactoryTalk Edge Gateway Licenses

Note: The previous table is only an example where multiple instances of data type EQ_Control are used with different tag names and explain the
calculation of licensing requirements. Typically, only one instance of EQ_Control is required per controller, but not limited to one.

Installing Broker-addon

Controller buffered event records are formatted using FactoryTalk Edge Gateway with a Broker-addon Windows service and offloaded to selected

data sinks.

1. Download Library of Process Objects v5.00.04 or later.

2. Navigate to location \Process_Library_v5.xx.xx\v5.00.xx\Tools & Utilities\PlantPAx Event(.

MName

Local Disk (C:) » RA » Process_Library v5.00.04 » v5.00.04 » Tools & Utilities » PlantPAx EventQ »

i 1.00.00-PlantPAx-EventQ-DVD.zip

Date modified Type Size

26:39 AM  Compressed (zipp... 78,664 KB
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3. Extract file 1.00.00-PlantPAx-Event(-DVD.zip.

ocal Dk (C:) » RA 3 Process Librany v5.0004 » 50004 » Tools & Utilities » PlantPix EventQ » 1.00.00-PlartPix-EventQ-OVD » 1.00.00-PlantPia-EventQ-0VD »

Name Diate moddfied Type

Config
de
Docs
&
i
it
ja
ko
License
[
Redist
zh-Hans
[ Communinstall.exe
o Commoninstall.exe config
9 IRockwelSetup.dil
4 Micresoft WindowsAPICodePack.dil
4 Micresoft WindowsAPIC odePack Shell.dil
| ProductResource.dil
| ProductResource.pdb
15 setup.exe
4 System.WindowsIntersctnity.dil

Size

245 KB
1KE
20KE
104 KE
530 KE
56 KB
20KB
3,504 KB
39KB

4. Run Setup.exe as administrator.
b. Select the Install now button. This installs Broker-addon v3.7.1 and PlantPAx Event(Q v1.0.0

Setup
V1.00

Install now

Customize

Release notes

PlantPAx EventQ

=X

4

Englizh {United States)

6. Arestartis required. When prompted, click restart now.
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FactoryTalk Edge Gateway (Data Source)

FactoryTalk Edge Gateway software simplifies and automates collection, contextualization, and organization of industrial equipment data across
machines, devices, and automation assets at the source itself—enabling high data integrity from the outset.

Configuration of a FactoryTalk Edge Gateway project is handled in three steps.
»  Select Data Sources
»  Create Models
+ Add Applications

@ FactoryTalk Edge Gateway - O E

127.0.01

""""" Data Flow

—— o 2] a
Sebect Organize Agply

7 = =

Select Data Sources Create Models Add Applications

Configure Drivers

Drivers enable communication between the gateway and data sources. There are two driver options when using the Event( solution.
«  Ethernet/IP (CIP) - a direct connection to a device.
«  FactoryTalk® Live Data (FTLD) - a system level connection to a device

The following section describes configuring an existing driver or adding a new driver to FactoryTalk Edge Gateway. Decide which driver best fits
your application, then follow the corresponding instructions.

1. Use the Windows start menu to launch the FactoryTalk Edge Gateway Configuration Tool.

2. Go online with FactoryTalk Edge Gateway to monitor the running gateway or modify the current gateway configuration using the offline/
online drop-down in the to-right corner.

3. If a configuration mismatch occurs, do one of these actions to go online:
« Select Upload to restore the previous gateway configuration. Offline modifications are lost.

« Select Download to overwrite the running gateway configuration with the current modifications. If not backed up, the previous gateway
configuration is lost.
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4. Inthe top-left corner, expand “Data Flow" and select “Data Sources”.

) FactoryTalk Edge Gatewary

gateway
127.0.01

Definie Dr Configure Data Sources

O mame Type 101 ;
O e driverop EcnerheuT? (CIP AL

Add Data Sources
Connec i dat B

Note: FactoryTalk Edge Gateway by default has an EtherNet/IP (CIP) driver that is added when launched for the first time.

Add Ethernet/IP Driver

Use this option if you want to use the Ethernet/IP (CIP) driver for FactoryTalk Edge Gateway.
« If you want to use the existing Ethernet/IP (CIP) driver, select the Edit icon (pencil).
« If you want to add a new Ethernet/IP (CIP) driver, select the Add icon (plus icon).

Data Flow » Data Sources
Define Drivers
= Q File
O  Name Type
O @ [ [ driverip EtherMet/IP (CIP)

1. When adding a new Ethernet/IP (CIP) driver, the select the Ethernet/IP (CIP) type.

Select Driver

(O FactoryTalk Live Data (FTLD)
@ EtherNet/IP (CIP)

(O OPC Data Access (DA)

(O KEPServer Enterprise (OPC DA)

= If the computer where CIP adapter is running has multiple network interfaces (multiple IP addresses), confirm that the Driver IP
@ address and Driver Default Gateway IP address are configured correctly. That is, the CIP adapter resides on the same network as the
- target CIP devices. For example: if your computer has two network interfaces that are assigned with the IP addresses (172.18.1.20 &
192.168.1.10) and you want to communicate with CIP device available at 192.168.1.20, then the Driver IP address would be set to

192.168.1.10.
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2. Enter the machine IP address in Driver IP Address field.

Edit EtherNet/IP (CIP) Driver

Driver Name
ariver-cip

Driver Default Gateway IP Address

ADVANCED

3. Start EtherNet/IP (CIP) driver by clicking the play button (triangle icon) in the name column. The status icon turns to a green circle when

running.
Data Flow » Data Sources
Define Drivers
=+ Q Fiter
0O nName Type
O | @110 drivercp EtherNeu/IP (CIP)

Add FactoryTalk Live Data Driver

FactoryTalk Live Data (FTLD) is the recommended driver for use with the Event( solution. The FactoryTalk Live Data (FTLD) driver enables efficient
communication between FactoryTalk Edge Gateway and existing FactoryTalk Live Data sources.

1. Add FactoryTalk Live Data (FTLD) driver by clicking Add driver button driver (plus icon).

Data Flow » Data Sources
Define Drivers
e Q Fiter
0O nName Type
O | @10 driver<ip EtherNet/IP (CIP)
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2. Select FactoryTalk Live Data (FTLD) Driver.

Select Driver

(® FactoryTalk Live Data (FTLD)
(O EtherNet/IP (CIP)

(O OPC Data Access (DA)

(O KEPServer Enterprise (OPC DA)

m Cancel
3. Select Login method, enter Username and Password where required and click Save.

Add FactoryTalk Live Data (FTLD) Driver

Driver Name
driver-ftid

[0 Login as Currently SignedIn User

Username

Password

[ Login to Local Directory

[ Login to Network Directory

4. Confirm that Driver is Running. The status icon turns green when running.

Data Flow » Data Sources

Define Drivers

—+— Q, Filter
O Name Type
a @ [ O driver-cip EtherNet/IP (CIP)
a @ [ O driver-fud FactoryTalk Live Data (FTLD)
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Add Data Source

FactoryTalk Edge Gateway gathers the buffer data from the source and stores the data into a namespace. Configure data sources to populate a
namespace and collect data from data tags.

1. Select the “Add Data Sources” button.

Configure Data Sources

101 :
Dﬂ

Add Data Sources

Connect to data sources by:

» Defining data source connectivity through existing drivers.
« Populating data source namespaces to allow the gateway to browse the data source for tags.

2. Enter a Data Source Name.

Configure Data Source

Tags and types defined in (data browse path type

@ Name the data source using the associated controller name or shortcut topic for easy identification.

3. Select Tags and types defined in (data browse path type) drop-down arrow, and choose Logix Project File (ACD).
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4. Browse for Logix Project File (ACD) by clicking Select File and navigate to your Studio 5000 Logix Designer project file.

Configure Data Source

Name
pax

Tags and types defined in (data browse path type)
Logix Project File (ACD) >

File path

Select File ~ PAXACD

Auto-populate namespace

Driver for collection v

Select EtherNet/IP(CIP) driver for Smart Object data collection

5. Select your driver of choice (Ethernet/IP or FactoryTalk Live Data) from Driver for collection drop-down list.
6. If using the Ethernet/IP (CIP) driver, enter the Collection path.

Configure Data Source

PR

Tags and types defined in (daia browse pach typel

Logix Project Fie (ACD) -

SelectFiie  PUNtPAX BwntQALD

B Auto-populate namespace
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7. If using the FactoryTalk Live Data (FTLD) driver, browse the network/local paths to your controller topic.

Configure Data Source

el rae S

Auto-populate namespace
Driver for collection
driver-ftld v

Select EtherNet/IP(CIP) driver for Smart Object data collectior

RNA-//$Global/PlantPAx/PlantPAx_Data_Area:[PAX]

Select Path
» Network
» FTViewDemo
» InstantFizz
w PlantPAx

» PlantPAx_Data_Area

@ The FactoryTalk Edge Gateway User Manual, publication 35055-UM00G, contains more information on the syntax for collection paths.

8. Initially the data source status displays Loading, then changes to Populated when loading is complete. Confirm that the Collection Path is
running (green dot) before continuing.

Configure Data Sources

+ Q
O Name Data Source Type Status Driver Collection Path
O pax Logix Project File (ACD) Populated @ driver-fid ® RNA://SGL... ?

FactoryTalk Edge Gateway (Model)

Use models to organize data into a hierarchy. Associate models with applications or data destinations. Build models by staging tags, and then
associating the tags to a node or property.

Use the following steps to create a model, stage the 14 attributes from the controller tag of type EQ_Control and bind the tags to the model.
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1. Select Data Flow, expand Data Flow and select Models. Create a model by selecting the “Add model” button.

© FactoryTalk Edge Gateway = a x

gateway onlir
127.0.0.1
| Gareway connection: Online
Overview
Settings

w Data Flow

Models

Data Sources

Applications

Add Models
Create modets for organizing content by:
= Browsing data source Namespaces.
+ Building models

* Binding namespace ags (o models

Add mode!

2. Enter a model name and click Save. Note: Configure model name that is associated to site \ area name.

Add Model
3. Edit model by selecting the edit button (pencil icon).
Data Flow » Models
Models
O  model Source
O ppaxmodel gateway &
4. Add node to model by selecting the add node button (plus icon).
Data Flow » Models » ppaxmodel
ppaxmodel

andr ecting Bind

(D Tags "= Mode

a7 &

Stage tags

uUnoouna tags -

o—
o —
- —

No staged tags O—

Build your model
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5. Enter a node name. As recommended with the data source, name the node so that it contains the controller name or shortcut topic.

Flow » Models » ppaxmodel

6. Select the Stage tags button (plus icon).

Flow » Models » ppaxmodel

space or bulld & model Once the workspace contains tags. bind them to

pax_node

space of bulld & model Once the workspace CcONCaINS tags. bind them to (e Mode! &itner by dragging them to e model. or by using the check boxes and

pax_node

7. Expand your data source and browse for the Queue Control tag (type EQ_Control) used with the raP_Tec_EventQUnload Add-On Instruction.

Select Tags
Data sources - Types v
Q, QueueContro

Name Path
4 pax

4 Queuelontro! pax/QueueControl

Type
acd

EQ_Control

8. Expand the Queue Control tag (type EQ_Control) and select the following 14 tag members.

0 selected

EQ_Control Tag Member Path Type
Inp_ConfirmDINT DataSource/QueueControlTag.Inp_ConfirmDINT dint
.Sts_ConfirmDINT_Echo DataSource/QueueControlTag.Sts_ConfirmDINT_Echo dint
Sts_Full DataSource/QueueControlTag.Sts_Full bool
.Sts_ReadyB0OL DataSource/QueueControlTag.Sts_ReadyBOOL bool
Sts_ReadyDINT DataSource/QueueControlTag.Sts_ReadyDINT dint
.Record.Data DataSource/QueueControlTag.Record.Data string
.Record.Type DataSource/QueueControlTag.Record.Type string
.Record.Time[0] DataSource/QueueControlTag.Record.Time[0] dint
‘Record.Time[1] DataSource/QueueControlTag.Record.Time[1] dint
_Record.Time[2] DataSource/QueueControlTag.Record.Time[2] dint
.Record.Time[3] DataSource/QueueControlTag.Record.Time[3] dint
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EQ_Control Tag Member Path Type
‘Record.Time[4] DataSource/QueueControlTag.Record.Time[4] dint
.Record.Time[5] DataSource/QueueControlTag.Record.Time[5] dint
.Record.Time[6] DataSource/QueueControlTag.Record.Time[6] dint
Select Tags
Data sources - Types -

Q, QueueControl

14 selected

(1/2416) x

Name Path Type
pax/QueueControl Record Time{4]
| pax/QueueControl Record Time{5] | dint
| pax/QueueControl Record Time(6] | dint
| pax/QueueControl Record Type string
RecsOvl pax/QueueControl. RecsOvl EQ_Record[6]
[0 ses.Crgsts pax/QueueControl.Sts_Cfgsts dint

Sts_ConfirmDINT_Echo | pax/QueueControl Sts_ConfirmDINT_Echo | dint

[ Sts_Empty pax/QueueControl.5ts_Empty bool
Sts_Full | pax/QueueControl Sts_Full

[ St Fullovt pax/QueueControl.Sts_FullOvf bool
[ Sts_GettingFull pax/QueueControl.Sts_GettingFull bool

B Sts_ReadyBOOL
Sts_ReadyDINT

| pax/QueueControl Sts_ReadyBOOL | bool

QueueControl.Sis_ReadyDINT

9. When the tag browser confirms “14 selected" in the upper right, select the Save button.

10. Check each of the 14 unbound tags on left and check node on right.

Data Flow » Models » ppaxmodel

ppaxmodel

Stage tags in the workspace or busld 8 model Once the workspace contains tags, bind them to the model either by dragging them to the model, or by using the check boxes and

then selecting Bind

/_/' Tags ::_: Model
= =N
E w a9
Suage tagn Umsthge thys Az Dalece
UnoouNa tags - 4 pax_node

pax/QueueControl.Sts_ReadyBOOL
, pax/QueueControl.Sts_Full

7 B pax/QueueControl.Sts_ReadyDINT
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1. The Bind button becomes available. Select Bind and then select Save.

Flow » Models » ppaxmodel
ppaxmodel
orkspace or buid a model Once the workspace contains tags. bind them to the model sither by dragging them to the model, or by using the check boxes and
/_:'Tags “I= Model
ng
o Az
UNDOUNG tags - v [0 pax_node

O QueueControl Sts_ReadyBOOL QueueControl. Sts_Re
0 staged fags [0 QueueControl Sts_Full QueueControl Sts_Full

[0 QueueControl Sts_ReadyDINT QueueControl.5ts_Re

Example of the Data Flow Model Configured

© FactoryTalk Edge Gatews: - o X
¥ £ Y

gateway -
127.0.0.1

Models

[
;" |——D
o

O mode Source

O | ppaxmodel gateway

12. Repeat step 1... step 11 to create additional model nodes for each controller in your system that uses the Event( solution and Bind the 14
tags from respective controllers to respective nodes.

FactoryTalk Edge Gateway (Application)

Applications in FactoryTalk Edge Gateway collect data from tags, models, and then send the data to the configured server.
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1. Expand Data Flow and select Applications.

© FactoryTalk Edge Gateway - o b

gateway
127.0.0.1

| Gateway connection Online

a0

Applications

0]

Add Applications
Create an application (o consume models and tags :‘,
ind configuring an application

odels Or tags to an apphcation
an application

2. Add an application by selecting the Add application button.
3. Select the application type of “Add-On.

Select Application

(O Azure IoT Hub
O MssqL

() ThingWorx
O MqQrT

@ Add-On

(O Test Client
E Cance'

: The broker-addon maps event data in a specific format, which is also backward compatible with the prior Logix Batch
@ SequenceManager™ (LBSM) EventQ processor solution.

4. Rename Add-On Applications Name to “broker-addon” and select Save.

Add Add-On Applications Add Add-On Applications
Application Name Application Name
addon-appd) broker-addon|

m Cancel Cancel

IMPORTANT  Application Name must be “broker-addon”.
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b. Edit the broker-addon application by selecting the edit button (pencil icon)

@ FacteryTalk Edge Gateway

gateway
127.0.0.1

|smmm

Applications
o
O wame Type Licensed Tags
O | @ broker-asson =
6. Configure the broker-addon application by selecting the Configure button.

@ FactoryTalk Edge Gateway - o x
e Edge Gateway
gateway atbogh
127.0.0.1

Under the broker-addon application section, use the Select button or (plus icon) to launch the tag browser.
Choose your model by checking the box for specified model and select Save.

Select the model and configure the properties on the right windowpane.

» Data Collection = On

« Update rate = 500 ms

« Update type = Polling

@ FactoryTalk Edge Gateway o X

gateway i Properties
127.0.01
| Gateway connection: Onling .
Overview at ¥
Seqtings i ® On
» Data Flow e rate
Data Sources Add-On i .
Modets
» Applications 7 Modets and Tags
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10. Deploy Add-On Application by selecting the Deploy button.

@ FactoryTalk Edge Gatewny - =] x

gateway Onine .
127.0.0.1
Overview »
Setnings e
 Data Flow
e T
v Aplications

11. Confirm deploy by selecting the Deploy button.
Are you sure you want to deploy these changes?

Current configuration (0 count) New configuration (14 count)

» ppaxmodel

12. Select the Enable data flow checkbox to test successful deployment.

@ Factory Tk Edge Gateway - D ®

gateway Onine
127.0.01

Tag Name Data Source Vaboe Quaairy Time
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SOL Database Permissions

The broker-addon runs under the NT AUTHORITY\Network Service account for Windows Authentication. Windows Authentication will not work if SQL
database is on another machine due to Broker-addon running as a service with Network Service account.

Ensure that your users have sufficient Event() database permissions. Use the following steps to grant permissions.
1. Open SOL Server Management Studio.

2. In the Object Explorer, expand the Databases folder and find or create the database that you wish to use for Event( data. (Example:
BatchHistoryEX)

3. Select the database, right-click, and select Properties. Select the permissions page.
Ensure your authorized users have Connect, Execute, and Insert permissions.

The following example provides permissions for public access to the Event( database.

@ Database Properties - BatchHistoryEX = [m} *
5:“":” T Script ~ @ Help
K Fies
& Fiegroups Server name: PASSCO1 |
: m;: Tra \iew server permissions
» Database name: BatchHistoryEX |
& Exdended Properties
K Mimoring Users or roles Search...
J Transaction Log Shipping Name Tyoe
& Query Store |.‘._i | public Database role
Connection o 7
Pemissions for public:
Server: i =
PASSCO1 Bxplicit  Hective
P Permission Grantor Grart With Grart Deny L]
i M
sa Create type O O |
v View connection properies Comedt o O O
Connect rephcation a O ]
Connect dbo [ | ™ O
Execute ] O E
Progress | Execute dbo | O 0
s Insert [ O O
[irsen dbo M | O ]
[ — ™ — [ L
Concel

Broker-addon (Event(Q Solution)

About

Using the Broker-addon PlantPAx Event( Solution Configuration UI, users can do the following:

 Add, Edit, Copy, and Delete Pre-Defined and User-Defined Record Types.

«  Auto populate the information table for pre-defined Record Types. Supported Pre-Defined Record Types:
+ LBSM
+ RAC_EVENT
+ LGXEVENT

«  Supported delimiter types:
« Character
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« Length (Length Delimiter is supported only for Data Source Driver EtherNet/IP (CIP).
«  Define the output configurations for each record type. Supported output configuration:
« SOL (Insertion) to SQL Server database
« CSV
« JSON
o XML
« RAW Data
«  Define the SOL columns mapping to the processed record fields and expression. Supported expressions
« Date
« Time
« MilliTime
« RecordType
« GUID
« TickTimeStamp
« EventTimeStamp
«  Select the date and time format using miscellaneous configuration:
Date format:
« MMDDYYYY
« DDMMYYYY
« YYYYDDMM
« YYYYMMDD
« None

Time format:
» 24 Hour
« 12 Hour
 None

Add PlantPAx Event( Solution

Follow the steps below to add and configure the PlantPAx Event( solution to use the LGXEVENT record type.
1. Select Data Flow and expand selection.
2. Select Applications and click the edit symbol (pencil icon).

© FacteryTolk Edge Gateway g X
oy Telk E

gateway
127001

Trpe Nbewnsed Tags.
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3. Ensure that the Add-On is running and select the edit button.

@ FactoryTulk Edge Gateway

gateway e
127.0.01

ata Fiow of Log  Licensed tags

[ Enable data fow

Tag Mame Data Source Vae Qualicy Time
i drver R RN GIObaLPLa antPax_Data_hrea Fr—— 5

1eo10f1 Page 1ot

4. Select the Add Solutions button.

@ FactoryTalk Edge Gatewsy

gateway Ontoe
127.0.0.

| Gateway comnection. Onane

Configure Modules Configure Solutions

ey Rt selucan

O bame Moduie edie O Hame e

5. Apopup launches, then select the PlantPAx Event( solution.

Select Solution

@ Plantpax Evenid)

6. The PlantPAx Event( solution configuration will load and launch another popup where the user can Add \ Edit \ Copy \ Delete Record Types.

PlantPAx EventQ - Solution ®

Record Types

[EMPTY LIST]

v ] e ] o ] osee
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When creating a Record Type, the Record Type Name must match the string value that is configured in raP_Tec_EventQLoad attribute
Type. Broker-addon PlantPAx Event( solution determines which mapping schemas to use by comparing the Type string to the Record
Type Name. Example, QueueType has a string value of LGXEVENT, thus Record Type Name should be LGXEVENT.

TagDescript - Load a
record into event
queue
raP_Tec_EventQload
raP_Tec EventOload XV101_AddToQueue 00 [.]

Type QueueType

Data XV101_QueueData_00

EQ_Ctrl QueueControl

EQ_Recs QueueRecords
Name Usage Value + Force Mask® Style DataType =2|a Description Constant
b QueueType Local 'LGKEVENT' {eedd STRING_16 Record Type Name [

Add Pre-Defined Record Type (Default)

Use the following steps if the predefined structure table values meet your requirements. This document uses the LGXEVENT record type as an
example.

1. Select the Add button to add a new Record Type. A popup shall appear, provide the name of the Record Type, and select the Add button.

PlantPAx EventQ - Solution

Frcord Tyse Hawe
[Ex LESM LEKEVENT, RACLEVENT oic

PlantPAx Eventd - Solution

2. The solution configuration window contains a series of numbered steps.

116 Rockwell Automation Publication PROCES-ATI00B-EN-P - July 2024



Chapter 9 PlantPAx Event Recording - Event(

3. Use the “Select Pre-defined Record Types” drop-down and select a record type. (Example: LGXEVENT)
Supported Pre-Defined Record Types are:

«  LBSM (Restricted to Character Delimiter only)

»  RAC_EVENT

»  LGXEVENT

PlantPAx Event - Sclution

[l

0 o [
Cebmiter
SaL wappings o
SRS eyt o
o[BS

Mame Pastion Length Remave

o Rows To Show

4. Select the “Populate from selected Template” button. This step loads the Record field in the Record Grid.

PlantPAx Event - Sclution

O v Sat Mappings o
' — o

=TT
o =3

o Rows To Show

5. This step provides an option for the delimiter type, either “Character” or “Length”. (Example: character is a period)
User must configure/check Position column for Character delimiter type.
User must configure/check Length column for Length delimiter type.

) For length delimiter, RAC_EVENT and LGXEVENT record types have predefined length values in the grid, for the other record type user
@ must define its length values.
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PlantPAx Eventd - Solution

This step is optional. You can Add, Edit, and Delete the SQL Mapping for the processed Record.
Select the Add button for the SQL Mapping. A create SOL Mapping window launches.
Provide the Name of the Mapping and SOL Server details with the authentication method of choice.

Select the Refresh button to connect to the Database and load a list of available Databases into the Databases drop down. Selecting the
Database loads the list of available SQL databases.

Edit Solution - PlantPAx EventQ ®

Create SOQL Mapping

Mame SOL Server Instance Name @ SOL Server Authenication
LGXEvent_Magping d

) Windows Authentication

BatchHistoryEX v Select Table - m

Column Name  Data Type
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10. Select the “Create Table” option. This option is only for the Pre-Defined Record Type. Using this option, a Table is created in the selected
Database with the name “<RecordTypeName>Data”, and the data grid is auto populated with table columns and its mapping. Select update
to finalize the changes and that redirects to the previous screen.

PlantPAx Event - Solution
Create SQL Mapping
LEXEVENT_MAPPING e Betiesn 25""""“'"":0:“
Wirdows Authenscason
i Data Type Expression Remove

TekaTenetcong | Sy Tatmeiams |

EvenMimeSamp | Smng EventTimascamn ﬁ

Lo Smng PacardType i)

Sourcelame. Smng Sourcehame. ﬁ

Taghame Sming Taghame i)

Message swring Ueage i)
By Tl B

You can also select the table and use the option “Populate from table” to load the columns of the existing table. In this case, you
@ map table columns to the Record Field and Expression. “Populate from table” is used in the case of User-Defined Record Type.

The following screenshot is from SQL Server Management Studio showing an example of the created table in the database.

Object Explorer > o x
Connect~ ¥ *f = 7 ¢ 4+
=l =} PPAICEWST (SOL Server 15.0.2000.5 - PPAIOEWST\Administrator) A
= I Databases
| System Databases

Database Snapshots
@ ACM
W AssetCentre
= @ BatchHistoryEx
Database Diagrams
= Tables
" System Tables
FileTables
External Tables
Graph Tables
ER dbo.BHBatch
FR dbo.BHBatchHis
EH dbo.BHBinding
ER dbo.BHChangeHistory
ER dbo.BHComment
EH dbo.BHControlSteps
FR dbo.BHDeviationEvents
ER dbo.BHEquipment
EH dbo.BHErrorMessages
FR dbo.BHFailure
FR dbo.BHFailureClear
FR dbo.BHMaterialEvent
EH dbo.BHModeChange
FR dbo.BHModeCommand
EH dbo.BHOffsetToGMT
EH dbo.BHOperation
FR dbo.BHParameter
EH dbo.BHParameterChange
FR dbo.BHPhase
ER dbo.BHPrompt
ER dbo.BHPromptResponse
EH dbo.BHStateChange
FR dbo.BHStateCommand
ER dbo.BHTempBatch
EH dbo.BHTempBatchEnd
EH dbo.BHUNit
FR dbo.BHUnitProcedure
e dbo.LGXEVENTData

HEEEEHEEEEEEEGEEEEEEEREEE R BB BB EEEEE

=
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1. Select Output Configuration to configure the sink details.

PlantPAx Eventd - Solution

o ® transcw [] [:]
Datmiter
Critnaeh 5L Mappings o
Jesdr: Lingts Deiesies . lppersnd ey LGX
i S e e @ Cotml
© ES3
Mame Posstion Length Frencee |
- 0 B
p— ' " &
Wenage 1 “ H

12.  You can configure Flat File and/or SQL Database option as sink and select Apply.

PlantPAx Eventd - Solution

Output Configuration for Event Type : LGXEVENT

B FacFie Gt Patn Bt Filename:
ELegrLLRDVANT LEREVENT

M e e e Sebect File Seik Ty
1024

The final step for Miscellaneous Configuration is to configure the format of date and time and “lllegal Character Substitution” options.

PlantPAx Eventd - Solution

o ® transcw [] [:]
Betmiter
0w s s o

Nete: {mges Drveres i wpperind ey LGXEVENT_MAPPIG

bem e o8
o E=3

Mame Possion Length Frencee |

Sourcetiame (] e | w

Taghame , 1% il

Wenage 1 “ H
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13. Select the appropriate format from the available options. The default value of Date format is “MMDDYYYY” and for Hour format “24" Hour.

PlantPAx Eventd - Solution

14. Once the configuration is done, select “Save Configuration”, the configuration is saved to the Broker Add-On.

Miscellaneous Configuration for Event Type : LGXEVENT

Timestamp Format
Date Format
O coMMTrY @ MMDDTYY () YAYMMDO () YYNDOMM () Nane
Haur Format
@ Mbour ) 1260 ) hone
When Timestamp is Blank
O e busk @ VP Time O Uik Lt Timwizamg
EBegal Character Substiution

] Erabe Diegat Char Substimusion

PlantPAx Eventd - Solution

Y
o & cravsaee [
Catemitar
© gen 5L Mappings [ oo |
Nete: gt Drverse  sspertnd e LGXEVENT_MAPPG
Wi b o8 0 Dot
o E=3

Name Posstion Lengeh Frencee |

Sourcaiame (] | m

Taghame % m

Meisage @ H

15. Start PlantPAx EventQ Application, See Start PlantPAx EventQ Solution Application on page 130.
16. Once the Record Type configuration is saved, it is listed in the Record Types list.

Edit Selution - PlantPAx EventQ

Record Types.
LGXEVENT
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Add User-Defined Record Type (Optional)

User-defined record types are provided for users desiring different or additional table values. This document provides a user-defined record type
overview, but this configuration is not used within the reporting example.

1. Select the Add button to add the new Record Type. A popup appears, provide the name of the Record Type, and select Add.

Edit Selution - EventQ
Record Types

LGXEVENT
UOTEVENT

(-]

Edit Solution - PlantPAx EventQ

2. Inthe next view, you can add the rows using “Add Row".

Edit Solution - PlantPAx EventQ

(-]
soipos Ly e |

Mame Pastion Length. Remave

Mo Rows To Show

IMPORTANT  Select Pre-defined Record Types can be used for Pre-Defined Record Types only.

3. Repeat Add Row until all data fields are added.

Edit Solution - PlantPAx EventQ

Membertiame z
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The Broker-addon PlantPAx Event( solution must know where data fields are located in the block of string data that is taken from the
event queue. This can be determined in one of two ways:

a. If the data is character delimited, the position is always used. The first token in the delimited string is position 1, the next position 2 and
so-on. It is important to note that the position number starts at zero and not one. When character delimiting is selected, the delimiter may
be configured. Usually, this character is a comma.

PPAX, XV101, PCmd_Pos2, Program Command to Open, 1

PPAX Xviol PCmd_Pas2 Program Command to Open 1
Position 0 Position 1 Pasition 2 Position 3 Position 4
b. If the data is length delimited, the length of the data field is used. The starting position of the data field is always the combined length of

all fields before it. So, if the first field is three characters long, the first field starts at position zero in the string and spans three
characters. The second field 12 character long. This field starts at position three in the string and spans 12 characters, making the third
field, no matter how long it is, start at position 15 in the string.

Name DataType Bytes Length

SourceName STRING_12 16 bytes 0

TagName STRING_12 16 bytes 0+16=16

MemberName STRING_12 16 bytes 16 +16 =32

Message STRING_40 40 bytes 32+16=48

Value STRING_8 12 bytes 48+40=188

4. You can Add, Edit, and Delete the SQL Mapping for the processed Record. Select the Add button and a popup is loaded for the SOL Mapping.

SQL Mappings

[EMPTY LIST]

BB =

Edit Solution - PlantPAx Event()

sl Tyze Mot
OTIVENT

Create SQL Mapping

Column Mame  Data Type

@ srenresutnednecint_ o

Record Fleid

o Roves To Shaw
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5. Provide the Name of the Mapping and SQL Server details, select the Refresh button to connect to the Database and load a list of available
Databases into the Databases drop down. Selecting the Database loads the list of available tables.

Edit Solution - PlantPAx EventQ

Create SOL Mapping

_I_scr.kwnmmm:qn

) Windons Autranscason

Bemove

Edit Solution - PlantPAx EventQ

Create SOL Mapping

e SO0 Sarve ina L Serves Authenica
o — o |
Select Ditatiasa

sacnisioryEs . taiect Tatle v

Expression Remeve

IMPORTANT  Add your users (Broker-addon running as a service requires NT AUTHORITY\Network Service for Windows
Authentication) to database permissions and granting at least connect, execute, and Insert permissions. Windows
Authentication will not work if SQL database is on another machine due to Broker-addon running as a service with
Network Service account.

6. Select the table and use the option “Populate from table” to load the columns of an existing table. Map the table columns to the Data Type,
Record Field, and Expression.

T - T
Comect= § ¥ 5 T 6 4 commnt L ORI A
= 8 PRACEWS (S0L Server 15030005 - PRAKDEWS L ~ | [TetTmesiane | et =]
= Ovisbicies [ - a7 =
8 System Databiies Facpe e @
SE ey e e -
B W AaserCentie Taghame Freanchar(50) =]
& il BatchHmon s Mambatiams mmchar{$0) =
& # Databie
i Vakue: rrvanthar( 5} =]
B Systern Tables o
& o FeTables
0 Eeenal Tables
& 1 Gragh Tables
&l dbsBHBnch
& [l dbeBHBachHn
@ [l dbeBHBindeg
& [l dbaBHCRangeHasry
& [l dbeBHCsmment
& [l dbsBHCsratitegs
= 0 .
& [l dbaBHEqupment
& [ dbsBHEreMake
& [l dbeBHFsbhae
& [ dbe BHFshaellew
& [l dboBHMaterisEvert
& [l dbo BHMedeChinge
=0
& [l dbaBHOMeToGMT
& [l dbeBHOperstion
& [ dbaBHPuamae
& [l dbeBHPsameterChange
=0
5 il dbaBHPromes
& [l dbeBHPrompinponse
& [ dbs BHSueChange
& [l dbaBHSmeCenmmand
& [l dbeBHT erpBanch Column Propatios
& [l dbaBHTempBuechEnd =
& 0 dbeBHn Eug
& [l dbeBHUntProtedue w iGenensl
& [l dbo L GREVENTDuta Plama)
- Ao Nk
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Create SQL Mapping - Populate from Table

Edit Selution - PlantPAx EventQ

Create SOL Mapping

M S0 Serves Ingtance ase @) 504 Sarvee Autnensicston
LOTEVENT_MAPPING PRGNS

) Windows Authersicacon
SOL e haste S0 paswond
- e
Suiect Butabiase®

BacchisioeyEs

o Rawes To Shem

Populate from Table for User-Defined Record Types - Data Type

Edit Selution - PlantPAx EventQ

Create SOL Mapping

M S0 Serves Ingtance ase @) 504 Sarvee Autnensicston
LOTEVENT_MAPPING PRGNS

) Windows Authersicacon
SOL e haste S0 paswond
- e
Suiect Butabiase® Seieet Table
BaniisieyEs » WDTEVENTDua

i

b Sb O =0 O b O b i

Populate from Table for User-Defined Record Types - Expression

Edit Selution - PlantPAx EventQ

Create SOL Mapping

[ 0L Serves Inatanes Nase @) S04 Sarves Autnenticson
LOTEVENT_MAPPING PR “
) Windows Authersicacon

SOL uner e SOL patawid
- ey
Select Dasbase® Select Table*
BancnHisioryEx » UDTEVENTDu
Data Type Expeession Bemene

TiaTmeiasp

WisTime
RecorType
)
TicusTimescamg
EvenTimeszamp

= a

EvenrTimeSuanp
FecType
Sourcebame
Taghame
Mamie Name
Vessage
Value
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Populate from Table for User-Defined Record Types - Record Field

Edit Solution - PlantPAx EventQ
Edit SOL Mapping -UDTEVENT_MAPPING
Mame SCL Server nstance Name. @ R e Authentication
i el PraoeRen. : O Wincioms Authenscacon
50 user name Frp—
u it
Seiect Cutaiere Seies Table
Basenmstoeylx o UBTIVINTDMS m
s o}
neTimeiang o
ectre o}
Soniriatiane. ‘a
T T | soercetiame .ﬁ
| Sagtiame

eaes | [ioemons T
uirsage Minisage i
Vabst S H

7. Once SOL mapping is done, select Update.

Edit Solution - PlantPAx Event(

Edit SOL Mapping -UDTEVENT_MAPPING

Hame SER Server atasce Nama @ 0L Sarver Astreticaen
UOTEVENTAMAPPRG PRADEWS! “
ittt LA ki i . ) Wenskews Autnenticatien

504 user name 308 paamwisd
-

Seiect Databare Sebect Tabe

[t - UDTRINTOMG m
[ESrT— — | | EveTuraizasp m |
Pr———— | Sowcerame | o |
[rRs [ &t |
Vi | g Vi m |

[ N ] |

8. Click the Output Configuration to configure the sink details.

Edit Selution - PlantPAx EventQ

[ e Lt Al @ J st v
o @ cracacer | |

O Lengen

Nare: Lenges Desmaes 5 supporind oy

for Do Soumme Dever EmestentP (71

Hame Pasition .
. . 1 ﬂ
= T " &
Mgebarhiacrs 1 = M
usisage i “ o]
= . - | ﬂ
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9. You can configure Flat File and/or SQL Database option as sink and select Apply.

Edit Selution - PlantPAx EventQ

Dutput Configuratéon for Event Type : UDTEVENT

B FacFie  cupa
ELegtUBTEVINT

st Filemame
UOTEVENT

M e e e

Siebect File Seik Ty
024 =1

B S e 5oL s

g
ITIVINT MABRNG

o - |

10. Select Miscellaneous Configuration to configure the format of date and time and “lllegal Character Substitution” options.
1. Select the appropriate format from the available options.
Default value of Date format is “MMDDYYYY” and for Hour format “24" Hour.

Edit Selution - PlantPAx EventQ

Misceflaneous Configuration for Event Type : UDTEVENT

Timessame Format
Date Farmn

O oMM @) MMDDTIY () WMUDD () WYODMM ) N

Hour Fermat

@ v O 12Me O Non

Wien Timescamp is Blank

() teaveBusk @ UzePCTime () sk Luac Timessamp

egal Character Substitution

[0 Enabe Digat Chae Setistinasion

12.  Once the configuration is do

Edit Selution - PlantPAx EventQ

0 O

@ craracer [ |
O Lengen
Mare 1engee Dedemer o pgornd oy

o
Cabmiter
SOL Mappings
UDTEVENT_MAPPING

EZEEs
o 23

- |

for Do Soumme Dewer EmesSenTP (R

Hame
Soursehame
Taghume
Mgembarhiar
urage
vair

-
=AY

13. Start PlantPAx Event( Applic

ation, See Start PlantPAx Event0 Solution Application on page 130.
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14. Once the Record Type configuration is saved, it is listed in the Record Types list.

Edit Solution - PlantPAx EventQ
Record Types

LOXEVENT
UDTEVENT

Edit Record Type

Use the following steps if you want to modify a record type.
1. Select the Record Type from available list of Record Types and select the Edit button.

Edit Solution - PlantPAx EventQ

Record Types
LOXEVENT

2. You can edit/add any configuration such as Record Field Name, SOL Mapping, DB Table, Output Configuration, Miscellaneous Configuration
etc.

Edit Solution - PlantPAx EventQ

gl < =]
Delmiter xr

O vemgn UDTEVENT_MAPPING.
Mt denges Desmaes o pporand ony m

=
Name Position Lengeh Remove
Sourcehame o z i}
aghame i3 @
Memberiame 2 2 o
Meszage 4 i}
Vi 4 L] i}

Edit Solution - PlantPAx EventQ

Edit SOL Mapping -UDTEVENT_MAPPING

S8 Sarvms Ingtance Kama @ 55 Shrves mamarasen
UDTEVENT_MAFPING PRAOENS!
sl - () Pistws Autraneaesn
0L user nare -
- A
Select Dutaare Sulect Tatie
Hatemmctey s - UDTEVENTOMS . m
Data Type Expression Bemove

TaTmesang | ek TwsTmesang o

Bendlimeitang | Nuswis BwnTimesing o

RetTyn strng BecsreTye o

SourcaName Strng Sourcaame ﬁ

Taghame Strng Taghame i)

Memoetane | Soeg [rom—— &

tirsage sermg usssage o]

o P o &

m CRE n m

128 Rockwell Automation Publication PROCES-ATI00B-EN-P - July 2024



Chapter 9 PlantPAx Event Recording - Event(

3. Selecting “Save Configuration”, will update the configuration and save to the Broker Add-On.

Copy Record Type

Use the following steps if you want to copy an existing record type to create a new record type.
1. To copy the Record Type, select the Record Type from available list of Record Types and select the “Copy” button.
Config Ul creates a copy of the Configuration and attaches it to the new Record Type.

Edit Selution - PlantPAx EventQ

Record Types.
LOXEVENT

Edit Selution - PlantPAx EventQ

Edit Selution - PlantPAx EventQ

2. Control is redirected to the Record details screen with the pre-populated values copied from the other existing Record Type.
Verify the details and edit any configuration as per requirements.

Edit Solution - PlantPAx Eventq
- G ==
O engm UDTEVENT_MAPPING.
Nade 1enges Dedemer o fppornd oy
o B S Drver TP 8 BB [
Hame Poution  Length femove |
Sourcelame 1 L I -] u
Taghiame % m
Memperiame 1 2 m
Menage 3 43 m
Vo 4 " @

3. Once the configuration is verified/edited, select “Save Configuration” to update the configuration and save to the Broker Add-On.
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Delete Record Type

Use the following steps if you want to delete a record type.
1. Select the Record Type from the available list of Record Types and select the “Delete” button.

Edit Solution - PlantPAx EventQ
Record Types

LOXEVENT
UDTEVENT

Edit Solution - PlantPAx EventQ

Afe you sure you want to delete selected Record
Type definiton 7

B -

2. The Record Type and its configuration are deleted.

Edit Solution - PlantPAx EventQ

Record Types
LGXEVENT
UDTEVENT

Event Data Processing and Persistence to Sink

Start PlantPAx Event( Solution Application

Once a Record Type has been configured, you can Start the PlantPAx Event( solution to process and store the Record Types into the specified sink
type.

Select the play button (triangle icon) to start the PlantPAx Event( solution.

Configure Solutions

Add Selution Remove Solution

O Name edit

O |. PlantPAx EventQ | S
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Stop PlantPAx Event( Solution Application

You can Stop the PlantPAx Event( solution by selecting the stop button (square icon).

Configure Solutions

Add Solution
a Name edit
O | e E PlantPAx EventQ /

SOL Server Event() Database

If your data sink is a SQL database, you can browse the table to confirm that your Event() database is storing records.

1. Open SOL Server Management Studio.
2. In the Object Explorer, expand the Databases folder.
3. Locate your specified database and expand the tables folder within.
4. Right-click the table that is named LGXEVENTData and Select Top 1000 Rows.
5. The query window displays any recently recorded events.
¢ SCLQuery).sq] - PASS-COT BatehHistoryEX (sa (119)) - Microsoft SOL Server Management Studio (Administrator) Quick Launch (Ctrl+ O £ - B x
File Edt View Query Project Took Window Help
-0 (8- -t RSP ANy RR22Q X208 :
N | BatchHistoryEX - pbecue » JRESEFER @D 3| E
Object Explorer * 3 x SQLf.\.myqul-P.\&.:iﬂor)ﬂ(u[.ﬂﬂj = OL_Centralized_..0 -
Coomect> WY BTV G % SELECT TP (1000, [TicksTincStomp] -
@ PASS-CO1 (SOL Server 15.0.2095.3 - a) ~ [EventTimeStamp] b1
Databases [RecType]
System Databases [Seurcelame]
Database Snapshots [Taghame ]
5 @ ACM_DE [Message] . f
3 @ AssetCentre FROM [BatchHistoryEX].[dbo]. [LGXEVENTData]
# @ AusetFrameworkDE
W EatchHistoryEX
5 Database Diagrams
Tables -
Systemn Tables 0% -
FileTables
EﬂgmtlTnbl:s G Ronts N Messages
Graph Tables T St RecType Sourcebame  Taghame Message
5 [ dboLGXEVENTDsts 1 IM3N30:28464543 LGMEVENT PAX Program e TK101_Example 30V1102 PCmd_Pos2  Program Command to Open
Views 2 BNINIETUTIS LGXEVENT PAX Program e TK101_Example MT1101 PCmd_Stat1  Program Command to Stat
External Resources 3 3132137229453  LGHEVENT  PAX Frogram e TK101_Example MT1101 PCmd_Stop  Program Command to Stop
Symanymms 4 BA3I2IT2I%4346 LGXEVENT PAX Program e TK101_Example XV1102 PCmd_Pos1  Progeam Command to Close
Programmablity 5 JM3I21ITSOTITIT  LGHEVENT  PAX Pregram e TK101_Exaemple MT1101 PCmnd_Stat1  Progeam Command to Stad
Service Broker
Storage
] Security € >
* grrff;fim v [ © Query executed successfully. PASS-COT (150 RTM) | sa (119) | BatchHistoryEX  00:00:00 5 rows
3 Ready Ln1 Call €h1 NS
L]
Event( Reporting

Rockwell Automation Standard Reports and ThingWorx® Maintenance Reports can display Event() data in the Object Event Reports if the Event(
solution writes to a SQL database on the same SQL server containing the centralized database.

Use the following steps to configure the centralized database to read from the Event() solution database.

1.
2.

Launch the SQL Management Studio software and connect to your SQL server.

From the Object Explorer, expand the “Databases” folder, expand the centralized database folder (Example AssetFrameworkDB) and expand
the tables folder.

Locate the table that is named dbo.ConfEvent( then right-click and select “Edit Top 200 Rows".
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4. Typein your Event( database name and Event() database table name.

132

I_»Q PAS5-C01.AssetFrameworkDB - dbo.ConfEventQ - Microsoft SOL Server Management Studio (Administrator)
File  Edit Project  Query Designer Window

0' |il*|3' - & #|J:§‘|NEWQUEI'_‘{ J:E‘lf@nn

View Tools Help

28 Ld -Q -8

s

PASS-C01.AszetFra...B - dbo.ConfEventd & X

Object Explorer

Event(_DBMame
| BatchHistoryEx
NULL

(VS

R dbo.comComputer ~
EH dbo.comPerson .
ER dbo.comServer

EH dbo.ConfAlarms

B s Conitenta

EH dbo.ConfServers

EH dbo.ConfShifts

Event(_tbiMName
LGXEVENTData
NULL

Connect = ? X?

The SOL Agent Jobs are now able to process the Event( data and display it on the Object Event Reports.

The following is an example of the Standard Reports Object Event Report. Notice the event for Program Command to Start was executed
by the user “Logix”, meaning the process controller code commanded the motor MT1101 to stop and start at four times.

- View Raport

13 Mar 2023 01:25:44 Event Report for 13 Mar 2023 22:25:44
MT1101
MT1101 - TK1101 Transfer Pumg - Single
5

or

Progean Comrmans 12 3000

Pragpies Comrmare 1 5wt Logn

oo Comrmrt s S Ligm

Pragries Comesare i St Log

per=—yr— g |

Rockwell PlantPAx ThingWorx Maintenance Reports

Automation
Alarms and Events Reports

sor 1 N

Process Object Reports

Traceability Reports System Reports.
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Record Types

The following examples show a record type displayed in various formats.

Event Data Samples persisted to various Sinks (Ex: RAC_EVENT)

Data Persisted to SQL Database

FH Resuts E¥ Messages

TicksTimeStamp Event Time Stamp RecType SourceN, Tagh. M
1 2022-04-12 20:54:36 4582520 LGXEVENT PPAX MT104 PCmd_Start1  Program Command to Start
2! 637854080882080000 2022-04-12 20:54:48 2083850 LGXEVENT PPAX MT104.PCmd_Stop Program Command to Stop
3 637854080932080000 2022-04-12 20:54:53.2084540 LGXEVENT PPAX MT104 PCmd_Start?  Program Command to Start Reverse
4 637854080994575968  2022-04-12 20:54:59.4585100 LGXEVENT PPAX MT104.PCmd_Stop  Program Command to Stop
5 6378540811270759936  2022-04-12 20:55:12.7086980 LGXEVENT PPAX XV101.PCmd_Pos2  Program Command to Open
6 6378540811870759936  2022-04-12 20:55:18.7087570  LGXEVENT PPAX XV101.PCmd_Pos1 Program Command to Close
7 637854081344579968  2022-04-12 20:55:34 4585330 LGXEVENT PPAX X102 PCmd_Pos2 Program Command to Open
8 637854081402085584  2022-04-12 20:55:40.2050180 LGXEVENT PPAX XV102.PCmd_Stop Program Command to Stop
5 637854081449550016  2022-04-12 20.55:44 9550510 LGXEVENT PPAX XV102.PCmd_Pos1 Program Command to Close
10 637854081499550016  2022-04-12 20:55:49.9551240 LGXEVENT PPAX XV102.PCmd_Stop Program Command to Stop
11 637854081624589352 2022-04-12 20:56:02. 4552560 LGXEVENT PPAX XY103.PCmd_On Program Command On
12 637854081672089384 2022-04-12 20:56:07.2093330 LGXEVENT PPAX XY103.PCmd_Off Program Command Off

Data Persisted to Flat File Format - CSV

TicksTimeStamp, EventTimeStamp, RecType, SourceName, TagName , Message

637854088124670000, 20 2 467014, LGXEVENT, PPAX,MT104.PCmd_Startl, Program Command to Start
637854088257170000, 2022 53, LGXEVENT, PPAX,MT104.PCmd_Stop, Program Command to Stop
637854088379670000, 36, LGXEVENT, PPAX,MT104.PCmd_Start2, Program Command to Start Reverse

(1, BT U X

637854089287180000,
637854089327180000, 2022-0

414, LGXEVENT, PPAX,XY103.PCmd On, Program Command On
5465, LGXEVENT, PPAX, XY103.PCmd Off, Program Command Off

637854088504670000, 4 s LGXEVENT, PPAX,MT104.PCmd_Stop, Program Command to Stop
& 637854088627170000, 20 4 23, LGXEVENT, PPAX,XV101.PCmd Pos2,Program Command to Open
7 637854088707170000, 4 s LGXEVENT, PPAX, XV101.PCmd Posl, Program Command to Close
8 637854088844670000,2022-04 s LGXEVENT, PPAX, XV102.PCmd Pos2, Program Command to Open
| 637854088902170000, 4 972, LGXEVENT, PPAX, XV102.PCmd Stop, Program Command to Stop
10 637854088972180000, 4 1 4, LGXEVENT, PPAX, XV102.PCmd Posl, Program Command to Close
637854089024680000,2022-04 68090, LGXEVENT, PPAX, XV102.PCmd Stop, Program Command to Stop
4
4

I
Wk o
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Data Persisted to Flat File Format - JSON

W -] Wk

M s b b b b b b b s B WOW W W W W W WWWRRRRRBR R RN e e
W] W KHOWD-JNWOb WHNKEFOWD-JNWOb W EHFOWD-J0WdE W KEHOWmD-JnWdb Wwkk-Eo

=1E

w
w0

"TicksTimeStamp™: & e
"EventTimeStamp™: "2022-04-12 20:54:36.
"RecType™: "LGXEVENT",
"SourceName": "PPAX",
"TagName": "MT104.PCmd Startl™,
"Message™: "Program Command to Start”
oo A
"TicksTimeStamp™: & 4 8 e
"EventTimeStamp™: "2022-04-12 :54:48.208389"™,
"RecType™: "LGXEVENT",
"SourceName": "PPAX",
"TagName": "MT104.PCmd Stop",
"Message™: "Program Command to Stop"
oo A
"TicksTimeStamp™: €3 4 93 e
"EventTimeStamp™: "2022-04-12 20:54:53.208454",
"RecType™: "LGXEVENT",
"SourceName™: "PPAX",
"TagName": "MT104.PCmd Start2®,
"Message™: "Program Command to Start Reverse"
oo A
"TicksTimeStamp™: €37
"EventTimeStamp™: "202 59.458510",
"RecType™: "LGXEVENT",
"SourceName™: "PPAX",
"TagName": "MT104.PCmd Stop",
"Message™: "Program Command to Stop™
oo A
"TicksTimeStamp™: & 0,
"EventTimeStamp™: "2022-04-12 20:55:12.7086%98",
"RecType™: "LGXEVENT",
"SourceName™: "PPAX",
"TagName": "XV101l.PCmd Pos2",
"Message™: "Program Command to Open™
oo A
"TicksTimeStamp™: & e
"EventTimeStamp™: "2022-04-12 20:55:18.708757",
"RecType™: "LGXEVENT",
"SourceName™: "PPAX",
"TagName": "XV101l.PCmd Posl"™,
"Message™: "Program Command to Close™
oo A
"TicksTimeStamp™: & e
"EventTimeStamp™: "2022-04-12 b iR R Lo b hag
"RecType™: "LGXEVENT",
"SourceName™: "PPAX",
"TagName": "XV102Z.PCmd Pos2",
"Message™: "Program Command to Open™
oo A
"TicksTimeStamp™: €3 e
"EventTimeStamp™: "2022-04-12 20:55:40.209018",
"RecType™: "LGXEVENT",
"SourceName™: "PPAX",
"TagName": "XV10Z.PCmd Stop",
"Message™: "Program Command to Stop™
oo A
"TicksTimeStamp™: €37
"EventTimeStamo™: "20 -9558051™.

134 Rockwell Automation Publication PROCES-ATI00B-EN-P - July 2024



Chapter 9 PlantPAx Event Recording - Event(

Data Persisted to Flat File Format - XML

il £2xml version="1.0" encoding="utf-8"32>
2 <root>
= <elements>
4 — <element>
= <TicksTimeStamp>637854091112200000</TicksTimeStamp>
& <EventTimeStamp>"2022-04-12 21:11:51.220589"</EventTimeStamp>
i <RecType>"LGXEVENT"</RecType>
& <SourceName>"PPAX"</SourceName:
2! <TagNamE>"MT1[J4.PCmd_Startl"(,-"TagName)
O <Message>"Program Command to Start"</Message>
- </element>
= <element>
<TicksTimeStamp>637854091152200000</TicksTimeStamp>
<EventTimeStamp>"2022-04-12 21:11:55.220638"</EventTimeStamp>
<RecType>"LGXEVENT"</RecType>
<SourceName>"PPAX"</SourceName:
<TagNamE>"MT1[J4.PCmd_Stop"(,-"TagName)
<Message>"Program Command to Stop"</Message>
19 - </element>
S <element>
21 <TicksTimeStamp>637854091194700000</TicksTimeStamp>
22 <EventTimeStamp>"2022-04-12 21:11:59.470665"</EventTimeStamp>
23 <RecType>"LGXEVENT"</RecType>
2 <SourceName>"PPAX"</SourceName:
Rl <TagNamE>"MT1[J4.PCmd_Start2"<,-"TagName>
26 <Message>"Program Command to Start Reverse"</Message>
27 - </element>
= <element>
<TicksTimeStamp>637854091234700000</TicksTimeStamp>
<EventTimeStamp>"2022-04-12 21:12:03.470711"</EventTimeStamp>
31 <RecType>"LGXEVENT"</RecType>
32 <SourceName>"PPAX"</SourceName:
33 <TagNamE>"MT1[J4.PCmd_Stop"(,-"TagName)
3 <Message>"Program Command to Stop"</Message>
25 - </element>
SE | <element>
3 <TicksTimeStamp>637854091349700000</TicksTimeStamp>
38 <EventTimeStamp>"2022-04-12 21:12:14.970861"</EventTimeStamp>
39 <RecType>"LGXEVENT"</RecType>
40 <SourceName>"PPAX"</SourceName:
41 <TagNamE>"XV101.PCmd_Pos2"<,-"TagName>
4R <Message>"Program Command to Open"</Message>
43 - </element>
44 [ <element>
45 <TicksTimeStamp>637854091389700000</TicksTimeStamp>
46 <EventTimeStamp>"2022-04-12 21:12:18.970904"</EventTimeStamp>
47 <RecType>"LGXEVENT"</RecType>
48 <SourceName>"PPAX"</SourceName:
45 <TagNamE>"XV101.PCmd_Posl"(,-"TagName)
50 <Message>"Program Command to Close"</Message>
51 - </element>
= <element>
53 <TicksTimeStamp>637854091532210000</TicksTimeStamp>
i <EventTimeStamp>"2022-04-12 21:12:33.221092"</EventTimeStamp>
55 <RecType>"LGXEVENT"</RecType>
56 <SourceName>"PPAX"</SourceName:

Data Persisted to Flat File Format - Raw Data

{"TickaT: EY T29EITO00D, «Plmd SEArtl®, "Message®:"Program Command to STart=j
{"TickaTimeSta=p=: 4057417280000, "EvencTineStamp® +POmd_Stop®, "Measage®:"Program Command te Stop™}
{"TicksTine3tanp +BPCmd_Startl”, "Message":"Program Command to 3tart Reverss"3
{"TicksTimeStamp T FRAX", g D, “Hessage™

{"TickaTimeSta=p L TMPRAX",
& {"TicksTimedtamp 2 3 £ 285897, "RecType™: "LE oure: STERANT,
7 ("TicksTimeStamp™: 1 . RecType™: . : "ERRXT,
{"TickaTimeStamp™: € 000, "EventTineStanp™ 1 . "RecType": "LEXE" o P"ERRX",
5 {"TicksTimestasp=:e: 0. "EventTimestanp” . =, "RecTyre=: 2 ImERANT, Plmd_Posl=, "Message~
3 ["TtckaTimeStamp = meSTampn L2 1 "RecType™: "LEXEVENT™, e 2 MPRAXT, *Tagl PCmd_Stop®, "Measage™:"Frogram Cor >
il {"TicksTimeStamp™: ntTimeStanp®: "1022-04-12 . "RecType' 3t i "PBRX", "TagHame™: "XY103.FCmd On®, "Message”:"Program Cosmand On™}
32 {"TicksTimeStamp™: 98245720000, "EventTimeStamp™: "2022-04-12 14 « "RecType™: “LGXEVENT", “Souzcel I PRAX", “Tagiiame™: "XY¥103. Pind_Off~, “Message":~Frogrem Command O££"}

]  Message
-FCad Fosi®, "Messag
Blmd_Posl®, "Measage®
+BCmd_Stop®, "Heasag
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Notes:
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Troubleshooting

About

Chapter ]0

Use this section to troubleshoot issues that you might run into while deploying these reports. This section of the document should be used if issues

arise during the installation or connection steps.

For issues that might not be included in this section, please visit the Rockwell Automation Knowledgebase to look for additional solutions. If no
online solution exists, please contact Rockwell Automation Technical Support for further assistance.

SOL / Historian Issues

Issue

Suggestion

Using the Microsoft® SOL Server Studio Manager to test the linked server connection
to the Historian fails with error “Cannot initialize the data source object of OLE DB
provider “PIOLEDB" for linked server “PI_Link". OLE DB provider for linked server “PI
Link" returned message "[PI SDK] Unable to open a session server”. [-10723] PINET:
“No Connection”. (Micrasoft SQL Server, Error: 7303)

« Confirm the required SOL and Historian TCP ports are allowed in the Windows® firewall.

« Ensure the time zone, current time, and date of all server computers match.

« Ensure that the Historian server has an OLEDB provider license.

« On the Historian computer, open Windows “Services” and restart the “PI OLEDB Enterprise
Agent” service.

« On the Historian computer, open Windows “Services” and configure the “Pl Licensing”
service as automatic/delayed then restart it.

Using the Microsoft SQL Server Studio Manager to test the linked server connection
to the Historian fails with error “Cannot create an instance of OLE DB provider
“PIOLEDBENT" for linked server “PI_Link". (Microsoft SQL Server, Error: 7302)

The Allow InProcess option must be set on the specific provider before the linked server is
created. You can add the linked server provider option in SQL Server Management Studio
using this pracedure:

Navigate to [SQL Server Database]--> Server Objects--> Linked Servers-> Providers.
Right-click on the provider (PI-OLEDB), and select Properties.
Check the Allow InProcess option to enable the property.

Using the Microsoft SQL Server Studio Manager to test the linked server connection
to the Historian fails with error “Cannot initialize the data source object of OLE DB
provider “PIOLEDB" for linked server “PI_Link". OLE DB provider for linked server “PI
Link” returned message "[PI SDK] Registry item not found in collection”. (Microsoft
SOL Server, Error: 7303)

On the Historian computer, open Windows "Services" and restart the "PI OLEDB Enterprise
Agent” service.

Using the Microsoft SOL Server Studio Manager to test the linked server connection
to the Historian fails with error “Cannot initialize the data source object of OLE DB
provider “PIOLEDB" for linked server “PI_Link". OLE DB provider for linked server “PI
Link" returned message "[PI SDK] The requested server was not found in the known
server table. HIST-01". (Microsoft SQL Server, Error: 7303)

Seen on domain computers where the linked server data source contained a computer name
that is not specified with the fully qualified domain name (FQDN).

Rerun the StandardReports.BAT file and enter the Historian server name using the fully
qualified domain names (FODN) or manually recreate the linked server with the following
parameters:

Linked Server: PI_Link Provider: PI OLE DB Provider

Data Source: HIST-01.PlantPAx.Local String Provider: Integrated Security=SSPI Catalog:
piarchive

Security tab: Be made using the login's current security context.

Server Options tab: Collation Compatible True, Connection Timeout 30, Query Timeout 600
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Standard Report Issues

Issue

Suggestion

How to update an existing standard report installation to a new version?

Since the source databases are only read from, the current procedure is to delete the
centralized database, SOL Agent Jobs, delete the three datasource on SSRS reports and
delete the Pl Views.

Then run the new StandardReports.BAT file while following the steps in the install standard
reports section of this document.

How are min/max/average values calculated and used?

The Asset Framework calculates min/max/average for the last hour on a schedule every
hour. These values are then stored back into Historian as their own separate points.

SOL Agent jobs run stored procedures within the centralized database that read the Asset
Framework values every hour and saves that for each hourly interval. SQL stored
procedures also use these hourly values to calculate min/max/average for shift and daily
values.

How do | configure my shift times (morning/afternoon/evening) to my local time?

Shift times are set to UTC time in a table within the centralized database. Modification of time
zones is prevented due to a current anomaly in process library version 5.10 and prior..

.NET Framework Error during the "Publish Reports” step.

If an additional window appears prompting for .NET Framework, ensure that the required
version is installed.

« SOL Server 2014 and SOL Server 2012 use .NET Framework 3.5 SP1
« SOL Server 2016 (13.x) and later require .NET Framework 4.6 or greater

StandardReport_5.xx.xx.BAT indicates an issue with 'rs.exe" is not recognized as an
internal or external command, operable program, or batch file.

Ensure the StandardReports.BAT file was modified per SQL Server version, as described in
the installing standard reports section of this document.

Verify that standard ASCII quotes are around the path to RS.exe.

StandardReport_5.xx.xx.BAT indicates an issue after attempting to deploy reports
“Could not connect to server:
http://localhost:8080/ReportServer/ReportService2005.asmx

Ensure that the complete process library directory structure was copied or accessible.

Configure a temporary execution account within SSRS to match the credentials running the
batch file script.
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Issue

Suggestion

ThingWorx® Foundation installer error:
There has been an error.
Java keytool binary is not found in SPATH. Please add it the SPATH

Verify %cjava_home%\bin has been added to the Path for System Environment variables

OPC Aggregator Project needs refreshed and you can't restart the server.

Select Runtime > Reinitialize from the top menu bar. This option reinitializes the runtime service and
the event log displays new connection events for ThingWorx and OPC UA Client.

OPC Aggregator Project configuration

ThingWorx Native Interface. Connection to ThingWorx failed. | Platform =
localhost:8080/Thingworx/WS, error = cound not initialize a secure socket
connection.

Use the IP address of the ThingWorx server for the project host setting.

OPC Aggregator Device Import Items
Failed to connect to UA Server
‘opc.tep://hostname:portnumber/endpointname’ for browsing

Launch FactoryTalk® Linx Gateway Configuration and verify the following:

« UA Server and Discovery services are running

« Windows Defender Firewall allows TCP traffic for the designated port

« Security option that is selected for the UA Server Endpoints matches for bath the Server and Client
sides. (Example: both set to None, Basic256, and so on)

Control Strategy Health Dashboards are not updating with live data

1. Ensure the process object tags have been generated in the OPC Aggregator before the dashboard
things CSV file was imported.

If not generated before import, then generated in the OPC Aggregator, delete the dashboard
thing in ThingWorx Composer™ and reimport the dashboard.

If the tags were generated before import, then use the OPC Aggregator software as a test client
to see live tag values. Expand you device to the tag level and right-click on the tag of interest.
Select the option "Launch Quick Client Here". An OPC UA test client will launch and allow you to
browse live tags, before they enter ThingWorx. Fix any OPC connection errors here before
focusing on ThingWorx.

2. Browse “Things” with ThingWorx Composer. Find the dashboard thing that isn't updating.
(Example"LTT101_Remote_Thing". Select the thing and select the Properties and Alerts section.
Hover your mouse over one of the Sources. A tooltip window will appear and display the full path
back to the controller.

Examine if the path is correct. (Example:
FTLGW.PAX.OPC_UA_Server_PlantPAx_Data_Area.PAX.Online.Program:eTK101_Example.LT1101.S
rc0) If the path is missing the LTT101 name and only lists .SrcQ then it's likely the thing was
created before the OPC Aggregator had tags generated for ThingWorx.

Scroll towards the bottom of the Properties and Alerts section. Verify that the "isConnected"
property has a checkbox for the value. If not, ThingWorx is not connecting to the OPC
Aggregator.

Vuforia Studio Issues

Issue

Suggestion

Online Installer - Studio Setup. An error occurred attempting to install Studio.

Log file indicates URLDownloadToCacheFile failed with HRESULT '-
2146697208

An error occurred try to download ‘https://studio-download.vuforia.io/
downloads/Studio application'.

Copy the URL into a web browser to download the installer.

https://studio-download.vuforia.io/downloads/Studio application

Vuforia® Experience Service start-es.bat batch file disappears during
loading

Edit the C:\ptc\studio-es\bin\start-es.bat file by putting "cmd \k" at the end of the file to keep the
window open after error. Then run the start-es.bat file again and look for authentication fatal errors.

Client authentication is controlled by a configuration file, which traditionally is named pg_hba.conf
and is stored in the database cluster's data directory. Verify PostgreSQL pg_hba.conf file is
configured for md5 (Secure) or trust (not Secure) for the connection. Restart the PostgreSQL service
and try running the start-es.bat file again. For Windows workgroup computers, use the fqdn name of
Jocal in the hosts file.

Localhost:3000 says Error connecting to the ThingWorx server.

Verify that Windows firewall has open TCP ports for ThingWorx.
Verify that Vuforia Experience Services is installed and running.

Localhost:3000 says
Undefined

Click OK and verify that the External Data bindings exist as RemoteThings in ThingWorx Composer.

This message will likely be seen after opening an Example Project provided with the Process Library.
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Event( Solution Issues

Issue

Suggestion

Buttons to add Data Source, Model, and Applications appear dimmed.

Change the FactoryTalk® Edge Gateway™ to Online mode.

FactoryTalk Edge Gateway - Unable to Go Online. A different configuration is
running on the gateway.

Either upload the configuration from the gateway or download your current configuration to
the gateway.

FactoryTalk Edge Gateway - Data Source Collection Path.

« The driver is offline, and the collection path is inactive.

« Verify controller communications (EtherNet/IP™ or FactoryTalk Live Data) are active and
working.
« Verify that the controller contains a downloaded project.

FactoryTalk Edge Gateway application type of Add-On is missing.

Verify that the Broker-addon software is installed and confirm that Broker-Addon service is
running.

The PlantPAx® Event solution is not connecting to your SQL database or can't
create the database table.

Ensure that you add your users (Broker-addon running as a service requires NT
AUTHORITY\Netwaork Service for Windows Authentication) to database permissions and
granting at least connect, execute, and Insert permissions. Windows Authentication will not
work if SQL database is on another machine due to Broker-addon running as a service with
Network Service account.

The Broker-addon doesn't have an Edit option.

Ensure that the Broker-addon Windows Service is running. Restart the service is the Broker-
addon doesn't show a green running indicator.
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Additional Resources

PlantPAx Reporting Application Technique

These documents contain additional information concerning related products from Rockwell Automation.

Resource

Description

PlantPAx DCS - Configuration and Implementation Manual, Publication PROCES-
UM100

Provides system guidelines and instructions to assist with the development
of your PlantPAx system.
« Process Automation System Server chapter

- Add the Alarms and Events Database section

- Add a Data Server section

- Add an Alarm Server section
Ensure you enable historization on both the Data Server and the Alarm Server
« Historical Data chapter.

PlantPAx DCS - Template User Manual, Publication 9528-UM001

Provides direction on how to install and deploy PlantPAx virtual templates.
NOTE: Only needed if you have purchased the PlantPAx Virtual Image Templates.
« Configure the SQL Virtual Server chapter

« Configure the Asset Management Virtual Server chapter

PTC ThingWorx Platform 9 Help Center

Provides direction on how to install ThingWorx Foundation for Windows, which Apache Tomcat
and Oracle Java installed. PostgreSQL, InfluxDB, or MSSQL Server.

NOTE: PlantPAx Maintenance Reports were originally tested on the following, however other SQL
databases and component versions are available.

« PostgreSQL v10

« Oracle Java SDK v11

« ThingWorx Foundation v9.2

Vuforia Studio 99.0 Help Center

Provides direction on how to install Vuforia Studio.

Vuforia 99.0 Experience Service Help Center

The experience service for Vuforia Studio augments.

FactoryTalk Edge Gateway User Manual, publication 95055-UM006

Provides direction on configuring FactoryTalk Edge Gateway.

EtherNet/IP Network Devices User Manual, ENET-UMO06

Describes how to configure and use EtherNet/IP devices to communicate on the EtherNet/IP
network.

Ethernet Reference Manual, ENET-RM002

Describes basic Ethernet concepts, infrastructure components, and infrastructure features.

System Security Design Guidelines Reference Manual, SECURE-RMOO1

Provides guidance on how to conduct security assessments, implement Rockwell Automation
products in a secure system, harden the control system, manage user access, and dispose of
equipment.

UL Standards Listing for Industrial Control Products, publication CMPNTS-SR002

Assists original equipment manufacturers (OEMs) with construction of panels, to help ensure that
they conform to the requirements of Underwriters Laboratories.

American Standards, Configurations, and Ratings: Introduction to
Motor Circuit Design, publication IC-AT001

Provides an overview of American motor circuit design based on methods that are outlined in the
NEC.

Industrial Components Preventive Maintenance, Enclosures, and Contact Ratings
Specifications, publication IC-TD002

Provides a quick reference tool for Allen-Bradley industrial automation controls and assemblies.

Safety Guidelines for the Application, Installation, and Maintenance of Solid-state
Control, publication_SGI-1.1

Designed to harmonize with NEMA Standards Publication No. ICS 1.1-1987 and provides general
guidelines for the application, installation, and maintenance of solid-state control in the form of
individual devices or packaged assemblies incorporating solid-state components.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines for installing a Rockwell Automation industrial system.

Product Certifications website, rok.auto/certifications.

Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at rok.auto/literature.
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https://literature.rockwellautomation.com/idc/groups/literature/documents/um/enet-um006_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/enet-rm002_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/enet-rm002_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/secure-rm001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/rm/secure-rm001_-en-p.pdf
�http://literature.rockwellautomation.com/idc/groups/literature/documents/sr/cmpnts-sr002_-en-p.pdf
�http://literature.rockwellautomation.com/idc/groups/literature/documents/at/ic-at001_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/td/ic-td002_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/in/sgi-in001_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/in/1770-in041_-en-p.pdf
https://rok.auto/certifications
https://rok.auto/literature
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/proces-um100_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/proces-um100_-en-p.pdf
https://literature.rockwellautomation.com/idc/groups/literature/documents/um/9528-um001_-en-p.pdf
https://support.ptc.com/help/thingworx/platform/r9/en/index.html#page/ThingWorx/Welcome.html
https://support.ptc.com/help/vuforia/studio/en/index.html#page/Studio_Help_Center%2FWelcome.html%23
https://support.ptc.com/help/vuforia/es_install/en/
The FactoryTalk Edge Gateway User Manual, publication 95055-UM006,

Rockwell Automation Support

Use these resources to access support information.

Technical Support Center Find help with how-to videos, FAQs, chat, user forums, and product notification updates. rok.auto/support
Knowledgebase Access Knowledgebase articles. rok.auto/knowledgebase
Local Technical Support Phone Numbers Locate the telephone number for your country. rok.auto/phonesupport
Literature Library Find installation instructions, manuals, brochures, and technical data publications. rok.auto/literature
r;ggg;:t Compatibility and Download Center Egtvgg!oad firmware, associated files (such as AOP, EDS, and DTM), and access product release rok auto/ocde

Documentation Feedback

Your comments help us serve your documentation needs better. If you have any suggestions on how to improve our content, complete the
form at rok.auto/docfeedback.

Allen-Bradley, CompactLogix, ControlLogix, DataMosaix, expanding human passibility, FactoryTalk, FactoryTalk Edge Gateway, FactoryTalk Hub, PlantPAx, PTC, Rockwell Automation, Sequence Manager,
Studio 5000 Logix Designer, ThingWorx, ThingWorx Composer, Visual Studio, and Vuforia are trademarks of Rockwell Automation, Inc.

CIP and EtherNet/IP are a trademark of ODVA, Inc.
Excel, Microsoft, and Windows are trademarks of Microsoft Corporation
Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Automation maintains current product environmental compliance information on its website at rok.auto/pec.

Rockwell Otomasyon Ticaret A.S. Kar Plaza Is Merkezi E Blok Kat:6 34752, icerenkdy, istanbul, Tel: +90 (216) 5698400 EEE Yénetmeligine Uygundur

Connect with us. n m @

rockwellautomation.com expanding human possibility"

AMERICAS: Rockwell Automation, 1201 South Second Street, Milwaukee, Wl 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
EUROPE/MIDDLE EAST/AFRICA: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32)2 663 0600, Fax:(32)2 663 0640
ASIA PACIFIC: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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