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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

This virtualization user manual describes how to leverage virtual image
templates when deploying a virtualized PlantPAx® Distributed Control System
(DCS). PlantPAx virtual image templates are pre-configured, virtual system
elements of your PlantPAx system.

This manual also describes how to manage and configure templates as
individual virtual system elements, and how to configure them to work
together.

Figure 1 -- PlantPAx System Implementation and Documentation Strategy

__ __ __ __
D?’?gceuarzd Install Prep - Develop - Operate
__ \ ‘ __ __ __
« Selection Guide « Virtualization User Manual « Infrastructure User Manual  « Application User Manual ~ « Verify and Troubleshoot User Manual
PROCES-5G001 9528-UM001 PROCES-UMO001 PROCES-UMO003 PROCES-UM004
«  Reference Manual « Reference Manual
PROCES-RM001 PROCES-RM001

«Library of Process Objects
PROCES-RM002
PROCES-RM013
PROCES-RMO014

o Define and Procure - Helps you understand the elements of the
PlantPAx system to make sure that you buy the proper components.

o Install - Provides direction on how to implement the PlantPAx system
architecture to help develop your application.

e Prep - Provides guidance on how to get started and learn the best
practices for developing your application.

o Develop - Contains the application-specific libraries and objects
that are used to construct your application that resides on the
PlantPAx architecture.

e Operate — Provides guidance on how to verify and maintain your
systems for operation of your plant.
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Preface

Summary of Changes

This manual contains new and updated information as indicated in the

following table.
Topic Page
Added chapter 3 for initial server configuration. 87
Updated chapter 4 for updated workflow and graphics 97
Added chapter 5 for initial workstation configuration 165
Updated chapter 6 for updated workflow and graphics 173
Purpose of This Manual

Virtualization is the abstracting of the operating system from the hardware to
enable running multiple virtual machines on one piece of hardware. This

manual shows how to use templates to configure virtualized system elements.

Virtual image templates are provided for the following PlantPAx
system elements:

Process Automation System Server (PASS)

Engineering Workstation (EWS)

Operator Workstation (OWS)

SQL Server - AppServ-Info (SQL)

Process Automation Domain Controller (PADC)
Historian Server - AppServ-Info (Historian)

Batch Management Server - AppServ-Batch

Asset Management Server - AppServ-Asset

Operator Workstation Application Server - AppServ-OWS
Engineer Workstation Application Server - AppServ-EWS
VantagePoint Server - AppServ-Info (VantagePoint)

In addition to these virtual templates, this manual has deployment instructions
for the consolidated PASS (PASS-C) and associated OWS (OWS ISO). The
PASS-C and OWS ISO are designed to deploy on a physical machine.

TIP  Skip to Chapter 6 if you are deploying a PASS-C or OWS ISO.

8 Rockwell Automation Publication 9528-UM001G-EN-P - June 2019



Preface

Before You Begin

IMPORTANT  Our templates can be used with any virtualization software. We use
VMware for the procedures in this document.

e PlantPAx virtual image templates, PASS-C, and OWS ISO USB devices
are obtained by the following methods:

- Media - Order a physical copy of the virtual image template. End user
is responsible for the proper Microsoft® licensing.

- Electronic Software Delivery (ESD) - Download an electronic copy
of the virtual image template from the Product Compatibility and
Download Center (PCDC) website. When you download the

PASS-C or OWS ISO, you receive an ISO file that you can use to
create a bootable device.

e Virtual servers require Microsoft OS License Keys for Windows Server
operating systems.

e Virtual workstations require a Microsoft OS License Key for Windows

operating systems.
TIP  Remote Desktop Services uses its own method of licensing clients

that log on to Remote Desktop Services servers. This method is
separate from licensing for the Windows Server family of operating
systems. Therefore, AppServ-OWS and AppServ-EWS Remote
Desktop Connections must receive a valid license. This license is
issued by a Remote Desktop Licensing Server before they can log on
to a Remote Desktop Session Host or Connection Broker.

For licensing of these components, contact your Microsoft
distributor.

e FactoryTalk® Activation Certificates contain serial numbers and product

keys for the Rockwell Automation® products that correspond to the
templates.

See PlantPAx Virtual Image Template Catalog Numbers on page 10

IMPORTANT  Ifyou already own individual product activations, these activations
can also be used to activate the virtual image templates.

¢ A domain controller must be configured and accessible on the network.
¢ vSphere Web Client is used to deploy virtual machines.

o vCenter server is optional and enables you to create your own virtual
image templates and increase your ability to manage a virtualized
control system.

Rockwell Automation Publication 9528-UM001G-EN-P - June 2019 9



Preface

Microsoft Operating System

Software Licensing

PlantPAx Virtual Image

Template Catalog Numbers

Each server or workstation instance that is deployed from a template, bootable
device, or ISO needs its own Microsoft operating system license and Rockwell
Automation software licenses.

The end user is responsible for properly licensing a Microsoft OS for each

template deployed. Additional licenses can be purchased from your Microsoft
distributor.

Table 1 lists the catalog numbers for PlantPAx virtual image templates.

Table 1 - Virtual Image Templates on USB Devices

Virtual Template Cat. No. Description

PASS 9528-PASSVTENM USB device contains the virtual image template for the PASS. The end user is responsible for acquiring the appropriate Microsoft 05
license for Server 2016. All required Rockwell Automation software is pre-installed but not activated.

EWS 9528-EWSVTENM USB device contains the virtual image template for the EWS. The end user is responsible for acquiring the appropriate Microsoft 0S
license for Windows 10. All required Rockwell Automation software is pre-installed but not activated.

ows 9528-0WSVTENM USB device contains the virtual image template for the OWS. The end use is responsible for acquiring the appropriate Microsoft 05

license for Windows 10. All required Rockwell Automation software s pre-installed but not activated.

AppServ-OWS, AppServ-EWS

9528-APPXWSENM

USB device contains the virtual image template for AppServ-OWS and AppServ-EWS. The end user is responsible for acquiring the
appropriate Microsoft OS license for Server 2016. All required Rockwell Automation software is pre-installed but not activated. You also
must purchase the appropriate Windows CAL from a Microsoft distributor.

IMPORTANT: Each client needs an RDS CAL license.

AppServ-Info (Historian)

9528-APPHISENM

USB device contains the virtual image template for AppServ-Info (Historian). The end user is responsible for acquiring the appropriate
Microsoft OS license for Server 2016. All required Rockwell Automation software is pre-installed but not activated.

AppServ-Asset

9528-APPASMENM

USB device contains the virtual image template for AppServ-Asset. The end user is responsible for acquiring the appropriate Microsoft
0 license for Server 2016. All required Rockwell Automation software is pre-installed but not activated.

AppServ-Info (SQL)

9528-APPSQLENM

USB device contains the virtual image template for AppServ-Info (SQL). The end user is responsible for acquiring both the appropriate
Microsoft OS license for Server 2016 and Microsoft SQL server.

AppServ-Info (VantagePoint)

9528-APPVTPENM

USB device contains the virtual image template for AppServ-Info (VantagePoint). The end user is responsible for acquiring the
appropriate Microsoft OS license for Server 2016. Most required Rockwell Automation software is pre-installed but not activated. The
FactoryTalk VantagePoint software is not pre-installed for your convenience. For details, see the PlantPAx Virtualization User Manual,
publication 9528-UM001.

AppServ-Batch

9528-APPBATENM

USB device contains the virtual image template for AppServ-Batch. The end user is responsible for acquiring the appropriate Microsoft
05 license for Server 2016. Most required Rockwell Automation software is pre-installed but not activated. The FactoryTalk Batch
software is not pre-installed.

Domain controller

9528-PADCVTENM

USB device contains the virtual image template for a Domain controller. The end user is responsible for acquiring the appropriate
Microsoft S license for Server 2016. You also must purchase the appropriate Windows CAL from a Microsoft distributor.

Table 2 lists the catalog numbers for PlantPAx USB devices.

Table 2 - Installation File on USB Devices

System Element

(at. No.

Description

PASS - C (Consolidated)

9528-PASSCENM

USB device contains a bootable image to install a consolidated PASS on a physical machine. The consolidated PASS
includes Historian, VantagePoint, Asset Management, OWS, and EWS. The end user is responsible for acquiring the
appropriate Microsoft 0S license for Server 2016. A Rockwell Automation license is required for software activation.

0ws1so

9528-0WSISOENM

USB device contains a bootable image to install an operator workstation on a physical machine. The end user is
responsible for acquiring the appropriate Microsoft 0S license for the Windows 10 operating system. A Rockwell
Automation license is required for software activation.

10
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Preface

Build Details

Table 3 - System and Software Requirements

Table 3 lists the system build details for each PlantPAx virtual image template.

Element Category

Description

Process Automation Operating system

Microsoft® Windows Server 2016 Standard

System Server (PASS) -
Rockwell Automation® software

FactoryTalk® Services Platform

— FactoryTalk Services platform software, version 6.11.00
— FactoryTalk Activation Manager software, version 4.03.03
— FactoryTalk Linx software, version 6.11.00

«FactoryTalk View Site Edition Client software, version 11.00.00

FactoryTalk View Site Edition Server software, version 11.00.00
FactoryTalk View Studio Enterprise software, version 11.00.00
FactoryTalk Alarm and Event software, version 6.11.00
FactoryTalk Diagnostics software, version 6.11.00

FactoryTalk Historian SE Live Data Interface, version 6.00.00

Rockwell Automation ® Windows Firewall Configuration Utility, version 1.00.12

Engineering Operating system
Workstation (EWS)

Microsoft Windows 10

Rockwell Automation software

FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 6.11.00
— FactoryTalk Linx software, version 6.11.00

— RSLinx® Classic software, version 4.11.00

— FactoryTalk Activation Manager software, version 4.03.03

«FactoryTalk View Site Edition Client software, version 11.00.00

FactoryTalk View Site Edition Server software, version 11.00.00
FactoryTalk View Studio Enterprise software, version 11.00.00
FactoryTalk Alarm and Event software, version 6.11.00
FactoryTalk Diagnostics software, version 6.11.00

RSLogix 5000° Professional software, versions 20.05.00

Studio 5000 Logix Designer © application, versions 31.01.00, 24.02.00
Studio 5000 Architect Software, version 4.00.00

RSNetWorx™

— RSNetWorx for EtherNet/IP™ software, version 28.00.00

— RSNetWorx for ControlNet® software, version 28.00.00

— RSNetWorx for DeviceNet® software, version 28.00.00

« FactoryTalk AssetCentre

— FactoryTalk AssetCentre Client software, version 9.00.00

«FactoryTalk Historian SE Management Tools, version 6.00.00

Studio 5000° Logix Emulate™, version 31.01.00

ControlFLASH Plus™ software, version 2.00.00

ControlFLASH software, version 15.01.00

Rockwell Automation Windows Firewall Configuration Utility, version 1.00.12

Additional third-party software

LOOP-PRO TUNER (Rockwell Automation Edition) software, version 1.9
Microsoft SQL Server 2012 SP4 Management Tools
Microsoft SQL Server 2012 SP4 Client Connectivity

Operator Workstation | Operating system

Microsoft Windows 10

(ows)
Rockwell Automation software

FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 6.11.00
— FactoryTalk Linx software, version 6.11.00

— RSLinx Classic software, version 4.11.00

— FactoryTalk Activation Manager software, version 4.03.03
FactoryTalk Diagnostics software, version 6.11.00

«FactoryTalk View Site Edition Client software, version 11.00.00

FactoryTalk Alarm and Event software, version 6.11.00
FactoryTalk AssetCentre Client software, version 9.00.000
Rockwell Automation Windows Firewall Configuration Utility, version 1.00.12

Process Automation Operating system
Domain Controller
(PADC)

Microsoft Windows Server 2016 Standard

Rockwell Automation Publication 9528-UM001G-EN-P - June 2019

1



Preface

Table 3 - System and Software Requirements

Element

Category

Description

Application Server
OWS (AppServ-OWS)

Operating system

Microsoft Windows Server 2016 Standard

Rockwell Automation software

FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 6.11.00
— FactoryTalk Linx software, version 6.11.00

— RSLinx Classic software, version 4.11.00

— FactoryTalk Activation Manager software, version 4.03.03

«FactoryTalk View Site Edition Client software, version 11.00.00

FactoryTalk Diagnostics software, version 6.11.00

FactoryTalk Alarm and Event software, version 6.11.00

FactoryTalk AssetCentre Client software, version 9.00.00

Rockwell Automation Windows Firewall Configuration Utility, version 1.00.12

Application Server EWS
(AppServ-EWS)

Operating system

Microsoft Windows Server 2016 Standard

Rockwell Automation software

FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 6.11.00
— FactoryTalk Linx software, version 6.11.00

— RSLinx® Classic software, version 4.11.00

— FactoryTalk Activation Manager software, version 4.03.03

« FactoryTalk View Site Edition Client software, version 11.00.00

- FactoryTalk View Site Edition Server software, version 11.00.00

+ FactoryTalk View Studio Enterprise software, version 11.00.00

« FactoryTalk Alarm and Event software, version 6.11.00

« FactoryTalk Diagnostics software, version 6.11.00

« RSLogix 5000° Professional software, versions 20.05.00

« Studio 5000 Logix Designer ® application, versions 31.01.00, 24.02.00
« Studio 5000 Architect Software, version 4.00.00

- RSNetWorx™

— RSNetWorx for EtherNet/IP software, version 28.00.00
— RSNetWorx for ControlNet software, version 28.00.00
— RSNetWorx for DeviceNet software, version 28.00.00

+ FactoryTalk AssetCentre

— FactoryTalk AssetCentre Client software, version 9.00.00

« FactoryTalk Historian SE Management Tools, version 6.00.00

« Studio 5000° Logix Emulate™, version 31.01.00

- ControlFLASH Plus™ software, version 2.00.00

« ControlFLASH software, version 15.01.00

+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.12

Additional third-party software

LOOP-PRO TUNER (Rockwell Automation Edition) software, version 1.9
Microsoft SQL Server 2012 SP4 Management Tools
Microsoft SQL Server 2012 SP4 Client Connectivity

Application Server
Historian (AppServ-
Info Historian)

Operating system

Microsoft Windows Server 2016 Standard

Rockwell Automation software

« FactoryTalk ®Services Platform

— FactoryTalk Services Platform software, version 3.00.00
— FactoryTalk Activation Manager software, version 4.02.00
— FactoryTalk Diagnostics software, version 3.00.00

« FactoryTalk Alarm and Event software, version 3.00.00

- FactoryTalk Historian Site Edition Server, version 6.00.00

« FactoryTalk Historian ActiveView software, version 3.20.03

- FactoryTalk Historian DataLink software, version 4.20.02

+ FactoryTalk Historian Management software, version 6.00.00

« FactoryTalk Historian ProcessBook software, version 3.20.03

« FactoryTalk Historian SE Live Data Interface, version 6.00.00

« Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10
« FactoryTalk Linx software , version 6.00.00

12
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Table 3 - System and Software Requirements

Element Category Description

Application Server Operating system Microsoft Windows Server 2016 Standard
Asset Management - -

(AppServ-Asset) Rockwell Automation software FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 6.11.00
— FactoryTalk Diagnostics software, version 6.11.00
FactoryTalk Linx software, version 6.11.00
— RSLinx Classic software, version 4.11.00
FactoryTalk Activation Manager software, version 4.03.03
— FactoryTalk Alarm and Event software, version 6.11.00
« FactoryTalk AssetCentre
— FactoryTalk AssetCentre Server software, version 9.00.00
— FactoryTalk Asset Centre Client software, version 9.00.00
« Rockwell Automation Windows Firewall Configuration Utility, version 1.00.12

Additional third-party software

« Microsoft SQL Server Express 2012 SP4 Advanced (includes Management Studio)

Application Server
Information SQL
(AppServ-Info-SQL)

Operating system

Microsoft Windows Server 2016 Standard

Microsoft software

« Microsoft SQL Server Standard 2012 SP4 (includes Management Studio)

Application Server
Information
VantagePoint®
(AppServ-Info-
VantagePoint)

Operating system

Microsoft Windows Server 2016 Standard

Rockwell Automation software

FactoryTalk Services Platform
— FactoryTalk Services Platform software, version 3.00.00
— FactoryTalk Activation Manager software, version 4.02.00
— FactoryTalk Diagnostics software, version 3.00.00
— FactoryTalk Linx software, version 6.00.00
«FactoryTalk VantagePointSystem Server software, version 8.10.00
+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

Application Server
Batch Management
(AppServ-Batch)

Operating system

Microsoft Windows Server 2016 Standard

Rockwell Automation software

« FactoryTalk Services Platform
— FactoryTalk Activation Manager software, version 4.02.00
— FactoryTalk Diagnostics software, version 3.00.00
— FactoryTalk Services Platform software, version 3.00.00
— RSLinx Classic software, version 3.81.00
- FactoryTalk Batch, version 13.00.02
+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10
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Table 4 lists the system build details for PlantPAx USB devices.
Table 4 - Build Details for USB Devices

Element

Category

Description

PASS-C (consolidated)

Operating system

Microsoft Windows Server 2016 Standard

Rockwell Automation software

FactoryTalk Services Platform

— FactoryTalk Services platform software, version 6.11.00
— FactoryTalk Activation manager software, version 4.03.03
— FactoryTalk Linx software, version 6.11.00

— RSLinx Classic software, version 4.11.00

«FactoryTalk View Site Edition Client software, version 11.00.00
« FactoryTalk View Site Edition Server software, version 11.00.00

FactoryTalk View Studio Enterprise software, version 11.00.00

«FactoryTalk Alarm and Event software, version 6.11.00
« FactoryTalk Diagnostics software, version 6.11.00

FactoryTalk Historian SE Live Data Interface, version 6.00.00

+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.12
« FactoryTalk Historian SE software, version 6.00.00

FactoryTalk AssetCentre Server, version 9.00.00

« FactoryTalk AssetCentre Client, version 9.00.00
- Studio 5000 Logix Designer®, version 31.01.00

Studio 5000 Logix Designer, version 24.02.00

« RSLogix 5000, version 20.05.00
« VantagePoint® System Server, version 8.10.00

ControlFLASH software, version 15.01.00

« ControlFLASH Plus software, version 2.00.00

Additional software

Microsoft SQL Server Express 2012 SP4 Advanced (includes Management Studio)

Operator Workstation
(OWS1S0)

Operating system

Microsoft Windows 10

Rockwell Automation software

FactoryTalk Services Platform

— FactoryTalk Services platform software, version 6.11.00
— FactoryTalk Linx software, version 6.11.00

— RSLinx Classic software, version 4.11.00

— FactoryTalk Activation manager software, version 4.03.03

« FactoryTalk Diagnostics software, version 6.11.00

FactoryTalk View Site Edition Client software, version 11.00.00

« FactoryTalk Alarm and Event software, version 6.11.00
« FactoryTalk AssetCentre Client, version 9.00.00

Rockwell Automation Windows Firewall Configuration Utility, version 1.00.12

14
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Additional Resources

These documents contain information about related products from
Rockwell Automation that can provide additional guidance when deploying

the virtual image templates.

Resource

Description

PlantPAx Distributed Control System Reference Manual,
publication PROCES-RM001

Details the application rules for implementing a
PlantPAx system.

PlantPAx Distributed Control System Selection Guide,
publication PROCES-5G001

Provides procurement information for a
PlantPAx system.

Product Certifications website, http://www.ab.com

Provides declarations of conformity, certificates, and
other certification details.

FactoryTalk Historian SE Installation and Configuration
Guide, publication HSE-IN025

Provides information on how to install, secure,
configure, use, and troubleshoot
FactoryTalk Historian SE.

PlantPAx Distributed Control System Infrastructure
Configuration, publication PROCES-UM001

Provides screen facsimiles and step-by-step
procedures to configure infrastructure components for
your system requirements.

PlantPAx Distributed Control System Application
Configuration, publication PROCES-UM003

Provides the steps necessary to start development of
your PlantPAx Distributed Control System.

Knowledgebase Answer ID 32715 - Cannot add/change
pens in trend from SE client on Terminal Server at
https://rockwellautomation.custhelp.com/app/answers/
detail/a_id/32715

You must have a TechConnect™ license to view this
document.

Provides details about the problem of adding/
changing pens in trend from SE client on Terminal
Services.

Knowledgebase Answer ID 496679 - FAQ: FactoryTalk
Historian SE: MDB to AF Preparation Wizard at
https://rockwellautomation.custhelp.com/app/answers/
detail/a_id/496679

You must have a TechConnect? license to view this
document.

Provides information on how to use the FactoryTalk
Historian SE MDB to AF Preparation wizard.

Knowledgebase Answer ID 567658 - Using FactoryTalk
View SE with Windows 2008 R2 Remote Desktop Services -
Getting Started white paper at
https://rockwellautomation.custhelp.com/app/answers/
detail/a_id/567658

You must have a TechConnect license to view this
document.

Provides information on how to use FactoryTalk View
SE with Microsoft Windows 2008 R2 Remote Desktop
Services.

Knowledgebase Answer ID 60585 - FactoryTalk Historian
SE Collective Manager Error - Error Writing Server at
https://rockwellautomation.custhelp.com/app/answers/
detail/a_id/60585

You must have a TechConnect license to view this
document.

Provides information on how to implement a
collective for FactoryTalk SE Historian.

You can view or download publications at

http://www.rockwellautomation.com/global/literature-library/overview.page.

To order paper copies of technical documentation, contact your local Allen-
Bradley distributor or Rockwell Automation sales representative.
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Preface

Notes:
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Chapter 1

Overview

Basics of Virtualization

Rockwell Automation offers virtual image templates as an option to deploy a
virtualized PlantPAx’ system. The PlantPAx Virtual Image Templates deliver all
system elements as pre-configured, drop-in virtual machines. The industry also
refers to virtualized system elements as virtual appliances. However, in this
manual, virtual system elements are referred to as virtual image templates because
you can use them to deploy as many virtual appliances as you want.

The virtual image templates are
delivered as an Open Virtual
Appliance (OVA) file on USB
devices or via the Web. With
OVA files, you can use any
virtualization platform for
deployment. The guidelines that

are contained in this manual are

Virtual Machines

Hypervisor Q]

Host
for setup and deployment of the E
templates in a VMware vSphere : =iy
environment. vSphere Web Client

The virtual image templates help to reduce validation costs and initial
engineering time, enhance scalability, simplify upgrades, and patch management.
Only one copy of the virtual image templates is needed for a project.

Some of the benefits of a virtualized PlantPAx system include the following:
o Increased energy savings
o Extended system life
o Reduced system footprint and hardware cost
o Increased up time and availability
e Sclf-contained simulation and engineering
o Faster server provisioning

o Improved disaster recovery

Flexibility and ease of deployment are key when designing a virtual infrastructure.
Both intangibles are a part of the PlantPAx system.
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Figure 1 contains the topics that are described in this chapter. See the page
number or click the links for quick access to specific information.

Figure 1- Basic Virtualization Workflow

Virtual Template Overview

See page 17

v
Download a Hypervisor

See page 19

b4
Install a Hypervisor

See page 20

4

Using a vSphere Web Client

See page 26

¥

See Chapter 2 Deploy the PlantPAx Virtual Image Templates
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Download a Hypervisor

| Have an Account

IMPORTANT  The following procedures apply only to virtual templates. Skip to Chapter 6 if
you are deploying a PASS-C or OWS ISO

This chapter describes how to install a hypervisor. A hypervisor is a software
program that manages the host physical server and allocates resources to each
virtual machine that runs in the host. Multiple virtual machines can share one
physical host. However, each virtual machine has its own memory, storage, and
CPU allocation on the host.

TIP We are using VMware vSphere as an example, you can use other hypervisors
for this procedure.

Complete these steps.
1. To download the files, go to the VMware website

at http://www. vmware.com.

2. From the main menu, click Downloads and select vSphere Hypervisor in
the Free Product Downloads pane.

A Download Center login page for the vSphere Hypervisor appears.

Create an Account | Hawe an Account Create an Account

Register to download your Free Product

Register to download your Free Product

Email Address or Customer Number:

Fassward :

Fargot yvour password?
Remambear me

* First narme * Last name *

Ernail address *

Are you a Whlware Partner?
as * Mo

3. Do one of the following:

o For an existing account, type an email address or customer number, a
password, and click 'Log in

e Foranew account, Type your first name, last name, and Email Address.
Click Continue and follow the prompts to register.
After creating your free account, in an email from VMware, there is a
link to verify that your information is correct. When you click this link,

your browser navigates to the VMware website and asks you to enter
your recently created user name and password.

4. Click Login.
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The Downloads Packages page appears.

Download Packages

Your downloads are available below

VMware vSphere Hypervisor 6.7 - Binaries

VMware vSphere Hypervisor 6.5.0 Update 2 - Binaries

VMware vSphere Hypervisor (ESXi IS0) image (Includez VMware Tools)

2018-05-03 1 6.5.0 U2 | 33794 MB | iso ! Manually Download

Boot your server with this image in order to install or upgrade to ESXi (ESXi requires 64-bit capable

servers). This ESXi image includes VMware Tools.
MD5SUM("): a951da8cdf3f27062feb37effEEb1796

SHA1ISUM("): dd4e948ed31a45e15abab2795a721d8618a1491d
SHA256SUM("): 94b8a1602d442160914140245172cac84b81906ebfc0fd42531c13cbl7fe3d7d

5. Download the WMware vSphere Hypervisor.

IMPORTANT  Fora production environment, we recommend a minimum of a
VMware vSphere Essentials Kit. The vSphere Essentials Kit provides
access to key virtual components. For more information, contact your
Allen-Bradley distributor.

Install a Hypervisor This section describes how to install the VMware vSphere hypervisor to a host

20

server. The hypervisor, which is also known as ESX], is used to manage the
resources of your server to enable deployment of virtual images. To install the
hypervisor on your server, we recommend that you copy the installer image (.iso)
to a DVD. If desired, you can also copy the installer image (.iso) to a USB drive
(at least 1 GB).

TIP We are using VMware vSphere Hypervisor as an example, but you can use
other hypervisors with this procedure.

Copy Installer Image to DVD

Complete these steps to copy the hypervisor installer image (.iso) to a DVD.
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1. Right-click the downloaded installer image and choose Burn disk image.

B -] o R [0 ][ w#‘
&' = » Libwries » Documents » Downlosds » = | o —Y

.Flle Edit  View I:;ois_lklp

Organize » Share with = Neew falder =+ A §
r Favorites * Documents library .

3 Libraries
*| Documents
S WDSecurtySetup_for_web 13018

Wl Pictures : iy Mo -ealet 51
B Videos o Burn disc image
Scan for Viruses_.
/M Computer Open with
& RAWTLZION (CH)

2. Select the DVD drive to write the data, and click Burn.

- Windows Disc Burn ﬁ
AR

Disc image file:  VMware-VMvisor-Installer-6.0.0.updatel

Discoumer. | DVD R Drive (D:) |

Status

Verify disc after burning

Burn | Cancel

3. When the DVD is completed, click Close.

Copy Installer Image to USB Drive

IMPORTANT  Before starting this procedure, make sure that the USB drive has enough space

on it to hold the 'ISO' file.

Complete these steps to copy the hypervisor installer image (.iso) to a USB drive.

1. Right-click the downloaded installer image and choose copy.
2. Select alocation on the USB drive, right-click, and choose paste.

3. When the file copy is completed, you can remove the USB drive.
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(Esc) Cancel

Use a DVD or USB Drive to Start Server

When you start the server, make sure to choose the DVD or USB drive that
contains the installer image as the booting address. Complete these steps to install
the ESXi (hypervisor).

p—

. Insert the DVD or USB drive into the host physical server.

2. Choose the optional booting address during the server startup.

LEGACY BODOT :
Desw 003 PCT RALD Adapter

ADUDACD-RU D ]
UEFI BOUOT
UEFI SCS1 Hard Dr juve
OTHER DOPTIDNS:

Hanagement Engine BIOS

3. DPress Enter to continue.

4. On the End User License Agreement (EULA) page, read the EULA, and
press F11 to accept the terms of the EULA and continue.

(Enter) Continue

(ESC) Do not Accept (F11) Accept and Continue

5. Select the disk to install the vSphere Hypervisor and press Enter
to continue.

YMuware Virtual disk (npx .vnhbal:CO: TA:LE)

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Continue
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6. Seclect the desired keyboard and press Enter to continue.

US Default

Passwords match.

(Esc) Cancel  (F9) Back | (Enter) Continue By Copmel @9 ek | CEwiEr) G s

7. Type aroot password, retype the password, and press Enter to continue.

TIP Remember this password; you use it again in future steps.

A message appears when the system scans for information. This scan can
take a few minutes.

8. DPress F11 to Install.

(Esc) Cancel (F9) Back (F11) Install

The Installation Complete dialog box appears.

9. Remove the DVD or USB device and press Enter to shut down and restart.

Remove the installation media before rebooting.

(Enter) Reboot

The server shutdown and restart can take a few minutes.
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Assign an IP Address to the Host

You must assign an IP address to the host so that it is on the desired network and
can communicate with the client workstations. For example, you can deploy a
virtual image template in this server remotely from another workstation on the
same network.

TIP For the screens in this section, use the arrow keys on your keyboard to move
between the fields on the pages.

Complete these steps.

1. After the system restarts, press F2 to Customize System/View Logs.

2. Type the Login name and password.
Use the Login name and password that you created in step 7 on page 23.

Authent ication Required

Enter an authorized login name and password for
localhost .System.PlantPhAx. local .

Conf igured Keyboard (US Default)
Login MName: [ root 1
Passuord: [ sesesesescrcacne_ 1

<Enter> DK| <Esc> Cancel

3. Press Enter to OK.

The Systern Customization page appears.
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4. Use the arrow keys to move to 'Configure Management: Network' and
Y g g
press Enter.

System Customization Conf igure Managenment Network

Conf igure Passuord Hostname:
Conf igure Lockdoun Mode localhost

[ onf igure Management Network IPv4 Address:

a BTTa e 172.18.1.13
Test Management Network
Network Restore Options Network identity acquired from DHCP server 172.18.1.10
Conf igure Keyboard IPv6 Addresses:
Troubleshoot ing Options feBB: :250:56ff :feb2:34d6/64

View Systen Logs To view or modify this host”s management network settings in
detail,. press <Enter>.
View Suvpport Information

Reset System Conf iguration

{Enter> Hore {Esc> Log Dut

The Configure Management Network page appears.

5. Move to 'IPv4 Configuration’ and press Enter to change.

Conf igure Management Netuwork IPv4 Conf iguration

Netuork Adapters Autonatic
VLAN (optional)

IPv4 Address: 172.18.1.13
Subnet Mask: 255.255.255.0
Default Gateway: 172.18.1.1

IIPU4 Conf igurat ion

DNS Conf igurat ion

Custon DNS Suffixes This host can obtain an IPv4 address and other networking
paraneters auvtomatically if your network includes a DHCP
server. If not, ask your network administrator for the
appropriate settings.

<{Up/Doun> Select <Enter> Change <Esc> Exit

VMuare ESXi 6.5.0 (VMKernel Release Build 5969303)

The IPv4 Configuration page appears.

6. Move to 'Set static IP Address and network configuration’ and press the
Space bar.

The presence of a small circle between the parentheses indicates that this
option is selected.

7. Inturn, move to the IP address, Subnet Mask, and default gateway address
and type the appropriate values for your system and organization.

IPv4 Conf igurat ion

This host can obtain network settings automatically if your netuwork
includes a DHCP server. If it does not, the following settings nust be
specified:

( ) Disable IPv4 configuration for management netuwork
( ) Use dynanic IPv4 address and network conf iguration

(o) Set static IPv4 address and network configuration:

IPv4 Address [ 172.18.1.13 1
Subnet Mask [ 255.255.255.0 1
Default Gateway [ 172.18.1.1 1
<Up/Doun> Select <Space> Mark Selected <{Enter> 0K <Esc> Cancel

8. After you have typed the addresses, press <Enter> to OK.

9. On the Configuration Management Network page, press <Esc> to Exit.
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A message appears to confirm that you want to change the management
network of the host.

Conf igure Management Network: Confirm

You have made changes to the host’s management network.

Applying these changes may result in a brief netuork outage.
disconnect remote management software and affect running virtuval
nachines. In case IPv6 has been enabled or disabled this uill
restart your host.

Apply changes and restart nanagement netuork?

<¥> Yes] <N> No {Esc?> Cancel

10. Press'Y' for Yes.

11. On the System Customization screen, press <Esc> to logout.

You have assigned an IP address to the host server.

After the ESXi (hypervisor) is installed, the simplest way to connect directly to
one host server is with a vSphere Web Client. If you have multiple ESXi hosts, we
recommend that you configure a vCenter Server that offers additional
functionality. Through the vSphere Web Client, you can add, delete, and manage
the virtual machines on your infrastructure.

TIP This section describes how to use a web browser for vSphere software, version
6.0 or later. The following steps are similar for the vSphere Client application,
which you use to interface ESXi 6.0 or earlier.

This section explains how to activate your vSphere license. The vSphere Web
Client resides on a computer that is being used to connect to the server where the
virtual templates are deployed. You can use any web browser with these steps. A
Firefox browser is shown with our examples.

To use a vSphere Web Client, for the first time, complete these steps.

1. Open a web browser and type the IP address that you created for the
hypervisor host.

Use the IP address that you entered for step 7 on page 25.

J @ NewTab

Q Search the Web

co |d[mws] no =

x‘+ (- [=o [T
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A security warning appears the first time that you connect to the ESXi
host server.

2. Click Advanced.
(1 Insecure Connection X ‘ aF I;Ii-

& c @ f\ . O N @ =

% Your connection is not secure

The owner of 172.18.1.13 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

The security warning expands with an invalid certificate message.

3. Click Add Exception.

172.18.1.13 uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

Error code: SEC_ERROR_UMNKNOWN_ISSUER

Add Exception...

WVWWM\/%WMW
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The Add Security Exception dialog box appears.
4. To ignore the warning, click Confirm Security Exception.

Contact your I'T department if you want a security certificate for your
ESXi host server.

T =

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this.

— ]

Server

(f1e 0 Wl hitps://172.18.1.13, | Get Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature,

Permanently store this exception

|§onfirm Security Exception | | Cancel |

The VMware ESXi Host login dialog box appears.

5. Type the user name and password that you created in step 7 on page 23.

&«

Log in - VMware ESXi X

1

c o ® £ https://172.18.1.13/uif#/login

User name

vmware ESXi

Password

6. Click Login.
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The ESXi Web Client window appears.

7. To open the Navigator, click the Navigator button.

Vri01b2 - VMware ESKi X

'3:(—\;' - ¢ o | ® £ https://172.18.1.13/ui/#/host

vmware ESXi’

| g viona

(-] Manage with vCenter Server | 51 Create/Reaister VM | (T3 Shutdown [By Reb;

Vrtx01b2
Version: 6.5.0 Update 1 (Build 5765664)
State: Normal

Uptime: 14.81 days

The Navigator Window opens in the left pane.
8. Click Manage.

v R .

(— - C.‘ ﬂ (Da. httpsy172.18.1.13/ui/#/host/manage/Ticensing e u ﬁ '\ m =

System  Hardware | Liconsing | Packages  Senicms  Securly & users

vmware: ESXi

#g Assign license g Remove license @ Refresh | 3 Aclions

ViMware vSphere & Standard iaiicaa e

/'E-p-mdnu U4 Remove BcEnse
T Features: %

9. Click the Licensing tab, then choose Assign license under Actions.

10. Type your license key and click Check license.

& hssign icense

& License key I I OO0 KK KK I
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11. When the license is validated, click Assign license.

S License ey [ - 0000 OO KOO0 000K

@

License key is valid for WiWwane vSphere § Standard

Assignlicense || Cancel |

Features that are associated with the license key appear.

Ve ThE - Vidware 150

(DR et T2 VAL V3 hostimanage boensing

yimwiare EsxXi

P

SO ARRIGN BoanEs g Fiimoes Biaas & Retiwih

Vhiware vEphere & Standard

] Torear
= Tiiirteed v fa i S
H 784 for Bamoty Conucs Connecionn
SRR ——
wEghaie LA
Camend Litary
SHorags AP
wTgngre vilake

Proceed to Chapter 2 for instructions on how to deploy PlantPAx virtual

image templates to create virtual machines within your system.
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Chapter 2

Deploy the PlantPAx Virtual Image Templates

Distributed control systems are composed of several industry-accepted system
elements. Virtual Image Templates are virtualized system elements, which
contain the software and tools that comprise a specific system element. The
templates are a framework to deploy the necessary system elements for a
PlantPAx” system in a virtual environment conveniently and consistently.

This chapter describes different types of deployments for Virtual Image
Templates. A template is a master copy of a virtual machine. Once deployed, the
templates provide pre-configured settings for each virtual machine.

A virtual machine acts independently and has its own resource allocation from

the host. You interact with virtual machines as if they are on a dedicated
workstation with their own physical resources.
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Figure 2 contains the topics that are described in this chapter. See the page
number or click the links for quick access to specific information.

Figure 2 - Virtual Template Deployment Workflow

First Time Template Deployment
See page 33

A 4
Create Your Own Template

See page 43

A 4
Deploy Additional Virtual Images
From a Local Template - See page 64

4
Convert a Virtual Image

See page 69

r

Optional VM Interactions
See page 77

r

Enter a Windows License
See page 201

Y
See

Chapter3
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Deploy aVirtual |mage This section describes how to deploy a virtual image for the first time. The virtual
Templ ate for the First Time image can be deployed from the USB drive that is shipped or from a storage

location on a workstation. This workstation is the computer that you are using to
connect to the server you plan to use as the host server. The deployment
procedure is applicable to all PlantPAx virtual templates.

This procedure must be followed every time a virtual image template is deployed
for the first time into your system.

IMPORTANT  Ifyou plan to deploy a domain controller, it is recommended that the domain
controller is the first element that is deployed in the system. The PADC
template facilitates future activities, such as creating your own virtual image
templates and deploying virtual images to your system at your convenience.

To deploy a virtual image template for the first time, complete these steps.

TIP Before deploying a virtual image from a virtual image template, we advise you
to copy the virtual image template to your local hard disk drive. Copy the
template to save time during the deployment process.

1. Open a web browser and type the IP address that you created for the
host server.

2. Type the user name and password for the EXSi host, and click Log in.
Log in - Viware ESXi x | + - | O -

<« [CEA) © & [https://172.18.1.13/ui/#/login | o QW mn o =

vmware" ESXi

worvane

Password
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3. In the Navigator pane, click Virtual Machines and choose
Create/Register VM.

o Vrbd1b2 - VMware ESXi
(— - G @ | @ & https;//172.18.1.13/ui/#/host/yms

vmware ESXi

|| °T% Navigator 5j1nz,mm

~ [ Host
Manage 95 Create / Register VM &7 Console wer B Power off Suspend | (@ Refresh | &F Actions

e ™

| Q Search )

Monitor

i e ~ S5t~ Usedspace v Guest0S ~  Hostname ~ | HostC..~ Host... ~ | Aut. @&

B &1 Virtual machines i
No virtual machines

E Storage 2
y @ Create/Register VM
€3 Networking No items to display

5 Open in new window

Recent tasks

4. Click ‘Deploy a virtual machine from an OVF or OVA file’ and click Next.

# New virtual machine

 (ECSEITCN  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage
4 License agreements T A Al - This option guides you through the process of creating
5 Deployment options avirtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file
7 Ready to complete

Reqgister an existing virtual machine

Back ||_Nea || Finisn || cancel |
g
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5. Type a name for the virtual machine.
Click in the shaded area and select the .ova file to be used and click Next.

The virtual file displays with the name.

‘1 New virtual machine - PlantPAx PASS Virtual Template 4.6 VL

¥ 1 Select creation type Select OVF and VMDK files

e Selectthe OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage
4 License agreements
5 Deployment options

Enter a name for the virtual machine.

|| PrantPax PasS virtual Tempiate 4.6 VL ||

6 Additional settings
7 Ready to complete

Virtual machine names can contain up to 80 characters and they must be unigque within each ESXi instance.

* @B PlantPAx PASS Virtual Template 4.6 VL ova

Back Net || Finish Cancel |

4

6. Select the datastore for your configuration and disk files storage.

7. Click Next.

ﬁ:l New virtual machine - PlantPAx PASS Virtual Template 4.5 VL

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VNDK files Select the datastore in which to store the configuration and disk files.
hd 3 Select storage
SRS B The following datastores are accessible from the destination resource that you selected. Select the destination
5 Deployment options datastore for the virtual machine configuration files and all of the virtual disks.
6 Additional settings - -
7 Ready to complete Mame ~ | Capacity ~ | Free ~ | Type ~ | Thinpr... v | Access ~
| Vrb-Storage 262TB 11278 VMFSE Supported  Single
1 items

Back | Finish Cancel |é

IMPORTANT  There are two main formats for storing virtual images: OVF (open
virtual format) and OVA (open virtual appliance). Our templates are for
appliances, which are self-contained virtual system elements. VMware
software labels the wizard ‘OVF Template’ but ignore because your
PlantPAx Virtual Image Templates in the OVA format are suitable for
this procedure.
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8. Use defaults for network mapping and disk provisioning, and click ‘Power
on automatically’

9. Click Next.

‘1 New virtual machine - PlantPAx PASS Virtual Template 4.6 VL

¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options
+ 3 Select storage

hd 4 Deployment options
Metwork mappings

5 Ready to complete VM Network | VM Network bt

O Thick
Power on automatically E

Disk provisioning

Mext Finish Cancel

4

10. Click Finish.

1 New virtual machine - PlantPAx PASS Virtual Template 4.6 VL

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VNDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

B 5 Ready to complete Product PlantPAx PASS Virtual Template 4.6 VL

VM Mame PlantPAx PASS Virtual Template 4.6 VL

Disks PlantPAx_PASS_Virtual_Template_4 6_VL-disk1.vmdk
Datastore Vrb-Storage

Provisioning type Thin

Metwork mappings WM Metwork: VM Metwork

Guest 0S Name Microsoft Windows Server 2012 (54-bit)

/ Do not refresh your browser while this VM is being deployed.
L ey

Mext | Finish | Cancel

—_—
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The completion percentage of the upload

is shown at the bottom of the dialog box.

Chapter 2

Recent tasks

Task ~ | Target ~ | Initiator ~ | Queued ~ | Started ~ | Result a ~ | Completed »
Import VApp Resources root 07022018 07:33:02 07022018 07:33:02 | | G Running... 7 %
Upload disk - Plant PAx_PASS_Vittu... | (51 PlantPAx PASS Virtual... | root 07/02/2018 12:44:41 07/02/2018 12:44:41 | | ® | Running..7%

The Result column shows ‘Completed successfully’ when the template
upload finishes.
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Recent tasks

Target ~ | Task ~ | Initiator ~ | Queued ~ | Started ~ | Result & ~ | Completed » -
I_E-_| PlantPAx PASS Virtual Te... Uplocad disk - Plant PAx_PASS_Virt... root 07/02/2018 12:44:41 | 07022018 12:44:41 o Completed successfully 07022018 12:50:27
Mone Download VMXConfig WC Internal 07/02/2018 07:39:13 | 07/02/2018 07:39:13 o Completed succezsfully 07/02/2018 07:39:13
I_E-_| PlantPAx PASS Virtusl Te... Reconfig VM VC Internal 07/02/2018 07:39:13  07/02/2018 07:39:13 o Completed zuccezsfully 07/02/2018 07:39:13
Mone Download VMXConfig WC Internal 07/02/2018 07:39:03 | 07/02/2018 07:39:03 o Completed succezsfully 07/02/2018 07:39:03
Resources Import VApp root 07/02/2018 07:33:02  07/02/2018 07:33:02 o Completed succezsfully 07/02/2018 07:38:54
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Power Up the Virtual Machine

To power up a virtual image template for the first time, complete these steps.

TIP Before powering up a virtual machine, consider creating a template of it for
future deployments.

1. Open a web browser and type the IP address that you created for the
host server.

2. Type the user name and password for the local host, and click Log in.

Log in - VMware ESXi X | + I=E |
(& c & @ & Jhttps://172.18.1.13/ui/#/10gin | o @ 1y N O =

vmwarle" ESXi

Password

veorvame

3. Right-click the Virtual Machine and choose Power>Power on.

Vrbd1b2 - VMware ESXi X ‘ S

= c o ® £ https://172.18.1.13/
vmware’ ESXi”

Guest 03

{iz Snapshots
Monitor B

Console
~ 51 Virtual

Mo = Upgrade VM Compatibility
Mo

g Export
B storagy 1
@ Networ (f» Edit settings Mware Tools is not ins
& Permissions aceful shutdown, retn
- _
Edit not
[5# Editnotes Biga

il Rename
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IMPORTANT  When powering up the virtual machine for the first time, the screen can remain
black for several minutes.

After powering up the virtual machine, do the following:

o Ifyou are deploying a virtual workstation, see Workstation Common
Configuration on page 151

e Ifyou are deploying a virtual server, see Configure Microsoft Windows
Server on page 88

Install VMware Tools

The VMware vSphere Client software has better graphic performance with the
VMware Tools SVGA driver installed. The VMware Tools package also supports
required shared folders and drag-and-drop features.

Other tools in the package support synchronization of time in the guest
operating system, copy and paste between guest and host, and improved mouse
performance in some guest operating systems.

Complete these steps to install or upgrade VMware tools on the VMware
Virtual Machine.

IMPORTANT  Images that are shown in this section are VMware vSphere software,
version 6.5.

1. Open a web browser and type the IP address that you created for the
host server.

2. Type the user name and password for the local host, and click Log in.
The VMware ESXi window appears.

3. From the Navigator in the left pane, right-click the virtual machine in
which you want to update or install VMware Tools.
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4. Click Guest OS and choose Install VMware Tools.

IMPORTANT  The guest OS of the virtual machine must be running.

_<— (& ‘@‘ @ & https://172.18.1.13/ui/#/host/vms/172

: &1 PASS(1)
“1% Navigator
£ Power B
bt @ Host
0
Manage
Monitor i snapshots

- [ Console
~ (51 Virtual Machines

e Autostart E& Install VMware Tools

Monitor

More VM - -7
B storage

Quetworking (i Edit settings

£ Parmizcinne ic nat inctallad in thic virtual mas

5. Open Windows Explorer on the virtual machine image that you want to
install VMware Tools.

6. Click ‘“This PC’ to view the tools to install on Drive D.
o A | This PC = '='-

Computer Wiew v @

®© + 4 | ThisPC » v & | [ search This PC o]

45 Favorites 4 Folders (6)
B {msktop

& Downloads i Desktop

2l Recent places

{;
2 15 This PC | h Downloads w Music

Documents

i Desktop
| Documents h Pictures
& Downloads

W Music 4 Devices and drives (2)
=| Pictures

) s Local Disk (C:) DVD Drive (D) VMware Tools
H Videos I 0 0 bytes free of 77.7 MB
b 25 Local Disk (C: W) 3.4 GE free of 59.6 GB CDFs
I [ DVD Drive (D:) VMw I

I G‘j MNetwork

Videos

I
I
I
I
I
I

Biterns 1= =l

7. Double-click the DVD drive to initiate the install.
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8. When the VMware Tools Setup Welcome window appears, click Next
to continue.

i VMware Tools Setup == -

Welcome to the installation wizard for
Yilware Tools

The installation wizard will install YMware Tools on waur
computer. To conkinue, click Mext,

Copyright 1995-2017 (c) ¥Mware, Inc. All rights reserved.
This product is protected by copyright and intellectual
property laws in the United States and other countries as
well a5 by international treaties, WMware products are
covered by one ar maore patents listed at

hikbpe e vrare, comfgofpatents,

< Back.

Mext = | | Zancel

9. On the setup screen, click Complete and then click Next to continue.

iz VMware Tools Setup o || = -

vmware

Please select a setup type,

) Typical
Installs the program Features used by this ¥Mware product only, Select

this option if wou intend to run this virtual machine only with this
% ) Wiware product,

® Complete
F Installs all program Features. Select this option if vou intend to run this
virtual machine on multiple YMware products,

) Custom

Lets vou choose which program Features to install and where to install
them. Only advanced users should select this option.

< Back. Mexk = | | Cancel
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10. To start the installation process, click Install.

Click Install to begin the installation. Click Back ko review or change any of wvour
installation settings. Click Cancel ko exit the wizard.
o

| —
< Back I Install || | Caneel
e |

11. When the VMware Tools Setup popup window appears, click Finish.

Completed the YMware Tools Setup Wizard

Click the Finish button to exit the Setup Wizard,

< Back || Finish |

| Cancel

12. To restart your virtual image and complete the VMware Tools Install
Process, click Yes.

You musk restart vour syskem for the configuration
changes made ta YMiware Tools to take effect, Click Yes
ko reskart now or Mo if you plan to manually reskart
later.
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Create a Template for Future
Virtual Machine
Deployments

This section shows how to create a template within a datacenter by using a
previously deployed virtual image. A virtual machine is cloned, and the clone
becomes a template. This template can be used to deploy other images. You can
store the original template for safekeeping in case you modify your templates.

IMPORTANT A datacenter is the primary container of inventory objects such as hosts and
virtual machines. From the datacenter, you can add and organize inventory
objects. Typically you add hosts, folders, and clusters to a datacenter.

A vCenter server can contain multiple datacenters. Larger organizations can
use multiple datacenters to represent organizational units in their enterprise.
Inventory objects can interact within datacenters, but interaction across
datacenters is limited. For example, you can move a virtual machine with
vMotion technology across hosts within a datacenter but not to a host in
another datacenter.

Create a vCenter Server

Before cloning the virtual image, configure a vCenter server. A vCenter server
provides centralized management of virtualized hosts and virtual machines from
one console. It gives administrators visibility into the configuration of the critical
components of a virtual infrastructure—all from one place.

IMPORTANT  The workstation that you use to connect to and configure your host server can
act as your vCenter server.

On the workstation you use to manage your virtual appliances (templates and
machines), complete these steps.

1. On the VMware website, download the vCenter Server Appliance 6.5
software and mount the .iso image.

TIP The steps to download the vCenter server software are similar to the
steps used to download Hypervisor, see Download a Hypervisor on

page 19.
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2. Start the vCenter Server Appliance 6.5 installer. Choose vCenter Server
6.5 appliance>vesa-ui-installer>win32>installer.exe.

——
@Uv| v Computer » Local Disk (C) » Vcenter Server 6.5 appliance » wvesa-ui-installer » win32 »

Organize * Include in library Share with » Burn MNew folder
4 Favorites Mame : Date modified Type Size
. locales 12/1/2017 12:46 AM  File folder

4 Libraries . FESOUrces 12/1/2017 12:46 AM  File folder
| blink_image_resources_200_percent.pak 8/10/2017 9:43 PM PAK File 25 KB

1% Computer |_| content_resources_200_percent.pak 8/10/20179:43PM  PAKFile 1KB
| content_shell.pak 8/10/2017 9:43 PM PAK File 9,882 KB

i’h MNetwork %] d3dcompiler_47.dll 8/10/2017 9:43 PM Application extens... 3,386 KB
%/ ffmpeg.dll 8/10/2017 9:43 PM Application extens... 1849 KB
| | icudtl.dat 8/10/2017 9:43PM  DAT File 9,894 KB

8/10/2017 943 PM  Application 55,542 KB

%/ ibEGL.dII 8/10/2017 9:43 PM Application extens... 94 KB
1%/ libGLESv2.dll 8/10/2017 9:43 PM Application extens... 1,893 KB
|| LICENSE 8/10/2017 9:43PM  File 2KB
£ | LICENSES.chromium.html 8/10/2017 9:43 PM HTML Document 1,702 KB
| natives_blob.bin 8/10/2017 9:43 PM EIM File 335KB
%] nodedll 8/10/2017 9:43 PM Application extens... 14,693 KB
| snapshot_blob.bin 8/10/2017 9:43 PM EIN File 795 KB
| ui_resources_200_percent.pak 8/10/2017 9:43 PM PAK File 85 KB
| version 8/10/2017 9:43 PM File 1KB

|| views_resources_200_percent.pak 8/ 017 9:43 PM PAK File 59 KB
%] xinputl_3.dll 8/10/2017 943 PM  Application extens... 80 KB
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3. Toinstall a new vCenter Server Appliance, click Install.

() wienter Server Appliance Installer

Incstaller

vm vCenter Server Appliance 6.5 Installer

Install

Install 2 new vCenter Server Appliance or Platform Services Controller Appliance

Upgrade

Upgrade an existing vCenter Server Appliance

Migrate

Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

Restore
Restore from a previously created vCenter Server Appliance backup

® O ©|6

4. Click Deploy Appliance for Stage 1 and then click Next.

Install - Stage 1: Deploy appliance

1 Introduction

2 End user license ag ment

3 S p

loyment type

4 Appliance deployment target

5 Setup appliance VM

3
&

@

Configure network settings

9 Ready to complete stage 1

Introduction
This installer allows you to install a vCenter Server Appliance .5 or a Platform Services Controller Appliance 6.5

Stage 1

y =
\

Deploy appliance

Installing the appliance is a two stage process. The first stage involves deploying a new appliance to the target vCenter

Server or ESXi host. The second stage completes the setup of the deployed appliance. Click Next, to proceed with stage 1.

Next Cancel
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5. Check Iaccept the terms of the license agreement and then click Next.

Install - Stage 1: Deploy appliance

+ 1 Introduction

2 End user license agreement

!
w

network settings

9 Ready to comple

End user license agreement
Read and accept the following license agreement

VMWARE END USER LICENSE AGREEMENT -

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR USE OF
THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU (THE
INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
AGREEMENT ("EULA"). IF YOU DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD
INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE
WENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS AND REQUEST A REFUND OF THE
LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.

EVALUATION LICENSE. If You are licensing the Software for evaluation purposes, Your use of the Software is only
permitted in 2 non-preduction environment and for the period limited by the License Key. Notwithstanding any other
provision in this EULA, an Evaluation License of the Software is provided “AS-I1S” without indemnification, support or
warranty of any kind, expressed or implied.

1. DEFINITIONS.

I ¥ | acceptthe terms of the license agreement.l

Back Cancel

6. Click vCenter Server with an Embedded Platform Services Controller and
then click Next.

Install - Stage 1: Deploy appliance

+ 1 Introduction

+ 2 End user license agreement

3 Selectdeployment type

4 Appliani

eployment target

5 Setup applianc

tdeployment

t datastore

9 Ready to complete stage

Select deployment type
Select the deployment type you want to configure on the appliance

For more information on deployment types, refer to the vSphere 6.5 documentation.

Embedded Platform Services Controller Appliance

@ vCenter Server with an Embedded Platform Services
Platform Services Controller Sonlrtler

vCenter
Server

External Platform Services Controller [

P N Platform Services
2 Platform Services Controller Contraller

O wCenter Server (Requires External
Platform Services Controller)

Appliance Appliance

vCenter wCenter
Server Server

Back Cancel
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7. Enter the ESXi host information of the location where the vCenter server
appliance is deployed, and enter the host credentials. Click Next
to continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Appliance deployment target

w1 Infroduction e - .
venttarpet setings. The tangst is the E5X host or vCenter Server instance on which the

w 2 End user licenss agraement

5xi host or vCanter S i 7718112
w2 Selectdeployment type ESXihost or vCanter Sarver name 172.18.1.12
4 Appliance oepioyment HTTPS port e
: User name root
Password ——

Back Next Cancel

8. Click Yes to accept the Certificate Warning.

Certificate Warning

Ifan untrusted SSL certificate is installed on 172.18.1.12, secure
communication cannot be guaranteed. Depending on your
security policy, this issue might not represent a security concern.

The SHA1 thumbprint of the certificate is:
ES:03:84:4C:D6:B6:OC:3T:.C2:68:9B:54:.C5:B1:BD:1F95:E4:CO4A

To accept and continue, click Yes
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9. Enter the name for the appliance and set the root password. Click Next to
continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Set up appliance WM

1 Introduction
f Specify he VM selings for the appliance o be deployed.

+ 2 End user license agreement -
Vinsme VRTXvCenter
w 3 Select deployment type
Rool password
« 4 Appliance degloyment largel

L Confirm root password SR

10. Select the deployment size for your environment. Click Next to continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Select deployment size

1 Introduction
2 Selectthe deployment size for this vCenter Server with an Embedded Platform Services Controller

/82 Eldiscaicen a2 Al ERett For more information on deployment sizes, refer to the vSphere 6.5 dacumentation

+ 3 Selectdeployment type Deployment size | Tiny v

+ 4 Appliance deployment target Storage size | Default ¥ |

+ 5 Setup appliance VIV Resources required for different deployment sizes

Deployment Size vCPUs Memory (GB) Storage (GB) Hosts (upto) VMs (upto)

6 Select deployment size

Tiny 2 10 250 10 100
Small 4 16 290 100 1000
Medium 8 24 425 400 4000
Large 16 32 540 1000 10000
X-Large 24 48 980 2000 35000
Back Next Cancel
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11. Select the datastore where the VCSA appliance will be stored. Click Next

to continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

+ 1 Introduction

Select datastore

+ 2 End userlicense agreement

+ 3 Selectdeployment type

+ 4 Appliance deployment target

+ 5 Setup appliance VM

+ G Selectdeployment size

7 Select datastore

Select the storage location for this vCenter Server with an Embedded Platform Services Controller.

® Install on an existing datastore accessible from the target host
Name Y | Type Y Capacity Y Freevw Y | Provisi... Y Thin Provisioni.. T
datastore1 VMFS 325GB 31.55GB 972 MB true :_
1items
#| Enable Thin Disk Mode (i
Install on a new Virtual SAN cluster containing the target host (i
Back Next Cancel

12. Configure the networking for the VCSA appliance. Click Next to

continue.

IMPORTANT

Put the IP address that is used in both the DNS forward and reverse lookup

zones.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

« 1 Introduction

Configure nel

ZONBGUINE NeTw 5 VGENer Server wim an EmDeqoen PIatom Senices C

-oniraller

+ 2 End userlicense agreement
Metwork VM Network, v
v 3 Select deployment type
= yarsion et v
« 4 Appliance deployment target
P assignment st v
5 Selup appliance VM
B Seleci deployment size AT NTE. VRTXvCenter system plantpax local
P address 172.18
subnet mask or prefx length 265
Default gateway 1721811
INS saTvers 172.18.1.10

Cancel
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13.  Verify that the configuration is correct on the summary dialog box and
then click Finish.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Ready to complete stage 1

1 Introduction
o4 Review your settings before starting the appliance deployment

+ 2 End userlicense agreement
Deployment Details

+ 3 Selectdeployment type Target ESXi host 17218112
VM name VRTXvCente
+ 4 Appliance deployment target RGOS
Deployment type vCenter Server with an Embedded Platform Services Controller
+ 5 Setup appliance VM Deployment size Tiny
+ 6 Select deployment size Datastore Details
Datastore, Disk mode datastore1, thin

+ T Selectdatastore
Network Details

+" B Configure network settings Network WM Network

IP settings IPv4 | static
9 Ready to complete stage 1

IP address 172.18.1.8
System name vcenter65 system plantpax. local
Subnet mask or prefix length 255.255.255.0
Default gateway 1721811
DNS servers 17218110

Back Cancel
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14. Click Continue to proceed to the stage two setup process.

r Appliance Installer

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

o You have successiully deployed the vCenter Server with an
Embedded Platform Services Controller.

1‘ B

Deployment complete

To proceed with stage 2 of the deployment process, appliance setup, click Continue.

If you exit you can continue with the appliance setup atany time by logging in to the vCenter
Server Appliance Management interface hitps.ivesa sage local 5480/

=

15. From the Stage 2 introduction dialog box, click Next.

« vCenter Server Appliance Installer

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

Introduction

1 Intreduction
e vCenter Server Appliance Installation overview

Stage 2

9

Setup vCenter Server Appliance

INstalling e VCENIEr SeTver ADDIance is a Wo stage process. Tne first stage nas been completed. Click Nex
to proceed with Stage 2, setting up the vCenter Server Appliance.
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16. Select the Time synchronization mode and enable SSH access.

17. Click Next.

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

+ 1 Introduction Appliance configuration

T e z Sy hroniz  san
7 Appance coroiralion Ime synchronization mode Synchronize time with NTP servers ¥

NTP servers (comma-separated list)

S8H access Enabled v

Back Cancel

18. Configure Single Sign On (SSO) by typing a domain name, password and
site name. Click Next to continue.

r Server Appliance Installer

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

e 1 kel S50 configuration

£50 domain name

+ 2 Appliance configuration system.plantpax.local

S50 user name administrator
3 850 configuration
§50 password PrT—
Configure CEIP
Confirm password [—
il Site name )

In vCenter 6 5, joining @ vGenter with embedded PSC i an extemal PSC is not supported. For more
information on recommended vCenter and PSC topologies, refer to the vCenter Server dotumentation
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19. Check to participate in the Customer Experience Improvement Program
(CEIP) if interested, click Next to continue.

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

Configure CEIP
Join the Viware Customer Experience Improvement Program

1 IAvSaucton

+ 2 Appliance configuration
v 3 380 configuration Viware's Customer Experience Improvement Program (*CEIP") provides Vidware with information
At enabies Viiwane 1o improve its products and services, 1o fix probiems, and 10 advise you on how
best to deploy and use our products. As part of the CEIR ViMware collects technical information
about your organization's use of ViMware products and services on a regular basis in association

with your organization’s Vidware license key(s). This information dees not personally identity any
individual

4 Configure CEIP

5 R

Additional information regarding the data collected through CEIP and the purposes for which itis
used by ViMware is setforth in the Trust & Assurance Center at
VDWW, VT COMTUSIVITIWaI/Cip imi.

I you prefer not to participate in Viware's CEIP for this product, you should unchack the box below.
‘You may join or leave Viware's CEIP for this product at any time.

I 3 Join the VMware's Customer Experience Improvement Program [CEIPII

Cancel

20.

Verify that the configuration is correct on the summary dialog box and
then click Finish.

=10l
Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

B :::::. :'nuucr(:g?rtz;ehe‘.we finishing the wizard
+# 2 Appliance configuration

Network Details =
3 550 configuration Network configuration Assign static IF address

P version IPvd
i A CME G Hostname 1721818
+ 5 Ready to complate IP Address 1721818

Subnet mask 255265355.0

Gateway 18.1.1

DNS sarvers .18.1.10

Appliance Details

Time synchronization mode Svnchronize time with NTP servers

NTF Servers. 172.18.1.10

$SH access Enabled

S50 Details

Domain name (new) system plantpax locsl

Site name (new)

Username administrator s

Back Finish Cancel
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Create a Template from an Existing Virtual Image

This procedure shows you how to make a copy of a virtual image and turn it into

54

a template for future deployments.

TIP Consider this process when you back up virtual images.

IMPORTANT
version 6.5.

The images that are shown in this section are VMware vSphere Client software,

1. Ina Web Browser, enter the IP address of the computer where your

vCenter Server is installed.

2. Click vSphere Web Client (Flash).

Getting Started
To access vSphere, log in to:

vSphere Client (HTMLS) - partial functionality
For help, see:

vSphere Documentation

Supporied Functionality in vSphere Client (HTMLS)

vCenter Servers

Copyright @ 1996

ane or mare patent

Welcome to Viware vSphere X ‘ + \;‘i-
&« ¢ @ @ £ https://172.18.1.8 - 0w N @

For Administrators
Web-Based Datastore Browser
Use your web browser to find and download files (for
example, virtual machine and virtual disk files).
Browse dalastores in the vSphere inventory
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and APIs for
managing ViMware ESXi and VMware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.
Learn more about the Web Services SDK
Browse objects managed by vSphere
Browse vSphere REST APIs

Download trusted root CA certificates

2017 Vidware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intelectual property laws. Vidware products are coverad by
at hitp:/iwww. vmware. com/go/patents. VMware is a registered trademark or trademark of Viware, Inc. in the United States and/or other jurisdictions. All
other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain individual open source software components, each of which
has its own copyright and applicable license conditions. Please visit  hitp:/fwww vmware comiinfo?id=1127 for more information
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3. Enter the Username and Password. Use the User name and password that
you created for the vCenter Server in step 18 on page 52. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus ‘@' plus
the Domain name.

In our example, the user name is 'administrator@system.plantpax.local'

(2 vSphere Web Client x [+ -|O -

&« (& Q (6] NN https://172.18.1.8/vsphere-client/?csp GLL! ﬁ I @ =

e VMware"vCenter” Single Sign-On

thentication

Login
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Create a Datacenter

The Datacenter is the primary container of inventory objects such as hosts and
virtual machines.

1. From The VMware vSphere Web Client dialog box, highlight your

vCenter Server, and click 'Create Datacenter.

(&) vSphere Web Client

¥ ¢ @

x “-l-

@ B & https://172.18.1.8/vsphere-client/2cspextensionld%3Dvsphere.cor - 0% N o =
p p p p

vmware® vSphere Web Client A= U | Administrator@SYSTEMPLANTPAXLOCAL ~ | Help ~ | (CHETTES

Navigator

| [ VRTXvCenter.system.plantpaxlocal | 1y #3 *@ /3 | ShActions ~

JGe“‘""‘l Sum..  Monitor Confi.. Permi.. Datac.. Hosts.. VMs Datas.. Netw.

[ [#] VRTXvCenter.system. plantpax.local |

Linke..

Exten...

Updat...

What is vCenter Server?

vCenter Server allows you to manage
multiple ESX/ESXi hosts and the virtual
machines on them. Because these
environments can grow very large, vGenter
Server provides useful management tools
like the ability to organize the hosts and virtual
machines into clusters with vSphere DRS
and vSphere HA Multiple vCenter Server
systems can be managed by the vSphere
Web Client so that their individual inventories
can be presented and managed under one
"pane of glass”.

Any vCenter Server systems for which you
have privileges and that have been registered
with the Lookup Service, or added manually
with the vCenter Registration Tool in the
Administration section, will appear in your
inventory to the left.

Basic Tasks
7 Create a folder

fiy Create Datacenter

VCenter Server

Explore Further

Learn more about folders
Learn about datacenters

(<]

2. When prompted, type a name for the new datacenter (‘New Datacenter’ in
our example) and click OK.

New Datacenter (7)

Datacenter name: HNewDatacenter

Laocation: (5] VRTXvCenter.system...

| OK |[ Cancel
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Add a Host

The host is the virtual machine where the virtual image is deployed.

1. The New Datacenter is added under the vCenter Server. Highlight the
New Datacenter and click 'Add a Host' to add a host server.

(&) vSphere Web Client

B

< c @

vmware® vSphere Web Client

v |2 8 a |

w [ VRTXvCenter.system.plantpax local

[> Big New Datacenter

#=

® # B https://172.18.1.8/vsphere-client/?cspFextensionldd%3Dvsphere.core
p P P pl

U | Administrator@SYSTEM.PLANTPAXLOCAL ~

NewDatacenter | ] % 65 fn 9 | {5Adtions v

JGet‘lmgSla..‘lSummary Monitor ~ Configure  Permissions  Hosts & Gl

VMs

- R

| Help ~

Datastores  Metworks

Update Ma..

I

What is a Datacenter?

A datacenter is the primary container of
inventory objects such as hosts and virtual
machines. From the datacenter, you can add
and organize inventory objects. Typically, you
add hosts, folders, and clusters to 2
datacenter.

vCenter Server can contain multiple
datacenters. Large companies might use
multiple datacenters to represent
organizational units in their enterprise

Basic Tasks

9 Add a host

%J Create a cluster

45 Create a new virtual machine
3 Add a datastore

&= Create a distributed switch

Cluster |

vCenter Server

vSphere Client

Explore Further

(]

Virtual Machines

Datacenter

Learn more about datacenters
Learn how to create datacenters

Learn about hosts

Learn about clusters
Learn about folders

8881004d UUOA (0) s

2. The'Add Host' window appears. In the Name and location step, type the
host IP address, and click 'Next. See step 7 on page 47.

T Add Host

G »

2 Connection settings
3 Host summary
4 VM location

5 Ready to complete

1 Name and location Enter the name or IP address of the hostto add to vCenter Server.

Hostname or IP address: I‘\TE 18.1.13

Location:

Type

[lg Mew Datacenter

(]

Cancel

3. In the 'Connection Settings' step, type the User name and Password. The

Username and Password were created in step 7 on page 47. Click 'Next.

T Add Host

()

~ 1 Name and location

3 Host summary
4 VM location

5 Ready to complete

2 Connection settings

Enter the administrative account information for the host. The vSphere Web Clientwill use this information to connectto the host
and establish a permanent account for its operations.

User name:

Password:

Back | Next |

Cancel
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4. Verify that the settings are correct on the Host summary dialog box and
then click Next.

@ vSphere Web Client

(— = Q‘ 6] ¥’y https://172.18,1.8/vsphere-client/?csp#extensionld%3 Dvsphere.core.dz mau T}

) Add Host

+~* 1 Name and location Name 172.18.1.13
~ 2 Connection settings Vendor Dell Inc.

i 3 Host summary Model PowerEdge MG20 (VRTX)

4 Assign license Version VMware ESXi 6.5.0 build-6765664
5 Lockdown mode

Virtual Machines PlantPAx PASS
6 VM location

7 Ready to complete

Back Finish Cancel

5. Assign a License.

a. Ifusing the trial license that came with the VMware vSphere
Hypervisor, click the default Evaluation License and click next.

b. If you have purchased a permanent license, Click the o (Plus Sign) to

assign a new license key to this host. Type in the license key. Click Next,
then click Finish.

@ vSphere Web Client

6] ¥'Y https://172.18.1.8/vsphere-client/?csp#extensionld¥3 Dvsphere.core.dz ik ﬁ

+ 1 Name and location Licenses
| ~ 2 Connection settings EI\ -l (@ Filter

+ 3 Host summary License License Ky Product Usage

v Bl oeautionucens: Vware vSphere 6 Standard (C..  1CPUs

5 Lockdown mode
6 VM location

7 Ready to complete

L 3items [mp Export~ [[4Copy~

Assignment Validation for License 1

+ The license assignment is valid.

Back : Finish Cancel
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6. Inthe Lockdown mode step, click Disabled, and click Next.

Add Host (7 »
+" 1 Name and location When enabled, lockdown mode prevents remote users from logging directly into this host. The hostwill only be accessible through

local console or an authorized centralized management application.
+ 2 Connection settings g pp

" 3 Hostsummary ITyou are unsure what to do, leave lockdown mode disabled. You can configure lockdown mode later by editing Security Profile in

e host settings
~ 4 Assign license
(») Disabled

bd 5 Lockdown mode
{_J) Normal

6 VM location The hostis accessible only through the local console or vCenter Server.
() Strict
The hostis accessible only through vCenter Server. The Direct Console Ul service is stopped.

7 Ready to complete

7. Inthe VM location step, select the Datacenter that you created, and click
Next.

IMPORTANT  Because a vCenter server can manage multiple host servers, make sure to
create/select the proper datacenter and host server where the virtual machines
reside.

These organizational features help improve your understanding of your
infrastructure and help with the management of servers.

(&) vSphere Web Client X | 4 Il‘i-

&« (&) Q‘ 6] ¥ https://172.18.1.8/vsphere-client/?csp#extensionld%3 Dvsphere.core.c - 9 T} N 0 =

U | Adminisi

+" 1 Name and location (@ Search |

| ~ 2 Connection settings
- <~ [ig New Datacenter

+' 3 Host summary

Y| + 4 Assign license
+ 5 Lockdown mode

B 6 VM location

7 Ready to complete

i
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8. Verify that the configuration is correct in the Ready to complete dialog box
and then click Finish.

@ wSphere Web Client

@ M £ https;//172.18.1.8/vsphere-dlient/?csp#extensionld%3Dvsphere.core.da mnp ﬁ

F Add Host

1 Name and location Mame 17218113

2 Connection settings Version VMware ESXi 6.5.0 build-6765664
3 Host summary License License 1

4 Assign license VI Network

idthorks RA Network

v
v
v
v
+ 5 Lockdown mode
v

& VM1 tion Datastores Vri-Storage

Y 7 Ready to complete Lockdown mode Disabled

WM location Mew Datacenter

| Back || Next j Cancel

9. The Host is added under the datacenter. The Navigator section of the

vSphere Web Client window now includes the vCenter server
(VRTXvCenter), the Datacenter (New Datacenter), and the Host
(172.18.1.13) as shown in the following image.

o] ¥\ https://172.18.1.8/vsphere-client/?csp#extensionld%3 Dvsp oLl ﬁ =

B  {GAdions -

vmware: vSphere Web Client  #= U | Administrator@SYSTEM PLANTPAXLOCAL ~ | Help ~ |

i 4 Back L J Getting Sta... ‘ Summary  Monitor  Configure  Permissions WMz Resource .. Datastores Metworks  Update Ma..
| @ B 8 oF
|« [ VRTHvCenter system.plantpa What is a Host?

vNeW Datacenter Ahostis a computer that uses virtualization Virtual Machines
2113 software, such as ESX and ESX, to run virtual
machines. Hosts provide the CPU and .
memory resources thatvirtual machines use A
and give virtual machines access to storage By
and network connectivity. Chi=les N

7

1 Datacenter
vCenter Server

vSphere Client
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(lone the Image to Template

1. Right-click the virtual image that you want to clone and choose
Clone>Clone to Template.

(&) vSphere Web Client X
(&« = @ & @ M & https,//172.18.1.8/vsphere-client/Zcsp¥extension|d%3 Dvsphere.corevm. e o In @ =
P P B P
dle Pne ﬁ}AdiﬂﬂsfPlamP}'«x PASS Ad ator@ PLANTPAX.LOCA elp Q Search -
————————————— Power d - - =
| Navigator Cuest 08 » RE By 5 | {GAcions ~ ‘=_v .f
4 2
I « 4 Back Snapshoats Y ay  Monitor Configure Permissions Snapshots Datastores MNetworks Update Manager i
J‘ 5] 1 [ Open Console o %
~ [ VRTAvCenter.syste (34 Migrate ne? z;
~ g New Datacemer_gﬂJ Clone to Virtual Machine... [ 5
- @
~ [ 172181.12 ) Template '7—“5 Clona to Templale P Virtual Machines F
W) PlantPAx Fault Tolerance ¥ |#3 Clone to Template in Library... " ° 2
VM Policies r B
achine is an isolated Gluster
Compatibility » 3 YOU can use virtual
rworkstation
Export System Logs g environments, or to
ications. Host
B Edit Resource Settings... 5
I machines run an
@ Edit Settings... ame hostcan run Y
.
Wove To (‘l Datacenter
Rename. vCenter Server
Edit Notes vSphere Client
Tags & Custom Attributes »
2. Type a name for the new template, select a location, and click Next.
20 piantPAx PASS - Clone Virtual Machine To Template @ mn

Select a name and folder

1 Edit settings
Specify a unique name and target location

ame and folder

1b Selecta compute resource  Enter a name for the template

1c Select storage |rew Template |
Template names can contain up to 80 characters and they must be unigue within each vCenter Server VM folder.

2 Ready to complete
Select a location for the template.

~

|f Q Search ,|

|- @VRTX\I‘CS nter.system.plantpax.local

fig New Datac

Select a datacenter or VM folder to create the new template in

Back Finish || Canesl |
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3. Select a host location to store the new template and click Next.

29 plantPAx PASS - Clone Virtual Machine To Template B

1 Edit settings
~ 13 Select a name and folder
Mo Selecia computo resourc |
1c Select storage

2 Ready to complete

Select a compute resource
Selectthe destination compute resource for this operation

w [la New Datacenter

R 17218113

Select a cluster or host to store this template in

4. Sclect the disk format, storage policy, and the hypervisor that manages the
resources of the server that hosts this template. See Table 5 for disk format
options. Click Next.

5‘3 PlantPAx PASS - Clone Virtual Machine To Template (7 »

1 Edit settings
~/ 12 Select a name and folder
¥ 1b Select a compute resource

L 1c Select storage

2 Ready to complete

Select storage
Select the datastore in which to store the configuration and disk files

Selectvirtual disk format: | Same format as source | r :

VM storage policy: I Datastore Default I - | (i ]

The following datastores are accessible from the destination resource thatyou selected. Selectthe destination datastore for the virtual
machine configuration files and all of the virtual disks.

Mame Capacity Provisioned Free Type Cluster

B Vrb-Storaget 26278 34578 894.21 GB WMFS &

Back Cancel

Table 5 - Disk Format Options

Format Description
Same format as source Use the same format as the original disks.
Thick Provision Lazy Zeroed Disk storage is allocated immediately in a default thick format. Blocks

containing older data on the storage device are cleared only when the
virtual machine writes new data to the disk for the first time.

Thick Provision Eager Zeroed Disk storage is allocated immediately in a default thick format where blocks
on the physical storage device are formatted with zeros to overwrite any
older data.

Thin Provision Disk storage is allocated on demand as data is written to virtual disks.
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5. Verify that the configuration is correct on the Ready to Complete dialog

box.

e Ifthe information is incorrect, click Back to correct the information.

e If the information is correct, click Finish.

IMPORTANT

The process of cloning a virtual machine to a template can take up to 30
minutes. This time is largely dependent on the size of the hard disk drive of the
virtual machine you are making a template from.

55 PlantPAx PASS - Clone Virtual Machine To Template

1 Edit settings Provisioning type:
" 13 Select a name and folder Source virtual machine:
« b Select a compute resource Template name:
' c Selectstorage Folder:
M 2 reaiy tocompicte I
Datastore:

Disk storage:

Clone virtual machine to template
PlantPAx PASS

Mew Template

PlantP Ax

172.18.1.13

Wrb-Storage

Same format as source

Back Cancel
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Deploy Additional Virtual
Images From a Local
Template

When you have virtual image templates loaded into your datacenter, you can
deploy any number of virtual images from those templates. Additional
deployments can be performed from these new templates.

Complete these steps to deploy additional virtual images.

1. Ina Web Browser, enter the IP address of the computer where your

vCenter Server is installed.

2. Click vSphere Web Client (Flash).

Welcome to Viware vSphere X ‘ e

< Cc ®

® @ https//172.18.1.8

Getting Started
To access vSphere, log in to:

vSphere Client (HTMLS) - partial functionality
For help, see:

vSphere Documentation

Supporied Functionality in vSphere Client (HTMLS)

vCenter Servers

Copyright ® 1988-201

ane or mare patent

sl hitpsliwww.vmware comigo/patents. Vidware is a registered trademark or trademark of Wi

other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain ind

vidual open source software components, each of w
has its own copyright and applicable license conditions. Please visit  hitpiifwww.vmware.comiinfo?id=1127 for more information

For Administrators
Web-Based Datastore Browser
Use your web browser to find and download files (for
example, virtual machine and virtual disk files).
Browse dalastores in the vSphere inventory
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and APIs for
managing ViMware ESXi and VMware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.
Learn more about the Web Services SDK
Browse objects managed by vSphere
Browse vSphere REST APIs

Download trusted root CA certificates

Wware, Inc. All ights reserved. This product is protected by U.S. and international copyright and intellectual property laws. Viware products are coverad by

re, Inc. in the United States and/or other jurisdictions. Al
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3. Enter the Username and Password. Use the User name and password that
you created for the vCenter Server in step 18 on page 52. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus ‘@' plus
the Domain name.

In our example, the user name is 'administrator@system.plantpax.local'

(2 vSphere Web Client x [+ -|O -

&« (& Q (6] NN https://172.18.1.8/vsphere-client/?csp GLL! ﬁ I @ =

e VMware"vCenter” Single Sign-On

thentication

Login
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4. From the left side of the vSphere Web Client window, highlight your
vCenter Server, then select the "VMs' tab.

5. Select the 'VM Templates in Folders' tab, then right-click the template that
you plan to deploy to a New Virtual Image.

6. Sclect ' New VM from This Template.

() vSphere Web Client X

< c @ ®

‘. Mavigator ) 8

vmware* vSphere Web Client

I+

] P https://172.18.1.8/vsphere-client/?csp#extensionld¥3 Dvsphere.core.hos

- @7

I

f= U | Administrator@SYSTEM PLANTPAXLOCAL = | Help =

|ﬂ1711n.113 @, F_Aq> u,. b.: @3 Hﬁadiénm

v | 2 8 @

| Gefting Start..  Summary Monitor Configure  Permissions | VMs | Resource P..  Datastores  Metworks  Update Man...

PlantPAx PASS

[ Virtual Machines | VM Templates in Folders | vapps ]

fssammd upop (2) 1,

& (q Filter -
Compatibility
ESXi 5.0 and later (VM versio

7% Convertto... B Cloneto T... g Cloneto T... | G} Actions +
Guest 05

kWinduws Server 2012

7 Mew VM fro
1 alProvisionen space
l Eh Actions - New Template:
'| 85 New VM from This Template |
A5 Convert to Virtual Machine...
22 Clone to Template...
2z Clone to Library...

Name

MNew Template

Mave Ta...
Rename...

Tags & Custom Attributes 2
Add Permission

Remaove from Inventory
Delete from Disk

| AllvCenter Orchestrator plugin Actions  » — =
1 Objects =4 Export [ Copy~

(v Update Manager »

7. In the Name box, type a name for the virtual machine.

8. In the Inventory Location box, select a location to store the new virtual

machine and click Next.

22 New Template - Deploy From Template (2)
1 Edit seftings Select a name and folder i
Specify a unigue name and target location
1a Select aname and folder
1b Select a compute resource Enter a name for the virtual machine.
1¢ Select storage |New virtual Machine |
1d Select clone options Wirtual machine names can contain up to 80 characters and they must be unique within each vCenter Server VM folder.
2 Ready to complete Select a location for the virtual machine.
|' Q Search |
VRTXvCenter system.plantpax.local
[ Mew Datacenter
Select a datacenter or VM folder to create the new virtual
machine in.
-
4 3
Cancel
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9. The 'Select storage' step appears.
e In the 'Select virtual disk format' box, select "Thin Provision.
o In the "VM storage policy” box, select 'Datastore Default.
o Select the Datastore to host the cloned template.
e Click Next.

sﬂ’ New Template - Deploy From Template ?)

1 Edit settings Select storage
Select the datastore in which to store the configuration and disk files
+  1a Select a name and folder

v 1D Selecta computeresource  gejectyifual disk format: “ [+]
T 2 =
L Lc - elcctsioros WM storage policy. Datastore Default |~ | @

1d Select clone options
P The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the virtual

2 Ready to complete machine configuration files and all of the viual disks.
Name Capacity Provisioned Free Type Cluster
IE:] Vrix-Storage I 2.62TB 368TB 851.17 GB VMFS 6
4 H L3

Back Cancel

Table 6 - Disk Format Description

Format Description
Same format as source Use the same format as the original disks.
Thick Provision Lazy Zeroed Disk storage is allocated immediately in a default thick format. Blocks

containing older data on the storage device are cleared only when the
virtual machine writes new data to the disk for the first time.

Thick Provision Eager Zeroed Disk storage is allocated immediately in a default thick format where blocks
on the physical storage device are formatted with zeros to overwrite any
older data.

Thin Provision Disk storage is allocated on demand as data is written to
virtual disks.
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10. The 'Select clone options' step appears.

o Clear 'Customize the operating system’ We recommend that no
Customization is done at this stage.

[

o Clear 'Customize this virtual machine's hardware (Experimental)

e Clear 'Power on virtual machine after creation’

e Click Next.

85 New Template - Deploy From Template 2 M

1 Edit settings
+  1a Selecta name and folder
v 1b Select a compute resource

v 1c Select storage

2 Ready to complete

Select clone options
Select further clone options

Customize the operating system

Customize this virtual machine's hardware (Experimental)

P 1d Selectclone options Power on vitual machine after creation

Back Cancel

IMPORTANT  When you clone a virtual machine or deploy a virtual machine from a
template, you can customize the guest operating system of the virtual
machine. Customizing guest operating systems can help prevent
conflicts if virtual machines with identical settings are deployed.

You can specify the customization settings when you launch the Guest
Customization wizard during the cloning or deployment process

11. The 'Ready to Complete' step appears. Select one of the following to verify
settings:

e Ifthere is incorrect information, click Back to correct the information.

o Ifthe information is correct, click Finish.

IMPORTANT  The process of deploying a virtual machine from a template can take up to 30
minutes. The time that is required is largely dependent on the size of the hard
disk drive of the template you are using to deploy a virtual machine.

12. You can view the status of the task by finding 'Clone virtual machine'in
Recent Tasks at the bottom of the window. When the status = Completed,
the cloning is finished.

Rockwell Automation Publication 9528-UM001G-EN-P - June 2019



Deploy the PlantPAx Virtual Image Templates ~ Chapter 2

Convert a Virtual |mage This section describes how to use the vCenter Converter Standalone tool as an
alternative to deploy a virtual machine into your host server. The tool is not
required for this procedure but it is a free tool that lets you deploy virtual
machines into your host server.

The vCenter Converter Standalone tool has important capabilities such as
converting physical machines, virtual machines, and system images. These
capabilities are used in VMware hosted and managed products, which are key for
system migrations or upgrades.

You can use vCenter Converter Standalone software to perform important
conversion tasks, including the following:

e Import running remote physical and virtual machines as virtual machines
to a simple host server with ESXi hypervisor or to a host server with ESXi
managed by a vCenter server.

e Import virtual machines that are hosted by VMware Workstation or
Microsoft Hyper-V server to a host server with ESXi managed by a
vCenter server.

o Import third-party backup or disk images to a host server with ESXi
managed by a vCenter server.

Download the vCenter Converter Standalone Software

On the VMware website, download the vCenter Converter Standalone software.

TIP The steps to download the vCenter Converter Standalone software
are similar to the steps used to download Hypervisor, see Download a
Hypervisor on page 19.
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Install the Converter Standalone Software

If you do not own a copy of VMware Workstation or vSphere Client and you
wish to deploy a virtual machine into your host server, you must install the
vCenter Converter Standalone software. Install the software on the workstation
you use to connect to and configure your host server. If you intend to use vCenter
Converter Standalone software to create a virtual image of a physical computer,
you must install the tool on the machine that you are virtualizing. For more
information on how to use the tool for different procedures,

see http://wwwymware.com/products/converter.

To install the software, complete these steps.

1. On the workstation to install the vCenter Converter Standalone tool,
navigate to the installation files and double-click the VM Ware-
converter.exe file.

The vCenter Converter Standalone program opens and starts an Install

Shield wizard.

ﬂ VMware vCenter Converter Standalone ﬁ

Welcome to the Installation Wizard for
VMware vCenter Converter Standalone

I‘ The installation wizard will allow you to install VMware vCenter
" Converter Standalone on this machine so that you may import
& physical or virtual machine into a VMware virtual machine.

VMware vCenter
Converter
Standalone

[L_tes> [ conce

2. Click Next.
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3. Click Tagree to the terms in the License Agreement) and click Next.

ﬁ VMware vCenter Converter Standalone ﬁ
End-User License Agreement ﬂ
Flease read the following license agreement carefully. &

VMWARE END USER LICENSE AGREEMENT

il »

PLEASE NOTE THAT THE TERMS OF THIS END USER

|LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY M
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

o agree to the terms in the License Agreement
@1 do not agree to the terms in the License Agreement

4. On the Destination Folder page, click Next.

5. On the Setup Type page, sclect one of the following:

e Local installation (recommended).

o Client-server installation (see http://wwwymware.com/pdf/
convsa_50_guide.pdf for more information.

For simplicity, our example is a local installation.

6. Click Install, select Converter server, and click Next.

._@ VMware vCenter Converter Standalone ‘- ﬁ
Ready to Install [ ‘
¥ ﬁ VMware vCenter Converter Standalone ‘- M
The wizard s ready to begin installation. &
‘Custom Setup P
Select the components you want to install.

Click Install to begin the installation.
Click on an icon in the list below to change how a component is installed.
I you want to review or change any of your installation settings, click Back.

i i Description
Click Cancel to exit the wizard. B Converter server o
i i 0+ ] REMOtE acCess Provides centralized management

=3-| Converter agent for all conversions. The Converter
server handles communication

o =3~ Converter client between clients and the Converter
agent.

This feature requires 92MB on
your hard drive. It has 1 of 1
subfeatures selected. The
subfeatures require 168MB on
your hard drive.

InstallShield

—J
Help <gack ||

next> | [ Cancel

7. Click Finish when the installation is complete.
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Convert a Virtual Machine

The vCenter Converter Standalone software installs VMware Tools to let you
customize the guest operating system. For example, you can change the host name
or network settings.

To change the host name, complete these steps.

1. Open the VMware vCenter Converter Standalone software and
click Convert Machine.

Fle Vew Task Admnstraton Help
% Convert machine | (8 Configure machine

View by:| [Convert mddme.l v Al tasks p ¥ Recent tasks
| Task ID Job 1D Source Destination  Status Stattime  End tme

T Wl

I Welcome to VMware vCenter Converter Standalone

VMware vCenter Converter Standalone allows you to take one of a vanety of machines and convert
it nto a new VMware virtual machine. The machines you may convert ncude:

Convert - Physical machines
Machine - VMware vrtual machines (.vmx)
- VMware Consolidated Backup (.vmx)
- Microsoft Virtual PC or Virtual Server virtual machines (.vmc)
- Symantec LiveState Recovery Image (.sv2i)
- Acronis True Image Backup (.th)
- StorageCraft ShadowStor (.spf)
- Parallels Virtualzation Products (.pvs)
- Hyper-V virtual machines
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The Conversion dialog box appears.

5 Conversion ——

) |

Source System
Select the source system you want to convert

Source System Source: none Destination: none
Destination System
Options Select source type: [Powered-on machine

Summary

=

Powered-on machine

Specify the powel

(7) This local mach Hyper-V Server

(@) A remote machine
IP address or name:

User name:

Conversion

Source System
Select the source system you want to convert

Source System
Destination System
Options

Summary

Source: none Destination: none

Select source type: |VMware Workstation or other VMware virtual machine -

Convert a virtual machine from VMware Workstation, VMware Player, VMware
Fusion or other VMware product.

Browse for source virtual machine or image

Virtual machine file:

~ | Browse...

Open S ﬁ
@Ov| | » Computer » Virtuallmages (D:) » (PlantPAx 4.6b12) EWS Full » - ‘ +y | ‘ Search (PlantPAx 4.0 b1.. P |
Organize ~ New folder =~ 0O @

= Name Date modified Type Size
] Libraries B B
| (PlantPAx 4.6 b12) EWS Full.vmx.lck 11/9/2015 4:33 PM File folder

.. Documents

) s }. caches 10/7/201512:01 PM  File folder

& Music

- 3 m |@ (PlantPAx 4.6 b12) EWS Full.vmx 10/9/2015 4:04 PM VMware virtual ma... 6 KB

S5, Pictures

§. Videos

2. Select “‘VMware Workstation or other VMware virtual machine’ from the
'Select source type' pull-down.

-

) Conversion ~— =

Source System
Select the source system you want to convert

Source System Source: none Destination: none

Destination System

Options Select source type: lPowered—on machine -J
Summary

Powered-on machine

(@) A remote machine

1P address or name:
User name:

Password:

OS Family: Windows

Help Export ¢

’ < Back Next > )
L 4
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3. Click browse to navigate to the location of the virtual image that you want
to convert, choose the file, and click Next.

) Conversion - - =X

Source System
Select the source system you want to convert

Source System Source: none Destination: none

Destination System

Options Select source type: |VMware Workstation or other VMware virtual machine -

Summary Convert a virtual machine from VMware Workstation, VMware Player, VMware

Fusion or other VMware product.

Browse for source virtual machine or image

Virtual machine file:

4. On the Destination System window, type the IP address, User name, and
Password of the server where the virtual machine is being deployed to after
conversion.

¥ Conversion (O] -
Destination System
Select a host for the new virtual machine

Source System Source: 7 \(PlantPAx 4.0 b12) EWS Ful.vmx (Windows Server 2012 (... Destination: ...

Dest.lnatlon. System Select destination type: [VMware Infrastructure virtual machine 'I

Destination Virtual Mach

Destination Location Creates a new virtual machine for use on a VMware Infrastructure product.

Options

Summary VMware Infrastructure server detais
Server: 10.88.66.55 -
User name: root
Password: eesesecee

< | 1 »

< Back " Next > I I Cancel

5. Click Next.

6. Click Ignore for now on the certificate window.

Talk to your system manager about SSL certificates for this application.
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7. Type the name that you want for this virtual machine and click Next.

Conversion =] é

Destination System
Select a host for the new virtual machine

Source System Source: (1 \(PlantPAx 4.0 bi2) EWS Ful.vmx (Windows Server 2012 (... Destination: ...
Destination System T : =
Select Hestination type: |VMware Infrastructhire virtual machine -

Destination Virtual Mack P tpe: | q J
Destination Location Creates a new virtual machine for use on a VMware Infrastructure product.
Options
Summary VMware Infrastructure server detais

Server: 10.88.66.55 -

User name: root

Password: esssssssss
4 L 3

< Back Il Next > }l Cancel

8. Select the location where you store the virtual machine.

In the Inventory section, you can have multiple suitable hosts depending
on your system configuration in the Datastore section. More locations to
store the files for your virtual machine show up depending on your system
configuration.

[ ¥ Conversion - (S | | )

Destination Location
Select the location for the new virtual machine

Source System Source: (f \(PantPAx 4.0 b12) EWS Ful.vmx (Windows... Destination: §) (PlantPAx 4....
Destination System

. Total disks : 100 GB
Destination Virtual Mack Inventory for: 10.88.66.55 otal source disks size
Destination Location |0_dhcp-10-88-66-55.ra-nt.com _| Datastore
2 datastorel ~

Summary datastorel
50.25 GB
BT

Type: VMFS5
Block sze: 1 MB

Virtual machine version

e 5 Refresh
[ < Back ]I Next > I [ Cancel ]

9. Select the virtual machine version from the pull-down, and click Next.
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A Conversion window with parameter options for the conversion task
appears. This window is where you can make permanent changes

according to your needs.

—

.
) Conversion

— | O [ |

Options
Set up the parameters for the conversion task

Source System Source: &1 \(PlantPAx 4.0 b12) EWS Ful.vmx (...

Destination: % (PlantPAx 4.0 b12) ...

Destination System
Destination Virtual Mact
Destination Location
Options

Summary

Click on an option below to ed it.

Current settings:

+ Data to copy Edit
Copy type: Disk-based
VirtualDisk1: 100 GB

~ Devices Edit
vCPUs: 2 (1 sockets * 2 cores)
Disk controller: Preserve source
Memory: 4GB

+ Networks Edit
NIC1: VM Network
NIC2: VM Network

¥ Services Edit
Total: 240 service(s)

~ Advanced options Edit
Power on destination: No
Instal VMware Tools: No
Customize Guest OS: No
Remove Restore Checkpoints: Yes
Reconfigure: Yes

~ Throttling Edit
CPU: None

Network bandwidth: Nene

| <Back || Next> |

[ Cancel ]

10. After making your choices, click Next.

11. Confirm your settings and click Finish.

The vCenter Converter Standalone window appears to show the progress

of the conversion.

r -
e e

)

Fle View Task Administration Help
%) Convert machine (8 Configure machine | Q'

View by: ¥ Tasks Show: ~ Al tasksin ~ Recent tasks

Task 1D Job ID Source Destination I Status I Start time End time
il il \(PlantPAx 4... 10.88.66.55. 4 1 1% | 12/8/2015 8... Estimated time remaining: 1 hours and 3 minutes

Task ID 1: Running

Task progress

Summary

Source: D:\(PlantPAx 4.0 b12) EWS Ful\(PlantPAx 4.0 b12) EWS Ful.vmx

Destination: 10.88.66.55/(PlantPAx 4.0 b12) EWS Ful

Conversion status

Log highli Export logs.

Estimated time remaining
Estimated completion time:
Can be canceled:

Type: Convert virtual machine or backup image
Created: 12/8/2015 8:10:00 PM by RA-INT\DESeveri
Started: 12/8/2015 8:10:00 PM

Running time: 1 minute

1 hours and 3 minutes
12/8/2015 9:13:18 PM
Yes

12/8/2015 8:10:00 PM  Task: Convert virtual machine.
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Optional Virtual Machine
Interactions

The conversion time depends on the following:

o Network connection between the host server (where the converted
machine is hosted) and the workstation (where the machine that you
are converting currently resides)

o Size of the image

To help expedite the use of your virtual machines, consider the following options:

e Initiate Automatic Startup on page 77

e Set Resource Pool Priority on page 83

Initiate Automatic Startup

To program the host server to start your virtual machines automatically, complete
these steps.

1. Ina Web Browser, enter the IP address of the computer where your
vCenter Server is installed. This IP address was created in step 7 on page
25.

2. On the Welcome to VMware vSphere screen, click vSphere Web Client
(Flash).

< c @

Getting Started

Welcome to Vhware vSphere

x|+ [T

@ B hitps://172.18.1.8 we @ T

For Administrators

To access vSphere, log in to:

vSphere Web Client (Flash)

vSphere Client (HTMLS) - partial functionality
For help, see:
vSphere Documentation

Supported Functionality in vSphere Client (HTMLS)

vCenter Servers

Web-Based Datastore Browser
Use your web browser to find and download files (for
example, virtual machine and virtual disk files).
Browse datastores in the vSphere inventory
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and APls for
managing ViMware ESXi and Viware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.
Learn more about the Web Services SDK
Browse objects managed by vSphere
Browse vSphere REST APIs

Download trusted root CA certificates

Copyright ® 1998-2017 Wiware, Inc. Al rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by
one or more patents listed at http:/fwwew.vmware.comigo/patents. VM ware is a registered trademark or trademark of WMware, Inc. in the United States and/or other jurisdictions. Al

other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain individual open source software compenents, each of which

has its own copyright and applicable license conditions. Please visit

hitp:/fwwew vmware.comfinfo?id=1127 for more information.
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3. Enter the Username and Password. Use the User name and password that
you created for the vCenter Server in step 18 on page 52. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus '@ plus
the Domain name.

In our example, the user name is 'administrator@system.plantpax.local'

(2 vSphere Web Client x [+ -|O -

&« (& Q (6] NN https://172.18.1.8/vsphere-client/?csp GLL! ﬁ I @ =

e VMware"vCenter” Single Sign-On

authentication

Login
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4. Select the Host Server, then select the Configure Tab, then select VM
Startup/Shutdown. On the VM Startup/Shutdown window, click 'Edit.

[ vSphere Web Client

@ M £ https;//172.18.1.8/vsphere-client/IcspFextensionld%3Dvsphere.core.host. manage.settings.vm mem, 4 d

f= U | Administrator@SYSTEM PLANTPAXLOCAL ~ | Help =

1?113.1.1 B [ ® | Q_msv

Getting Started  Summary Mumturl(‘.onﬁgurelPermlssluns VMs Resource Pools Datastores Metworks Update Manager

| B 8

: - @ VRTXvCenter.system.plantpax.local
+ [lg New Datacenter
w [i5 PlantPAx Storage Adapters.

Storage Devices

“ Virtual Machine Startup and Shutdown

~ Storage Ifthe hostis part of a vSphere HA cluster, the automatic startup and shutdown of virlual machines is disabled.

ssalfioid Ul yiom) (0) 5

Order VM Name Starup Slartup Delay... Shutdown Behavior Shutdown Delay (s)

Manual Startup
Eelactorse New Virtual Machine  Disabled 120 Power off
51 **Gold 4.5 Win 2012 R2 Au.. oSt ache ook shon PlantPAx PASS Disabled 120 Power off
{51 New Virtual Machine Protocol Endpoints

{3 paCa + Networking

GppaP Virtual switches

Gy PlantPAx PASS

(5 Test-2.21-AppSen-EWS
G Test-2.21-AppSen-OWS Physical adapters
1 Tesk2.21-ASN TCPIP configuration
(51 Test2.21-BAT
5 Test2.21-EWS
5 Test2.24-HIST
i Test-2.21-0ws VM Startup/Shutdown
51 Test-2.21-PADC Agent VM Settings
51 Test2.21-PASS
(51 Test2.21-80L
51 Test2.21VTP
(s TF4-CollectNG ~ System
(55, TF4TESTMCR Licensing
55 UMA-RDSOWS-2
5 UM1-RDSOWS-3

VMkernel adapters.

Advanced
~ Virtual Machines

Swap file location
Default VM Compatibility

Time Configuration
Authentication Services
Certificate
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5. Check 'Automatically start and stop virtual machines with the system.

Click the 4 (Up Arrow) to move the desired Virtual Machine host server
from the Manual Startup category up to the Automatic Startup category.

You can select additional images and click the Up Arrow or Down Arrow
to determine the startup order as shown in the following image. A

sequential number order appears.

Q 172.18.1.13: Edit VM Startup and Shutdown

Default VM Settings

System influence
Startup delay

Shutdown delay

Automatical\y start and stop the vitual machines with the system

1§E| second(s) [ Continue immediately if Viiware Tools starts.
120| second(s)

Shutdown action | Power off ‘ |

Per-VM Overrides

Type Order VM Name Startup Behavior = Startup Delay... VMware Tools Behavior Action Delay...

Automatic Startup =

Any Order

Manual Startup
I PlantPAx PASS Use Defaults 120 Continue Use Defaults Power off 120 I

Mew Virtual Machine  Use Defaults 120 Continue ...  Use Defaults Fower off 120
ok || cancel |
6. When you are satisfied with the Startup order, click OK.

[E 172.12.1.13: Edit VM Startup and Shutdown ?)
Default VM Settings

System influence [¥ Automatically start and stop the virtual machines with the system

Startup delay 1_23| second(s) [ Continue immediataly if Viware Tools starts.

Shutdown delay 120i second(s)

Shutdown action | Power off ‘ -
Per-VM Overrides

L B
Type Order WM Name Startup Behavior  Startup Delay... VMware Tools Behavi Action Delay...
Automatic Startup i;

1 PlantPAx PASS Use Defaults 120 Continue .. Use Defaults Power off 120
2 New Virtual Machine  Use Defaults 120 Continue ... Use Defaults Power off 120

Any Order
Manual Startup
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7. The Virtual Machines are now configured for Automatic Startup as shown
in the following screen capture.

(3 vSphere Web Client x |+ [-[al=]

&« c @ @ M f. https;//172.18.1.8 /vsphere-dlient/Tcsp#extension|d%3Dvsphere.core.nost manage.sett - @ Ih | =

vmware: vSphere Web Client  #= U | Administrator@SYSTEM.PLANTPAXLOCAL + | Help ~ | (BN

il
|<

Navigator | 17218443 | B [ [ (1) [ | {SkActions

._iaa—ck || Getting Started  Summary Mnnitnr|Conﬁgure|F’srmissions VMs Resource Pools Datastores  MNetworks Update Manager

|8 a a |, Virtual Machine Startup and Shutdown

- QJ\IRTX\tCemer system_plantpax local
w [l5 New Datacenter ¥ Slofnde Ifthe hostis part of a vSphere HA cluster, the automatic startup and shutdown of virtual machines is disabled

Storage Adapters
- [aPlantPAx < 2 Ondler VM Name Startup Startup Delay... Shutdown Behavior  Shutdown Delay (s)  |*
» (17218112 Storage Devices

e T = Automatic Startup

7 IEWTZ.WS.W.‘L- | Datastams
5 =Gold £.5 Win 10 1709 Au 1 PlantPAx PASS Enabled 120 Power of 120
51 *Gold 4.5 Win 2012 R2 Au Host Cache Configuration . New Virtual Machine Enabled 120  Power off 120
(31 New Virual Machine Protocol Endpoints Manual Startup
5 pacCA ~ Networking
& pawe Virtual switches
EBF‘\EHTF‘A! PASS
G Test-2.21-AppSen-EWS
{5 Test-2.21-AppSen-OWS Physical adapters
{3 Test-2.21-ASM TCPAP configuration
(51 Test-2.21-BAT
Ei}TeSI—Q 21-EWS
1 Test-2.21-HIST w Virtual Machines

(5 Test-2.21-PADC I Agent VM Settings

{5 Test2.21-PASS
5 Test2.21-50L
{5 Test2 21TP
55 TF4-CalleciNG + System
5 TF4-TESTMGR Licensing
5 UM1-RDSOWS-2
5 UM1-RDSOWS-3

88810014 UPIOM (0] 5

VMkernel adapters

Advanced

Swap file location

Default VM Compatibility

Time Configuration
Authentication Services

Certificate

IMPORTANT  Following is the recommended start-up order for the typical system
elements of a virtual PlantPAx system.

1. Process Automation Domain Controller - PADC

2. SQL server - AppServ-Info (SQL)

3. Process Automation System Server - PASS

4. Engineering Workstation Application Server (AppServ-EWS)
5. Redundant Process Automation System Server - PASS

6. Batch Management Server (AppServ-Batch)

7. Operator Workstation Application Server (AppServ-OWS)
8. Historian server - AppServ-Info (Historian)

9. VantagePoint server - AppServ-Info (VantagePoint)

10. Asset Management server (AppServ-Asset)

11. Level 3 devices and computers
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Send Commands to Host Server

You can also send shutdown and restart commands directly to the host server via

the vSphere Web Client.

1. On the vSphere Web Client window, right-click a host server and choose
either Shut Down or Reboot.

@ vSphere Web Client x S
&« c ‘@‘ ® P https://172.18.1.8/vsphere-client/?csp#extensionld%3Dvs
vmware® vSphere Web Client  #= U | Administrator@s
Navigator || 17218143 | B B [ [0y B | fEhActions »
1 TIRETERE— | ————
ot backl [ Actions - 172.18.1.13 TR FETEERIE
J | 15_9] 8 @ Mew Virtual Machine »
- ;53VRTX\fCenter.system.plantpax.loc:al Mew vApp »
~ [fg New Datacenter # New Resource Pool... ion
Rir218112 #j Deploy OVF Template...
Connection S
2 L
Maintenance Mode 3 A
Certificates » .
Shut Down
Storage D. Eﬁ Reboot
r e

3 Add Netwarking...

2. In the confirmation window, type a reason for the Shut Down or Reboot

and click OK or Cancel.
[ 172.18.1.13 - Shut Down Host [ 2] [ 172.18.1.13 - Reboot Host (?)
You selected to shut down host 172.18.1.13 You have chosen to reboot host 172.18.1.13
Log a reason for this shutdown operation: Log a reason for this reboot operation:

This hostis notin maintenance mode. This hostis notin maintenance mode.

AN Shutting down or rebooting a host that is notin maintenance mode will not a Shutting down or rebooting a host that is notin maintenance mode will not
safely stop the running virtual machines on this host. Ifthe hostis partofa safely stop the running virtual machines on this host. Ifthe host is part of a
vSAN cluster, you might lose access to the vSAN data on the host. vSAMN cluster, you might lose access to the vSAM data on the host.

Put the host in maintenance mode before you reboot or shut down the host. Fut the host in maintenance mode before you reboot or shut down the host.

Shut down the selected host? Rebootthe selected host?
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Set Resource Pool Priority

You can set the priority of the resource allocation that your virtual machine
requires from the host server. The allocation of CPU and memory resources
depends on performance needs. A virtual machine can be grouped for High
Performance, Normal Performance, or Low Performance depending on its
performance needs.

IMPORTANT  For more information and resource pool priority recommendations for servers

and workstation, see Resource Pool Allocation in the PlantPAx System
Reference Manual, publication PROCES-RM001.

1. Ina Web Browser, enter the IP address of the computer where your
vCenter Server is installed.

2. On the Welcome to VMware vSphere screen, click vSphere Web Client

(Flash).

Welcome to VMware vSphere X | = ILIE-

« ¢ o @ B hitpsy//172.18.1.8 - O I @

Getting Started For Administrators
To access vSphere, log in to: Web-Based Datastore Browser
vSphere Web Client (Flash) Use your web browser to find and download files (for

vSphere Client (HTMLS) - partial functionality example, virtual machine and virtual disk files).

For help, see: Browse datastores in the vSphere inventory
vSphere Documentation For Developers
Supported Functionality in vSphere Client (HTMLS) vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and APIs for

managing VMware ESXi and VMware vCenter. Get
vCenter Servers
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.

Learn more about the Web Services SDK

Browse objects managed by vSphere

Browse vSphere REST APIs

Download trusted root CA certificates

Copyright @ 1 -2017 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VM ware products are covered by
one or more patents listed at http://www . vmware.comigo/patents. VM ware is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. All
other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain individual open source software components, each of which

has its own copyright and applicable license conditions. Please visit hitp:/'www vmware.com/info?id=1127 for more information
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3. Type the User name and Password. Use the User name and password that
you created for the vCenter Server.

4. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus ‘@' plus
the Domain name.

In our example, the user name is ‘administrator@system.plantpax.local'

(5 vSphere Web Client x |+ (==l

<« (&) Q (6] ¥'Y https://172.18.1.8/vsphere-client/?csp - ﬁ I =

Db r o VMware"vCenter” Single Sign-On

Password:

Login

5. Right-click a host server and choose New Resource Pool.

(5) vSphere Web Client X |

<) -> C @ @ Ml & https://172.18.1.8/vsphere

vmware" vSphere Web Client  #=

 Navigator Xl Rarzisaas | B B B [
| "4 Back | [G Actions - 172.18.1.13 |
J_ | @ 8 é Mew Virtual Machine »
I : I a
w [ VRTXvCenter system. plantpax| = i
+ [l New Datacenter I% Mew Resource Poal .. I
= R 17218113 #@ Deploy OVF Template...
{51 New Virtual Machine Connection v
(G PlantPAx PASS Maintenance Mode »

Rockwell Automation Publication 9528-UM001G-EN-P - June 2019



Deploy the PlantPAx Virtual Image Templates

Chapter 2

6. Type the priority in the Name text box. For example, High Performance.

~ CPU
Shares

Resemvation

Resernvation type

Limit

+ Memory
Shares

Reservation

Reservation type

Limit

#3 172.18.1.13 - New Resource Pool (?) bb
Name: |High Performance | |
| High |v|
2000 [+) (wHz |~
Max reservation: 20,253 MHz
) Expandable
[ Unlimited |-) (wz -]
Max limit: 20,253 MHz
[ High I~
[ 4096 |~ (w8 |-]
Max reservation: 59433 MB
[+/] Expandable
[ Uniimited |~| (w8 |-
Max limit. 60,128 MB
| ok | [ Cancel ]

7. Click the Shares pull-down menu and select 'High' for the CPU and
Memory Resources categories.

8. Click OK.

9. Repeat step 1 through step 7 for each virtual machine depending if the
priority is High Performance, Normal Performance, or Low Performance.

The priority types appear in the tree for the host server.

10.

Dragand drop virtual machines to the Resource Pool that matches the

needs and intended use. Settings for that resource pool are assigned.

@ vhphere Web Client

vmware" vSphere Web Client

x|

o]

C ®

Navigator |

(v |8 8 @
- ;;;JVRTXuCenter.system.plantpax.local
v [{gMew Datacenter
— R 17218113
~ =) High Parformance

(11 New Virtual Machine
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Notes:
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Server Initial Configuration

PlantPAx’ system servers (whether physical or virtual machines) share a
collection of data to clients. This chapter describes how to configure virtual
server templates. This chapter is performed initially when configuring all system
elements.

If you plan to deploy a domain controller, we recommend that you configure the
domain controller before any other system element.

Virtual templates are available for the following PlantPAx server system elements:

Process Automation Domain Controller - PADC

Process Automation System Server - PASS

SQL Server - AppServ-Info (SQL)

FactoryTalk® Historian Server - AppServ-Info (Historian)
FactoryTalk Batch Management Server - AppServ-Batch
FactoryTalk Asset Management Server - AppServ-Asset
Operator Workstation Application Server - AppServ-OWS
Engineer Workstation Application Server - AppServ-EWS
FactoryTalk VantagePoint® Server - AppServ-Info (VantagePoint)

The required Rockwell Automation’® software for each virtual server is included
and pre-installed in the virtual image templates, but not activated. See

Activation Considerations on page 201 for activation procedures.

IMPORTANT  Perform this procedure on all servers before configuring the system elements.

If you already own individual product activations, these activations can also be
used to activate the virtual image templates.
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Configure Microsoft
Windows Server

88

Complete these steps to configure Microsoft Windows Server 2016 settings for
your virtual servers.

Windows Server

Complete these steps to install the server software.

1.

From a web browser, enter the IP address of the computer where your host
server is installed.

Type the user name and password for the host server, and click Login. The
VMware ESXi window appears.

From the Navigator in the left pane, right-click the virtual machine that
you want to configure, and select Power>Power On.

Right-click the virtual machine again, and select Console>Launch Remote
Console.

Choose the appropriate location, language, and keyboard settings and click
Next.

On the EULA dialog box, read the license terms and click ‘Accept.

Type a password for administrator, retype the password to verify, and click
‘Finish’

A logon message appears: ‘Press Ctrl + Alt + Delete to unlock’ Do not
press Ctrl + Alt + Delete.

IMPORTANT  Even though ‘Press Ctrl + Alt + Delete .. ."is displayed on the screen, you must

press Ctrl + Alt + Insert to access the virtual machine. The sequence 'Ctrl + Alt
+ Del'is reserved for the terminal from where you connect to the server that
hosts the virtual machine.

8.

9.

Press Ctrl+Alt+Insert.

Type the Administrator password that you created and Press Enter.

If you see the Other-User logon, type 'Administrator, type the
administrator password that you created and Press Enter. Wait until you
see the network message in the following step.
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Administrative Server
Configuration

10. Click “Yes’ to allow the PC to be discoverable.

11.
12.

13.
14.

15.

Networks

{21 PlantPAxocal

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.

Wait until the Product Key window appears.

In the Product Key window, type a valid Windows Server Product Key and
click OK.

Verify that the product key is correct and click Yes.

Click OK in the message window when the product key was installed
successfully.

Click OK in the activation window.

The following procedures help manage who has access to the server and login
privileges. Complete these procedures on all virtual servers to be deployed.

Create an Administrator User Account

We suggest that you create an Administrator user account for each user that
requires administrative privileges. This safeguards server corruption by restricting
access to the default administrative account, and creates a backup of critical
system information. Each user can be delegated a separate user account with
password protection.

1.

RANEE N

Navigate to the Control Panel.

Click User Accounts.

Click Manage another account.

Click ‘Add a user account’ below the Administrator icon.

Type a name for the user that is being added, a password, retype the
password for verification, and a hint to remind you of the password.

Click Next, and then Finish on the next dialog box.

Click the user that you created.
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8. Click ‘Change the account type’

9. On the next window, select Administrator and click ‘Change

bl
Account Type..
2, Control Panel\All Control Panel ltems\User Accounts\Manage Accounts\Change an AccountiChange Ac — m] b4
« v 4 82 « Manage Accounts > Change an Account » Change Account Type v O Search Cont... O

Choose a new account type for WHilty

WHilty
R Local Account
Password protected

(O Standard
Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC,

(® Administrator
Administrators have complete control over the PC. They can change any settings and access all of the files
and programs stored on the PC.

Why is a standard account recommended?

Change Account Type Cancel

10. Sign out of Windows.

11. Press Curl+Alt+Insert.

Even though ‘Press Ctrl + Alt + Delete .. ."is displayed on the screen,
you must press Ctrl + Alt + Insert to access the virtual machine. The
sequence 'Ctrl + Alt + Del' is reserved for the terminal from where you
connect to the server that hosts the virtual machine.

12. Login with the user that was created.
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Configure Programs Menu

Complete the steps on the system computers to group folders under ‘Programs’
on the taskbar. When complete, you can access Windows and Rockwell Software®

folders by clicking the symbol next to Programs fgd on the task bar.

1. Navigate to the Control Panel and choose File Explorer Options.

2. On the View Tab, select ‘Show hidden files, folders, and drives’ and click

OK.

File Explorer Options

General “iew  Search

Folder views

You can apply thiz view [such as Details or lcons] to

all folders of this type.

Apply to Folders Feset Folders

Advanced settings:

Files and Folders

[ &hwaps show icons, never thumbrails
[ #shwaps show menus

Dizplay file icon an thumbnails

Dizplay file size infarmation in folder tips
Dizplay the full path in the title bar

[ Hide extensions for knawn file types
Hide folder merge conflicts

Restore Defaults

oK Cancel

Apply

Right-click on the taskbar, choose Toolbars>New toolbar.

4. On the New Toolbar window, navigate to your Programs folder.
C:\ProgramData\Microsoft\Windows\StartMenu\Programs

5. Click Select Folder.
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The result is a custom menu with easy access to Rockwell Software conveniently
located on the Windows taskbar.

BootP-DHCP Tool

FactoryTalk Activation
FactoryTalk Alarms and Events
FactoryTalk AssetCentre Client
FactoryTalk Historian SE
FactoryTalk Linx

FactoryTalk Teols

FactoryTalk View

Logix Designer Tools

r ¥ T YT T rvyrrvy Ty

RSLinx
RSLogix 5000 Enterprise Series CodeMeter 3
RSLogix 5000 Tools Enterprise License Manager 3
RSMNetWorc FLASH Programming Tools 3
Studio 5000 Logix Emulate Hiprom Software 3
Studio5000 Task Monitor LoopPro Tuner (Rockwell Automation Edition]
Utilities Maintenance 3
FactoryTalk Administration Console Microsoft SOL Server 2008 3
- [ FactoryTalk Updater Microsoft SQL Server 2012 3
&) Restart View Designer Services Rockwell Automation 3
& Studio 5000 RockwelfSoftware
Startup 3
Windows Accessories 3
Windows Administrative Tools 3
Windows Ease of Access 3
Windows System 3
FactoryTalk View Studio
MiracastView
4 Print Dialog
& Server Manager

6. Before proceeding, click the Date/Time in the lower right-hand corner of
the desktop. Verify that the Date and Time settings are correct.

7. Turn off the ‘Set time automatically’ feature in the Date and Time settings.
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Rename the Computer

Complete these steps to rename the computer.

1. Click S8 from the windows menu to open the Server Manager.

2. On the Server Manager window, click Local Server and then click the
computer name.

[ Server Manager

@ ¥ Server Manager * Local Server

55 PROPERTIES
=a Dashboard .

For WIN-ARAEAIFNSIM

- Computer name
HE All Servers Workgroup WORKGROUP
#§ File and Storage Services P

Windows Firewall Private: On

Remote management Enabled

Remote Desktop Enabled

NIC Teaming Disabled

Ethemet( Assigned by DHCP

3. Click Change on the System Properties dialog box.

System Properties X
Computer Mame  Hardware  Advanced  Remote

‘windows uzes the following infarmation to identify your computer
== on the network.

Computer description:

For example: "115 Production Server'' or
“Accounting Server’.

Full computer name: WN-ARAESIFMEIM
‘wiork.group: WORKGROUP

To rename this computer or change itz domain or
warkaroup, click Change.

Cancel Apply

4, Tpr anew computcr name.

IMPORTANT Do not use spaces, hyphens, or any special character symbols.
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5. Click Domain, type the name of your domain, and click OK.

IMPORTANT  We recommend that you restart your computer so that these changes take
effect.

6. Enter an administrator username and password.

7. Click OK when the welcome to domain window appears.
8. Restart the virtual machine for the changes to the settings to take effect.

9. Login by using your domain credentials or the local user administration
account previously created.

Verify Ethernet Network Adapter Settings

Complete these steps to verify the speed, duplex, and power management settings
for the Ethernet adapter.

1. Navigate to the Control Panel.
2. Click Network and Sharing Center.
3. In the Network and Sharing Center window, click Change Adapter

Settings.
L& Control Panel\All Control Panel ltems\Metwork and Sharing Center — m] *
- v 4 % » Control Panel » All Control Panel ltems » Network and Sharing Center v O Search Cont... ©

View your basic network information and set up connections
Control Panel Home

Wiew your active networks

Change adapter settings

Change advanced sharing PlantPAsx.local Access type: Mo Internet access
settings Private network Connections: [ Ethernetd

Change your networking settings

%

Set up a new connection or network

Set up a broadband, dial-up, or VPN connection; or set up a router or access point,
See also —
=4 Troubleshoot problems

Internet Options Diagnose and repair network problems, or get troubleshooting information.

Windows Firewall

4. Right-click the Ethernet network connection and choose Properties.

5. Ifasked, type your password and click Yes.
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6. In the Ethernet Properties dialog box, click Configure.

U Ethernetd Properties b
Mebworking

Connect using:

Ij Intel(R] 825741 Gigabit Metwark Connection

This connection uses the following items:

[E' File and Printer Sharing far Micrazoft Metworks
008 Packet Scheduler

. Internet Protocol Version 4 [TCP/IPv4]

O . Microsoft Metwork Adapter Multiplesor Protocol

. Microsaft LLDP Protocal Driver

O . Internet Protocol Yersion 6 [TCP/IPvE] v

< >
Install Uninstall Froperties

Description

Allowes vour computer lo access resources on a Microsoft
netwrk

Ok Cancel

7. Click the Advanced tab.
8. Select Speed and Duplex and then choose Auto Negotiation.

Intel(R) 825741 Gigabit Metwork Connection Properties b

General Advanced Driver Details Events  Power Management

The following properties are available for this network adapter. Click
the praperty you want ta change an the left, and then select itz value

on the right.

Property: Walue:

Maximum RSS Processor Mumber . Auto Megatiation v
Packet Priority & YLAN 1.0 Gbos Full Dupl
Preferred MUMA node ; P Db

10 Mbps Full Duplex

10 Mbpz Half Duplex

100 Mbps Full Duplex
bps Half D

Receive Buffers

Fieceive Side Scaling
R55 Base Processor Mumber
Fi55 lnad balancing profile

TCP Checlksum Offload [IPv4)
TCP Checksum Offload (IPvE]
Tranzmit Buffers

UDP Checksumn Dffload [IPwd]
UDP Checksum Offload [IPvE]
‘it for Link

Carcel

9. Click the Power Management tab.

10. Clear the ‘Allow the computer to turn off this device to save power’

checkbox.
11. Click OK.

Verify Remote Settings

Complete these steps to configure remote settings for a virtual image to allow

remote connections to this computer.

1. Right-click the Windows Start icon and choose System.

2. Click Remote settings.
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3. Inthe Remote Assistance Section at the top of the window, verify that the
checkbox to ‘Allow Remote Assistance connections to this computer’ is
not checked.

4. In the Remote Desktop Section, click the ‘Allow remote connections to
this computer’ box.

5. Click OK.

Verify the Processor Scheduling Setting

Complete these steps to adjust processor scheduling for best performance in the
Windows Server operating system.
1. Right-click the Windows Start icon and choose System.
Click the Advanced system settings.
Click Settings in the Performance section.

Choose the Advanced tab.

AN

Click Background services in the Processor scheduling section to adjust for
the best performance.

6. Click OK twice.
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PlantPAx” system servers (whether physical or virtual machines) share a
collection of data to clients. This chapter describes how to configure virtual
server templates.

If you plan to deploy a domain controller, we recommend that you configure the
domain controller before any other system element.

Virtual templates are available for the following PlantPAx server system elements:

Process Automation Domain Controller - PADC

Process Automation System Server - PASS

SQL Server - AppServ-Info (SQL)

FactoryTalk® Historian Server - AppServ-Info (Historian)
FactoryTalk Batch Management Server - AppServ-Batch
FactoryTalk Asset Management Server - AppServ-Asset
Operator Workstation Application Server - AppServ-OWS
Engineer Workstation Application Server - AppServ-EWS
FactoryTalk VantagePoint® Server - AppServ-Info (VantagePoint)

The required Rockwell Automation’ software for each virtual server is included
and pre-installed in the virtual image templates, but not activated. See

Activation Considerations on page 201 for activation procedures.

IMPORTANT  Complete Chapter 3 Server Initial Configuration on page 87 on all servers

before configuring any system element.

If you already own individual product activations, these activations can also be
used to activate the virtual image templates.
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c°nfigure Server Temp|ates Figure 3 contains the topics for the virtual servers that are described in this

98

section. The PADC server must be deployed first.

See the page number or click the links for quick access to specific information.

Figure 3 - PlantPAx Virtual Servers

k.

Configure the PADC Virtual Server Configure the Batch Virtual Server
See page 99 See page 124
A J h J
Configure the PASS Virtual Server Configure the Asset Management
Virtual Server
See page 99 See page 132

A J

Y
Configure the SQL Virtual Server Configure the AppServ-OWS
AppServ-EWS Virtual Servers
See page 102 See page 137
k. k.
Configure the Historian Virtual Server Configure the VantagePoint
Virtual Server
Seepage 113 See page 144

See Appendix A
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Configure the PADC Virtual
Server

Configure the PASS Virtual
Server

A domain controller is a server that responds to security authentication requests
(logging in, checking permissions, and so forth) within the Windows server
domain. A domain grants you access to a number of network resources (such as
applications and printers) with the use of one user name and password
combination.

The PlantPAx system uses a domain controller to store user account information,
authenticate users, enforce security policies and best networking practices such as
automatic network address assignment. Domain authentication is recommended,
whether it’s an existing domain or a new one.

Before configuring the domain controller, complete the following tasks:

o Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87.

Once you have completed these tasks, see the PlantPAx Distributed Control
System Infrastructure Configuration User Manual, publication
PROCES-UMO01, for domain controller configuration procedures.

The Process Automation System Server (PASS) hosts essential software
components to run your system. The data, human-interface (HMI), and alarm
servers reside in the PASS.

You must designate a PASS server for the FactoryTalk Directory. The directory
centralizes the settings and administration of Rockwell Automation software
components across multiple virtual machines.

The required Rockwell Automation software for the PASS system element is
included and pre-installed in the PASS virtual image template, but not activated.
To activate each PASS image, purchase an activation license. See Table on

page 10 for catalog numbers.

Before configuring the PASS Server, complete the following tasks:

o Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87.

Configure the FactoryTalk Directory on the PASS

The following procedure describes how to designate the PASS server as the host
of the FactoryTalk Directory. The directory server manages applications that can
exist on multiple clients and servers on separate virtual machines on the
PlantPAx system.

IMPORTANT  You must have a user name and password with Administrator privileges to
specify the FactoryTalk Directory location. Use the same user name and
password for all FactoryTalk installations on the PlantPAx system.
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1. On the virtual image desktop, click the Programs icon and choose

Rockwell Software>FactoryTalk Tools>FactoryTalk Directory
Configuration Wizard.

2. Type your password and click Next.

3. In the FactoryTalk Directory Configuration Wizard page, check the

following:
o Configure the FactoryTalk Network Directory
o Configure the FactoryTalk Local Directory

g@ FactoryTalk Directory Cenfiguration Wizard had

FactoryTalk Directory Configuration

This wizard configures FackaryTalk Directory settings on this computer, A FactaryTalk Directory must
be configured before you can use this computer with your FactoryTalk software products,

FactoryTalk Network Directory

Allows FactoryTalk software products to share centralized security and information settings across a
nietwork,

FactoryTalk Local Directory

Bllows FactoryTalk software products to share security and information settings only on this local
computer.

Configure settings

Select the directories you want ta configure on this computer.,

¥ Configure the FactoryTalk Metwork Directory

¥ Configure the FactaryTalk Local Directary

‘What FactoryT alk, Directories do | need to configure? |

To continue, click Mext. Mext > | Cancel | Help

4. Click Next.

Configuring the local and network FactoryTalk Directories can take up to
30 seconds to process the request.

IMPORTANT  Inthe next step, you are creating the credentials as you type them in.

Remember these credentials for later use. Use the Administrator User
Account credentials that were created in Create an Administrator User

Account on page 89.

Type the FactoryTalk Network Directory credentials for the network
directory configuration and click Next.

Type the credentials for the Local Directory configuration and click Next.

Click Close on the summary windows showing that the network
configuration and the local configuration were completed successfully.

100 Rockwell Automation Publication 9528-UM001G-EN-P - June 2019



Configure the Servers  Chapter 4

Delete the Old Computer Name

The old computer name is embedded in the sample applications. Therefore, if
you want to use the sample applications, complete these steps to rehost the
applications on the new computer name. You delete the old computer name from
the FactoryTalk Directory by using the Administration Console.

Deleting the old computer name keeps the FactoryTalk Directory up-to-date
with current computer names. This deletion also makes sure that applications do
not attempt to communicate with computers that are no longer in the
FactoryTalk Directory.

1. Click the Programs icon and choose Rockwell Software>FactoryTalk
Administrator Console.

2. Select Network (default directory) and click OK.
Enter the password if necessary.

3. In the Project Explorer pane, click to expand the Computers and Groups
folder and click to expand the Computers group.

Explorer n

=08 Metwork (THIS COMPUTER)
-E@ FTWiewDeme
e InstantFizz
B System
Action Groups
- Policies
=1 Computers and Groups
! Computer Groups

APPSERV-EWS
BASE-2016

L. B WIN-SPISDBESLAA
&5 Networks and Devices
- Users and Groups

- Connecticns
Permission Sets

oo

4. Right-click all computer names except the one you created and choose
Delete.

Explorer n
=08 Metwork (THIS COMPUTER)
‘& FTViewDemo
-E@ InstantFizz

System
Action Groups
Policies
Computers and Groups
Computer Groups
Computers
L] APPSERV-EWS

5 BASE-2016
]

&5 Metworks and Devi Deletel}
Users and Groups

@ i Connections

Permission Sets Properties...

s

Security...
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5. Click Yes when a message appears and asks you to verify that you want to
delete the computer name.

6. Ifyou use the Local Directory, repeat step 1 through step 5 and make sure
to select Local in step 2.

7. When finished, exit the FactoryTalk Administrator console.

8. Restart your computer.

COnfigure the SQL Virtual The Ap{islir;;lnfo éSQL) server iif a lclliatabasc t};)at is uscfi to store Fl;r})l:cgs dz;:a for

. . Factorylalk AssetCentre, FactoryIalk VantagePoint, and FactoryTalk Batc
Server / Historian AF software programs. The FactoryTalk Alarm and Event server also uses the SQL
database.

Before configuring the server, complete the following tasks:

o Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87.

IMPORTANT  Use this procedure if you are installing SQL Standard on this server and are
either installing a separate Historian server or are not using a Historian server.
Ifinstalling a standalone Historian Server with SQL Express, skip this section

and proceed to Configure the Historian Virtual Server on page 113.

IMPORTANT  Ifinstalling both a Historian and SQL server, Complete chapter 3 Server Initial
Configuration on both servers before continuing with this procedure.

Install SQL Server 2012 Standard

1. On the virtual image desktop, click the Programs icon and choose
Microsoft SQL Server 2012>Configuration Tools>Complete SQL
Server 2012 Installation.

Maintenance
. . Microsoft SOL Server 2008
Analysis Services ’ Microsoft SOL Server 2012

[l Complete SOL Server 2012 Installation h Configuration Tools Microsoft Visual Studio 2010
ﬁ‘ Reporting Services Configuration Man Complete the SQL Server 2012 Instaliation Startup
S0L Server Configuration Manager Windows Accessories

] SOL Server Error and Usage Reporting Integration Services Windows Administrative Tool

T SOL Server Installation Center (64-bit) Windows Ease of Access

Master Data Services

- v v v v

Performance Tools Windows System

@ Download Microsaft 5QL Server Compact (8] MiracastView

L Import and Export Data (32-bit) a4 Print Dialog
L Import and Export Data (64-bit) = Server Manager
S0L Server Data Tools Eé] Settings

SOL Server Management Studio

2. Click Yes to allow the changes to be made to the device.

3. Click OK once all Setup Support Rules have passed.

4. Click Next to continue the setup.
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5. Do one of the following:

o Select Specify a free edition and then select Evaluation from the

pull-down menu for a 90-day trial.

o Select Enter the product key and type your key to license your software.

6. Click Next.

7. Read the license terms, and click ‘Taccept the license terms’

8. Click Next.

IMPORTANT

For the remainder of the installation, default selections are shown and
we do not recommend any changes. Some PlantPAx configurations
require these default selections. We recommend accepting the
defaults, prove the system, and make changes later. Corresponding
notice is provided where exceptions to this configuration are
considered for changing now. Otherwise, simply click Next on the
following screen captures to complete the process.

9. Use the default name of your SQL server instance and click Next.

TIP Change the server name only if you're planning another SQL instance
on this machine. Observe the SQL instances are addressed by their
<MachineName>\<InstanceName> combination.

% Complete Image of SQL Server 2012 — O X

Setup Support Rules
Product Key

License Terms

Select Prepared Features
Feature Review

Server Configuration
Errar Reporting

Complete Image Rules
Ready to Complete Image
Complete Image Progress

Complete

Select Prepared Features

Select prepared features of SQL Server to configure and complete,

(O Complete prepared shared cormponents only

Select this option if wou want to complete installation of prepared shared components such as SOL
Server Management Studio or Integration Services,

(®) Camplete a prepared instance of SOL Server 2012

MSSOLSERVER ~

Select this option if wou would like to complete a previously prepared instance of SOL Server along
with any prepared shared components such as SOL Server Management Studio or Integration
Services.

Installed instances:

Instance Name Instance ID Features Edition Wersion

<Unconfigured > MSSQLSERVER. SQLEngine,SOLEN.. | Evaluation 11.4.7001.0

<Shared Compone.., SEME, Adw_SIME, L., 114, 7001.0
« Back Mext > Cancel Help

10. Use defaults and click Next for the Feature Review step.
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11. Click Default Instance and click Next for the Instance Configuration step.

12.
13.

# Complete Image of SOL Server 2012 - ] X

Instance Configuration

Specify the instance name for the selected SOL Server prepared instance,

Setup Support Rules

Product Key

License Terms

Select Prepared Features
Feature Review

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Repatting Services Configuration
Etror Reporting

Complete [mage Rules
Ready to Complete Image
Corplete [mage Progress

Complete

(O Mamed instance: MESOLSERVER
Instance ID: |MSSQLSER\I’ER ‘
Instance root directony |C:\F’rugram Files\Microsoft S0OL Serverl. |

SO Server directory:
Analysis Services directory:  ChProgram Files\Microsoft SOL Server\hSAST1MSSQLSERVER

ChProgram FileshMicrosoft SOL ServeiMSSOLT1.MSSOLSERVER

Reparting Services directory:  CyPrograrm Files\Microsoft SOL Serveri\hWSRST1.MSSOLSERVER

Installed instances:

Instance Mame Instance ID Features Edition Wersion

<Unconfigured > MSSOLSERVER SQLEngine,SQLEN.., |Evaluation 11.4.7001.0

<Shared Compone.., SEME, Adv_SIME, L. 11.4.7001.0
< Back Mext » Cancel Help

Use defaults and click Next for the Server Configuration step.

Select Mixed mode then enter and confirm the password. Specify the SQL

Server administrators. At least one must be chosen either by clicking ‘Add

Current User’ or ‘Add.’ Click Next.

T Complete Image of SQL Server 2012 = [m] b

Database Engine Configuration

Specify Database Engine authentication security maode, administrators and data directories,

Setup Support Rules

Product Key

License Terms

Select Prepared Features
Feature Review

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error Reporting

Complete lmage Rules

Ready to Complete Image
Complete Image Progress

Complete

TIP

Server Configuration  Data Directaries  FILESTREAM
Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

(O vivindowws authentication maode

@) Mixed Mode (SOL Server authentication and Windows authentication)

Specify the password for the SOL Server systern administrator (sa) account,

Enter passward: |"-I--n- ‘

Confirm password: |""""- ‘

Specify 0L Server administratars

S0L Server adrinistratars
have unrestricted access
to the Database Engine,

Add Current User Add... | Remowe

< Back Mext > Cancel Help

Additional SQL administrators can be added, if necessary. Click Help for
clarifications.
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14. Specify which users have administrative privileges for Analysis Services. At
least one must be chosen either by clicking ‘Add Current User’ or ‘Add.
Click Next.

T Complete Image of SOL Server 2012 - O X

Analysis Services Configuration

Specify Analysis Services server modes, administrators, and data directories,

Setup Support Rules Server Configuration  Data Directories

Product Key g e
erver Mode:

(® Multidimensional and Data Mining Mode
O Tabular Maode

License Terms
Select Prepared Features

Feature Review
Instance Configuration Specify which users have administrative permissions for Analysis Services.

Server Configuration Analysis Services
administratars have
unrestricted access to
Analysis Services Configuration Analysis Services.

Database Engine Configuration

Reporting Services Configuration
Errar Reporting

Complete Image Rules

Ready to Caomplete Image
Complete Image Progress

Complete

Add Current User Add.., Remove

< Back Mext = Cancel Help

15. Click Next to Install and Configure the report server.
16. Click Next to use the defaults for Error Reporting.

17. Click Next once the Image Rules have completed.

18. Click Complete to finish the configuration of the image.

19. Click Close once the operation is complete.

T Complete Image of SQL Server 2012 - m] X

Complete

Your SOL Server 20M2 complete irmage operation is complete,

St S s Information about the Setup operation or possible next steps:

Product Key

Feature Status

License Terms

d
Select P d Feat »
B @ S0L Server Data Tools Succeeded
Feature Review () Reporting Services - Mative Succeeded
Instance Configuration @Data Quality Services Succeeded
Server Configuration @FuH-T&xt and Semantic Extractions for Search Succeeded
_ _ . (74 €01 Sansar Ranlication Surcaadad ™
Database Engine Configuration
Analysis Services Configuration
Reparting Services Configuration Details:
Error Reporting Viewing Product Documentation for SQL Server )
Complete Image Rules
S e Only the components that you use to view and manage the docurnentation for SQL Server have
B P & been installed. By default, the Help Yiewer component uses the online library. After installing
Complete Image Progress SQL Server, you can use the Help Library Manager component to download docurnentation to
Complete your local computer. For more information, see Use Microsoft Books Online for SQL Server
‘<http Ao microgsoft. corm/fwlink/? Link|D=224683 = 5

Surmmary log file has been saved to the following location:

ChProgram Files\Microsoft SOL Serveri110hSetup Bootstrapilogh20190509 1342024 Surnmary YWWIN-
ARAEAIFMEIN 20100500 134202 bt

Close Help
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Install Historian Asset Framework on SQL Server

The procedures in this section apply only if you plan to do the following:
o Use FactoryTalk Historian Asset Framework in your PlantPAx system

o Install Asset Framework Server on the SQL Server

IMPORTANT  Ifyou are not installing Asset Framework on the SQL Server, not deploying a
Historian server, or installing a standalone Historian or you can skip this
section. Proceed to Add Local User to the SOL Server on page 111.

Install FactoryTalk Services Platform

Perform these steps to install FactoryTalk Services Platform.

IMPORTANT  Theinstallation files are not included in the SQL Server template. The
installation files for services platform are located in the Historian template in
c\install files\6.00.00\FTHistorian\SE-DVDDL. If Historian is already deployed
on the network, access the installation files through the network. Otherwise,
the Historian template can be downloaded from the Product Compatibility and
Download Center (PCDC) at
http://compatibility.rockwellautomation.com/Pages/home.aspx.

1. Navigate to the installation files.
c:\Install Files\6.00.00\FT Historian\SE-DVDDL.

Click Setup.exe.
Click ‘Install FactoryTalk Historian Site Edition’
Click ‘Install FactoryTalk Services.

Click ‘Install FactoryTalk Services’ on this screen as well.

IS A S o

Click 'Customize’

FactoryTalk Services

Setup English (Unized States

Install now

Customize
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7. Clear all software products except for FactoryTalk Services Platform and
click Install.

X

FactoryTalk Services

Customize

m FactoryTalk Services Platforrn «3,00.00 407.3 MB
[] FactoryTalk Activation Manager +4.02.00

[] FactoryTalk Linxw6.00.00

[] FactoryTalk Alarms and Events +3.00.00

@ Total: 5112 MB

8. Read the EULA, and click Accept all.

9. The installation takes several minutes to complete. Click ‘Restart now’
once the installation is complete.

10. Press Cerl+Alt+Insert and log in.

IMPORTANT  Even thoughPress Ctrl + Alt + Delete ... "is displayed on the screen,
you must press Ctrl 4+ Alt + Insert to access the virtual machine. The
sequence 'Ctrl + Alt + Del' is reserved for the terminal from where you
connect to the server that hosts the virtual machine.

Specify the FactoryTalk Directory Location

Complete these steps on the SQL server to specify the network FactoryTalk
Directory location.

1. Click the Programs icon and choose Rockwell Software>FactoryTalk
Tools>Specify FactoryTalk Directory Location.
2. Click Yes to allow the application to make changes to the device.

3. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..).

FactoryTalk Directory Server Location Utiligy X

Use this dialog to change the Metwork directory that this computer belongs to. This setting affects all software that connects
to the Metwork directory from this computer.

Use the FactoryT alk. Directory installed on: ak.

Computer hosting directory server [connected) Cancel ‘

[locahost @ Help

4. Type your FactoryTalk Directory Administration Console credentials into
the login screen and click OK.
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5. Click Remote computer and click Browse.

FactoryTalk Directory Server Configuration x
Use the FactoryT alk Directory installed on:

" This computer

|f5“ Remote coméuter |

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not turned on. If
Browse is inactive, type the computer name of the virtual machine that is
hosting the FactoryTalk Directory.

6. Navigate the network to find the computer name of the server (typically
PASS) that is hosting the FactoryTalk Directory services. Click OK.

7. Click OK to accept the location.
8. Click OK to finalize the location.

FactonyTalk Directory Server Location Utility X

Use this dialog to change the Metwork. directory that this computer belongs to. This setting affects all software that connects
ta the Metwork, directary from this computer.

Use the FactomT alk Directary installed on:
Computer hasting directory server [unknown)] Cancel ‘
[PSCHETT

J Help

9. When prompted, type your credentials and click OK.

10. Restart after you make this change.
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Install Historian Asset Framework

Perform these steps to install Historian Asset Framework.

IMPORTANT  Theinstallation files are not included in the SQL Server template. The
installation files are in the Historian template in c:\install
files\6.00.00\FTHistorian\SE-DVDDL. If Historian is already deployed on the
network, access the installation files through the network. Otherwise, the
Historian template can be downloaded from the Product Compatibility and
Download Center (PCDC) at
http://compatibility.rockwellautomation.com/Pages/home.aspx.

1. Navigate to the installation files.
c:\Install Files\6.00.00\FT Historian\SE-DVDDL.

2. Click Setup.exe.

3. Click ‘Install FactoryTalk Historian Site Edition’

4. Click 'Install FactoryTalk Historian Asset Framework.

5. Click ‘Install FactoryTalk Historian AF Server’. An installation wizard
window opens separately.

6. Click Next on the "Welcome' window.

7. Read the License Agreement, click Taccept the terms in the license
agreement’ and click Next.

8. Click Next on the Review Component Installation window.

9. Select the destination drive and click Next.
Installationkdanager 1.0.6 - FactoryTalk Historian Site Edition 6.00.00 Asset Frarmework 5., - X

Destination Drive Fa{,‘f@fyra’k

Click Mext to install the suite to the selected drive, or choose another

one,

The wizard will install FactoryTalk Historian Site Edition £.00.00 Asset Framework Suite on the selected drive. To
install it on a different drive, choose it from the list below.

Maote: You can choose the destination drive only if no versions of any FactoryTalk Historian components have
been installed on the computer before.

Installation drive: C\ @

Back ‘ ‘ Next ‘ ‘ Cancel
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10. Type a period (.) for the 'Database Server name' and click Next

Installationbdanager 1.0.6 - FactoryTalk Historian Site Edition 600,00 Asset Framewaork 5.,

AF Server Components Configuration Factoryra’k

Choose the database server and the installation mode.

o x

Type the name of a Microsoft SQL Server or an SQL Server named instance that will host the AF SGL
database. To use the local default instance, do either of the following: for the Microsoft SQL Express edition,
lzave the default database name; for the Microsoft SQL Standard edition, type the server name

Database server name: D

Select the installation maode.

Installation made: | AF Application Service and AF SOL Database &

AF Application Service and AF 5QL Database will be installed and SQL Scripts will
be processed,

‘ Back ‘ ‘ Next ‘ ‘ Cancel ‘

11. Click Install to start the installation process. If a security prompt opens,
click Run to allow the process to continue.

IMPORTANT  Atthe end of the installation process (approximately 15...20
minutes), the Release Notes display in a separate window. The

installation process is not complete until you close the Release Notes
window.

12. Close the Release Notes, then click Finish to close the wizard.

13. Click Exit to close the Historian Installation window.
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Add Local User to the SQL Server

The installers for Rockwell Automation software use Windows Authentication
instead of SQL Server Authentication. To complete the installation of Rockwell
Automation software in system elements that connect to the SQL server, add a
local administrator account to the SQL server login. These steps are to be
performed regardless if you use a Historian server collective.

1. On the virtual image desktop, click the Programs icon and choose
Microsoft SQL Server 2012>SQL Server Management Studio.

Analysis Services
Configuration Tools

Data Quality Services
Documentation & Community
Integration Services

Master Data Services

Performance Tools

]

o 8 B

Download Microsoft SOL Server Compact
Import and Export Data (32-bit)
Import and Export Data (64-bit]
S0L Server Data Tools

SOL Server Management Studio

K

Programs

Maintenance

Microsoft SOL Senver 2008
Microsoft SQL Server 2012
Microsoft Visual Studio 2010
Startup

Windows Accessaries
Windows Administrative Tool

Windows Ease of Access

Windows System
[8:] MiracastView
Print Dialog
Server Manager
Settings
Rockwell Software

ﬂ ~ s

2. On the Connect to Server dialog box, log in to the 'sa’ account with SQL

Server Authentication.

@l Connect to Server X
"B Microsoft
2 SQL Server2012
Server type [ratabasze Engine ~
Server name: [S0LSERVERTEST ~]
Authentication: SOL Server Authentication e
Login: 24 ~ |
Password |

[ Remember password

Cancel

Help Options > >

3. Type the password that you created during the SQL installation (see
page 104).
4. Click Connect.
5. In the Object Explorer, right-click Security and choose New>Login.
Object Explorer v 31X
Connect~ & &) m °F g;
=] [b VAN -ARAEAIFMBIN (SOL Server 11.0.70
& [ Databases
@[3
@ 3 Serv Mewr L4 Lagin...
’_1" 3 Repl .Reports v Server Rale..,
B L3 Al 1 Credential...
& [ Man Refresh )
[ [ Integration Services Catalc ol
= L% S0L Server fgent Server Sudit Specification...
6. Click Search next to Login Name on the Login - New window.
7. Enter your security credentials.
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8. On the Select User or Group dialog page, click Advanced.

Select User ar Group >

Select this object type:

|User or Built-in gecurity principal | Object Types.

Fram thiz location:
|WINVAHAEAIFN Ee(L] | Locations...

Enter the object name to select [examples|:

Check Mames

9. In the Select User or Group dialog box, click Find Now.

The Search Results are populated.

Select User or Group X

Select this object type:

|Usar ar Builk-in gecurity principal | Object Types...

Fram this location:
|WIN-AHAEA\FN8IM | Locations

Common Queries

Starts with Calumnz. ..
Starts with
Dizabled accounts Stop

Mon expiring password

Search results: oK Cancel

In Falder G

i
H2 AL APPLICA
HE ANONYMOL...
%Authenlicated...
%Authenlicatio...
H2 paTCH
H2 CONSOLE L.
H2 CREATOR G...
H2 CREATOR O...
%] Defaultbocount WIN-ARAEAIFN

W

10. In the Search Results area, select the local administrator account that is

logged in and click OK.
The ‘object name’ area on the Select User or Group dialog box is
populated.

Select User or Group X

Select this object type:

|Llser or Built-in security principal | Object Types..

From thig location:
|WIN-AF|AEAIFN St | Locations...

Enter the object name to select [examples):
M-8R AF AIFMEIM\Administrator Check Mames

Advanced... aK Cancel

11. Click OK.
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Configure the Historian
Virtual Server

The Login name is populated on the Login - New window.

12. Click OK.

This template represents a base installation of a FactoryTalk Historian server. The
template excludes optional features, such as Advanced Server or Datalink.

We recommend that you install Asset Framework (AF) software on the SQL
server. Instructions are included in the SQL server section (see page 102).

If the AF software cannot be installed on the SQL server, see the FactoryTalk
Historian SE Installation and Configuration Guide for more information on

locating your Asset Framework Server. The guide is available on the Historian
server at C:\Program Files (x86)\Common Files\Rockwell\Help.

If you cannot install AF software on the SQL Server or another computer, and
want to install on the Historian computer, then you are creating a standalone
Historian server.

IMPORTANT  You must install an AF server to complete Historian installation.

Before configuring the server, complete the following tasks:

e Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87.

Use Collective For Historian

For high availability of your Historian server, install two FactoryTalk Historian
servers and configure the FactoryTalk Historian SE system to store and write
identical data on each server. Together, this set of servers is called a FactoryTalk
Historian Server Collective.

The server collective receives data from one or more interfaces and responds to
requests for data from one or more clients. When one server becomes unavailable,
another server that contains the same data responds to requests for that data.

If you are implementing a collective, you must deploy two Historian servers.
Complete all sections of this manual for each Historian server. For more
information on a server collective, see the PlantPAx Distributed Control System
Infrastructure User Manual, PROCES-UMO001.
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Collective Changes

Data Buffering Data Buffering
Services Services
Interfaces ﬂjﬂ
Historian Interface: Historian Interfai

If you choose to use a Historian Collective, you cannot install AF software on
either of the Historian computers. We recommend that you install AF server on
the SQL Server computer.

Clients

User workstation
onnects to any available data source

/ \

Secondary Historian Primary Historian
Configuration

L=

Historian Configuration

Specify the FactoryTalk Directory Location

To specify the network FactoryTalk Directory location, complete these steps on
the Historian server.

IMPORTANT  During the configuration of the Historian server, a User Account Control
window asks if you want to allow a program to make changes to the computer.
Click Yes.

1. Click the Programs icon and choose Rockwell Software>
FactoryTalk Tools>Specify FactoryTalk Directory Location.

2. Click Yes to allow changes to be made to this device.

3. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..).

FactoryTalk Directory Server Location Utility X

Use this dislog to change the Network directory that this computer belongs to. This setting affects all software that connects
to the Netwark directory from this computer.

Use the FactoT alk Directory installed on: ok
Computer hosting directary server [connected) Cancel |
localhast
‘ localbst He

4. Type your FactoryTalk Directory Administration Console credentials into
the Login screen and click OK.
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5. Click Remote computer.

FactoryTalk Directory Server Configuration X
Use the FactoryT alk Directory installed on:
" This computer
Cancel

* Femote computer

| 4

6. Click Browse (ellipsis '..") and navigate the network to find the computer
name of the server (typically PASS) that is hosting the FactoryTalk
Directory services.

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not active.
Manually type the name of the server if necessary.

7. Choose the appropriate server name and click OK.

The Network FactoryTalk Directory location has now been specified.
8. When prompted, enter your credentials and click OK.
9. Restart AppServ-Info (Historian) after making this change.
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Delete 0ld Computer Name

Delete the old Historian server name to keep the PI SDK up-to-date with current
computer names. Complete these steps.

1. Click the Programs icon and choose Rockwell Software>

FactoryTalk Historian SE>FactoryTalk Historian SE System>
PISDK Utility.

The PI Software Development Kit window opens.

2. In the Explorer pane on the left side of the window, select Connections.

@ Pl SDK Utility - O x
File  Buffering Tools  Connections  Help
=@ Pl SDK (1 @ APPSERVHIST || 1etwork Mode: APPSERV-HIST |
About PISDH 4 _ —
au O WINDVEVSZC.. || oo b = »
[ & wiN-D3w2538... —
Shapshot Too D] ® WIN-RSKAMS Default User Mame: piadmin
= ﬁ Toalz Connection Timeout: 10 Seconds
@ Message Log Data Access Timeout: &0 Seconds
.;i Support Data
&) Error Lookup
B Tracing Setup Connection Type: FI3
© KST Cleanup ServerlD:
Dezcription:
Connected User
IP Address:
Pl \ersion:
Operating System:
Sawve
Default Server: APPSERV-HIST
TIP The first time the P1 SDK i run, it can take several minutes to complete the

startup and show a display.

3. In the server pane, right-click any old Historian server name (other than
your recently created computer) and choose 'Remove selected Server.

@ PISDK Utility - m] ®
File  Buffering Tools Connections Help
@ PIEDK [J #® aPPSERV-HIST Netvork Mods: WIN-RSEAMSYI4AC
@ About FISDK. O ® wN-OVEYSZCI0UN
e . Port Mumber: R450 ~
A Connections || [7] 8 wiIN-D3V2538 0NRS =
& Snapshot Taal [ & wibLEskakicyAr Default Lser Mame: piadmin ‘
4% Toals Connect Cornection Timeout: 10 Seconds|
@l Message Log Connect as... Data Access Timeout: El Seconds
;‘ Sl ppER (D Disconnect
&) Error Lookup
B Tracing Setup Set a5 Default Server Connection Type: FI3
& K&T Cleanup Refresh Fs ServerlD:
Drescription:
Add Server.. Ins
Connected User:
Rernove selected Server  Del I
IP Address:
Pl Version:
Operating System:
Save

WIN-RIKAMEVIAAC disconnected
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4. Click Yes.
5. Close the utility.

IMPORTANT  Ifyou are installing a standalone historian server, proceed with the next
section. If you are installing a Historian server with Historian Asset Framework
on a separate server, skip to Complete Historian Configuration on page 123.

Install SQL Server Express

IMPORTANT  Proceed with this section only if you plan to implement a standalone
Historian server.

We recommend that you install FactoryTalk Historian AF software (a
component of Historian software) on the SQL server. If you cannot install AF
software on the SQL Server or another computer, and want to install on the
Historian computer, then you are creating a standalone Historian server. Install
SQL Server Express and then Asset Framework software.

1. Navigate to the install files:
C:\Install Files\6.00.00-FT Historian-SE-DVD\
2. Double-click setup.exe.
3. Run the FactoryTalk Historian SE installation wizard.

4. Click ‘Install FactoryTalk Historian Site Edition’

@ FactoryTalk ® Histarian Site Edition = X
" . v N
FactoryTalk  Historian Y
Site Edition
©  Open Installation Instructions Welcome to the installation of
E 5 3 5 - FactoryTalk Historian Site Edition
) Install FactoryTalk Historian Site Edition version 6.00.00. Select an option

- to continue.
) Read Documentation

i

Rockwell

Version 6.00.00 @ atlon-Bradiey - Rockweti sorware  AAUITOMation

5. Click ‘Install FactoryTalk Historian Asset Framework’
6. Click ‘Install Microsoft SQL Server 2016 Express.

Rockwell Automation Publication 9528-UM001G-EN-P - June 2019 17



Chapter4  Configure the Servers

7. Click OK to choose the default directory.

Choose Directory For Extracted Files X

Chooze Directary Faor Extracted Files

Cancel Browse...

IMPORTANT  For more information on installing Microsoft SQL Server 2016 Express,
refer to the FactoryTalk Historian Installation and Configuration Guide.

We recommend that you use the default settings during the
installation of Microsoft SQL Server Express.

8. Click the first option to install a new standalone SQL Server.

M SOL Server Installation Center - m} x

Planning = Mew S0L Server stand-alone installation or add features to an existing installation

Launch awizard to install SOL Server 2016 in a non-clustered environment or to add

Installation
features to an existing SOL Server 2016 instance,

haintenance
7% Install SOL Server Management Taals

Teols }‘\% Launch a download page that provides a link to install SOL Server Management Studio,
Resources S0L Server command-line utilities (SOLCMD and BCPY, SOL Server PowerShell provider,

S0OL Server Profiler and Database Tuning Adwisar, &n internet connection is required to
Optinns install these toals,

;) Install SOL Server Data Tools

LK? Launch a download page that provides a link to install SOL Server Data Tools (S3DT), S50T
provides Visual Studio integration including project systern support for Azure SQL
Database, the SOL Server Database Engine, Reporting Services, Analysis Serdces and
Integration Services, An intemet connection is required to install SS0T,

ﬁ’ Upgrade from a previous version of SOL Server
Launch awizard to upgrade a previous version of SOL Server to SOL Server 2016,

Microsoft' SOL Server 2016

9. Read the license agreement, accept the terms, and click next.
10. Clear the checkbox for Microsoft updates and click next.
11. Click next in the product update page.

12. Click Next on the Install Rules page.
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13. Clear the checkbox for R Services on the features page. Leave the default
option for the rest of the features. Click Next.

& 50L Server 2016 Setup

Feature Selection

Select the Exqpress features to install,

License Terms

Global Rules

Microsoft Update

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Installation Progress

Complete

Features:

Festure description:

[] PalyBiase Query Service for External Data

[ Reporting Services - Native
Shared Features k

[ Client Tools Connectivity

EA Client Tools Backwards Compatibility

[ Client Tools SDK

[ Docurentation Components

B4 S0L Client Connectivity SDK ~
< >

The configuration and operation of each -
instance feature of a 3OL Server instance is
isolated fram other SOL Server instances. SQL
Server instances can operate side-by-side on v

Prerequisites for selected features:

Already installed: -

|~ Windows PowerShell 3.0 or higher

Micrnsnft Misual Studin 200 Redistribustahle
>

<

Disk Space Requirernents

Drive C: 2661 MB required, 88334 MB available

Select All Unselect &1
L e

Instance root directons:

[CAProgram Fles\Microsoft SQL Servert | I

Shared feature directony:

Shared feature directory (x86):

CAProgram Files\Microsoft SOL Servery

CAProgram Files (xB8)\Microsoft SOL Servery,

<k [ Net> [ Conce

TIP

available.

14.
15.

16.
Next.

R Services are not required but can be installed if an Internet connection is

Click Next to accept the defaults for Instance Configuration.
Click Next to accept the defaults for Server Configuration.

Select Mixed Mode, enter the system administrator password, and click

8 50U Server 2016 Setup

Database Engine Configuration

Licenze Terms

Global Rules

Microsoft Update

Install Setup Files

Install Rules

Feature Selection

Feature Rules

Instance Configuration

Server Configuration

Database Engine Configuration
Reporting Services Configuration
Feature Configuration Rules
Installation Progress

Complete

mode and admini

Specify the auth

A ith

Specify Database Engine authentication security mode, administrators, data directories and TempDB settings.

| Data Directories  TerpDB  User Instances  FILESTREAM

for the Database Engine.

ication Mode

(O Windows authentication mode

(®) Mixed Mode (SOL Server auth

ication and Wind.

Specify the password for the SOL Server system admini

{s3) account.

Enter password: |uuonu

Confirm passaord: |o sssssees

Specify SOL Server admini

SOL Server administrators
have unrestricted access
to the Database Engine,

Add Current User | | add.. | | Remoue |

Back % > | Cancel
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17. Select Install and Configure for Reporting Services Configuration. Click
Next.

18. Click Close once the installation is complete. Installation takes
approximately 15 minutes.

TIP Installing SQL Management tools is optional and requires an Internet
connection.

19. Exit the installation wizard.

20. Restart the computer, if prompted.

Install Historian Asset Framework (AF)

IMPORTANT  Proceed with this section only if you plan to implement a standalone Historian
server.

1. Navigate to the install files:
C:\Install Files\6.00.00-FTHistorian-SE-DVD\

2. Double-click setup.exe.
3. Run the FactoryTalk Historian SE installation wizard.

4. Click ‘Install FactoryTalk Historian Site Edition’

@ FactoryTalk @ Histarian Site Edition = x
FactoryTalk' Historian ©
Site Edition
O Open Installation Instructions Welcome to the installation of
_ FactoryTalk Historian Site Edition
O Install FactoryTalk Historian Site Edition wversion 6.00.00. Select an option
- 1o continue.
0 Read Documentation
e
Rockwell

Version 6.00.00 @ Alen-Bradiey - Rockwell Sofware  AUITOMation
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5. Click ‘Install FactoryTalk Historian Asset Framework’

@ FactonyTalk ® Historian Site Edition — *

FactoryTalk' Historian

Site Edition

Install FactoryTalk Historian Site Edition

©  Install FactoryTalk Senvices To install FactoryTalk Historian
O Install FactoryTalk Historian Asset Framework g::tf-ﬂ:l.m' seeten opton o
O Install FactoryTalk Historian Server
O Install FactoryTalk Historian Management Tools
O Install FactoryTalk Historian Live Data Interface
©  Install FactoryTalk Historian Analysis Service
©  Install FactoryTalk Historian Notifications Senvice
©  Uninstall FactoryTalk Historian Site Edition
Rockwell

Version 6.00.00 @ Allen-Bradiey - Rockwen Sorware  IAUITOMation

6. Click ‘Install FactoryTalk Historian AF Server’
7. Click Next on the "Welcome' window.

8. Read the License Agreement, click Taccept the terms in the license
agreement, and click Next.

9. Click Next on the Review Component Installation window.

10. Click Next to use the default destination drive.
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11. Click Next to accept “\sglexpress’ as the default Database Server Name.

 Installationhanager 1.0.6 - FactoryTalk Historian Site Edition 6.00.00 &sset Framewaork 5., = X

AF Server Components Configuration Factoryra’k

Choose the database server and the installation mode.

Type the name of a Micresoft SQL Server or an SCL Server named instance that will host the AF SQL
database. To use the local default instance, do either of the following: for the Microsoft SQL Express edition,
leave the default database name; for the Microsoft SQL Standard edition, type the server name.

Database server name:

Asglexpress
Select the installation mode.
Installation mode: | AF Application Service and AF SQL Database 1
AF Application Service and AF 5QL Database will be installed and S5QL Scripts will
be processed.
Back ‘ ‘ Next ‘ ‘ Cancel

12. Click Install to start the installation process.

% Installationbanager 1,0L6 - FackoryTalk Histonan Site Edition 6.00.00 Asset Framework 5. - X

Installation Progress Factor yTﬂ’k z

Click Imstall to start the installation.

Component Mame  Installed Version New Version Status

Pl AF Server 2017 R2 29.58368 To be installed

Back ‘ | Install | Cancel

IMPORTANT  During the installation process, the Release Notes display in a separate
window. The installation process is not complete until you close the
Release Notes window.

13. Close the Release Notes, and click Finish to close the wizard.
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Complete Historian Configuration

When the template is installed, we recommend that you review a FactoryTalk

publication at http://literature.rockwellautomation.com/idc/groups/literature/

documents/in/hse-in025.pdf).

IMPORTANT  See the pages that are referenced in the FactoryTalk Historian SE Installation
and Configuration Guide, publication HSE-INO25A:

Verify that Historian Services are Running

Verify that Historian Server is Updating Data for Default Tags
Prepare PI MDB to AF Synchronization

(reate Security Mappings

Adding the Server to the FactoryTalk Directory Connection
Assigning License Activations to the Historian Server
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Configure the Batch Virtual
Server

124

This section provides procedures to install FactoryTalk Batch independently,
with FactoryTalk eProcedure, or with Event archiver.

Before configuring the server, complete the following tasks:

o Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87.

Specify FactoryTalk Directory Location
Complete these steps to specify the FactoryTalk Directory location.

1. On the virtual image desktop, click the Programs icon and choose
Rockwell Software>FactoryTalk Tools>Specify FactoryTalk Directory
Location.

2. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..").

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [connected) Cancel |

localhost Hel
elp

3. In the FactoryTalk Directory Server Configuration dialog box, click
Remote Computer.

4. Type the name of your PASS server, or click Browse (ellipsis '.."), search for,
and select your PASS server.

FactoryTalk Directory Server Configuration -

Use the FactoryT alk Directory installed on:
" Thiz computer
LCancel

+ RBemate computer

PASSO J

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not
enabled.

5. Click OK
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6. On the FactoryTalk Directory Server Location Utility dialog box, click
OK to accept the changes.

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [unknown)] Cancel |

PASSON El I

7. Login to the FactoryTalk server when prompted.

8. Restart the virtual machine.
Install FactoryTalk Batch

The Batch virtual server provides efficient, consistent predictable batch
processing and supports the reuse of code, recipes, phases, and logic. FactoryTalk
Batch combines the ISA S88 standard with proven technology that provides the
flexibility you need to supply your product to market faster.

1. On the desktop, double-click the shortcut to the Batch Installation file
folder.

2. Double-click Setup.exe.
3. When the Setup window displays, click Next.
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4. Clear the checkbox for FactoryTalk Event Archiver. Leave FactoryTalk
Batch checked. Click Next.

FactoryTalk Batch

Customize

FactoryTalk Batch w13.00 126.0 MB
[] FactaryTalk Event Archiver«13.00

b [] FactoryTalk eFrocedure 13,00
[] FactaryTalk Batch Material Manager «+13.00

(@ Total:  640.0 MB

Location:
Ch\Program Files (xB6)\Rockwell Software Izl

Check to allow changes to this computer and click Next.

Select Network Directory and click Next.
Type a user name and password for the batch server.

Click Install.

I B NV

On the EULA page, read the license agreement and click 'Accept all.

TIP Installation takes approximately 15 minutes.

10. Select whether to activate now or later and click Next. You must be
connected to the Internet to activate now.

11. Click Close.
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Install FactoryTalk eProcedure

The eProcedure’ template lets you step through the process of creating and
commanding a batch. You can view equipment or procedures for batches running
within the plant.

IMPORTANT  You must have FactoryTalk Batch installed on the server to complete the
following procedure.

1. On the desktop, double-click the shortcut to the Batch Installation file
folder.

2. Double-click Setup.exe.
When the Setup window displays, click Modify.
4. Check FactoryTalk eProcedure v13.00 and click Next.

- X

FactoryTalk Batch

Modify

| FactoryTalk Batch +13.00 @
[ ] FactoryTalk Event Archiver w13.00

|| FactoryTalk eProcedure «13.00 I 213.5 MB
[] FactoryTalk Batch Material Manager+13.00

@ Total: 2135 MB

Location:
C:\Program Files (x88)\Rockwell Software Izl

Select Network Directory and click Next.

Type a user name and password for the batch server.
Click Modity.
On the EULA page, read the license agreement and click ‘Accept all.

¥ ® N W

Click Close when the modification is complete.
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Install FactoryTalk Event Archiver

Complete these steps to install the FactoryTalk Event Archiver to insert batch
record data.

IMPORTANT  You must have FactoryTalk Batch installed on the server to complete the
following procedure.

1. On the desktop, double-click the shortcut to the Batch Installation file
folder.

2. Double-click Setup.exe.
When the Setup window displays, click Modify.

4. In the FactoryTalk Batch window, click FactoryTalk Event Archiver
v13.00.

FactoryTalk Batch

Modify

o FactoryTalk Batch +13.00 (D
| FactoryTalk Event Archiver +13.00
o/ FactoryTalk eProcedure +13.00 (D

[] FactoryTalk Batch Material Manager+13.00

(@ Total: 2.8 MB

Location:
CA\Program Files (x86)\Rockwell Software III

5. Click Next.
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6. Type your SQL server name. Use the Default Instance, Source Name, and
Include Batch Reports.

FactoryTalk Batch

Event Archiver SQL Connection

Server Name: SQLServerTest

Instance Name: MSSQLSERVER (Default Instance)
Data Source Name: FactoryTalk Batch Events

¥| Include Batch Reports

|| Use SQL Authentication

(D Management Tool feature will not be installed since a remote
server name is specified for the event database.

Checking SQL connection.

o

7. Click Next.
8. Click Modify once the connection is validated.
9. On the EULA page, read the license agreement and click ‘Accept all.

10. Click Close once the modification is complete.

TIP Installation takes approximately 3 minutes.
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Configure the Windows Firewall (Optional)
To configure the Windows firewall, complete these steps.

1. On the virtual image desktop, click the Programs icon and choose
Rockwell Software>FactoryTalk Tools>Windows Firewall Configuration
Utility.

2. Ifthe firewall has not been enabled, the following dialog box can open.
Click Yes to enable the fire wall and continue.

Windows Firewall [ <]

‘Windows Firewall cannot run because the Windows Firewall{Internet Connection Sharing {ICS) service is not running. To use
‘Windows Firewall, you must start the Windows Firewall{ICS service, If you configure exceptions for applications or services

that were running before you started Windows Firewall, you might have to restart yvour computer so that these applications
and services run properly. Do you want Eo start the Windows Firewall/ICS service?

wo |

3. In the Rockwell Software Windows Firewall Configuration Utility
window, click Accept. If no changes are required Click Exit.

Rockwell Software Windows Firewall Configuration Utility v1.0.7.1 =i X

Accept

Decling
The items below are a list of suggested configuration changes for the Windows Save

Firewall. These changes are needed fo allow correct operation of your Rockwell
Software products. If you choose to both decline these changes and enable the
Windows Firewall, consult with your local nefwork administration or security
professionals fo determine how fo best protect this computer while operating your
automafion sysfem.

Windows Firewall Configuration Utility

Click the Decline button fo discard these changes and exit this dialog. Click the
Accept butfon o apply these changes to the Windows Firewall and exit. Click the the
Save button to wnite the changes to a file without modifying the Windows Firewall
configurafion. See C:\Documents and Seffings\All Users\Application

Datal WFCUWFCULog.ft for a log fite of this and previous WIFCU operations:

Copyright @ 2011 Rockwell Automation Technologies, Inc. All rights reserved.

4. Click OK on the Confirm Windows Firewall Changes dialog box.

The utility configures the Windows firewall and the firewall is set to a new

state (if different).
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Complete Batch Installation

At this point, the FactoryTalk Batch virtual server is ready for use. Review the
Installation Guide for FactoryTalk Batch, publication BATCH-INQQ2.

We recommend that you use a domain. If the Batch server is in a workgroup,
complete these additional tasks:

e Add an incoming firewall rule

o Disable Administrative Approval Mode

For these procedures, see the Batch Installation Guide (‘Configure Batch Server
to run in a Workgroup’) and the eProcedure manual.

o The FactoryTalk Batch Installation Guide is in your template at C:\Install
Files\Batch Installation Software\13.00.02-FTBatch-ePro-MatMgr-DVD

o The FactoryTalk Batch Administrator’s Guide is in your template at ¢:\
Program Files (x86)\Commion Files\Rockwell\Help.
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Configure the Asset
Management Virtual Server
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An asset management server (AppServ-Asset) helps to manage and maintain
plant operations. The AppServ-Asset server provides controller data backup for
disaster recovery, diagnostics, calibration, and real-time monitoring. The server
also audits equipment and network health to improve overall

resource availability.

Before configuring the server, complete the following tasks:

o Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87.

Configure a Firewall

This section describes how to enable a firewall.

IMPORTANT  Before proceeding, there must be a connection between this computer and the
computer where the FactoryTalk Directory resides. There must also be a
connection between this computer and the SQL server.

Complete these steps.

1. On the virtual image desktop, click the Programs icon and choose
RockwellSoftware>FactoryTalk Tools>Windows Firewall Configuration
Utility.

2. Ifthe firewall has not been enabled, the following dialog box can open.
Click Yes to enable the firewall and continue.

Windows Firewall [ <]

‘Windows Firewall cannot run because the Windows Firewall{Internet Connection Sharing {ICS) service is not running. To use
‘Windows Firewall, you must start the Windows Firewall{ICS service, If you configure exceptions for applications or services

that were running before you started Windows Firewall, you might have to restart yvour computer so that these applications
and services run properly. Do you want Eo start the Windows Firewall/ICS service?

3. In the Rockwell Software Windows Firewall Configuration Utility
window, click Accept. If no changes are required Click Exit.

4. Click OK on the Confirm Windows Firewall Changes dialog box.

The utility configures the Windows firewall and the firewall is set to a new

state (if different).
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Specify FactoryTalk Directory Location
In this section, you specify the location of the FactoryTalk Directory.
Complete these steps.

1. On the virtual image desktop, click the Programs icon and choose
Rockwell Software>FactoryTalk Tools>Specify FactoryTalk Directory
Location.

2. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..").

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [connected) Cancel |

localhost Hel
elp

3. In the FactoryTalk Directory Server Configuration dialog box, click
Remote Computer.

4. Type the name of your PASS server, or click Browse (ellipsis '.."), search for,
and select your PASS server.

FactoryTalk Directory Server Configuration -

Use the FactoryT alk Directory installed on:
" Thiz computer
LCancel

+ RBemate computer

PASSO J

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not

enabled.
5. Click OK
6. On the FactoryTalk Directory Server Location Utility dialog box, click
OK to accept the changes.
FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [unknown)] Cancel |

PASSON El I

7. Login to the FactoryTalk server when prompted.

8. Restart the virtual machine.
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Create a New Inbound Rule

There must be an inbound rule that allows a connection through the firewall to
the AppServ-Info (SQL) server.

1. On the virtual image desktop, click the Programs icon and choose
Administrative Tools>Windows Firewall with Advanced Security.

2. Inthe Windows Firewall with Advanced Security, click Inbound Rules.
3. Right-click Inbound rules and select New Rule.

i Windows Firewall with Advanced Security
File  Action \iew Help
«=| 55H =

ﬂ Windows Firewall with Advanct|
Inbound = T
g Outbou bl .
®a Connec Filter by Profile i
B hanitor 5 leter Runtime Server
Filter by State ? feter Runtime Server
Filter by Group * Aeter Runtirme Server
Miew 5 Teter Runtirme Server
Teter Runtime Server
Refresh feter Runtime Server
Export List., TeterFYVEx]
at.exe
kielp at.exe

In the Rule Type dialog box, click Port and then click Next.
Select TCP and Specify local ports.

.

Type '1433' as the specific local port.
Click Next.

® N

Select 'Allow the connection' and then click Next.
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9. Make sure that all boxes are checked and click Next.

ﬂ Mew Inbound Rule Wizard

Profile

Steps:
@ FRule Type

Specify the profiles for which this rule applies

‘Wihen does this e apply?

@ Protocol and Ports
@ Action
@ Prafile
L

MName

Domain
Applies when a computer is connected to its corporate domain.

Private
Applies when a computer is connected to a private network location, such as a home
or woik place.

Public
Applies when a computer iz connected to a public netwark location.

< Back |_i~t?<t> | [ cancel

10. Type External SQL Connection in the Name field and click Finish.

The firewall now permits connections to the external SQL server in a

secure manner.
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Configure FactoryTalk Asset(entre Software

AssetCentre must be configured to account for changes in computer name,
FactoryTalk Directory, and SQL location.

IMPORTANT  Before proceeding, there must be a connection between this computer and the
computer where the FactoryTalk Directory resides. There must also be a
connection between this computer and the SQL server.

1. Open the Server Setup shortcut on the desktop and run the
FTAssetCentre.DBInstaller.exe file.

2. Type the name of the SQL server in the server section. Log in with the ‘sa’
user account created when installing the SQL server.

#3 Database Installer X

Welcome to the Database Installer utiity. FactoryTalk’ AssetCentre
This application will instal/upgrade the database required for the application,

Database Name and Version : AssetCentre 9.00.0000.231

Please specify databaze server localion.

Server SOLServerTest ~

Flease specify user credentisls for the database server administeator. This lagin account must
have pemissions to create new database and modify user accounts in the dataserver. A
Windows user account cannct be used for this operation,

U sername [3..-._{ |

Passwiard | xxxxxxxxx |

Click Start.

Type a password for the AssetCentreUser account. Click OK.

Click YES to acknowledge creating the new user.

o oo W

Open the Server Setup shortcut on the desktop and run the
FTAssetCentre. AosCataloglmport.exe file.
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COnfigure the AppServ-OWS/ This section describes procedures for configuring an AppServ-OWS and

AppServ-EWS Virtual Servers

AppServ-EWS. The procedure is the same for both servers.

Application servers for EWS and OWS allow multiple instances of EWS and
OWS workstations to be deployed by using Microsoft Remote Desktop Services

(RDS).

Before configuring the server, complete the following tasks:

o Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87 if deployed on a server.

o Chapter 5 Configure the Servers on page 97 if deployed on a workstation.

The Rockwell Automation software for the AppServ-OWS and AppServ-EWS
virtual templates is included and pre-installed in the virtual image templates, but
not activated. See Activation Considerations on page 201 for activation

procedures. See page 10 for product catalog numbers.

IMPORTANT  Ifyou already own individual product activations, these activations also can be
used to activate the instances of these virtual image templates you deploy.
Each instance requires its own Rockwell Automation license and Microsoft
license.
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Specify the FactoryTalk Directory Location

IMPORTANT  To complete this procedure, a PASS server must be configured on your system.
The workstation being configured must have an established connection with
the PASS server.

Complete these steps to specify the network FactoryTalk Directory location for
EWS and OWS workstations.

Complete these steps on the SQL server to specify the network FactoryTalk
Directory location.

1. Click the Programs icon and choose Rockwell Software>FactoryTalk
Tools>Specify FactoryTalk Directory Location.
2. Click Yes to allow the application to make changes to the device.

3. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..).

FactoryTalk Directory Server Location Utiliby X

Usze this dialog to change the Metwark directory that this computer belongs to. This setting affects all software that connects
ta the Metwark directory from this computer.

Use the FactaryT alk Directory installed on: ak

Computer hosting directary server [connected) Cancel ‘

[locahost Help

4. Type your FactoryTalk Directory Administration Console credentials into
the login screen and click OK.

5. Click Remote computer and click Browse.

FactoryTalk Directory Server Configuration X
Uze the FactorTalk Directory installed on:
" This computer
Cancel

—

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not turned on.

6. Navigate the network to find the computer name of the server (typically
PASS) that is hosting the FactoryTalk Directory services. Click OK.

If Browse is inactive, type the computer name of the virtual machine that is
hosting the FactoryTalk Directory.

7. Click OK to accept the location.
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8. Click OK to finalize the location.

FactonyTalk Directory Server Location Utility X

Use this dialog to change the Metwork. directory that this computer belongs to. This setting affects all software that connects
to the Metwork, directary from this computer.

Use the FactoryeT alk Directary installed on:

Computer hasting directory server [unknown)] Cancel ‘

PSC-NETT J Hel
elp

9. When prompted, type the FactoryTalk Directory Administrator username
and password and click OK.

TIP The credentials were configured in Configure the FactoryTalk Directory on the
PASS on page 99.

10. Restart after you make this change.

Install Pl Builder Excel Add-in

IMPORTANT  This section is not performed for OWS. Proceed to Configure Remote Desktop
Services on page 141.

IMPORTANT  Microsoft Excel 2010 SP2 or later must be installed before continuing.

1. On the single-server image, click the PIAF setup folder shortcut on the
desktop.

2. Double-click the setup file. PI-AF-Services_2017-R2A _.exe

@ P|AF Services 2017 R2 (Administrator) s

Welcome
‘Welcome ta the Pl AF Services 2017 R2 installation

Welcome . ) ;
It is strongly recommended that you exit all Windews programs before running this setup program.
Feature Selection

'WARNING: This program is protected by copyright law and international treaties.
Feature Rules

Unautharized reproduction or distribution of this program, ar any portion of it, may result in severe civil and criminal

PI System Directory penalties, and will be prosecuted to the maximum extent possible under law.

Installation Progress

Complete

Pl System Customer Experience Improvement Program

This software includes a usage reperting capability that enables OSlsoft to collect anonymous data about the use of its
features. You can help us imprave our praducts by allowing your usage data ta be sent to OSlsoft,

The data we collect includes no identifiable information that could be used to trace back to a particular user or computer,
and no business data or lagic is callected. We aggregate data fram all participants to develop usage statistics that will
help us improve our software and services and prioritize the development of new features. You can end your participation
in usage data collection at any time.

Yes, | would like to participate in the Pl System Customer Experience Improvement Program.

3. Click Next.
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4. Check the box for PI Builder and make sure that all other boxes are
cleared.

@ PI&F Services 2017 R2 (Administrator)

Feature Selection

Select the features to install.

Welcome Features: Feature Description:
Feature Selection
Server Role Features An Excel add-in that provides configuration and access to the Pl Data Archive and

4 ] AF Server AF Server. Requires Microsoft Excel 2010 SP2 or later. Will be installed - Version:
4 [] AF SOL database scripts 2958352

[ AF SOL seript execution  Prerequisites for selected features:

Feature Rules
PI System Directory

Installation Progress

Complete 4 [1P1 AF Application Service Already installed:
[CIRTQP Engine - CTP 4 To be installed:
Or Analysis Service Microsoft Visual Studio Tools for Office Runtime 2010 Redistributable
[Pl Metifications Service Pl Network Subsystem - Version: 3.4.415.1143
[Pl Indexed Search Crawler PI Buffer Subsystem - Version: 4.7.0.37
[C]PI Web API Care Services Pl System Directory Publisher 2017 R2 - Version: 1.0.0.1374
[1P1 System Directory - CTP Pl System Directory System Tray 2017 R2 - Version: 1.0.0.1374

Shared Features
4 [[]PI System Explorer
[ Management Plug-In

Disk Space Requirements:
Drive C: 1.2 GB required, 56.7 GB available.

select All | [ nselect Al | [ Reset |

Installation directory: Ci\Program Files\PIPC\

Installation directory (x86): C:\Program Files (x86J\PIPCY,

<Back || Nest> | [ Cancel

5. Click Next.

6. Click Install to accept the defaults and begin installation.

7. Click Reboot once the installation is finished.
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Configure Remote Desktop Services

The AppServ-OWS and AppServ-EW'S provide PlantPAx users with an
alternative to the standard OWS and EW'S client machine (physical or virtual).
Both application servers use Microsoft Remote Desktop Services (RDS). RDS
technology allows multiple instances of the OWS and EWS from one virtual
server.

This architecture is ideal for PlantPAx users that use thin clients as Operator and
Engineering workstations.

IMPORTANT  Avalid FactoryTalk activation is still required for each instance of the OWS and
EWS thatis in use.

i Y . Fmorfl‘allc.
Thin Client o :

ﬁ. (=) |
“mvesmosen.

Thin Client

AppServ-OWS Remote Desktop Server

Remate Desktop Session Host
FactoryTalk View SE Client
FactoryTalk Services Platform
FactoryTalk Alarms & Events
FactoryTalk Activation Client

.
.
.

AN

AppServ-0WS
Virtual Server

Microsoft RDS (formerly known as Terminal Services) is a standard role that is
built into the Windows server family of operating systems. RDS provides remote
access to applications and data on a remote computer over a network. This
solution minimizes the amount of information traveling across your network.

RDS can be used as an administrative tool to connect to a remote machine and

perform maintenance tasks. RDS can also be used as a thin-client solution to let
remote clients execute applications or even access the entire desktop of the host

server.

The thin-client solution is a transparent system that runs applications and
performs data processing and storage functions on a remote computer. This
solution minimizes the amount of information traveling across your network.
While multiple sessions can run on one server, each user can see only their
individual session. Only the user interface is shown on client, user input from
client is redirected over the network to the remote desktop session. User's
desktops are transmitted to clients for display by using terminal emulation
software. Similarly, the software sends command functions such as keyboard
inputs and mouse clicks across the network between the client and the server.
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The PlantPax AppServ-OWS and AppServ-EW'S are pre-configured with the
RDS server role. This configuration provides a thin-client solution for
FactoryTalk View SE clients.

Users, with the proper credentials, can log in into the AppServ-OWS and
AppServ-EWS and run the desired application.

One Rockwell Automation software activation key is required for each remote
desktop session.

Remote Desktop Services with FactoryTalk View SE

RDS features the following benefits with FactoryTalk View SE software:
o Increased network flexibility: RDS lets you deploy thin and ultrathin

clients on the plant floor or out in the field. The minimal requirements of
RDS clients allow for various thin products that are designed to handle
most environmental conditions. These conditions include radical
temperatures, extreme vibrations, or areas where mobility is key.

Users can gain access to an RDS over any Transmission Control Protocol/
Internet Protocol (TCP/IP) connection, including the following:

— Remote access

- Ethernet

— Internet

- Wireless

- Wide area network (WAN)

— Virtual private network (VPN)

Lower cost of ownership: A thin client typically consists only of the
operating system and the Remote Desktop Connection software. RDS
delivers a virtual Windows Server experience from server to clients,
regardless of what operating system the client uses.

Minimize downtime: Upgrade your entire FactoryTalk View SE
installation with a single operation. Because FactoryTalk View SE products
install only on the server side, any future software upgrades are limited to
the server, making software upgrades on clients a thing of the past.

Improve data security: A FactoryTalk View SE architecture that uses
RDS is less vulnerable to security threats. RDS lets you focus your security
measures on the server because all data is processed on the server, which
you can manage in a secure location.

RDS has the following limitations with FactoryTalk View SE software:
o The Microsoft RDS protocol does not transfer the physical display aspect

ratio (height/width proportion) from the server to its clients. Clients need
to specify the display properties (resolution, aspect ratio, color depth, and
so forth) for each session they create. Verify the appearance of the
application visually on the Remote Desktop clients before placing the
system in a production environment, modifying graphics as necessary.
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o Ifyour FactoryTalk View SE client configuration (.cli) enables 'Show
Diagnostics List, the list shows all activity from all clients that run on the
same Remote Desktop session host. Although each instance of the
FactoryTalk View SE client runs in a separate session, they are all hosted on
the same computer. And, they share common log resources. This amount
of activity can be confusing for HMI operators because they see diagnostic
activity on their client that they did not initiate.

Additional Services

IMPORTANT  You can add additional role services to your server depending on your specific
deployment of RDS and connectivity needs. These added services can add
additional configuration beyond which this base RDS has been configured for.

TIP Remote Desktop Services uses its own method of licensing clients that log on
to Remote Desktop Services servers. This method is separate from licensing for
the Windows Server family of operating systems. Therefore, AppServ-OWS and
AppServ-EWS Remote Desktop Connections must receive a valid license. This
license must be issued by a Remote Desktop Licensing Server before they can
log on to a Remote Desktop Session Host or Connection Broker.

For volume licensing of these components, contact your Microsoft distributor.
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Configure the VantagePoint
Virtual Server

144

AppServ-Info can be configured as a decision support tool by using FactoryTalk®
VantagePoint EMI software. VantagePoint EMI is a powerful web-based business
intelligence solution that is designed specifically for industrial environments with
premier Logix integration. VantagePoint EMI integrates all data into one
information management and decision support system by connecting to your
Logix controllers, OPC data sources, Historians, and SQL/Oracle Databases.
With an AppServ-Info (VantagePoint) system element in your PlantPAx DCS,
you can access your production data from anywhere including your shop floor
devices, PC, or your mobile phone or tablet.

Before configuring the server, complete the following tasks:

o Chapter 2 Deploy the PlantPAx Virtual Image Templates on page 31.

o Chapter 3 Server Initial Configuration on page 87.

Specify the FactoryTalk Directory Location

IMPORTANT  To complete this procedure, a PASS server must be configured on your system.
The workstation being configured must have an established connection with
the PASS server.

Complete these steps on the server to specify the network FactoryTalk Directory
location.

1. Click the Programs icon and choose Rockwell Software>FactoryTalk
Tools>Specify FactoryTalk Directory Location.
2. Click Yes to allow the application to make changes to the device.

3. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..).

FactoryTalk Directory Server Location Utiliby X

Usze this dialog to change the Metwark directory that this computer belongs to. This setting affects all software that connects
ta the Metwark directory from this computer.

Use the FactaryT alk Directory installed on: ak

Computer hosting directory server [connected] Cancel ‘

||Uca\husl Help

4. Type your FactoryTalk Directory Administration Console credentials into
the login screen and click OK.

5. Click Remote computer and click Browse.

FactoryTalk Directory Server Configuration X
Uze the FactorTalk Directory installed on:
" This computer
Cancel

—

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not turned on.
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6. Navigate the network to find the computer name of the server (typically
PASS) that is hosting the FactoryTalk Directory services. Click OK.

If Browse is inactive, type the computer name of the virtual machine that is
hosting the FactoryTalk Directory.

7. Click OK to accept the location.

8. Click OK to finalize the location.

FactonyTalk Directory Server Location Utility X

Use this dialog to change the Metwork. directory that this computer belongs to. This setting affects all software that connects
to the Metwork, directary from this computer.

Use the FactoryeT alk Directary installed on:
Computer hasting directory server [unknown)] Cancel ‘
PSCMET1

J Help

9. When prompted, type the FactoryTalk Directory Administrator username
and password and click OK.

TIP The credentials were configured in Configure the FactoryTalk Directory on the
PASS on page 99.

10. Restart after you make this change.
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Install VantagePoint Server Software
Complete these steps to install FactoryTalk VantagePoint software.

1. Navigate to the installation setup folder:
c:\Install Files\8.10.00-VantagePoint-EMI-DVD
2. Double-click setup.exe.

3. Click Install FactoryTalk VantagePoint.

™ FactoryTalk ® VantagePoint . X

cioryTalk VantagePoint @

O Open Factory Talk® VantagePoint Getting Results Guide |welcame ts FactoryTalk®
‘VantagePoint version &.10
O Install Factory Talk® VantagePoint Installation. Please select an
option.
O Open Release Notes
O Discover FactoryTalk® VantagePoint
O Open Rockwell Automation Literature Library
TR
i Rockuwvell
Version 8.10 @ Aien-Bradiey - Rockwen Soiware  AUITOMation

4. Click Install FactoryTalk VantagePoint.

5. Ifyou have not installed Microsoft Excel, you see this warning. Read the
warning and, according to your needs, click Yes or No.

In our example, we click Yes to show the installation of FactoryTalk
VantagePoint when Microsoft Excel is not installed in the VantagePoint
Server.

WantagePoint Setup

4 = ) The VantagePoint Office feature will not be installed because a
&Y supported version of Microsoft Excel has not been installed an your
machine,

WantagePaint Server supports Bxcel 2000 (32-hit), Excel 20013 (32-bit) and
Excel 2016 (32-hit),

Wou can quitthe setup now to install a supported version of Excel and
then re-run the setup to add VantagePoint Office,

“ou can continue to install other features now, and then install a
supported version of Excel and add VantagePaoint Office later,

Would you like to continue with the setup now?

es | Ma |

6. Click Next on the Wizard Welcome page.
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7. Read the License Agreement, click Taccept the terms in the License
Agreement; and click Next.

8. Click Express on the '‘Choose Setup Type' page.
A warning appears if you have not installed Microsoft Excel.
9. Click OK.

10. In the Database Connection Information page, type the name of the SQL
server, click SQL Server, and type credentials for the database.

]’5‘ WantagePoint System Server Setup x

Database Connection Information Cactorvic
Specify an account that has permissions ko create the database, %JIJ"‘ ‘E'[ 1 ! i
The YantagePaint Server uses a SOL Server 2012 ar 2016 database that is created as

part of the installation. Please pravide the lagon credentials ta the SGL Server where the
IncuityStore database will be created.

Server: ‘SQLSER\I‘ERTEST

Database: [tncuityStare:

Security mode:  (O) Integrated
(®) S0L Server

User name: ‘sa

Password: ” sesnesnssl |

< Back Cancel

IMPORTANT  Type the password that you created when completing the SQL Server
installation when deploying the SQL Server template.

11. Click Next.

12. Type the Domain name, user name for the Domain controller, and
password for the Domain controller in the System/Office User page

13. Click Next.
14. Click Install.
15. Click Finish.

A DOS window opens to finish the configuration. It closes automatically.

B Ciydnstall Filest8,10.00-VantagePoint-EMI-DVDNSetuptFirstRunUtility, exe

tem configu
Do not close the console until the con uration is finished. ..
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Install Microsoft Excel Add-In

IMPORTANT  Ifyou are installing FactoryTalk VantagePoint in a VantagePoint server with
Microsoft Excel installed on it, install the Microsoft Excel Add-In for FactoryTalk
VantagePoint during the FactoryTalk VantagePoint installation.

The Microsoft Excel add-in enables FactoryTalk VantagePoint to generate Excel
spreadsheet reports. Complete these steps to install the Excel add-on software.

1. Navigate to the installation setup folder:
c:\Install Files\8.10.00-VantagePoint-EMI-DVD
2. Double-click setup.exe.

3. Click Install FactoryTalk VantagePoint.

™ Factor,Talk @ YantagePaint X
cioryTalk VantagePoint &)
O  Open FactoryTalk® VantagePoint Getting Results Guide | yeicome to FactoryTalk
B VantagePoint version 8.10
' Install Factory Talk® VantagePoint Installation. Please select an
. option.
' Open Release Notes
O Discover FactoryTalk® VantagePoint
©  Open Rockwell Automation Literature Library
=
i Rockuwvell
Version 8.10 @ Aien-Bradiey - Rockwen somware  IAUITOmMation

4. Click Install FactoryTalk VantagePoint.
5. Click Next on the Wizard Welcome page.
6. Click Modify on the Modify, Repair, or Remove installation page.
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7. Click the VantagePoint Office pull-down menu and select “Will be

installed on local hard drive.

ﬁ WantagePoint Systern Server Setup

Custom Setup f‘I;L;' /‘ J'_."J’J'r;f

Select the way you want features to be installed,

=J9 Entire feature will be installed on local hard drive

=) Feature will be installed when required

X Entire feature will be unavailable

Reset Disk Usage < Back

8. Click Next.
9. Click Install.

10. Type the Domain name, user name for the Domain controller, and
password for the Domain controller in the System/Office User page

11. Click Next.

The Microsoft Excel software program starts and a VantagePoint

Conﬁguration warning appears.

12. Close Microsoft Excel and click OK in the warning.

VantageP

crosoft

O yaur

Cancel

A series of VantagePoint server configurations are performed. You return
to the VantagePoint Manager window when the configurations are done.

13. Click Finish.
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Notes:
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Workstation Common Configuration

This chapter describes how to configure the Engineering Workstation (EWS)
and Operator Workstation (OWS) for your virtualized PlantPAx® system.

IMPORTANT  The configuration procedures for the Engineering Workstation (EWS) and
Operator Workstation (OWS) are similar even though these PlantPAx system
elements operate differently.

This chapter describes the following configuration procedures:
e Microsoft Windows software
o Network adapter settings

o FactoryTalk® Directory location

The EWS supports system configuration, application development, and
maintenance functions of the PlantPAx system. The EWS is the central location
to monitor and maintain system operations.

The OWS supports operator interaction and control of the process through a
human machine interface (HMI).

The required Rockwell Automation® software for each virtual server is included
and pre-installed in the virtual image templates, but not activated. See
Activation Considerations on page 201 for activation procedures.

IMPORTANT  Ifyou own individual product activations, these activations can be used to
activate the virtual image templates.

During the configuration of EWS and OWS stations, you can encounter a User
Account Control window that asks if you want to allow a program to make
computer changes. Click Yes to continue.
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Before You Begin

Configure Microsoft Windows

152

You must have deployed your template from a USB drive or from a local template
before performing the following procedures. If you deploy a virtual image

template into your system, see Chapter 2 on page 31 for details.

Complete these steps to configure Microsoft Windows settings for the EWS and
OWS workstations.

From a web browser, enter the IP address of the computer where your host
server is installed.

Type the user name and password for the host server, and click Login.
The VMware ESXi window appears.

From the Navigator in the left pane, right-click the virtual machine that
you want to configure, and select Power>Power On.

Right-click the virtual machine again, and select Console>Launch Remote
Console.

Select the appropriate region and click Yes.

Select a keyboard layout for the appropriate language and click Yes.

Next you are asked if you want to add a second keyboard layout. Choose
‘Add layout’ if you want a second keyboard layout. Otherwise, click ‘Skip.

Click ‘Skip for now’ for an internet connection.

Let's connect you to a network

PlantPAx.local

9. Click Accept for the license agreement.

10. Type a user name and click Next.

Create a password and click Next.
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12. Retype the password to confirm your entry.
13. Click Next.

14. Create three security questions, and click Next.

Create security questions for this account

Just in case you forget your pa ord, choos: arity questions, and make sure your are unforgettable.

K

Sacurity question (1 of 3)

15. Click No when prompted to make Cortana your personal assistant.

16. Turn Off all privacy settings for your device and click Accept.

Choose pnvacy settmgs for your device

Microsoft puts you in control of your privacy. Choose ‘Accept” to save them, You can change 1

¢ nfo on the above sethn
won't change, but they may be less re 0 SmartSoraen nd the related data tra

® ) Ne

17. Enter the Windows product key.
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Configure Programs Menu

Complete the steps on the system computers to group folders under ‘Programs’
on the taskbar. When complete, you can access Windows and Rockwell Software®

folders by clicking the Programs [l symbol on the task bar.

1. Navigate to the Control Panel and choose File Explorer Options.

2. On the View Tab, select ‘Show hidden files, folders, and drives’
and click OK.

File Explorer Options *

General Wiew  Search
Folder views

Y'ou can apply this view [such az Detailz or lcong] ta
all folders of this type.

Apply to Folders Fieset Folders

Advanced settings:

Files and Folders ~
[ Always show icons, never thumbrails
[ &lways show menus
Dizplay file icon on thumbnails
Dizplay file size information in folder tips
Dizplay the full path in the title bar
Hidden files and folders
() Dion't show hidden files folders or drive:
(® Show hidden files, folders, and drives
[ Herempydrre
[] Hide extensions for known fils types
Hide folder merge conflicts v

Restore Defaults

QK Cancel Apply

3. Right-click on the taskbar, choose Toolbars>New toolbar.

4. On the New Toolbar window, navigate to your Programs folder.
For example:
C:\ProgramData\Microsoft\Windows\StartMenu\Programs

5. Click Select Folder.
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The result is a custom menu with easy access to Rockwell Software conveniently
on the Windows taskbar.

BootP-DHCP Tool

FactoryTalk Activation
FactoryTalk Alarms and Events
FactoryTalk AssetCentre Client
FactoryTalk Historian SE
FactoryTalk Linx

FactoryTalk Teols

FactoryTalk View

Logix Designer Tools

r ¥ T YT T rvyrrvy Ty

RSLinx
RSLogix 5000 Enterprise Series CodeMeter 3
RSLogix 5000 Tools Enterprise License Manager 3
RSMNetWorc FLASH Programming Tools 3
Studio 5000 Logix Emulate Hiprom Software 3
Studio5000 Task Monitor LoopPro Tuner (Rockwell Automation Edition]
Utilities Maintenance 3
FactoryTalk Administration Console Microsoft SOL Server 2008 3
- [ FactoryTalk Updater Microsoft SQL Server 2012 3
&) Restart View Designer Services Rockwell Automation 3
& Studio 5000 RockwelfSoftware
Startup 3
Windows Accessories 3
Windows Administrative Tools 3
Windows Ease of Access 3
Windows System 3
FactoryTalk View Studio
MiracastView
4 Print Dialog
Server Manager

6. Before proceeding, click the Date/Time in the lower right-hand corner of
the desktop. Verify that the Date and Time settings are correct.

7. Turn off the ‘Set time automatically’ feature in the Date and Time settings.
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Standard Workstation The following procedures apply to EWS and OWS workstations.
Configuration

Rename the Computer

You have the option of giving the computer another name than the one assigned
during configuration of the Windows settings. Or, you can add the workstation
to a domain by performing these steps.

1. Navigate to the Control Panel on the workstation and select ‘System’.

2. Click ‘Change Settings’ in the computer name, domain, and workgroup
settings area.

3. On the System Properties window, on the Computer Name tab, click
Change.

4, Tpr a COHlplltCI‘ name in thC Computer Name bOX.

IMPORTANT Do not use spaces, hyphens, or any special character symbols.

Computer Name/Domain Changes X

‘You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
[ows]

Full computer name:
ows

Member of
() Domain:

(® Workgroup:
|WORKGROUP

Cancel

5. Select Domain and type a domain name or Workgroup (default) and type
a workgroup name.

IMPORTANT  Werecommend that PlantPAx servers and workstations be members of
aWindows domain for systems with 10 or more computers. The
domain centralizes administration of the users, groups, and security
settings.

You must have an appropriate domain user account and proper
credentials to add the computer to a domain.

6. Click OK.
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Type an Administrator username and password.

When prompted, restart the workstation so the changes to the settings
take effect.

Log in by using your domain credentials or the local user administration
account.

Configure Ethernet Network Adapter Settings

Complete these steps to set the speed, duplex, and power management settings
for the Ethernet adapter.

1.
2.

b

¥ ® N W

10.

11.

Click Start and choose Control Panel.

Click Network and Sharing Center.

The Network and Sharing Center dialog box appears.
Click Change Adapter Settings.

Right-click Local Area Connection and choose Properties. The Network
Properties dialog box appears.

Click Configure.

Click the Advanced tab.

From the Property window, choose Link Speed and Duplex.
From the Value menu, choose Auto Negotiation.

Click the Power Management tab.

Clear the ‘Allow the computer to turn off this device to save power’

checkbox.
Click OK.
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Configure Remote Settings

Complete these steps to configure remote settings for a workstation to allow
remote connections to this computer.

1. Navigate to the Control Panel.

2. Choose System.

3. Click Remote settings.

4

In the Remote Assistance Section, verify that the checkbox to ‘Allow
Remote Assistance connections to this computer’ is not checked.

5. In the Remote Desktop Section, click the ‘Allow remote connections to
this computer’ box.

6. Click OK.

Adjust the Processor Scheduling Setting

Complete these steps to adjust processor scheduling for best performance in the
Windows 10 operating system.

Navigate to the Control Panel.

Choose System.

Click the Advanced system settings.

Click Settings under Performance.

Select the Advanced tab.

Select ‘Adjust for best performance.

Click OK.

RO A ST o

EWS / OWS Configuration

See Configure the AppServ-OWS/AppServ-EWS Virtual Servers on page 137 to
continue the configuration.

TIP The configuration is the same from this point forward for both server and
workstation-based EWS and OWS.
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Configure PASS-C/OWS ISO

IMPORTANT  This chapter explains how to configure a physical computer as a PASS-C
server or as an OWS workstation. A template is not used with these
procedures as is the case with other servers that are described in Chapter 3.

For small and medium systems, this option provides for multiple system
elements to be on the same physical server. Thus the elements are consolidated
on the PASS, which is referred to as PASS-C to differentiate from a traditional
PASS server. We suggest that your system not have more than 2000 I/O points
for this consolidated server.

USB device is a bootable device that contains an installable consolidated PASS
for a physical machine. The device has pre-installed applications that are
required on the PASS-C, including the following:

e FactoryTalk® Directory

o Dataserver

e HMI server (one server license only is required)
e Alarm server

o FactoryTalk Historian

e FactoryTalk VantagePoint”

o FactoryTalk AssetCentre

o SQL server

IMPORTANT  The USB device contains a bootable installation of a PASS-C server or OWS
workstation.

A purchase of a PASS-C or OWS ISO includes an Electronic Software Delivery
(ESD) version available for download from the Product Compatibility and
Download Center. The ESD is one file (.ISO type) which can be used to create
your own bootable device. Typical bootable devices that you can create are
DVDs and USB storage devices. We do not provide procedures for creating
bootable devices. Several third-party resources are available (for example,
PowerlSO, RUFUS, and so on) for purchase.
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Figure 4 lists the topics to configure a PASS-C server. You must complete the
tasks in the order listed.

See the page number or click the links for quick access to specific information.

Figure 4 - PASS-C Server Workflow

v

Install PASS-C
Configure FactoryTalk AssetCentre
See page 161
* See page 188
Configure Windows Settings Configure FactoryTalk Historian
See page 163 See page 191
YES NO
SQL Express? Configure FactoryTalk VantagePoint
See page 193
Adjust SQL Express Install SQL Server Activations
Settings 2012 Standard See page 201
See page 174 See page 169

i

Install Historian Asset Framework

See page 179

v

Configure the FactoryTalk Directory

See page 184
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Install PASS-C Complete these steps to install the PASS-C.

yl

10.

Yoo N

Make sure that your computer is capable of booting from a USB drive.
Enter the BIOS Setup as the computer is powering on (typically by
pressing the F2 key). Make sure that the Boot options include booting

from a USB device.

Shut down the computer and connect the USB drive.

Turn on the computer. While the computer is powering on, strike the

F12 key to open the boot options screen.

Select the USB device containing the PASS-C installation.

On the Windows Setup dialog box, select your options from the

pull-down menus.

Click Next.

Enter the product key or Click I don’t have a product key.
Click Install Now.

Click “T accept the license terms”, and click Next.

Click Custom (installation).

@ él Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications

available when a supported version of Windows is already running on the computer.

The files, settings, and applications are moved to Windows with this option. This option is only

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want te
make changes to partitions and drives, start the computer using the installation disc, We
recommend backing up your files before you centinue.
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11. To store the installation, select the hard disk drive.

If necessary, delete any existing drive partitions and format the drive
location.

@ | Windows Setup (i

Where do you want to install Windows?

Name | Total size Free space | Type
- ’, Drive 0 Unallocated Space 60.0 GB 60.0 GB
+4 Refresh ’( Delete chrmat New
&* Load driver jb_d&nd

12. Click Next.

The installation typically takes about an hour.

¢ Windows Setup
Installing Windows

Your computer will restart several times, This might take a while.

J Copying Windows files
Getting files ready for installation (0%)

Installing features

DA VYV V.

Installing updates
P MNW"J

The computer automatically restarts. You must log on to complete
the installation.

13. Type an Administrator password (for your system).
14. Type a confirmation password and click Finish.

The installation is complete.
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COnfigure Windows Settings This section describes how to configure the Windows server to enhance

system performance.
1. Login using the administrator account and password that was created in
the previous step.

2. In the Product Key window, type a valid Windows Server Product Key
and click OK.

Verify that the product key is correct and click Yes.

4. Click OK in the message window when the product key was installed
successfully.

S. Install any required drivers for your hardware (graphics, Ethernet,
chipset, and so on).

6. Right-click the windows start icon and select ‘System’

Programs and Features
Power Options

Event Viewer

System ‘ |

Device Manager

MNetwork Connections

Disk Management
Computer Management
Command Prompt
Command Prompt (Admin)
Task Manager

Control Panel

File Explorer

Search

Run

Shut down or sign out 3

Desktop

=10 % R
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7. Click ‘Change Settings.

8. Click Change on the System Properties dialog box.

System Properties x
Computer Mame  Hardware Advanced  Femate

Windows uzes the following information to identify your computer
ot the network.

Computer description:

For example: "IlS Production Server' or
“tccounting Server'’,

Full computer name; | M-ARAEAIFM 8l
whorkigroup; WORKGROUP

To rename this computer or change its domain or
workgroup, click Change.

Cancel Apply

9. Enter the new computer name. Click OK.

IMPORTANT Do not use spaces or any special character symbols.

10. Acknowledge any prompts that indicate that a restart is required.

IMPORTANT Do not restart your computer now.

11. Click the Advanced tab.
12. Click Settings in the Performance section.
13. Choose the Advanced tab.

14. Click Background services in the Processor scheduling section to adjust
for the best performance.

15. To help protect against viruses and security threats, click the Data
Execution Prevention tab.
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16. Select “Turn on DEP for essential Windows programs and services only’

and click Apply.

wisual Effects | Advanced | Data Execution Prevention

Data Execution Prevention (DEF) helps protect
against damage from viruses and other security

threats, How does it work?
I (®) Turn on DEF for essential Windows programs and services |
only

() Turn on DEP For all programs and services except those
select:

Add.., Remove

Your computer's processor supports hardware-based DEP.

| oK Cancel I Apply I

17.  Acknowledge the prompt that changes will take effect on restart.

IMPORTANT Do not restart the computer now.

18. Click OK to close the window.

19. On the Remote tab, click ‘Allow remote connections to this computer’.

Computer Name] Hardware | Advanced | Remate |

Remote Assistance

|| Allow Remote &ssistance connections to this computer

Advanced.

Remote Desktop

Choose an option, and then specify who can connect.

() Don't allow remote connections to this computer

(@) Allow remote cornections to this computer

[] Allow connections only from computers running Pemote
Desktop with Network Level Suthentication (recommended)

Help me choose
ok | [ carea | [T ]
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20. Click OK to enable the Remote Desktop Firewall exception.

Remote Desktop Connection X

Femoate Desktop Firewall exception will be enabled

4 l A You choze to enable Remote Desktop Connection for
all network, connections on this computer.

To enable it for selected netwark. connections, open

21. Remove the check mark from the ‘Allow connections only from
computers ... box and click Apply.

IMPORTANT Do not restart the computer now.

22. Click Restart Later.
23. Navigate to the Control Panel.
24. Click Power Options.

25.  Select ‘High Performance’ in the Preferred Plans section.

—_

B Control PanePall Control Panel temsyPower Options — O

v % » Control Panel » All Control Panel lterns » Power Options v O Search Co..

Control Panel Home .
Choose or customize a power plan

Choose what the power button A power plan is a collection of hardware and system settings (like display brightness, sleep, etc.) that manages

does how your computer uses power. Tell me more about power plans

Create a power plan Preferred plans

g_holosewhen te turn off the ) Balanced (recommended) Change plan settings
isplay

Automatically balances performance with energy consumption on capable hardware,
Change when the computer

sleeps (@) High performance Change plan settings

See also Favors performance, but may use more energy.

Personalization —
Show additicnal plans
User Accounts
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Verify Ethernet Network Adapter Settings

Complete these steps to verify the speed, duplex, and power management
settings for the Ethernet adapter.

1. Navigate to the Control Panel.

2. Click Network and Internet.

3. Click Network and Sharing Center.

4. In the Network and Sharing Center window, click Change Adapter

Settings.
%% Control Panel\All Contral Panel ltems\Metwork and Sharing Center - m] X
- v A4 % » Control Panel » All Control Panel ltems » Metwork and Sharing Center v O Search Cont... @
View your basic network information and set up connections
Centrol Panel Home
Wiew your active networks
Change adapter settings
Change advanced sharing PlantPAx.local Access type: Mo Internet access
settings Private network Connections: [ Ethernetd

Change your networking settings

EE. Set up a new connection or network
= e up a broadband, dial-up, or VPN connection; or set up a router or access point.

See also -
'Lf" Troubleshoot problems

Internet Options  Diagnose and repair netwerk problems, or get troubleshooting information.

Windows Firewall

5. Right-click the Ethernet network connection and choose Properties.
6. Ifasked, type your password and click Yes.
7. In the Ethernet Properties dialog box, click Configure.

U Ethernetd Properties b
Mebworking

Connect using:

Ij Intel(R] 825741 Gigabit Metwark Connection

Thiz connection uges the following items:

IE' File and Printer Sharing for Microzoft Metworks

T Q05 Packet Scheduler

. Internet Protocol Yersion 4 [TCP/IPw4)

Microsatt Metwork Adapter Multiplexar Protocol

Microzoft LLDP Pratacol Driver

Internet Pratocal Version & [TCP/PvE] W
>

M
M
M

AOROX

Install.. Uninstall Froperties
Description

Alloves your computer to access resources on 8 Microsoft
network.

(a4 Cancel

8. Click the Advanced tab.
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9. Select Speed and Duplex and then choose Auto Negotiation.

Intel(R) 825741 Gigabit Metwaork Connection Properties x

General Advanced Driver Detall: Events Power Management

The following propertiez are available for thiz network, adapter. Click.
the praperty wou want ta change on the left, and then select its value

an the right
Froperty: Walue:
Mawimum RSS Processor Mumber a Auto Negatiation w
Packet Priority & WLAN 1.0 Gbps Full Duph
Freferred MUM& node ; R DU LR

f 10 bps Full Duplex
Receive Buffers 10 Mbps Half Dol
Fieceive Side Scaling 100 MES Fa i Dup TR
RS5 Base Processor Mumber a0 iy uD =

ecksum Uftload [TF4
TCP Checksum Offload [IPvE]
Tranzmit Buffers
UDP Checksum Offlaad [IP+4)
UDP Checksum Offload [|PwE)
“wait for Link, e

Cancel

10. Click the Power Management tab.

11. Clear the ‘Allow the computer to turn off this device to save power’

checkbox.
12. Click OK.

13. Restart your computer.

168 Rockwell Automation Publication 9528-UM001G-EN-P - June 2019



Configure PASS-C/OWSISO  Chapter 6

Configure System Software

IMPORTANT  SQL Server Express has already been installed on this machine. If you plan to
use SQL Express, skip to Adjust SOL Server Express Settings on page 174. If

you plan to use SQL Server 2012 Standard, continue with the next procedure.

Install SQL Server 2012 Standard

Complete these steps.

1. Do the following based on the server that is being used:
a. Ifusing SQL Server Express, skip to Adjust SQL Server Express Settings on

page 174.
b. If using SQL Server 2012 Standard, continue with this procedure.

2. On the virtual image desktop, click the Programs icon and choose
Microsoft SQL Server 2012>Configuration Tools>Complete SQL
Server 2012 Installation.

= Maintenance
. .- Microsoft SOL Server 2008
—Analﬁis Services » Microsoft SQL Server 2012
m Complete SOL Server 2012 Installation Configuration Tools Microsoft Visual Studie 2010
Z Reporting Services Configuration Man, h Startup

.3

50L Server Configuration Manager 3
=] SOL Server Error and Usage Reporting Integration Services 4 Windows Administrative Tool

»

L3

Cormnplete the SOL Server 2012 Installation

Windows Accessories

T SCL Server Installation Center (64-bit) Master Data Services Windows Ease of Access

Performance Tools Windows System
a Download Microsoft SQL Server Compact [0z MiracastView

L Import and Export Data (32-bit) a4 Print Dialog

L Import and Export Data (64-bit) [ Server Manager
oo S0L Server Data Tools E} Settings

Az SOL Server Management Studio

5/9/2019

3. Do one of the following:

o Select Specify a free edition and then select Evaluation from the
pull-down menu for a 90-day trial.

o Select Enter the product key and type your key to license your
software.

4. Click Next.
5. Read the license terms, and click ‘T accept the license terms’

6. Click Next.

IMPORTANT  For the remainder of the installation, default selections are shown and we
do not recommend any changes. Some PlantPAx configurations require
these default selections. Best practice is to accept the defaults, prove the
system, and make changes later. Corresponding notice is provided where
exceptions to this configuration are considered for changing now.
Otherwise, simply click Next on the following screen captures to complete
the process.
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170

7. Use the default name of your SQL server instance and click Next.

IMPORTANT  Change the server name only if you're planning another SQL instance on this
machine. Observe the SQL instances are addressed by their
<MachineName>\<InstanceName> combination.

T Complete Image of SOL Server 2012 = m] X

Select Prepared Features

Select prepared features of SOL Server to configure and complete,

Setup Support Rules (O Complete prepared shared cormponents only
Product Rey Selectthis option if you want to cormplete installation of prepared shared components such as SQL
License Terms Server Managerment Studio or Integration Services.

Select Prepared Features

rerfibs e (® Complete a prepared instance of SOL Server 2012

Server Configuration
hSSOLSERVER ~

Etror Reporting

Select this option if you would like to complete a previously prepared instance of SQL Server along
with any prepared shared components such as SOL Server Management Studio or Integration
Ready to Complete Image Services,

Complete Image Rules

Camplete Image Pragress

Eargolcte Installed instances:
Instance Mame Instance I Features Edition Wersion
<Uncanfigured > hASSOLSERVER SOLEngine, 50LEn... | Bvaluation 11.4.7001.0
«Shared Compone.., SIS, Adw_SIMS, .. 11.47001.0
< Back Mext > Cancel Help

8. Use defaults and click Next for the Feature Review step.

9. Click Default Instance and click Next for the Instance Configuration
step.

T Complete Image of SQL Server 2012 = m] x

Instance Configuration

Specify the instance name for the selected SQL Server prepared instance,

Setup Support Rules

Product Key

O Mamed instance: MSSOLSERVER
License Terms
Select Prepared Features
Feature Review Ihstance |D: |MSSQLSERVER |
Instance Configuration
Server Configuration Instance root directory: |C:\Program Files\Microsoft SOL Servery |
Database Engine Configuration
elgElb S CoR i SQL Server directory: CAProgram Files\Micrasaft SOL Server\MSSOL11.MSSQLSERVER

Reporting Services Configuration . .
Analysis Services directoryr  CAPrograrm Files\Microsoft 501 Server\hSA511.MESOLSERVER

Errar Reporting

Reporting Services directorys  Ci\Program Files\Microsoft SOL ServersMSRS11.MSSQLSERVER

Complete Image Rules

Ready to Complete Image Installed instances:
Complete Image Progress
Instance Name Instance D Features Edition Versian
Complete
<Unconfigured > MESQLSERVER SQLEngine,SQLEN.., |Evaluation 11.4,7001.0
<Shared Compane... SSMS, Ady SSMS, L. 11.4.7001.0
< Back Mext = Cancel Help

10. Use defaults and click Next for the Server Configuration step.
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11.

Select Mixed mode then enter and confirm the password. Specify the

SQL Server administrators. At least one must be chosen either by

clicking ‘Add Current User’ or ‘Add.” Click Next.

8 Complete Image of SQL Server 2012

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories,

Setup Support Rules

Product Key

License Terms

Select Prepared Features
Feature Review

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Etror Reporting

Cornplete [mage Rules

Ready to Complete Image
Complete [mage Progress

Complete

Server Configuration  Data Directories  FILESTREAM

Specify the authentication mode and administrators for the Database Engine.

Authentication Mode

() Windows authentication mode

(®) Mixed Mode (S0L Server authentication and Windows authentication)

Specify the password for the SOL Server system administrator (sa) account,

Enter passward: \-- .

Confirm passwaord: ‘""'"--

Specify SQL Server administrators

SQL Server adrninistrators
have unrestricted access
to the Database Engine,

Add Current User Add..,

Rernowve

< Back Mext = Cancel Help

IMPORTANT  Additional SQL administrators can be added, if necessary. Click Help for

clarification.

12.  Specify which users have administrative privileges for Analysis Services.
At least one must be chosen either by clicking ‘Add Current User’ or
‘Add’ Click Next.

# Complete Image of SOL Server 2012 - [m] X

Analysis Services Configuration

Specify Snalysis Serdces server modes, administrators, and data directories,

Setup Support Rules Server Configuration  Data Directories

Product Key - e
erver Mode:

® Multidimensional and Data Mining Mode
O Tabular Maode

License Terms
Select Prepared Features

Feature Review

Specify which users have administrative permissions for Analysis Services,

Instance Configuration

Server Configuration Analysis Services

administrators have
unrestricted access to
Analysis Services.

Database Engine Configuration
Analysis Services Configuration
Reparting Services Configuration
Error Reporting

Complete lmage Rules

Ready to Complete Image
Complete [mage Progress

Complete

Add Current User Add..,

Remove

< Back Mext > Cancel Help

13. Click Next to Install and Configure the report server.
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14. Click Next to use the defaults for Error Reporting.
15. Click Next once the Image Rules have completed.

16. Click Complete to finish the configuration of the image.
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17.  Click Close once the operation is complete.

# Complete Image of SOL Server 2012 - O *

Complete

Your SQL Server 2012 complete image operation is complete,

S SRS Information about the Setup operation or possible next steps:

Product Key

. Feature Status ke
License Terms

Select Prepared Features

R QSOL erver Data Tools Succeeded
Feature Review k{) Reporting Services - Native Succeeded
Instance Configuration @Data Quality Services Succeeded
Server Canfiguration ({)Full—Text and Semantic Extractions for Search Succeeded
(S0 Sarrar Banlication Succasdad s
Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration Details:
Error Reporting Viewing Product Documentation for SOL Server ”
Complete Image Rules
B e Cnly the components that you use to view and manage the documentation for SAL Server have
b i 2 been installed. By default, the Help VWiewer component uses the online library. After installing
Complete Image Progress SCL Server, you can use the Help Library Manager component to download documentation to
Complete your local computer. For maore information, see Use Microsoft Books Online for SQL Server
<http:figo. microsoft com/fwlink/? Link|D=224R85> &

Sumrmary log file has been saved to the following location:

C\Prograrn Files\Microsoft SQL Servery]10hSetup Bootstrap'Logh2 0120509 134200 Surnmary WK-
ARAEAIFNEIM 20190509 134208 et

Close Help

18. Skip to Install Historian Asset Framework on page 179.

IMPORTANT Do not perform the following procedure, Adjust SQL Express Settings, if you
just installed SQL Server Standard. Skip to installing Historian Asset
Framework.
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Adjust SQL Server Express Settings

IMPORTANT Do Not perform this procedure if you just completed installing SQL Server
Standard. Skip to Install Historian Asset Framework on page 179.

1. Login as Administrator.

2. Navigate to Programs>Microsoft Server 2012>SQL Server

Management Studio.

3. Enter thC SCrver name.

The Server name is <ComputerName>\SQLEXPRESS.
Where <ComputerName> = the computer name set in Configure

Windows Settings on page 163.

4. Logon by using the ‘sa’ account and Rockwelll as the password.

ald

\T.:Q_\ Micrasoft*

Server type:

Server name:

Authentication:
Login:

Password:

Connect to Server

- SQL Server2012

| Database Engine

| PLANTPAX\SGLEXPRESS

| SQL Server Authentication

= |

[] Remember password

Connect || Cancel || Help

|| Options = |

IMPORTANT  After you complete the initial settings, change your logon and

password settings under Options.

5. Click Connect.

IMPORTANT  The old Administrator account contains the old computer name and must be

deleted. Perform the following steps to delete the existing account and
create a new account.
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6. From the SQL Server Management Studio configuration tree, click
Security>Logins and select the Administrator account as illustrated.

Up Microsoft SQL Server Management Studio (Administrator) ==
File Edit View Debug Tools Window Help

- ol i 6B | L New ey [ £ 10  |9 - 0 - - ] R

Object Explorer i X

Connect~ 33 % m 7 (2] \h
= La PLANTPAX\SQLEXPRESS (SQL Server 11
® [3 Databases
= [ Security
= A Logins
Ay #2MS_PolicyEventProcessiny
&, #2M5._Policy TsglExecutionL|
A AssetCentreUser
fx] BUILTIN\Users
A NT AUTHORITY\SYSTEM
A NT Service\MSSOLSSCLEXPH
A NT SERVICE\ReportServer§s(
A& NT SERVICE\SQLWriter
B T SERVICELA P

A 9§ PACS\Administrator

# [ Server Roles
# [ Credentials
= @ Server Objects
Replication
= [ Management

7. Right-click the Administrator account and choose Delete.

8. Click OK and accept any prompts.
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Add Administrator Account to Computer
We must add the Administrator account by using the new computer name.

1. From the SQL Server Management Studio configuration tree,
right-click the Logins folder and choose New Login.

Object Explorer >+ aXx

Connect~ %) &) m 7 3] .5

= L PLANTPAX (SOL Server 11.0.3128 - sa)
1 Databases

Start PowerShell

A
2

Ranavke 9

2. To create the Administrator login, click Search.

g"hﬁ‘::e;? 55 seipt ~ [ Heo

12 Server Roles

8, UsaMaopig Logn ane u =1
& Securables o

#A Status ® Windows authentication

3. Type ‘administrator’ in the object name box and click Check Names.

4. Verify that the user is successfully verified, and click OK.

Select this object type:

|Usel or Built-in security principal | I Obiject Types... |

From this location:
|PLaNTPAX

Il Locations... |

Enter the object name to select (examples):
PLANTPAX & dministrator

, 5 Seript ~ [ Help
| “~ Server Roles)]
12 User Mapping
%A Securables
A Status

Server role is used to grant server-wide security privileges to a user.

Server roles:

[] bulkadmin
[] dbereator

[ diskadmin

[ | processadmin
v pk |

|| securityadmin
[ ] serveradmin

semEad*m‘n
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6. Click Securables and then click Search.
7. To retrieve the server name, click the last option.

The example is PLANTPAX\SQLEXPRESS.

7 Add Objects *

What objects do vou wish to add?

() Specific ohjects. .
() Al objects of the types...
(®) The server PLANTPAXNSOLEXPRESS!

Cancel Help

The server name appears under Securables.

8. In the Permission section, click Grant to enable the

Connect SQL option.
3 Login - New — O x
Select apage r 3
Ly Scrpt v Hel
2 General 5 & l‘j 2
1 Server Roles
f Uszer Mapping Login name: |F’LANTF'AX\AdminislralUr
1 Securables
4 Status Securables: Gearch...
Mame Type
|5 i PLANTRA\SOLEXPRESS Server 4
Connection Permizsions for PLANTPAXASOLEXPRESS
Server Explicit
FLANTRAXNSOLEXPRESS Permizsion Grantar Grant With Grant Deny ~
Connection: Alter race | M M
= Authenticate server [ O [l
49 View connection properties Connect SAL 0 0
Contral server | [} [l
Frogress Create ary database O =] O
Ready Create availability gr... O O O
Frmmbe AP st o — — —_ A4
< >
Cancel
9. Click OK.

Rockwell Automation Publication 9528-UM001G-EN-P - June 2019 177



Chapter6  (Configure PASS-C/OWSISO

Configure AssetCentre User Account
Complete these steps.

1. Right-click on AssetCentreUser under Logins and choose Properties.

2. Configure a password for the account.

3 Microsoft SQOL Server Management Studio (Administrator)
File Edit View Debug Tools Window Help

iR - 3 g

Object Explorer Selecta page
Connect~ 3 %) m 7| | Genersl
~ #4 Server Roles
=B .PLANTPAX\SQLHP E“ User Mapping Login name |F\§setCemrELlsar ‘
# [ Databases 44 Securables
= [ Security E* Status
= 4 Legins
A, #2MS_Po
A, #2MS Po
A AssetCent Confirm password |--"-"-"-"" ‘
] BUILTINY [ Specify old password
& NTAUTH i}
g :I z:er\:,T Enforce password policy
A& NT SERVI [[] Enforce password expiration
& NTSERVI e mus a
& PLANTPA|
& sa
¥ | Server Roles

@ [ Credentials | Gonnecton
% [ Server Objects

Login Properties - AssetCentreUser -|a] x [|#

5 Script v m Help

Password: [sosensensensces |

[] Map to Credential

S 2 Server: Mapped Credentials Credential Priiviiicr
. B Replication PLANTPAX\SQLEXPRESS
# [ Management
Connection
sa
2 View connection properties
Progress
Ready Defaul database: [AssetCentre v]
Default language: | English v ‘
< m >

3. Click OK.
4. Close SQL Server Management Studio.

178 Rockwell Automation Publication 9528-UM001G-EN-P - June 2019



Configure PASS-C/OWSISO  Chapter 6

Install Historian Asset Framework

The procedures in this section apply only if you plan to do the following:
e Use FactoryTalk Historian Asset Framework in your PlantPAx® system

e Install Asset Framework Server on the Server
Perform these steps to install Historian Asset Framework.

1. Navigate to the installation files.

c:\Install Files\6.00.00-FT Historian-SE-DVD.
Double-click Setup.exe.

Click ‘Install FactoryTalk Historian Site Edition’.

Click 'Install FactoryTalk Historian Asset Framework'

AN

Click ‘Install FactoryTalk Historian AF Server’ An installation wizard
window opens separately.

6. Click Next on the "Welcome' window.

7. Read the License Agreement, click 'T accept the terms in the license
agreement’ and click Next.

8. Click Next on the Review Component Installation window.

9. Select the destination drive and click Next.

Installationhanager 1.0.6 - FactoryTalk Historian Site Edition 6.00.00 Asset Frarmework 5., — X

Destination Drive F&’Cforyralk

Click Mext to install the suite to the selected drive, or choose another

one,

The wizard will install FactoryTalk Historian Site Edition 6.00.00 Asset Framework Suite on the selected drive. To
install it on a different drive, choose it from the list below.

Note: You can choose the destination drive only if no versions of any FactoryTalk Historian components have
been installed on the computer before.

Installation drive: Ci L

‘ Back H‘ MNext “ ‘ Cancel ‘

10. Type a period (.) for the 'Database Server name' if using SQL standard. If
you are using SQL Express, type .\sqlexpress and click Next.
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Figure 5 - SQL Server

o Installationbanager 1.0.6 - FactonyTalk Historian Site Edition 6,00.00 &sset Framewoark 5., —

AF Server Components Configuration Factaryralk

Choose the database server and the installation mode.

Type the name of a Microsoft SQL Server or an SOL Server named instance that will host the AF 0L
database. To uze the local default instance, do either of the followi or the Microsoft S0L Express edition,
leave the default database name: for the Microsoft SQL Standard edition, fype the server name

Database server name: D

Select the installation made,

Installation made: | AF Application Service and AF SOL Database &
AF Application Service and AF SQL Database will be installed and SQL Scripts will
be processed.
Back ‘ ‘ Mext ‘ ‘ Cancel
Figure 6 - SQLEXPRESS
; Installationtanager 1.0.6 - FactoryTalk Historian Site Edition 6.00,00 Asset Framework 3., — X
AF Server Components Configuration Factoryra’k

11.

Choose the database server and the installation made.

Type the name of a Microsoft SQL Server or an SQL Server named instance that will host the AF SCL
database. To use the local default instance, do either of the following: for the Microsoft SQL Express edition,
leave the default database name; for the Microsoft SQL Standard edition, type the server name.

ress

Database server name:

Select the installation mode.

Installation mode: | AF Application Service and AF SQL Database w2
AF Application Service and AF SQL Database will be installed and SQL Scripts will
be processed.

‘ Back ‘ ‘ MNext ‘ ‘ Cancel

Click Install to start the installation process. If a security prompt opens,

click Run to allow the process to continue.

IMPORTANT At the end of the installation process, the Release Notes display in a separate
window. The installation process is not complete until you close the Release

Notes window.

12. Close the Release Notes, then click Finish to close the wizard.

13. Click Exit to close the Historian Installation window.
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Verify the AFServers Database and Account

Complete these steps to verify that the Historian AF database and user group
were added to your computer.

1. Click the Programs icon and choose Microsoft SQL Server 2012>SQL
Server Management Studio.

Maintenance
Microsoft SOL Server 2008

Analysis Services 3 I Micrasoft SQL Server 2012
Configuration Teols 3 Micresoft Visual Studio 2010
Data Quality Services 3 Startup
Documentation & Community 3 Windows Accessories
Integration Services 3 Windows Administrative Tool
Master Data Services 3 Windows Ease of Access
Performance Tools 3 Windows System

2| Downlead Microsoft SQL Server Compact [8:] MiracastView
Import and Export Data (32-bit) a4 Print Dialog
Import and Export Data (64-bit) = Server Manager

Ol Server Data Tool 8] Settings

SOL Server Management Studio

k Rockwell Software

2 10:3
Programs H ~ Tl ds

2. Enter the server name.
e The Server name is <ComputerName> if using SQL standard
e The Server name is <ComputerName>\SQLEXPRESS’ if using SQL

Express.

IMPORTANT  <ComputerName> = The computer name set in Configure Windows
Settings on page 163
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3. Logon by using the ‘sa’ account and the password.

o Connect to Server

Bb §(3T_ Server2012

Servertype: | Database Engine v]
Server name: [PLANTPAX v
Authentication: [ SGL Server Authentication v
Login: |s v]
Password: [ |

[] Remember password

Connect || Cancel || Help

|| Options == |

2 Connect to Server

Bb §(ij_ Server2012

Server type: |Daiabase Engine v|

Server name: | PLANTPAX\SQLEXPRESS W |

Authentication: | SQL Server Authentication W |

Login: |sa v|

Password: |'"""" |
[] Remember password

Connect | | Cancel | | Help | | Options == |

IMPORTANT  After you complete the initial settings, change your logon and

password settings under Options.

4. Click Connect.

5. From the SQL Server Management Studio configuration tree, expand
the Databases folder and verify that PIFD appears in the list.

Ohject Explorer

= [ Databases
1 Systern Databases

| | AssetCentre
| PIFD

[ Security

[ Server Objects
[ Replication
1 Managerment
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6. Expand the Security\Logins folder and verify that the AFServers user

group was added.

Object Explarer Bt
Connect~ 3 & @ g 5

r11.0.7
[ [ Databases
= [ Security
= 3 Logins
A&y #MS_PolicyEventProcessinglogini
A, ##MS_PolicyTsqlExecutionLoginds
A AssetCentrelser
o] BUILTIMY sers
MT AUTHORITYASYSTER
MT ServicetMES0LESOLEXPRESS
MT SERVICENSOL W riter
MT SERVICEY W inmgmt
PLANMTPAX Adrministrator
o8 PLANTPAXLAFQueryEngines
o5 PLANTPAXAF Servers
A sa
@ [ Server Roles
@ [ Credentials
@ [ Server Objects

bk

7. If the PIFD database or AFServers group do not appear, reinstall the
Historian Asset Framework.

8. Close SQL Server Management Studio.
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Configure the FactoryTalk Directory

Complete these steps to configure the FactoryTalk directory.

1. Navigate to the FactoryTalk Directory Configuration Wizard.

BootP-DHCP Tool
FactoryTalk Activation

FactoryTalk Alarms and Events
FactoryTalk AssetCentre Agent
FactoryTalk AssetCentre Client
FactoryTalk AssetCentre Server

FactoryTalk Historian SE

Sys LG

E Diagnostics Viewer FactoryTalk Tools

f@ FactoryTalk Diagnostics Counter Monitor FactoryTalk View

@ FactoryTalk Directory Configuration Wizard Logix Designer Tools

a FactoryTalk Help RSLinx

FactoryTalk Live Data Test Client RSLogix 5000 Enterprise Series

7 FactoryTalk Security System Cenfiguration Guide RSLogix 5000 Tools

€ Import RSSecurity Configuration Studie3000 Task Menitor

4 Leg Onto FactoryTalk Utilities

ﬁ‘ RSSecurity Emulator Install FactoryTalk Administration Console
ﬁ Specify FactoryTalk Directory Location O FactoryTalk Updater

Ee| Windows Firewall Configuration Utility ) Restart View Designer Services

& Studio 5000

2. Check both boxes under configure settings to configure the Network

and Local directories and click Next.

s

r v v -

s

-

* -

s

CodeMeter 3

4 FLASH Programming Tools 3

3 Maintenance 3

3 Microsoft SOL Server 2008 3
Microsoft SQL Server 2012 3
Microsoft Visual Studic 2010 3
Rockwell Automation 3
Rockwell Software
Startup 3
Windows Accessories 3
Windows Administrative Tools  »
Windows Ease of Access 3
Windows System 3

[l FactoryTalk View Studio
(1] MiracastView
.} Print Dialog
B Server Manager

@ FactoryTalk Directory Configuration ‘Wizard

FactoryTalk Directory Configuration

This wizard configures FactoryTalk Directory settings on this computer, & FactoryTalk Directory must
be configured before you can use this computer with your FactoryTalk software products,

FactoryTalk Network Directory

Allows FactoryTalk software products to share centralized security and information settings across a

network,

FactoryTalk Local Directory

Allows FactoryTalk software products to share security and information settings only on this local

corpuker,

Configure settings

Select the directories you want ko configure on this computer,

¥ Configure the FactoryTalk Metwark Directory

¥ Configure the FactoryTalk Local Direckary

‘what FactoryT allk. Directories do | need to configure?

To continue, click Mext, Mext = I

Cancel | Help
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3. Type the administrator user name and password.

IMPORTANT  Step 3 must be done twice. You have to enter a user name and
password for each directory (local and network).

4. Click Close in the summary window once complete.
Delete “0ld” Computer Names from Directory

1. Navigate to
Programs>Rockwell Software>FactoryTalk Administration Console.

2. Select Network (directory) and click OK.

3. Expand System>Computers and Groups>Computers in the explorer
pane.

Explaorer n

(= OB Metwark (THIS COMPUTER)
wfe FTviewDema
-i@ InstantFizz
B System

Action Groups

[ Policies

=1 Computers and Groups
Computer Groups
=} Computers

LB HVWKS-3

S PAssC

= PLANTRAX

4. Right-click any old or unused computer names and choose Delete.

5. Ifaprompt appears, click Yes.
FactoryTalk Administration Console -

The selected computer "WIN-6DMENOILOZK' is currently in use. Deleting

I this object can cause unexpected results or unstable system behavior,
‘We strongly recommend backing up the FactoryTalk Directory before
deleting this object. For details, click the Help button below,

The object "WIN-eDMENOILOZK' ('RNA:J/$Globali$5ystem)
$ComputersandGroups/
$Computers|A389AD22_00CD_48E9_9CS8_B407362C6951") is
linked ko "FTAETag_Server' (RMA:J]
$Global{InstantFizz/FTAETag_Area/FTAETag_Server').

The object "WIN-EDMENOILOZK' {'RNA: 1 /$Globali$System/
$ComputersandGroups!
$ComputersiA359AD22_00CD_48E9_9CSS_8407382C6951") is
linked to "Linel_TagFTAE' ('RMA://
$GlobalfFTViewDemo/Linel_Alarms/Linel_TagFTAE'Y.

Do you want to delete this object?

Yes Mo j ‘ Help
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6. Expand Users and Groups>User Groups in the explorer pane.

Explarer

=B Network (THIS COMPUTER)
.i@ FTWiewDerno
e Instantfiz
= System

Action Groups

[ Palicies

[0 Computers and Groups

w25 Metwarks and Devices

= Users and Groups

00 User Groups

28 Authenticated Users

=m PASSCAIS USRS

28 Windows Adrministrators
= Administratars

W Engineers
-way Maintenance

Users
[ Connectians
Perrmission Sets

7. Right-click the IIS_IUSRS user group and choose Delete.

8. Click Yes.

9. Add the IIS_IUSRS user group and link with the new computer name.

From the Explorer pane, right-click the User Groups folder and choose

New>Windows-Linked User Group.

-;I Users and Groups | |

-] Buthen B 4 User Group...

-@Windox Security...

lWindawstinked User Group... I
1

10. Click Add.
11. Click Advanced.

Select Groups

Select this object type:

|Gr0ups of Built-in zecurity principals

| Object Types...
From this location:
|F'LANTF'A>< | Locations...
Enter the object names to select (examples):
| Check Mames
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12. Click Find Now, select IIS_IUSRS, and click OK..

Select Groups

Select this object type:

Starts with
Starts with

Disabled accounts

Mon expirng pazswond

|Gr0ups or Built-in secunty principals | Object Types. ..
Fram this location:
| PLANTPAX Locations...
Common Queries
Calurmins...

Cancel

Search resulks:
Name In Folder 2
% Cryptographic Operators PLANTPAx
E-B Distributed COM Users PLANTPax
58 Event Log Readers PLANTPAK
B2 Guests PLANTPAX,
% HelpLibraml pdaters FLAMT P
Pl &M TR&
AllS = PLANT P&
% Network, Configuration Uperators FLaNTPax
% Performance Log Users PLANTPax
% Performance Manitor L sers PLANTPAK W

13.  Verify that the user group is correct, and click OK.

Explorer

=8 Metwark (THIS COMPUTER)

; fo FTWiewDermo

Ea InstantFiz

2110 Systemn

Action Groups

=8 Paolicies

- Computers and Groups
=5 Metworks and Devices
= Users and Groups

E| User Groups
L2 Aythenticated Users

]
% Windows Administrators

&8 Administrators
Engineers
Iaintenance

14. Restart your computer.
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Configure FactoryTalk AssetCentre (FTAC)

1. Navigate to
Programs>Rockwell Software>FactoryTalk Asset Centre Server>Server
Settings.

2. Type a user name and password and click OK.
3. Type the new computer name and click Apply.

Y, Configure Server Settings Utility - O *

Thiz utility allows pou ta configure AzsetCentre server settings stored in FactarT alk Directony.
Please note that changes made here affect the entire AszetCentre spstem using
this FactoryT alk Directory.

Server Location - Specify Computer Name or [P address where the AzsetCentre Server iz located.

FLANTRE

[1 Use the secure communication channel

Select this option to have the communication between the server, client(s),
and agent(s] enciypted using the S5L protocol. |t requires the 551 configuration.

Bage IP Port - Specify baze [P Port number to uge for server services. Server services will have to
be restarted for this zetting to take effect.

oz | o [7004 |

SMTP Server - Specify SMTP Email server addresz. This will be uzed to zend out email
notifications from the spstem.

SMTP Server IP Part - Specify P Part number far the SMTP Server .

SMTP Server Authentication.

@ Authenticated clients () Unauthenticated clients

System "From"' Email &ddress [optional] - Specify the email address for the “from" field for al
email meszages sent from AssetCentre,

0K Cancel Apply Help

4. Click OK.
FactoryTalk AssetCentre Repair
Run FTAC repair to update FTAC with the new computer name.

1. Open the Server Setup folder on the desktop and run the
FTAssetCentre.Dblnstaller.exe.

2. Type a period (.) for the server name if using SQL Server Standard, or
type “\sqlexpress” if using SQL Server Express.
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3. Login by using the ‘sa’ and the password for your SQL server and click
Start.
| 8

Wwelcome to the D atabase Installer utiliy. FactoryTalk’ AssetCentre
Thiz application will install/upgrade the database required for the application.

D atabase Name and Yersion : AssetCentre 9.00.0000.231

Fleaze specify databaze server location.

Server I ~ I

Fleaze specify user credentials for the database server administrator. This login account must
have permissions to create new databaze and modify user accounts in the dataserver. A
Windows user account cannot be uged for this operation.

Usermame |sa |
Password |
#8 Database Installer *
Wwelcome to the D atabase Installer utiliy. FactoryTalk’ AssetCentre

Thiz application will install/upgrade the database required for the application.

D atabase Name and Yersion : AssetCentre 9.00.0000.231

Fleaze specify databaze server location.

Server Eﬁ w I

Fleaze specify user credentials for the database server administrator. This login account must
have permissions to create new databaze and modify user accounts in the dataserver. A
Windows user account cannot be uged for this operation.

Usermame | o |

Password

The Database User Configuration dialog box appears.
4. Type your Username, Password, and click OK.
The Install Shield Wizard Completed dialog box appears.

Database User Configuration

Flease specify the user credentials for the account that will be used by
the server to access the database. This account cannot be a Windows
User account.

Username |AssetCentre User |

Password |

I ok ||| Cancel
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5. If prompted to create a new user, click yes, and follow the prompts.

Database Installer =

User login 'AssetCentreUser’ does not exist, Do you want to create a
new login 7

6. Open the Server Setup folder on the desktop and run the
FTAssetCentre. AosCataloglmport.exe

7. Restart your computer.
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Configure FactoryTalk Historian

Remove Old Computer Names

1. Navigate to:

Programs>Rockwell Software>FactoryTalk Historian SE>FactoryTalk
Historian SE System>AboutPI-SDK

2. Inthe left pane, click Connections, right-click the old server names, and
choose Remove selected Server.

3. Close PI-SDK utility.
Install P/ Builder Excel Add-in

PI Builder lets you import and export FactoryTalk Historian points and Asset
Framework objects to and from a Microsoft Excel Add-in spreadsheet.

IMPORTANT  Microsoft Excel 2010 SP2 or later 32-bit software must be installed for these
procedures.

1. Double-click the PIAF client shortcut on the desktop.
2. Select Modify.

@@ P AF Services 2017R2 (&drinistrator) x

Maintenance

Modify, repair, or uninstall the Pl AF Services 2017 R2 installation.

Maintenance
® Modify
Feature Selection

Feature Rules O Repair

Installation Progress ) Uninstall

Complete

Click Next.

Leave the defaults checked and check the box for PI Builder.
Click Next.

Click Modify to begin installation.

Click Close.

NN W R W
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Complete Historian Configuration

When the template is installed, we recommend that you review a FactoryTalk

publication at http://literature.rockwellautomation.com/idc/groups/

literature/documents/in/hse-in025.pdf).

IMPORTANT  See the pages that are referenced in the FactoryTalk Historian SE Installation
and Configuration Guide, publication HSE-INO25A:
« Verify that Historian Services are Running
« Verify that Historian Server is Updating Data for Default Tags
Prepare PI MDB to AF Synchronization
«  (Create Security Mappings
+ Adding the Server to the FactoryTalk Directory Connection
Assigning License Activations to the Historian Server
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Configure FactoryTalk VantagePoint

1. Navigate to the folder:
C:\Install Files\8.10.00-VantagePoint-EMI-DVD

2. Double-click setup.exe.
3. Click ‘Install FactoryTalk VantagePoint.
™ FactoryTalk® VantagePoint . X

FactoryTalk VantagePoint &)

O  Open FactoryTalk® VantagePoint Getting Results Guide |weicome to FactoryTake
antagePoint version 8.10
O Install Factory Talk® VantagePoint Installation. Please select an

option.

O Open Release Notes
O Discover FactoryTalk® VantagePoint

O  Open Rockwell Automation Literature Library

EXIT

v = Rockwell
CIERE - @ Allen-Bradiey . Rockweti Sorware  IAUWTOmMation

4. Click ‘Install FactoryTalk VantagePoint'.
5. Click Next.

6. Read the license agreement, Check the box to accept the agreement, and
click Next.

7. Click Custom setup type.

Rockwell Automation Publication 9528-UM001G-EN-P - June 2019 193



Chapter 6

Configure PASS-C/OWS IS0

194

8. Choose the following options and click Next.

ﬂ WantagePoint Systern Server Setup

(Ory ;-

agePﬁﬁH'r

Custom Setup

Vant

Select the way you want Features to be installed,

Click on the icons in the tree below to change the way features will be installed,

WYantagePoint Server WankagePoint Sample Conkent
WantagePoint Office

Ackives Tren
SQLCLR hard drive.

This Feature requires OKE on waour

| Reset | |DiskUsage| | < Back || Mext = | | Cancel

9. Type a portal server name and click Next.

Server and Portal Settings 0

Enter your Portal Server name. Vanta ge Pﬂmt

VantagePoint System Server

Application Marne:
Jincuity

Portal Server

Application Name:

< Back I Mext > I Cancel
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10. Ifyou are using SQL 2012 Standard, accept the defaults and click Next.
If you are using SQL Express, enter “\sqlexpress” for the server and then
click Next.

ﬁ WantagePoint System Server Setup X

Database Connection Information

Specify an account that has permissions to create the database,

The WantagePoint Server uses a SOL Server 2012 or 2016 database that is created as
part of the installation. Flease provide the logon credentials to the SOL Server where the
IncuityStore database will be created.

Server: | | \sglexpress i

Database: [tncuityStare

Security mode! (@) Inkegrated

O SGL Server

User name: |sa

Password: |

< Back Cancel
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11. Ifyou have alocal user account that is specified for VantagePoint, type
the user name in the prompt. Use the computer name as the domain. If
you do not have a local user account, select Local Account and a user is
created.

'ﬁ WantagePoint System Server Setup X

System,/Office User

Specify the user account to run the System/Office Server,

() Use This Account (4 non-administrator account is strongly recommended.)

Darnain nare: |

User narne: |

Password: [
(®) Local Account

Setup will attempt to launch Excel using the user account entered, If the
Excel installer is invoked, please wait For it to complete before continuing with
this Setup,

< Back Cancel b

12. If Microsoft Excel is installed, the software automatically launches.
Acknowledge the prompts and close Excel.

User Marme ? X

Please enter wour Full name and initials below,

Mame: | IncuitySystem

Initials: |1

"-.I Excelis being run as user 'PLANTRAX  ncuitySystem' to ensure that the
' appropriate user's profile information is set up.
Please close Excel to continue with WantagePoint configuration,
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13. Click Install.

Ready to Install mﬂ’k

The Setup Wizard is ready ko begin the Custom installation. Vﬂ nt agepoint

Click Install to begin the installation. IF wou want to review or change any of your
installation settings, click Back, Click Cancel ko exit the wizard,

< Back Install | Cancel

IMPORTANT Installation can take 20...30 minutes.

14. Click Finish.

Completing the
YantagePoint System Server
Setup Wizard

Click the Finish button to exit the Setup \Wizard,

[] View the ReadMe file.

<o [ e J] [ o |

15. Wait for the installation to complete. A popup window appears that
informs you the configuration is still running. It closes automatically.

16. Click Exit on the Vantage Point Installer.

17.  Restart your computer.
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Install OWS ISO Complete these steps to install the OWS ISO.

1. Make sure that your computer is capable of booting from a USB drive.
Enter the BIOS Setup as the computer is powering on (typically by
pressing the F2 key). Make sure that the Boot options include booting
from a USB device.

2. Shut down the computer and connect the USB drive.

3. Turn on the computer. While the computer is powering on, strike the
F12 key to open the boot options screen.

4. Select the USB device containing the OWS ISO installation.

§J1

On the Windows Setup dialog box, select your options from the
pull-down menus.

6. Click Next.

7. Click Install Now.

8. Click “T accept the license terms’, and click Next.
9

Click Custom (installation).

@ 5 Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this optien. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want to
make changes to partitions and drives, start the computer using the installation disc. We
recommend backing up your files before you continue.
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10. To store the installation, select the hard disk drive.

If necessary, delete any existing drive partitions and format the drive
location.

@ ¢ Windows Setup -

Where do you want to install Windows?

Name Total size Free space | Type
— Drive 0 Unallocated Space 60.0 GB 60.0 GB
*4 Refrest 2’ Delete .__’Ecrmat New
&% Load driver j Extend

11. Click Next.
TIP  The installation typically takes about an hour.

The computer automatically restarts. You must log on to complete the
installation.

12.  Skip to the Configure Windows Settings procedure and complete
chapter 3 starting on step 5 on page 152 to install OWS ISO.
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Notes:
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Use FactoryTalk Activations

Activation Considerations

For continuous use of FactoryTalk® products and other Rockwell Automation’
software products, computers running the software must have access to activation
files. FactoryTalk Activation software provides a secure, software-based system
for activating Rockwell Automation software products and managing software
activation files. With FactoryTalk Activation software, there is no need for a
physical master disk or any physical media. Instead, activation files are generated
and distributed electronically.

Concurrent activations are locked to a central activation-server computer on the
network. The activation server manages a pool of activation keys for connected
clients to share. Floating concurrent activations are assigned automatically to
clients that need them. These activations are returned automatically to the
activation server pool when the software stops running on the client, or when the
client computer shuts down.

Client computers must be configured to obtain floating activations from the
activation server. A continuous network connection is also required for clients to
use floating activations. After a client obtains a floating activation, if the
activation server detects that the client has been disconnected, the activation is
returned to the server pool.
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Table 7 - Activation Considerations

Consideration

Details

Software that is not activated

If the components you have installed cannot be activated, for example, because the activation server is unavailable,
then the software continues to run for up to seven days. The seven-day grace period provides time to correct the
problem with acquiring activations, without disrupting critical applications. If activation is restored within seven days,
normal operations resume. If activation is not restored, the grace period expires. After the grace period expires, if you
restart the components and activation remains unavailable, the software runs for two hours in Demo mode.

Location of activation server

Activations for Rockwell Automation software can be stored local to the system element containing the Rockwell
Automation software in question or remotely depending on your preferences and needs. Typically critical system
elements keep their activations locally in case the connection with the remote activation location is lost. If you want to
remotely activate Rockwell Automation software in non-critical system elements consider storing them in a system
element with uninterrupted connection to your PlantPAx® DCS. Keep in mind the information in Consideration section
“Software that is not activated” when using a remote location for activations.

Options for adding activation files to the PASS

To make concurrent floating activations available to activation clients, first you must download the activation files to
the activation server computer, from the Rockwell Automation Activation window.

If the PASS has internet access, see‘Open Activation Manager'in the PlantPAx Distributed Control System Infrastructure
Configuration User Manual, publication PROCES- UMOO1.

If the PASS does not have internet access, the activations can be downloaded on a different computer with internet
connectivity and then transferred to the PASS.

Protect activation files

Activation files are simple text files that must have a .lic extension.

Aslong as the .lic extension is retained, you can copy or rename an activation file without harming it. However,
tampering with text inside the activation file can disable your Rockwell Software products.

If an activation file is damaged or deleted, contact Rockwell Automation Technical Support.

For safekeeping, keep an original set of your activation files on back-up media. Use descriptive names for the files, so
that you can identify them later, and copy them back to the appropriate computers.

Activation files are locked to the Host IDs of the computers (or dongles) that need them. Activation fails for Rockwell
Software products on a computer where the specified Host ID is not recognized by the activation file.
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FactoryTalk Activation Manager

FactoryTalk Activation software provides a secure, software-based system to
apply Rockwell Automation licenses for continuous use of FactoryTalk software
and other Rockwell Automation software products.

With FactoryTalk Activation software, there is no need for a physical master disk
or any physical media. Instead, activation files are generated and distributed
electronically.

On the selected Activation Manager computer, start the activation process by
opening the FactoryTalk Activation Manager.

Click the Programs symbol and choose Rockwell Software>FactoryTalk
Activation>FactoryTalk Activation Manager.

iTZ FactoryTalk A n Manager

Help | About

Home |Manage Activations | Advancedl

Welcome to FactoryTalk Activation!

You are steps away from using your Rockwell Automation product. All you have to do
is activate your Rockwell product using FactoryTalk Activation.

Ready to get started? Want to learn more?
To activate your Rockwell product, To learn more about FactoryTalk
click one of the following buttons: Activation before you get started,

click the following button:

Find Available Activations |

Learn Maore...

Get Mew Activations |

Rockwell Automation

The FactoryTalk Activation Manager window appears. For additional
instructions and information on activation types, host IDs, and how to use a
plug-and-play dongle, see Activate Rockwell Software Products, publication

FTA-QS002.

You also can use the website at https://activate.rockwellautomation.com.
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Use Windows License Keys

204

This procedure enables you to enter your Product key and activate your
Microsoft license. This procedure is also compatible with Windows and
Windows Server.

Complete these steps to enter your product key to activate the Microsoft
Windows operating system.

1. Right-click the Windows icon and choose 'Command Prompt
(Admin).

2. At the command prompt, type ‘slmgr /ipk <Product key>'and press Enter
to add your volume license key.

3. Click OK when a dialog box appears informing you that the product key

installed successfully.

4. At the command prompt, type 'slmgr /ato’ and press Enter to activate
Windows.

5. Click OK when a dialog box appears informing you that the product
activated successfully.

6. Close the command prompt window.
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application server (AppServ)

architecture

Asset Framework

datastore

distributed control system (DCS)

engineering workstation (EWS)

ESXi hypervisor

FactoryTalk directory software

flowchart

guest OS

historian

For definitions of terms not listed here, refer to the Allen-Bradley Industrial
Automation Glossary, publication AG-7.1.

The application server (AppServ) is a server in addition to the Process
Automation System Server (PASS) that is typically a FactoryTalk” Directory
client of the PASS. Examples are AppServ-Batch for a FactoryTalk Batch
application or AppServ-History for an Historian application.

An architecture is a representation of a control and software system, as well as the
process and discipline for effectively implementing the designs for such a system.
An architecture conveys the information content of the related elements
comprising a system, the relationships among those elements, and the rules
governing those relationships.

Historian Asset Framework (AF) is a key component of the FactoryTalk
Historian System that allows organization of data with context, such as the

Yy g
physical assets such as equipment, devices, and processing units that exist in a
plant.

Represents a storage location for virtual machine files. A storage location can be a
virtual machine file system volume, a local file system path, or a directory on
Network Attached Storage.

A specially designed control system for complex and large applications in
industrial processes wherein the control elements of the system are distributed
geographically throughout the plant. In a DCS, a hierarchy of controllers is
connected by communication networks for command and monitoring.

The engineering workstation (EWS) provides system configuration,
development, and maintenance functions of the PlantPAx” system. The EWS
contains development software, including FactoryTalk View SE Studio and
Studio 5000 Logix Designer".

Also called a “bare metal” hypervisor, this virtual software is on top of the
resources of a host server when the server does not have an operating system
installed.

FactoryTalk Directory software defines were system data is stored for access.
FactoryTalk Directory software provides a common address book of factory
resources that are shared among FactoryTalk-enabled products.

A formalized graphic representation of a logic sequence, work, or manufacturing
process, organization chart, or similar formalized structure.

The operating system of the virtual machine. The guest OS is one of the
components of the virtual image.

An historian is a data collection system with the following components:
collection, storage, compression, retrieval, reports, and analysis. Historian
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functions include raw sampling, compression, storage, retrieval, reconstitute,
analyze, summarize, and present (reports and displays).

historical data Historical data is data that is used for the long term analysis of past operation.

host OS  The operating system of the host server. Servers without operating systems
leverage an ESXi hypervisor to manage its resources and allocate them to the
virtual machines that need them.

host server A physical server whose hardware resources are distributed to provide for the
needs of the virtual machines deployed in it. Also called a hardware host.

hypervisor A program that lets multiple operating systems share resources from a single
hardware host; also called a virtual machine manager. The hypervisor manages
the host processor and resources, allocating what is needed to each virtual
machine to make sure they cannot negatively impact each other.

hypervisor client A program that lets you remotely connect to a host server with a hypervisor from
any workstation. From the hypervisor client, you can create, deploy, copy, and
edit your virtual machines. When a hypervisor client connects to a vCenter
server, additional features include management of your virtual machines.

old computer name The term ‘old computer name’ is used to refer to the computer name of the
virtual machine prior to your changes. This reference could be the factory default
computer name of the virtual machines or a computer name set by your
organization. Once the computer name is changed, the previous computer name
becomes the ‘old computer name’.

operator workstation (OWS) The operator workstation (OWS) provides the graphical view and interface into
the process. The workstation is a client of either a PASS or AppServ-HML

PlantPAx Distributed Control The PlantPAx system has all the core capabilities expected in a world-class
System distributed control system (DCS). The system is built on a standards-based
architecture by using Integrated Architecture” components that enable
multi-disciplined control and premier integration with the Rockwell
Automation’ intelligent motor control portfolio.

Process Automation System Server The Process Automation System Server (PASS) is the core PlantPAx system
(PASS) server allowing central administration throughout the PlantPAx system. The
PASS is a required component.

RSLinx software RSLinx" software is the communication driver (data server) for computer-based
programs to access information in Rockwell Automation controllers. There is
RSLinx Classic software and RSLinx Enterprise software. FactoryTalk View SE
software uses RSLinx Enterprise software to directly access tags in a controller.

server Software component that serves data to an application (for example, data server).
Typically, server software components are installed on server-class computers.

system element A system element is a distinctive system entity made up of a combination of
hardware and software products that support an identifiable system function or
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virtual machine

virtualization

workstation

role. A system element can be manipulated to vary system operation or capability.
For example, engineering workstation (EWS), operator workstation (OWS),
process automation system server (PASS), and controller.

A virtual machine is a software implementation of a computer or workstation
that executes programs like a physical computer or workstation. A virtual
machine is the collection of dedicated resources a computer needs (for example,
RAM, HDD, CPU, and so forth). These resources are allocated to a virtual
machine with the help of a hypervisor.

Virtualization is the abstracting of the operating system from the hardware to
enable multiple virtual machines on a single piece of hardware.

A workstation is a computer running development, configuration, and optional
maintenance software. A workstation is not a server.
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Rockwell Automation Support

Use the following resources to access support information.

Technical Support Center Knowledgebase Articles, How-to Videos, FAQs, Chat, | https://rockwellautomation.custhelp.com/
User Forums, and Product Notification Updates.
Local Technical Support Phone Locate the phone number for your country. http://www.rockwellautomation.com/global/support/get-support-
Numbers now.page
Direct Dial Codes Find the Direct Dial Code for your product. Use the | http://www.rockwellautomation.com/global/support/direct-dial.page
code to route your call directly to a technical support
engineer.
Literature Library Installation Instructions, Manuals, Brochures, and http://www.rockwellautomation.com/global/literature-library/
Technical Data. overview.page
Product Compatibility and Download | Get help determining how products interact, check | http://www.rockwellautomation.com/global/support/pcdc.page
Center (PCDC) features and capabilities, and find associated
firmware.

Documentation Feedback

Your comments will help us serve your documentation needs better. If you have any suggestions on how to improve this

document, complete the How Are We Doing? form at http://literature.rockwellautomation.com/idc/groups/literature/
documents/du/ra-du002_-en-e.pdf.

Rockwell Automation maintains current product environmental information on its website at http:
Allen-Bradley, ControlFLASH Plus, eProcedure, FactoryTalk, Integrated Architecture, PlantPAx, Rockwell Automation, Rockwell Software, RSLinx, RSLogix, RSLogix 5000, RSNetWorx, Studio 5000 Architect, Studio 5000 Logix De5|gner
and TechConnect are trademarks of Rockwell Automation, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.S., Kar Plaza Is Merkezi E Blok Kat:6 34752 L;erenkéy, Istanbul, Tel: +90 (216) 5698400

www.rockwellautomation.com

Power, Control and Information Solutions Headquarters

Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
Europe/Middle East/Africa: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
Asia Pacific: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846
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