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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

The PlantPAx” system provides a modern approach to distributed control by
using common technology (integrated architecture) shared with all other
automation disciplines within the plant. This approach creates a seamless
information flow across the plant to create optimization opportunities and
enables a Connected Enterprise.

Our scalable platform provides you with the flexibility to implement a system
appropriate for your application. Figure 1 shows the documents (this manual in
the highlighted section) that are available to help design and implement your
system requirements.

Figure 1 - PlantPAx System Implementation and Documentation Strategy

Define and
Procure

« Selection Guide
PROCES-5G001

- Install

« Virtualization User Manual
9528-UM001

- Prep - Develop Operate

_ _ \ y
« Infrastructure User Manual « Application User Manual -« Verify and Troubleshoot User Manual
PROCES-UM001 PROCES-UM003 PROCES-UM004
« Reference Manual « Reference Manual « Reference Manual
PROCES-RM001 PROCES-RM001 PROCES-RM001

« Library of Process Objects
PROCES-RM002
PROCES-RM013
PROCES-RM014

¢ Define and Procure — Helps you understand the elements of the
PlantPAx system to make sure that you buy the proper components.

e Install - Provides direction on how to install the PlantPAx system.

e Prep — Provides guidance on how to get started and learn the best
practices to follow before you develop your application.

e Develop — Describes the actions and libraries necessary to construct
your application that resides on the PlantPAx system.

e Operate — Provides guidance on how to verify and maintain your
systems for operation of your plant.

Purpose of the User Manual

This document provides procedures on how to verify and troubleshoot the
PlantPAx system. A Microsoft Excel workbook, which is included with this
manual, contains checklist worksheets to verify and document that your system
design aligns with PlantPAx system recommendations. This manual also offers
steps on how to troubleshoot your system if performance expectations are

not met.
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http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm002_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/proces-um004_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm001_-en-p.pdf

Summary of Changes

Additional Resources

This manual contains new and updated information as indicated in the

following table.
Topic Page
Adds graphicin the Overview for quick topic access 9
Adds web-based Hypervisor faceplate 19
Adds FactoryTalk® Network Manager™ procedures 23
Adds Data Execution Prevention and User Account Control to checklist 50,51
Adds mappings of IP addresses to host names 54

These documents contain additional information that concern-related

products from Rockwell Automation.

Resource

Description

PlantPAx Distributed Control System Selection Guide,
publication PROCES-5G001

Provides basic definitions of system elements and
sizing guidelines for procuring a PlantPAx system.

PlantPAx Distributed Control System Reference Manual,
publication PROCES-RM001

Provides characterized recommendations for
implementing your PlantPAx system.

PlantPAx Distributed Control System Infrastructure
Configuration User Manual, publication PROCES-UM001

Provides procedures to configure infrastructure
components for your PlantPAx DCS systems.

PlantPAx Distributed Control System Application
Configuration User Manual, publication PROCES-UM003

Describes procedures to start development of your
PlantPAx distributed control system.

Rockwell Automation Library of Process Objects Reference
Manual, publication PROCES-RM002

Provides common procedures for using the
Rockwell Automation Library of Process Objects.
Manual also includes procedures for Alarm Builder
and security codes.

Rockwell Automation Library of Process Objects: Logic
Instructions Reference Manual,
publication PROCES-RM013

Provides controller codes and tags for Rockwell
Automation Library objects. The objects are grouped
by family and attached as Microsoft Excel files to the
manual PDF file.

Rockwell Automation Library of Process Objects: Display
Elements Reference Manual,

publication PROCES-RM014

Provides common display elements for the Rockwell
Automation Library. For improved accessibility, the
elements are combined into one manual.

PlantPAx Virtualization User Manual,
publication 9528-UM001

Describes the catalog numbers and details for
using virtual image templates to configure
virtual machines.

Product Compatibility and Download Center at
http://www.rockwellautomation.com/rockwellautoma-

tion/support/pcdc.page

Website helps you find product-related downloads
including firmware, release notes, associate
software, drivers, tools, and utilities.

You can view or download publications at

http://www.rockwellautomation.com/global/literature-library/overview.page.

To order paper copies of technical documentation, contact your local
Allen-Bradley distributor or Rockwell Automation sales representative.
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Chapter 1

Overview

A well-performing process control system is critical to the operation of your
plant. It is important to have a strategy to verify that the system is performing
properly before initial deployment. Equally important is being ready to
respond if the system isn't performing at the expected level.

Performance of the PlantPAx” system is dependent upon following the design
and application rules that are provided by the PlantPAx Reference Manual.
These rules and guidelines are developed through a process called
characterization. Characterization is the activity of measuring system
performance against key operational criteria called Critical System Attributes
(CSAs). CSAs define what is expected in terms of performance of the
PlantPAx system.

This manual describes how to monitor performance and verify PlantPAx
system design against CSA recommendations by using the PlantPAx system
checklists. Before you implement the checklists, make sure that your controllers
are properly configured to extract diagnostic information. Chapter 6 explains
how the L_CPU Add-On Instruction and FactoryTalk” Linx (data server) are
initially configured to access computer data from system servers.

Figure 2 describes the three main topics in this manual to help you choose the
information. Click the link or see the respective page number for procedures.

Figure 2 - Topics in This Manual

Getting Data

Analyzing Data

Troubleshooting
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See page 15

Controllers and Computers

Y
Historian and AF Configuration

See Chapter 3 ... Chapter 5

See page 65

¥
Using the Checklists

See Chapter 2, Chapter 6, Chapter 7
See page 87

PlantPAx Tools and Services
r
Issue Resolution (scenarios)

See Chapter 8

See page 129

AVERV4




Chapter1  Overview

Rows gauge performance valuations.

Tabs

10

Attached to this manual is a a folder (PlantPAx Checklist) that has five
checklist spreadsheets. Each checklist is an individual worksheet in one
Microsoft Excel workbook. The worksheets are organized by discipline or
system element. We refer to the individual worksheets as checklists throughout
this manual.

The checklists cover the following areas of the system design:
o System infrastructure
e Servers and workstations
¢ System architecture
e Process Automation System Server (PASS)

e Controllers

System Infrastructure Checklist
System Mame: r ]
Design Element Observed Value Results Motes
Hardware |BIOS Power saving options disabled 7 Yedw) of
Virtualization |Using Virtualization ? Yed® o 't
i 2 CPU Utilization o %
ypervisor
Memory 0 % See Chapter 2 for
CPU Utilization 0 % i ipti
Hypervisor icon descriptions.
Memory 0 %
2 CPU Utilization o %
Hypervisor
Memory 0 %
: CPU Utilization 0 %
Hypervisor
Memory 0 %
Domai All Servers and Workstations [
e r are on the same Domain Iﬁ-lﬂ
Bandwidth Utiliz %
Packet Error Rate -1 '
7
MNetwork Temperature OK | Mo [=] H
CPU Utilization %
Memaory Utilization
Computer Name: System Role Page 1
T =11 =)
——+ _p System Infrastructure <Server or WS name> System Architecture <PASS> <Controller=

The five checklists are accessible via tabs on the bottom of the MS Excel

workbook. Tabs that have labels inside brackets indicate checklists that can be
renamed to match system elements in your application. For example, <PASS>
can be copied and renamed to <PASS01>, <PASS02>, if two PASS servers are

to be verified on the system.

Each checklist verifies design attributes that meet the following criteria:

1. Easily observable: This manual instructs you where and how to
check the design attribute. You can use one or multiple checklists.
See the table in Chapter 2 for recommended selections that are based on
the system stage.

Common: The checklists are designed to verify applications that have

configurations aligned with PlantPAx system recommendations. There
are possibilities that some valid configurations are not covered by
PlantPAx system documentation. In these cases, the associated attributes

are not included in the checklists or these manuals.
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Overview  Chapter1

3. Clear impact: The user experience benefits if the system conforms to
the provided limits.

The manual instructions also help spotlight potential issues that could affect
performance. Chapter 8 provides some basic troubleshooting examples and
procedures if your system is not meeting performance expectations.

The MS Excel workbook is attached within the PDF manual. Appendix A

instructs you how to access the Excel file.

To make sure that you have the latest checklists, see the Knowledgebase Answer

ID 771236 at https://www.rockwellautomation.custhelp.com.

Verification tools are included in the Knowledgebase article. These tools
either assist or perform necessary actions that are required to complete the
checklist. The tools are described in a '‘Before You Begin' section of each
checklist chapter.

Rockwell Automation Publication PROCES-UM004B-EN-P - August 2018 1"
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Chapter1  Overview

Notes:
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Chapter 2

Verification Recommendations

In today's automated manufacturing environments, it is important at various
stages of development to make sure that applications align with PlantPAx”
system recommendations. Pinpointing snags during pre- and

post-configuration stages can help reduce costly downtime.

Periodic evaluation after startup also can be done to verify the accumulated
affect of process and system changes.

Table 1 defines which checklists to use to verify compliance with the guidelines
that are outlined in the PlantPAx Distributed Control System (DCS) Selection
Guide (PROCES-SG001) and Reference Manual (PROCES-RM001).

Similar to a snapshot, each checklist verifies respective system design attributes
to provide an overall picture of your plant operation at any given time.

Table 1- Checklist Selection

PlantPAx System Checklists

[ s
5 8 g
€ s 2
& z g
Development Stage £ = S
£ 5 < 3
1S = E S
S g I v =
g g 2 2 5
iy wv v o o
Seepage15 | Seepage39 | Seepage65 | Seepage87 | Seepage113
System prep is complete per the instructions in the PlantPAx DCS Infrastructure Configuration ° °
User Manual, publication PROCES-UM001. Not all application code is complete.
Code is complete, but not running on equipment or network that is being used for the ° °
production environment (for example, acceptance testing).
Code is complete, running in production environment (for example, site and ° ° ° ° °

acceptance testing).

Checklist Flexibility and Visual Clues

Each checklist contains entry fields that gather information for the selected

design element. You do not have to use all five checklists. As

Table 1 shows, use

only the checklists that are required to verify that functionality is compliant
with system guidelines.

Rockwell Automation Publication PROCES-UM004B-EN-P - August 2018
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Chapter2  Verification Recommendations

Table 2 summarizes each checklist.

Table 2 - Checklist Content

System Area Description

System infrastructure Verifies system infrastructure elements that are shared across all servers
and workstations. For example, virtual hypervisor and network.

<Server or workstation name>(") | Verifies the loading and configuration of each individual server and
workstation. Use this checklist to review each server and workstation on
your system.

System architecture Verifies the design and configuration of your system components. The checklist
includes FactoryTalk® View, FactoryTalk® Historian, and
FactoryTalk AssetCentre software configurations.

<pAss>" Verifies applications that PASS servers host. Review includes FactoryTalk View
Site Edition (SE) design attributes, alarm setup, and communication.

<Controller>" Verifies the application and load on your controller. Use this checklist to review
each controller on your system.

(1) Duplicate and rename a new checklist for each controller, PASS, server, or workstation in your system.

In the Results column, one of five icons appear from the status of the

Observed Value.

System Architecture Checklist

System Name: |

Design Element Observed Value Results MNotes

Number of HMI

Servers . .
[Numperetamsmm | 0 Results show compliance or require

Type values or make selections __|Factondalie—"Servers corrective action.

A View Application |[Number of Data
asinstructed per entry field. Design Servers

Each HMI and Data

Server is in its own [T

Areg

Table 3 - Checklist Icon Descriptions

Icon Description

4 Failure — requires correction

Warning — requires additional attention to confirm if results are acceptable for your system

of Passed — aligns with system recommendations

Not applicable — not completed or does not apply

()] Information only — documentation or calculation purposes only

IMPORTANT A successful PlantPAx system design has completed checklists that do not
have any failures and all warnings are addressed. You can attach reports to
a checklist for categories that are information only.

Before You Begin

Checklist procedures operate under the following assumptions:

e Your PlantPAx system is operable (for example, the HMI application
is running and the latest operating system patches are installed).

¢ You have access to Microsoft Excel software to complete a checklist.

14 Rockwell Automation Publication PROCES-UMO004B-EN-P - August 2018



Chapter 3

Before You Begin

System Infrastructure Checklist

This chapter describes verification procedures for virtualized or traditional
system infrastructure. Common infrastructure attributes, including network
switches, servers, and workstations, are reviewed to make sure of PlantPAx®
system compliance.

The purpose of this checklist is to verify your system data against PlantPAx
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft Excel worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access this checklist, click the System Infrastructure tab on the Microsoft
Excel workbook.

The System Infrastructure checklist procedures operate under the
following assumptions:

e Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

¢ You have access to Microsoft Excel software to complete the checklist.

e The FactoryTalk® Network Manager™ is available to generate network
switch information. Access the Network Manager from the Product

Compatibility and Download Center (PCDC).

TIP  The download of the tool is not required. If this tool is not used, you
can collect information manually from the web pages of each
Stratix® switch.

Your system infrastructure has been configured per the following
instructions in the PlantPAx DCS Infrastructure Configuration
User Manual, publication PROCES-UMO001.

e You have defined a range of IP addresses for the DHCP server in
the domain, if applicable for your system.

e You have created groups and assigned users in the domain controller.

e Ifyou are using virtualization, the VMware vSphere Client software is
installed and connected to a vCenter server or ESXi (hypervisor) host.

Rockwell Automation Publication PROCES-UM004B-EN-P - August 2018 15
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Chapter3  System Infrastructure Checklist

Click the page number or the links in the workflow for quick access to
specific information.

Figure 3 - System Infrastructure Workflow
( Start )

A

Hardware - BIOS Power-saving Options Disabled?
See page 17
Virtualization « Using Virtualization?
See page 17
Hypervisor - (PU Utilization
See page 18 » Memory
Domain - All Servers and Workstations on Same Domain
See page 22
l + Network Manager - Temperature OK
Network Considerations «(PU Utilization %
See page 23 - Bandwidth Utilization% - Memory Utilization
l « Packet Error Rate
Servers and Workstations
See page 38
A 4
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.
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System Infrastructure Checklist ~ Chapter 3

Hardware

Virtualization

IMPORTANT  You can only access a computer BIOS when restarting that computer. Make
sure that you are in a non-productive environment to restart a computer.

BIOS Power-saving Options Disabled?

From the computer BIOS, verify that the BIOS power-saving options are
disabled. Power-saving options reduce computer resources for your
system elements.

1. From the checklist pull-down menu, choose Yes or No to indicate if you
have disabled power-saving options in all computers in the system.

2. Observe your results and make necessary changes.

Not complete until an option is chosen.

.,qﬁ' Yes; pass.

b No; fail. Correct and reverify.

Your PlantPAx system servers and workstations can be deployed in a traditional
and a virtualized environment. Traditional, for our purposes, means that each
server or workstation uses an operating system (OS) that is natively on the
computer. Virtual machines are installed on an operating system (OS) that is
independent of the computer hardware being used.

Using Virtualization?
This row verifies if virtualization is used.

1. From the checklist pull-down menu, choose Yes or No to indicate if you
are using a virtual environment.

2. Observe your results and make any necessary changes.

No; you are using a traditional infrastructure.

_:J Yes; you are using virtualization. This option applies whether you are using the
PlantPAx virtual image templates or another virtual system.
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Chapter3  System Infrastructure Checklist

Hypervisor This section applies only if virtualization is being used. The row verifies the
settings, sizing, and loading of the virtual infrastructure. A hypervisor is a
software program that allows multiple operating systems to share one hardware
host. Each operating system appears to have the host processor, memory, and
other resources all to itself.

IMPORTANT  We recommend that you perform the verification procedure for every host
server (hypervisor) in your PlantPAx system.

Before you begin, generate a host summary report to gather performance
readings to this section of the checklist. Complete these steps.
1. Open a web browser.
We recommend Firefox web browser.
2. Type the IP address of the vCenter server.
The web log in page appears.
3. Click the web client.

4. Type your user name and password for the single server log in.

18 Rockwell Automation Publication PROCES-UMO004B-EN-P - August 2018



System Infrastructure Checklist ~ Chapter 3

If a group of ESXi hosts is available in the selected context, select the
host or group of hosts from the Source list, and then click Next. This
action generates an HTML output. Print the output and attach the
information to the Hypervisor checklist section.

TIP  Inthe Notes section of the checklist, record the CPU and memory
utilization. You can also use the memory information in the Data
server section of the PASS checklist. See page 106.

vmware ESXi” | Help = |
— =

() GetvCenter Server | 131 Create/Register | [T Shutdown [B Reboot | (& Refresh |

CPU FREE: 37 7 GHz

“ersion: 6.5.0 Update 1 9%
Stete Warmal
Uptime: 137.95 days MEMORY FREE: 16.08 ¢B
7h%

USED: 3.0 GHz CAPACITY 418 GHz

USED: 47.9 GB CAPACITY: 53.99 GB

| “T¥ Mavigator

STORAGE FREE: 100 TB
& 50%

USED: 1.00 TR CAPACITY: 217 TB

‘ ~ Hardware

‘ ~ Configuration

‘ ~ System Information

~ Performance summary last hour

@ cConsumed host CPU @ Consurmed host memay.

Consumed host CPU (%)
(A9) MDWAW 150Y PALNSU0S

[Z] Recenttasks
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CPU Utilization

The checklist row verifies the CPU utilization of the hypervisor.

1. From the host summary report that is generated on page 18, record the
CPU utilization in the checklist and press Enter.

2. Observe your results and make necessary changes.

Not complete until a value is entered.

ﬁf Yes; pass. CPU utilization is within 50% of used resources.

}:ﬁ No; fail. CPU utilization exceeds system recommendations.

For virtual image recommendations per system element, see the

PlantPAx DCS Selection Guide, publication PROCES-SG001.

Memory

The checklist row verifies the memory utilization of the hypervisor.

1. From the host summary report that is generated on page 18, record the
CPU utilization in the checklist and press Enter.

2. Observe your results and make necessary changes.

Not complete until a value is entered.

ﬁf Yes; pass. Memory utilization is within 50% of used resources.

3£ | No; fail. Memory utilization exceeds system recommendations.

For virtual image recommendations per system element, see the

PlantPAx DCS Selection Guide, publication PROCES-SGO001.
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Resource Pool Allocation

Each virtual machine (VM) consumes a portion of the hypervisor resources.
Resource allocation is performed on an individual VM basis by using shares,
reservations, and limits. Setting these values on every VM is time-consuming,.
Resource pools, however, provide dynamic allocation of CPU and memory
resources for efficiently scaled servers and workstations.

Virtual memory shares are set by priority: High, Normal, Low depending on
the minimum reservation per system element. Table 4 shows our
recommendation for three resource pools with the server-type allotment.

Table 4 - Server Resource Pool Allocation

Resource Pool Name | CPUShares | CPU Reservation Memory Shares | Memory Reservation Server or Workstation
High High 50% of available host CPU Hz High Minimum as specified for each PASS
virtual template ows
AppServ-OWS
Normal Normal Zero (0) Normal Zero (0) EWS
AppServ-EWS
AppServ-Asset

AppServ-Batch
AppServ-Info

Low Low Zero (0) Low Zero (0) FactoryTalk Directory
Domain Controller

For more information on resource pool allocation, see the PlantPAx DCS
Reference Manual, publication PROCES-RMO001.
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Domain This section of the checklist verifies that all system servers and workstations are
on a Windows Domain per system recommendations.

All Servers and Workstations on Same Domain

This row on the checklist verifies that the servers and workstations are
configured on the DNS server. Complete these steps.

1. Open the Server Manager, click Tools, and choose DNS.

Active Directory Administrative Center

Active Directory Domains and Trusts

WELCOME 10 SVes MANCER Directory Mcke for Windows PoweShell
B Local Server 1 Actiue Dirsctory Sites and Seniices

W& A0l Servers o Fopfaratbi el saras: Act y Users end Computers
B b L 1gL | 3l SEerve 4D T

Companent Services

18 DHCP QUICK STAKT

Computer Managemert
& NS = Dfragment and Optimize Deves
R File and Storage Services b oHep

Loce Sloanugp

WHATS NEW

mibeided Lockdawn Manager

Fuant Wiawar

2. Verity that all servers and workstations are listed on the DNS Manager
dialog box.

E DING Manager [= = .

Type Dtz &
_rmutics
4 [ Forward Lockup Zones sites
_misdes System. Flant? s locs B i
4 . SystenPletPhxlocal :uﬂp
b Ll msdes _ Dernambnidorss
b st ForestDnsZones
b i tep [l {saema as parent faldos Start of Aubnonby S08) 362 padcasystam g
Ir _'.Iod"lr:al-'ul.'lns.!m:‘-s : !-.s:rne 2z parent folde] Heme Server (3] padcosystem.olirip B
b B FosestDrsZores L] tszeme as parent falde:] Rl Server () padcasystem. plantp
| Rirers Lockig Zanes | lserne 3z parent Foldes] Hust (4] 17298, %12
] T Points -__j-:s:m:: a5 parent foldes) Host (&)
b ] Conditicrsl Farwarders bl (zerne 2z parent Folder] Host ()
b (4] Sickiel Lags L] Asabi Host (&)
L] AS5RRDT Hust (8]
| &51HI1 Host ()
] asmnz Husl (4
1] AsiH0I Host (&)
&l assm Hsal (4
| ashD Host ()
] aserm Husst (4]
| ASDSKR2 Host i8]
] asosia Host (4]
] nsosiM Hast (1)
o AS0EKES Huost ()
[REL Hat () =
s et ars ;

You also can use this list to complete the Servers and Workstations
section on page 38.

3. From the checklist pull-down menu, choose Yes or No if you are using a
Windows Domain.
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4. Observe your results and make necessary changes.

Not complete until an option is chosen.

No; warning. If you do not intend to use a domain, make sure that your system has
[ fewer than 10 servers and workstations. You also are responsible to make sure that
time synchronization, security policies, and user configuration are manually shared
across all computers on the system.

qﬁf Yes, pass.

Network This section describes how to run the FactoryTalk” Network Manager™ tool to
monitor your network. The tool accesses Stratix and Cisco network switches
to diagnose the health of the network, and inventories device types and other
parameters on the network.

Network Manager Considerations

To download and install the tool, go to the PCDC at
https://compatibility.rockwellautomation.com/Pages/home.aspx#/scenarios

Before you use the tool, consider the following for best performance:

e You cannot use Internet Explorer with these procedures. We
recommend that you use Chrome or Firefox web browser.

e The password ‘admin123’ must be changed after you initially open the
software. We recommend that you create dedicated users to your
application configuration and disable default user names.

e When you create an access profile, make sure the SSH protocol is
enabled and the SNMP is configured in all switches as documented in
Chapter 1 of the PlantPAx Distributed Control System Infrastructure
Configuration User Manual, publication PROCES-UMO001.

e To enable external access, you must create an inbound Windows firewall

connection (TCP 8443).

First Time Network Manager Logon

This section describes procedures for initially logging on to the tool. Complete
these steps.

TIP  Steps1...5 must be configured for each computer that is using the
Network Manager. Steps 6. . .8 are performed once.

1. Open the Chrome or Firefox web browser.
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We are adding an exception because the network manager is using a
self-signed certificate.

- il nsecti oo * _

(— > C @ ® httpsi//localhost:8443/login o b4 In @ =

Your connection is not secure

The owner of localhost has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

2. Click Advanced.
3. Click Add Exception.

- A& e Copbhetioh * _

(V> ¢ @ ® rmp;:mucamust:smsﬂugin - @ 1}. mn e =

~

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

localhost:8443 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for the following names:
ASNMOT1, 172.18.1.24

Error code: SEC_ERROR_UNKNOWN_ISSUER
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4. Type the URL <https://hostname:portNum/login>, replacing
<hostname> with the host name of the network manager server. This
computer should have a firewall rule created to allow for traffic on

port number 8443.

Add Security Exception -
You are about to override how Firefox identifies this site,
H _\ Legitimate banks, stores, and other public sites will not ask you to do this.

Server

(K0« o1, Bt ps: //localhost: 2443/ logi | Get Certificate

Certificate Status

This site attempts to identify itself with invalid information,

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown |dentity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature,

Permanently store this exception

I| Lonfirm Security Exception |I | Cancel |

5. Confirm Security Exception.
A Welcome Log in dialog box appears.

6. Type systemadmin for the user name and admin123 for the password.

Lo X ‘+ [= =T
&« (&) Q ® & https://localhost:8443/login - O % i @ =

FactoryTalk Network Manager

systemadmin ‘

®2016-2018 Rockwell Automation, Inc. All Version: 1.4.1-1
Rights Reserved
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7. Retype admin123 in the Current Password text box, and then type a
new password.

8. Retype the new password to confirm the entry.

[ E .

( (—:J - ¢ o ‘ ® & https;//localhost:8443/iot/change-password wee i ‘ mn e =
System Adminisirator, First time login or password has been reset, please change
password
G ssssssse
Password
e+ arsweiid LITITTYTTYY
Confirm New sseccsssse @
Password
Password Policies
© 2016-2018 Rockwell Automnation, Inc. All Version: 1.4.1-1
Rights Reserved

9. Type systemadmin and the new password.

- s

(€)= ¢ @ | @ & htps/flocalnost:a443 login?logout -0 7| mnm =

Welcome. Log In.

(You have logged out successfully.)

systemadmin

ecesscscesl ©)

®2016-2018 Rockwell Automation, Inc. All Version: 1411
Rights Reserved

The Network Manager dashboard appears.
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Discovering Assets

This section describes how to configure the tool to retrieve network asset
information that comprises your system. Complete these steps.

1. From the Network Manager dashboard, click Operate>Dashboard.

Dashboard X
/; ‘ @ £ https://ocalhost:3443 fiot/group-dashboard

Operate > Dashboard

Groups Dashboard for Group Root

Mo devices are present in this group

2. Click Asset Discovery and then New Discovery Profile.

€ e

@ & hips

Design Maintain Settings

Asset Discovery

@ B https://localhost:8443/iot/asset-discovery

Operate Asset Discovery

o & {

Mew Discovery Profile Discovery Profile(s)
Alarms Audit Trans

(1 | Name | Type 1P Address Hetmask AGD{

Mo data to display 1

A5 59t Discovery

Operate > Dashboard

Dashboard
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3. To define a discovery profile, you do the following:
a. Type a profile name. For example, PlantPAx.
b. Click IP Scan and type a range of IP addresses.
c. Type a Netmask.
d. Click Create New Access Profile.

Asset Discovery

Operate >  Asset Discovery

< Back ta Discovery Profile New Discovery Profile

Adiscovery profile defines the mechanism by which the network or a section of the network is discovered by the system. The IP Scan option discovers devices within the range of IP addresses, and
the Link Layer option discovers the network hop-by-hop starting at the seed IP address. The access profile that is attached to the discovery profile specifies the access credentials and transport
seftings that will be used during discovery.

Name*

PlantPAx L]

Discovery Mechanism

Start IP* End IP* Netmask*

IP Scan o Link Layer 172.18.0.1 172.18.0.100 255.255.255.0|

Access Profile®

Select your options... El Don't see the access profile you need?QCreate New Access Profile

Assign to Group

Root -~ @
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4. To define an access profile, do the following:
a. Click Advanced.
b. Type an access profile name. For example, PlantPAx Profile.

c. Type the user name and password that matches the network
switches configuration.

d. Reenter the same password to confirm the entry.

New Access Profile x

of network devices. These details are storedin a secure, encrypted database. The values specified in the access profile
must match the values configured on the set of devices being managed by the system.

An access profile contains access credentials and transport settings that are used by the system to manage a specific set
Simple Advanced

Name * Description

PlantPAx Profile L] Description e

Device Access Settings @

User Name*
admin
Password* Enable Password
sesessene ® o sosssoces ® 8

SNMP Settings * @

5. Delete the defaults Community String (public).

6. Type your Community String. The example references the switch
configuration that is documented in the PlantPAx Distributed
Control System Infrastructure Configuration User Manual,

publication PROCES-UMO001.
7. Click Secure.

New Access Profile x

SNMP Settings * @

avs

v2c

Community Strings

awv

Access Mechanism

Port # SSH Port #

RegularSecure 443 22

Transport Settings
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8. Click Save.

Asset Discovery

New Access Profile

awv

Access Mechanism

Port#
Regular O Secure 443
Transport Settings
Timeout
5 Seconds
Retries
1

choose your access profile name.

The name is the same as entered in step 4.

SSH Port #
22
Port#
e 161
e
Cancel Save

9. To access your profile, click the Access Profile pull-down menu and

7S
v
Q
B

< Back to Discovery Profile

New Discovery Profile

seftings that will be used during discovery.

Name*

PlantPAx

Discovery Mechanism

IP Scan Q

Link Layer

Select your options...

LPtantPAx Profie
= e

StartIP* End P

172.18.0.1 172.18.0.100

Don'tsee the access profile you need? Create New Access Profile

Rockwell Automation Publication PROCES-UM004B-EN-P - August 2018
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10. Click Save.

S

A discovery profile defines the mechanism by which the network or a section of the network is discovered by the system. The IP Scan option
the Link Layer option discovers the network hop-by-hop starting atthe seed IP address. The access profile that is attached to the discovery
seftings that will be used during discovery.

Name*

PlantPAx L]

Discovery Mechanism

startip* End 1P+
IP Scan Q Link Layer 172.18.0.1 172.18.0.100
Access Profile*
PlantPAx Profile El Don't see the access profile you need? Create New Access Profile
Assign to Group
Root - @
Cancel Save

Your profile information appears in respective columns.

11. Click Scan Now.

Asset Discovery

\:'(— ;\ = G @ | @ # htips;/flocalhost:8443 fiot/asset-discovery

Operate > Asset Discovery

New Discovery Profile 1 Discovery Profile(s) With Selected | ¢»  {c%

( Discovery Profile PlantPAx has been created X
(7] | Name | Type 1P Address Netmask Access Profile Group Last Run Actions
) | PlantPax IP Scan 172.18.0.1-172.18.0.100 2552552550 PlantPAx Profile Root f::\; |‘
\
Showrows: 25 | Gotopage ! 110f1 4 >

This procedure can take several minutes to discover network assets.
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Checking Inventory
This section describes how to inventory and license the assets in your system.
1. Click Operate>Inventory.

]

‘ @ B https://localnost:8443 fiot/asset-discovery o ﬁ'| In @ =

el

X

Design Maintain Settings

fa & { &b

Alarms AssetDiscovery Audit Trails Dashboard Inventory Topology

Operate >  Asset Discovery

New Dis covery Profile 1 Discovery Profile(s) With Selected | ¥n | 0%
( Discovery Profile PlaniPAx has been crealed tj
] | Name - | Type 1P Address Netmask Access Profile Group Last Run Actions
[ | PlantPAx IP Scan 172.18.0.1-172.18.0.100 255.265.255.0 PlantPAx Profile Root 2018-06-18 09:50.20 i‘?v:
i —
Show rows: 2:‘ Gotopage 1 ‘ 110f1 4 r

2. Click Select All and click “With Selected’

Inventory

‘ @ £ hitps://localhost:8443/iot/inventory

Operate > Inventory
Device Filters Y 13 Device(s) ‘ALL = | Search Licensed Devices Q with Selected | ¥ 453
¥ CATEGORY :1‘:::‘5 Name 4| IP Address State Connected To Product ID Group Tags | Vendor
® 1itansad Rockwell
. /] Swoo1 1721801 Unlicensed 1783-IMS28RAC Root + Automation/Allen-
O Al Devices Bradley
Rockwell
¥ DEVICE TYPE swo1o 17218010 Unlicensed 1783-IMS28NAC Root + Automation/Allen-
Bradley
(") Switch (13) Rockwell
SWoz20 17218020 Unlicensed 1783-BMS20CGN Root + Automation/Allen-
Bradiey
¥ PROTOCOL
Rockwell
O MULTIPROTOCOL ( /] SWo21 17218021 Unlicensed 1783-BMS20CGN Root + Automation/Allen-
13 Bradley
Rockwell
5Wo022 172.18.022 Unlicensed 1783-BMS20CGN Root + Automation/Allen-
W STATE Bradley
(71 Unlicensed (13) Rockwell
SW023 17218023 Unlicensed 1783-BMS20CGN Root + Automation/Allen-
Bradley
¥ VENDOR Rockwell
. / SWo30 172.18.0.30 Unli d 1783-HMS16TG4CON Root AutomationiAllen- ]
() Rockwell Automatio PR ¥ Bradi
~ niAllen-Bradley (13) i
Rockwell
/] Swoz1 17218031 Unlicensed 1783-HMS16TG4CGN Root + Automation/Allen-
Bradley
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3. Click the Change License State pull-down, and choose Licensed.

Devices: 13 Selected x

Perform Action

Delete

Change License State

Select a slate

Select a state

Unlicensed

Add Remove
Export Devices
@ Selected Device(s)
(O 25 Devices on page @ csv

(O All Devices

4. Click Yes.

o Confirm %

This action will make configuration changes to any selected Network
device(s), so thatthey can be managed. Click here to view the
commands that will be configured on these Network device(s).

Are you sure you want to move selected device(s) to Licensed State?

The Inventory dialog reappears with ‘Licensed’ for the state of the
selected device filters.

S. Click a switch name to collect information for the checklist.

Inventory

| ® i hitps://localhost:8443iot/inventory

Operate > inventory

Device Filters Y 13 Device(s) ALL > | Search Licensed Devices Q With Selected ¥ ok

( Transitioning 13 devices to Licensed state. View Details
¥ CATEGORY

® Licensed g | Name ~ | IPAddress state Connected To | ProductID Group Tags | Vendor
Devices
© All Devices Rockwell

(] swoot 172.18.01 Licensed 1783-IMS28RAC Root + Automation/Allen-
Bradiey
¥ DEVICE TYPE | Rockwell
= (m] SW010 172.18.0.10 Licensed 1783-IMS28NAC Root + Automation/Allen-
[ Switch (13) Bradley
| Rockwell
¥ PROTOCOL m] SW020 172.18.0.20 Licensed 1783-BMS20CGN Root + Automation/Allen-
Bradley
@] P;ISU)LT\PROTOCOL ( Rockwell
] Swo21 172.18021 Licensed 1783-BMS20CGN Root + Automation/Allen-
Bradley
¥ STATE Rockurell
. 0O SW022 17218022 Licensed 1783-BMS20CGN Root + Automation/Allen-
(] Licensed (13) Bradley
Unlicensed Rociel

Automation/Alles
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Information for the selected switch, such as temperature, CPU usage,

and bandwidth, appears.

J Inventory x I =

<« c @ ® £ hitps;//localhost:8443fiot/supported-devices/10112 v QW N o =

Design Maintain Settings

o & {

Alarms Asset Discovery Audit Trails Dashboard Inventory Topology

FactoryTalk Network Manager l

-
< Back <3 SR
State: Licensed

HEALTH BANDWIDTH View Details RECENT ACTIVITY View Details

Retrieve Device Data

Temperature: 55°C On 2018-06-18 11:14:22 by SystemAdmin

-40 20 0 20 40 60 80 100

1Day | 1Week

Status: Success, Operation: Changed Device State

10%
CPU: 13% i) Details: Updated device admin state from Unficensed to Li
o 20 40 60 80 100
On 2013-06-18 1:06:02 by SystemAdmin
Memory: 15% imm— I
0 20 40 &0 80 100 it * Status: Success, Operation: Added Device =

Details:
SDFlash: 7% ==

# e _10% On 2018-06-18 11:04:51 by SystemAdmin
ower " - A 4 e .
R 0280 0 A0 N0 S AU Status: Success, Operation: Deleted Device

Supply A :
W RxUl B Txui B AvoUti Dol
Power  DCOK
Supply B :
PHYSICAL DEVICE VIEW DEVICE OVERVIEW

6. Click Open Device Manager.

Details for the selected switch appear.

7. Click the Monitor tabs and choose Port Statistics.

D Allen-Bradiey S
@ statistics | Port Statistics
Data unit  Byte | MB

Transmit Detail Receive Detail
[J Port Transmitted Total Transmitted(pack... Received Total Received(pac...  Total Transmit Erro... | Total Receive Errors(pa... | Last Counter Res..
O Fa1j1 1490507449 129209863 3046944415 88739227 0 0 never
O Farjz 2577241737 64941318 63033294 811426 i 0 never
O Fa1/3 4208561681 36538471 1008070288 47064174 0 0 never
O Fa1/4 617366345 50021211 490208512 3990222 0 0 never
O ra1ys 0 ] 0 0 i 0 never
O rays i 0 0 0 0 il never
O ra1y7 i 0 0 0 0 0 never
O raiys i o 0 ] 0 ] never
O Fe1jo 2807855157 301267212 3494011366 253046194 0 0 never
O Fatji0 1825837203 300566185 328351730 153007124 o 0 never
O F1ji1 0 0 0 ] 0 0 never
O Fatj12 0 a 0 0 0 0 never
O rF113 0 ] 0 0 0 0 never
O rFe1/14 0 0 0 0 0 0 never
O ra1jis 0 0 0 i 0 i never
O r116 0 0 0 0 0 0 never
O r117 0 ] 0 0 0 0 never
O ra1j18 0 0 0 0 0 il never
O et 3056293385 208664003 465233108 441022589 0 0 never
O a2 i 0 0 ] 0 ] never
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Checking Topology

A topology diagram appears. You can move the switches around for better
visibility, if desired.

Topelogy

| @ B hitpsy//localhost:8443iot/topology

Operate > Topology

Groups Y Overlay- Last Discovered : Discover Topology | With Selected | <» [T
o
= Root
- S
i
=
©® 2016-2018 Rockwell Automation, Inc. All Rights Reserved Version: 1.4.1-1

Checklist Options

You have the option of manually generating additional checklist information
into the following rows:

o Bandwidth Utilization %

o Packet Error Rate

o Temperature OK
e CPU Utilization %

Memory Utilization
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Bandwidth Utilization %

This row verifies that the allocation of bandwidth resources is within PlantPAx
system recommendations.

1. Identify and record the highest bandwidth utilization percentage of all
network switches.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

o 50% and up is a fail. Review and verify the network architecture for system compliance
or call a Rockwell Automation® Support representative.

aff | Pass.

Packet Error Rate

This row verifies that the error rate for message handling is zero to comply with
PlantPAx system recommendations.

1. Identify and record the highest packet error rate for messaging and
press Enter.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

Fail. Error rate is greater than 0. If the error rate is not zero, but not increasing, we
b4 recommend a reset. Review and verify the network architecture for system compliance
or call a Rockwell Automation Support representative.

qﬁf Pass.
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Temperature 0K

This row verifies that all devices are not reporting a high temperature reading.

1. From the checklist pull-down menu, choose Yes or No to indicate
whether the temperature of all switches is within system
recommendations.

2. Observe the results and make any necessary changes.

Not complete until an option is chosen.

Noj; fail. Rectify the environment and verify the network design. You also can call a
ﬁ Rockwell Automation Support representative.

e&' Yes; pass.

CPU Utilization %

This row verifies the percentage of CPU resources that are allocated to
adevice.

1. Identify and record the highest CPU utilization percentage of all
switches, and press Enter.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

Noj; fail. CPU allocation is greater than 50%. Review and verify the network architecture
® for system compliance or call a Rockwell Automation Support representative.

qﬁ' Yes; pass.
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Memory Utilization

This row verifies the percentage of memory that is used by a network switch.

1. Identify and record the highest memory utilization percentage of the
memory that is reserved, and press Enter.

2. Observe the results and make any necessary changes.

Not complete until a value is entered.

No; fail. Memory usage is greater than 50%. Review and verify the
# | network architecture for system compliance or call a Rockwell Automation
Support representative.

«‘4" Yes; pass.

Servers and Workstations This informational row documents all your system servers and workstations.

38

You can use the list on the DNS Manager dialog box, as shown on page 22.

1. Type the computer name for the system element and press Enter.
For example, PASSO1.
2. From the System Role pull-down menu, choose the role.

For example, domain controller, PASS, EWS. For the
PASS--C choose PASS.

3. Repeat step 1 and step 2 for each server and workstation in your system.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.
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This chapter describes verification procedures of basic configuration for each
server and workstation in the PlantPAx® system.

The purpose of this checklist is to verify your system data against PlantPAx
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft Excel worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access this checklist, click the <Server or WS Name> tab on the Microsoft
Excel workbook.

IMPORTANT  Complete this checklist for each computer on your system. To duplicate a
checklist, do the following:

« Right-click the <Server or WS name> tab and choose Move or Copy.
« Click Create a copy and then click OK.

« Double-click the checklist name and type a name that identifies the
computer that you are verifying.

Before You Begin The Server or Workstation Name checklist procedures operate under the

following assumptions:

e Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e You have access to the following tools to complete the checklist:
e Microsoft Excel software

e Performance Monitor (Perf Mon) utility is connected to the servers
and workstations that are being verified
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Click the page number or the links in the workflow for quick access to
specific information.

Figure 4 - Server or Workstation Workflow

( St )

I « Windows Firewall Being Used « Desktop Experience Enabled in RDS Server
Operating System « Operating System Valid 4 . AQiust for Best Performance i's Se;lected
See page 41 « Rockwell Software Patches Applied - Windows Automatic Update is Disabled
page® NIC Power-saving Options Disabled - _Event Viewer Is Not Presenting Errors
Windows Power-saving Options Disabled « _NSLookup Resolved
y
Performance Monitor Generating a Performance Report
See page 55
- r + 05 Checks + System Service Checks
Basic System Checks «  Disk Checks - Hardware Device Driver Checks
See page 58 « Security Center Checks
r .
Resource Overview - CPU(% . . Mﬂ%
See page 61 « Network (% + Memory (%)
A 4
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.
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OPerating System The rows in this checklist section verify the following operating

system requirements:
e Windows Firewall Being Used
e Operating System Valid
e Rockwell Software Patches Applied
e NIC Power-saving Options Disabled

e Windows Power-saving Options Disabled

e Desktop Experience Enabled in RDS Server
o _Adjust for Best Performance is Selected

o Data Execution Prevention (DEP) Turn On for Essential Items
o _User Account Control (UAC) Never Notify

« Windows Automatic Update is Disabled

o _Event Viewer Is Not Presenting Errors

NSLookup Resolved

IMPORTANT  Complete this checklist for each server and workstation in your system.

Windows Firewall Being Used

A Windows firewall, whether Microsoft or third-party software, helps prevent
outside intrusion to system operations. This row makes sure that the Windows
firewall with inbound rules is active in the system. For firewall rules, see ‘Enable
Windows Firewall’ in the PlantPAx DCS Infrastructure Configuration User
Manual, publication PROCES-UMO001.

To check if the firewall state is enabled, complete these steps before completing
this section.
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1. Open the Control Panel of the computer and choose Windows Firewall.

=] Al Contral Panel lems [= o e

= = 7 |8 » ContolFanel » &N Cormel Panel hems » w 5| | SearchCo.. B

f‘-.j_iubt your computer's seltings Wiewby:  Smallicons =

g AutcPlay

# Mouse
A2 MNetwork and Sharing Canter
W& Powe

%3 Rematedpp and Deskicp Cannections

] Phone and Madem
3 Fe

B 5t

[, Taskbar end Navigstion & Trautisshagting

B, User Mecounts B Windows Update

2. Make sure that Windows Firewall is enabled, and then choose
Advanced Settings.

If the firewall is not enabled (off), you receive a warning message.
Proceed to step 4.

The display example is an enabled firewall. You must repeat these steps
for each computer in your system.

o Control PanelvAll Control Panl [tems\Windows Firewall [= =]

- A ‘0 » Control Panel » Al Control Panel ltems » Windows Firewall v C;‘ ‘ Search Contral Panel »p |

e R i Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your PC through the

Allow an app or feature Internet or a network.
through Windows Firewall
) Change notification settings l '@ Domain networks Connected (&)
& Turn Windows Firewall on or |
== Networks at a workplace that are attached to a domain

& Restore default
‘_‘i el IWmdows Firewall state: On I
HRAd d sett
"im Incoming connections: Block all connections to apps that are not on the list
Troubleshoot my network of allowed apps
Active domain networks: lim System.PlantPAxlocal
Notification state: Do not notify me when Windows Firewall blocks a
new app
. @ Private networks Not connected @
. '-@ Guest or public networks Not connected @

Action Center
Network and Sharing Center

Rules that are created by the Windows Firewall Utility appear under
Inbound Rules. Use this list for step 3.
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Inbound rules explicitly allow or block inbound network traffic that
matches the criteria in the rule. You must verify that Rockwell

Automation software is allowed.

&

File Action  Wiew

Windows Firewall with Advanced Security

Hel,

b B, Monitoring

B Connection Security Rules

Name
@ AlarmQB.exe

@ 2larmQB.exe

@ slarmOB.exe

@ MarmOB.exe

@ AmCliSrdrap exe

@ AmClisniidrap exe

(@ AImCliSniirap exe

@ Aratlisniidrap exe

@ Arabipcexe

@ Almbpx exe

@ Blrahpx exe

@ AlmMpx exe

@ aimSrvexe

@ aimSreexe

@ Amsrvee

@ aimSreexe

@ architectexe

@ architectexe

@ Architectexe

@ Architect.exe

(@ CadeMeter Runtime Server
(@ CadeMeter Runtime Server
(@ CodeMeter Runtime Server
(@ CodeMeter Runtime Server
(@ CodeMeter Runtime Server
@ CodeMeter Runtime Server

v
>l "

Group

TRV [nbound Rules

o

o

Actions
Inbound Rules
Hew Rule..,
Filter by Profile
Filter by State

R

Filter by Group
View

Refresh

)

= ExportList..

EH Her

v v v w

3. From the checklist pull-down menu, choose Yes or No if a Rockwell

Automation entry is ‘Enabled’ with the firewall.

4. Observe your results and make any necessary changes.

Not complete until an option is chosen.

No; warning. Write in the Notes column what solution is providing firewall protection
or why it was disabled on this system.

Yes, pass. We recommend that you follow firewall rules that are detailed in the
PlantPAx DCS Infrastructure Configuration User Manual, publication PROCES-UMO01.
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Operating System Valid

This row verifies that the server or workstation operating system that you are
using matches PlantPAx system recommendations.

IMPORTANT  The following PlantPAx system firmware and software versions use these
Windows operating systems:
PlantPAx system 4.5: Windows 2012 R2, 64 bit (servers); Windows 10,
64 bit (workstations)
PlantPAx system 4.0: Windows 2012 R2, 64 bit (servers); Windows 8.1,
64 bit (workstations)
PlantPAx system 3.0: Windows 2008 R2, 64 bits (servers); Windows 7
64 bit (workstations)
For details, see the PlantPAx DCS Selection Guide,
publication PROCES-SG0O1.

1. From the checklist pull-down menu, choose Yes or No whether you are

using a valid OS for PlantPAx system 3.0 and 4.0.

2. Observe your results and make any necessary changes.

Not complete until an option is chosen.

No; warning. Confirm and record in the Notes column that the 0S being used is
supported by the installed products.

NOTE: System performance can be impacted by a mismatch of operating systems
within the system.

cdi' Yes, pass.
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Rockwell Software Patches Applied

This row verifies if you are using the latest software patches for the Rockwell
Automation software that is installed on your PlantPAx system. Before
updating system software, we recommend that you verify software updates
on a non-production system or when the facility is non-active.

IMPORTANT  The Patch Validator tool verifies current software versions on your system.
The tool also installs a patch roll-up.

To download, see the Knowledgebase Answer ID 30393 at
https://www.rockwellautomation.custhelp.com.

1. From the checklist pull-down menu, choose Yes, No, or N/A whether
you are using the current software patches.

2. Observe your results and make any necessary changes.

N/A; you are in a production environment.

No, warning. Write the Patch Validator version or date last used in the Notes section.
When time permits, use the tool to perform a patch roll-up. For procedures, see the
PlantPAx DCS Infrastructure Configuration User Manual, publication PROCES-UMO01.

e&' Yes, pass.

NIC Power-saving Options Disabled

This row verifies that you have disabled power-saving for the Network
Interface Card (NIC). The NIC card connects a workstation to other devices
on the network. The power-saving feature turns off the network card when not
in use, which can interfere with network throughput.

Complete these steps to disable NIC power-saving.

1. In Microsoft Windows, open the Control Panel and choose
Network and Sharing Center.

2. Click Change adapter settings on the Network and Sharing Center
dialog box.

Networi and Sharing Center [= o[l

S b CoatrolPare v All Conteol Fenel llerms + Nebwark and Sharng Centes

View your basic netwerk information and set up connections

Control Fenel Home

View your active networks

ra-int.com

Fublic network

yeur petworking settngs

E g

Setup & brosdband, dial-up, or VPN connection; or set up & router or scoess pomt,
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3. Right-click the Network adapter and choose Properties.

5

Qrganize

T B Coateol Pane

Disable thes network device

Memwork
v Network and Intermel & el

Diagrase this cannection

™ Iy Etfrermiet, L areey
L‘L. _ intcar ®  Disable
T ks DESTEL Sigeai i
2 Slatus
Dingaosn
& Hridge Conpection:
Create Shodous
Ol
& Renama
I A Hrepertes I

4. Click Configure, then click the Power Management tab.

5. Make sure the ‘Allow the computer to turn off this device to save power’

is disabled (no check mark).

" Ethemnet Fropertias
HKetmelking

Cannzct usig.

& tonei(R) B25TAL Gigabit Network Cannnton

T covecdinn dsns e frloving dare
s e I o e
Ll S Fibe arvd Privker Shaiing for Micioscll Hebuoss
8708 Packet Scheciks
| ode Macigioll Nateiik dand
¥ e Lnk-Leper Tepchoogy rp Mapper 140 Diiver
F i Uk Lager Topokogy Discavesy Responde:
nbaina! Fiobocl Versen kB [TCRAPGE]
Probocal Versen 4 [TCPAPA)

“ailplani it

FFF

Ll i

Irezial |
Derzrplion

Alzwen pour compuber b access esources an a Moicaoft
natatih.

k. Caced

GEana !;-‘.:-1-\':\ nnd | Difenr | Dntads | Fenas | Pawer Manascement

Ble  InielF] 325720 Gigala! Melvark Currecion
-

I.:_E.ru v s ot dervicn 10 e ..wul

TG PR3 G 10 04083t T GO AT

Warmy

e and won jun kL usng ballenw por
kg e wake Ihe compuer could drar e balle
mare quizi [Emght ek 5 Ihe laptop bo become vasy ol it wakes
v e packed na capng case

| =

Immel{Ry B2ETAL Gigabit Network Connection Propeﬂies-

|| Gl

6. From the checklist pull-down menu, choose Yes or No whether the NIC
power-saving is disabled.

7. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Correct and reverify.

Yes, pass.
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Windows Power-saving Options Disabled

This row verifies that you have disabled power-saving for the Windows
operating system. The power-saving feature turns off Windows OS features
when not in use, which can interfere with network throughput.

Complete these steps to disable Windows power-saving.

1. In Microsoft Windows, open the Control Panel and choose
Power Options.

2. Repeat step 2 on page 45 and step 3 on page 46.

3. Click ‘Change when the computer sleeps’ on the Power Options

dialog box.
|@ Povrer Options =G |
[: — © 1 [@ v Cortond Paael v AllCantre! Panel tems b Dower Dotioas

Cortrel Yanel Home = L7

setlings (like daplay brightness, sleep, ele) that manzges
e plan

ate 3 pawer plan
Prefemed plans

when to tum off the
Balanced frecommended) Change plan settings
Automabicely balances perormance with eneigy consumation on capable herdware

Favars pefemmance, but may (ise mone energy.

Shaw additicnal plars ~

4. From the Put the computer to sleep pull-down menu, choose Never.
[ Eclit Plan Serings - [=
[: - - F -e ¢ Caontol Fanel » AllCortre! Panel bems # Power Ooticn: » EczPlan Secting: o

Change settings for the plan: High performance
Choose the slenp and disp

% Chan

U WAt YL computer ta use,
e

nazailable

I Tum off the display:

W Put the compuler te sleep

5. From the checklist pull-down menu, choose Yes or No whether the
Windows power saving is disabled.

6. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Correct and reverify.
% fy.

H" Yes, pass.
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Desktop Experience Enabled in RDS Server

This row applies to only those application servers that are using Remote
Desktop Server (RDS) functionality, such as the AppServ-EWS or
AppServ-OWS. RDS enables multiple instances of the OWS and EW'S as thin
clients from one server. Thin clients can run applications and process data on a
remote computer to minimize the amount of information on a network.

Complete these steps for AppServ-OWS and AppServ-EW'S servers that are
using RDS functionality.
1. From the Windows server, open Server Manager.

2. Click Local Server and review the Roles and Features listings.

&= Server Manager u—-' =

@ v Server Manager * Local Server @1V Mg T Vew b

I Dashboard

B Local Server

H& All Servers
g Fileand Storage Services P ROLES AND FEATUI

- Al ro feat TASKS ¥
fio Is :
® Remote Desktop Services b Filter el B @~ v
Server Name Name Type Path
EWS02 NET Framework 3.5 Features Feature (NET Framework 3.5 Fea
EWs02 {NET Framework 3.5 (includes .NET 20 and 3.0)  Feature JNET Framework 3.3 Fea
EWS02 User Interfaces and Infrastructure Feature User Interfaces and Infrz
BWs02 Desktop Ex Feature er Interfaces and Infr:
EWSs02 Server Graphical Shell Feature User Interfaces and Infrz
EWS02 Graphical Management Tools and Infrastructure Feature User Interfaces and Infrz ., -

< [ >

3. From the checklist pull-down menu, choose Yes, No, or N/A whether
desktop experience is enabled for RDS servers.

4. Observe the results and make any necessary changes.

N/A; not using RDS option.

% No, fail. Correct and reverify.

-nf" Yes, pass.
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Adjust for Best Performance is Selected

This row verifies that Windows settings are enabled for best performance.
When Adjust for Best Performance is selected, enhanced features that are
not used are turned off, which yields more memory and performance for
the system.

Complete these steps.

1. In Microsoft Windows, open the Control Panel and choose System.

2. Click Advanced system settings, and on the Advanced tab click Settings.

= T o
. cu-p:-hlmle- Avareesd | Famols
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The Performance Options dialog box appears.

3. On the Visual Effects tab, make sure ‘Adjust for best performance’
is enabled.
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50

4. From the checklist pull-down menu, choose Yes or No whether best

performance for Windows is enabled.

5. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Correct and reverify.
% fy.

\f' Yes, pass.

Data Execution Prevention (DEP) Turn On for Essential Items

This row verifies that Windows settings are enabled for essential Windows

programs and services.

Complete these steps.

1. In Microsoft Windows, open the Control Panel and choose System.

2. Click Advanced system settings, and on the Advanced tab click Settings.
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The Performance Options dialog box appears.
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3. On the Data Execution Prevention tab, make sure “Turn on DEP ...
is enabled.

Performance Options .

[ visual Effects Aduanne,;l Data Execution Prevention ||

4 Data Execution Prevention (DEP) helps protect
7 d against damage from viruses and other security
threats. How does itworkd

I (®) Turn on DEP for essential Windows programs and services I
only

—
() Turn on DEP for all programs and services except those 1
select:

Your computer's processor supports hardare-based DEP.

User Account Control (UAC) Never Notify

This row verifies that a user is never notified by the UAC.
Complete these steps.

1. In Microsoft Windows, open the UAC settings.

2. Confirm ‘Never Notify’ is enabled.
] User Account Control Settings =H[LEL -

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
il me more about User Account Control setting3

Always notify
-1= Never notify me when:
®  Apps try to install software or make changes to my
computer
T * I make changes to Windows scttings
e @ Not recommended.
Never notify
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Windows Automatic Update is Disabled

This row verifies that Windows automatic update is disabled. Disabling this
functionality helps prevent updates that have not been qualified by Rockwell
Automation from being installed on the workstation or server.

We recommend that you verify and test updates before being installed.
Complete these steps.

1. In Microsoft Windows, open the Control Panel and choose
Windows Update.

2. Make sure that the update option is disabled.
‘WAndows Update ===

‘a Ipebatry arr mor burrsy vt e et iy
1 guisrrain spding i by mpero Fu

i

T o plweta apdeie

3. From the checklist pull-down menu, choose Yes or No whether
Windows automatic update is enabled.

4. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Correct and reverify.

-ﬁ' Yes, pass.
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Event Viewer Is Not Presenting Errors

This row verifies that the Event Viewer is not showing errors in the logs. All
errors must be corrected before you can proceed. Complete these steps.

1. In Microsoft Windows, click Administrative Tools and choose
Event Viewer.
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2. Verify that the logs do not contain errors.

3. From the checklist pull-down menu, choose Yes or No whether there are
errors on the Event Viewer window.
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4. Observe the results and make any necessary changes.

Not complete until an option is chosen.

e No, fail. Research the errors and make necessary corrections. Like faults, you need to
wait for a period of time and make sure that the errors are no longer occurring.

a;f Yes, pass.

NSLookup Resolved

This procedure verifies the mappings of IP addresses to host names. The steps
apply if you are using a domain or a workgroup.

1. At the Command Prompt, type the NSLookup and server name and
press Enter.

2. Ifyou receive the message ‘DNS Request Timed Out), choose No for the
NSLookup Resolved pull-down menu.

3. If the NSLookup provides the server name and IP address (as shown
in the example) then communication is good and NSLookup has
resolved successfully. Choose Yes from the pull-down menu for

NSLookup Resolved.

o Administrator; CVWIndows System32homd.exe
icrosoft Windows [Version 6.3.96881]
c>» 2813 Microsoft Corporation. All rights reserved.

ookup PASSH2A
padca.system.plantpax.local
172.18.1.18

PASSHA2A.System.PlantPAx. local
Address: 172.18.1.67

If the NSLookup ping does not provide a server name and IP address, go
to the Troubleshooting scenarios, starting on page 129, to resolve
the issue.
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Performance

The Windows Performance Monitor (PerfMon) utility provides a snapshot of
the current performance of a computer. Subsequent snapshots can show
deteriorated performance for maintenance updates. The report information is

used to complete the Basic System Checks and Resource Overview sections of
the checklist.

Generating a Performance Report

This section explains how to generate the PerfMon report.

IMPORTANT  The Performance Monitor tool can increase CPU usage by 5. .. 10%.
However, the procedure does not affect the general report data.

1. Click Administrative Tools and choose Performance Monitor.

|

Remote Desktop Services

P
I

Defragment and Optimize Drives

Disk Cleanup

Embedded Lockdown Manager

Event Viewer

Internet Information Services (IIS) Manager
SCS! Initiator

&
L%

i Local Security Policy

B Microsoft NET Framework 1.1 Configuration
B Microsoft NET Framework 1.1 Wizards

& Microsoft Azure Services

ol

ODEC Data Sources (32-bit)
= ODBC Data Sources (64-bit)

Compenent Services 2
Computer Management Administrative Tools

CodeMeter
Embedded Lockdown Manager

Enterprise License Manager

FLASH Programming Tools

Hiprom Software

LoopPra Tuner (Rockwell Automation Edition)
Maintenance

Microsoft Office

Microsoft SOL Server 2008

Microsoft SOL Server 2008 R2

Microsoft SOL Server 2012

Rockwell Automation

:

Performance Monitor

| Rockwell Software

(V) Resource Monitor SharePoint
T Security Configuration Wizard Startup
= Server Manager VYMware
Services Windows Accessories

EJ System Configuration

[ System Information

Click to expand Data Collector Sets>System, right-click System

Windows System
Adobe Reader XI

Diagnostics and choose Start.

(%) File  Action  View Window Help

Performance Monitor

B8 Performance Monitar
4 [ Data Collectar Sets
b 3, User Defined
4 [a System

e amE XEB Q= HE P a
(®) Performance Harme
4 [ Manitoring Toals 1 MT Kemel

| Opersting System
IPracessor

lsystern Services
ILagical Disk Dirty Test

The system diagnostics procedure takes about 1 minute.

- 1 5 --EMARTDlsk Check
: :”‘ £5lid ntiSpywareProduct
L] By top IFirewallProduct
5 Startup £ q
i Save Template...  ntivirusProduct
I | Reports b
Data Manager... JUAC Settings

IetestRbert indows Update Settings
|Performance Counter

plel ' leios

Wiew *[Cantroller Classes
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3. To view the report, click to expand Reports>System>System
Diagnostics and choose the desired report.

(1)
(%0 Eile  Action Window  Help
e nm Xma Hm
(%) Berformance
2 g Monitoring Tools
B Performance Monitor

4 [ Dsta Callector Sebs

L8 User Defined

4 Lm Systemn

Visiar

W Gyatem Diagnostics
¥ System Pedormance
Event Trace Sessions
1) Fartup Event Trece Szszions
a g Reports
b E Lisar Defined
a il System

1 E07 17-000001

= =

Perfarmance Monitar

System Diagnostics Report

Computer: £5:507

0 Seconds

dnesday, Februany 17, 2016 12:24:78 P

Informational

Symp fom:

ter has not recorded sn ankivirus prodoct

Causa = to igentity am sctive Bntisenss application. Either there iz no antivins product installed or it is not recogniz=d
Resabution: s installed.
Related: Anti-virus
Basic System Checks
Tests Hesult Deseription
[H Q8 Checks Q& Passed  Checks for attributes of the operating system
[ Disk Checks Q Pessed  Chesks for disk situs
[ Security Center Tests @ Fassed  Checks for state of Security Center related information.
@ Gysten Service Checks O Passed Checks for stale of system serices
Harcvare Civice and Criver Checks O Passed  Survey of Windows Management Infrassnacture supaarted devices)
Performance \ :-
Resource Overview
Component Status. WHlization Details
CRu O Norma A% Marmal CPU load.
Mezwork O g 0% Busiect network adapter is less than 139 o
Duzhe O ide 35 fzec Disk 1O s besz bhnan 100 {read/wirrte] per second on disk O El
Memany @ Busy 3% 297 ME Available.
Software Configuration =

IMPORTANT  You can copy information in the ‘Basic System Checks’ (page 58)

and ‘Resource Overview’ (page 61) sections of the reportinto the
checklist. Each system check and component on the report is
explained in the following pages.

We recommend that you perform the following optional steps to save
the report electronically for future reference.
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4. Click the folder icon, select all files, and click Copy.

File Action View Window Help

e M Xmc Hm mEo
@ Performance MName = Date rodified Type Size

4 _m Monitoring Tools _ AntiSpyaareProduct 2ATZMG12:25 PM XML File 2KB
B Performance Monitor | AnthirusProduct 2/17/201612:25 PM XML File 2 KB
A 3 Data Collector Sets L._i BIOS TAMe 1225 P XML File 10 KB
b L& User Defined | Contraller Classes 2772016 12:25 PM XML File 77KB
4 [ System _ Cooling Classes 217/201612:25 P XML File 2KB
¥ Systern Diagnostics .| Desktop Rating 2/17/2016 12:25 PM XML File 2KB
___ @ System Performance || Disk Settings 2/17/201612:25 PM XML File 14 KB
i " FirewaliProduct 2/17/201612:25 PM__ XML Fil 7K8
i) Seartup Event Trace Sessions | Input Classes Choose default program... 24 KB
4 :?Ep;::r Defined l_i Interatt?w: Session Processes : Sendito o 26 KB
| Interactive Sessians I 7KB

2 8 spem =
4 L System Diagnostics i__!Log_geﬁ C!n Ui_“s ol
@ ASIS01_20160217-000001 ;__jLogh:ai Disk Dirty Test L Copy 2KB
v [ System Performance __ Mernory Classes | Create shortcut 781 KB
,_| Motherboard Classes Delte 103 KB
_ | Metwork Classes 72 KB
. |NTFSPerformance |ERams 2 KB
|| NtKemel.etl Properties 1,296 KB
|| Operating Systern 21772016 12:25PM XML File 20KB
Performance Counter 2700 12:25 P Performance Mon... 2,048 KB
__| Plug&ndPlay Classes 2172016 12:25 P XML File 904 KB

5. Create a local folder to store the reporting files, right-click and

choose Paste.

Share

Wi

- 7 l ok ThisPC » Documents » Systern Diagnostics » &S50

7 Favorites
B Desktop
8 Downloads
"I Recent places

18 This PC
j Desktop
| Documents
& Downloads
& Music
= Pictures
B Videos

Mame

-

Date

View

| Sort by
Group by
| Refresh

Customize this folder...

his fal

Undo Rename

| Share with

Cirl+Z

The report is named ‘report.html!’ in the specified directory.

6. To match the computer that was tested, rename the report.

The report is in HTML format and can be opened in most

web browsers.
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Basic System Checks See page 55 to generate a report by using the Performance Monitor utility. The

report information is used to verify the following checklist rows:
o _OS Checks
e Disk Checks

o Security Center Checks

o System Service Checks
e Hardware Device Driver Checks

In the electronic report, each of these items can be expanded in the list to view
additional information.

0S Checks

This row of the checklist verifies that the attributes of the operating system
conform to PlantPAx system recommendations.
1. Click the pull-down menu on the checklist.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Review your computer configuration and make changes or upgrades to make
sure that servers and workstations are within recommended limits.

af | Ves, pass.
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Disk Checks

This row of the checklist verifies the status of the disks in the
operating system.
1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Address any drive issues on the computer or server that did not pass

3| and reverify.

-.ﬁf Yes, pass.

Security Center Checks

This row of the checklist verifies system security-related information.

1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, warning. Review security settings and reverify if you made changes.

«:&" Yes, pass.
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System Service Checks

This row of the checklist verifies the state of system services.

1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Address any system service issues on the computer or server that did not pass

# | andreverify.

e&' Yes, pass.

Hardware Device Driver Checks

This row of the checklist verifies the Windows management of supported
devices in your PlantPAx system.
1. Click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

No, fail. Address any device driver issues on the computer or server that did not pass
# | andreverify.

«:&" Yes, pass.
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Resource Overview See page 55 to generate a report by using the Performance Monitor utility. The

report information is used to verify the following checklist rows:
e CPU (%)
o Network (%)
o Disk (/sec)
e Memory (%)

CPU (%)

This row of the checklist verifies that the CPU load complies with PlantPAx
system recommendations.
1. Type a value and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

K No, fail. Resize the system or split the servers for more CPU in a virtual environment.

«‘4" Yes, pass.
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Network (%)

This row of the checklist verifies that the busiest network adapter is < 50%.

1. Type a value and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

ﬁ No, fail. Reevaluate the network traffic and reverify.

e&' Yes, pass.

Disk (/sec)

This row of the checklist verifies the operations per second performed by the
hard disk drive.
1. Type a value and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, as shown on page 55.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Replace the disk with a higher throughput or create additional disks.

«:&" Yes, pass.
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Memory (%)

This row of the checklist verifies the memory capacity of the server
or workstation.
1. Type a value and click the checklist pull-down menu.

2. Choose Passed or Not Passed based on the information on the
Performance Monitor report, and type the usage.

3. Observe the results and make any necessary changes.

Not complete until an option is chosen.

% No, fail. Increase the memory capacity.

-.ﬁf Yes, pass.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.
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Notes:
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Before You Begin

System Architecture Checklist

This chapter describes verification procedures for the overall layout of
your PlantPAx’ system architecture. You can review essential PASS and
HMI attributes.

The purpose of the checklist is to verify your system data against PlantPAx
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft Excel worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access the checklist, click the System Architecture tab on the Microsoft
Excel workbook.

The System Architecture checklist procedures operate under the
following assumptions:

e Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

e You have access to Microsoft Excel software to complete the checklist.
¢ You have configured the following FactoryTalk® software:

- View Site Edition

— AssetCentre

- Historian Site Edition

e You also have configured the FactoryTalk Historian SE Excel
Add-In tool.
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Click the page number or the links in the workflow for quick access to
specific information.
Figure 5 - System Architecture Workflow
Number of HMI Servers
FactoryTalk View Application Design « Number of Alarm Servers
See page 67 Number of Data Servers
¢ 1 € « Each HMI and Data Server Is in Its Own Area
FactoryTalk View HMI Servers (PASS) « Uses Data Logging
S 069 « Dedicated Servers?
eepageo) + Redundancy Status
FactoryTalk View AF Servers (PASS) Dedicated Servers?
+ Redundancy Status
See page 73 Alarm History Enabled
FactoryTalk View Data Servers (PASS) « Dedicated Servers?
See page 74 + Redundancy Status
l « Number of Assets
FactoryTalk View AssetCentre + Number of Disaster Recovery (DR) Assets
+ Number of Agents
Seepagels « How Often DR Assets Configured to Upload
FactoryTalk Historian SE Po!nts |r? U.se « Unit Fful Over Enabled and
«  Points Limit Running
See page 78 « Fastest Scan Class « Collective Enabled and
« Number of Interfaces Running
- Buffering Enabled and Running
Complete You have the option of using other checklists,
with recommendations provided in Chapter 2.
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FactoryTalk View Application

Design

Alarm Server

Data Server
HMI Server

The rows in this checklist section verify that the following FactoryTalk View
application design attributes comply with system recommendations:

e Number of HMI Servers

e Number of Alarm Servers

e Number of Data Servers
o Each HMI and Data Server Is in Its Own Area

You can view these attributes in the FactoryTalk Administration Console or
the FactoryTalk View Studio software program.

ile View Tools Window Help

| =< Network (PASSOT)
 fim PlantPAx

: 21 Action Groups

- Policies

@ Computers and Groups
-5 Networks and Devices
@ Users and Groups
=23 Connections

IMPORTANT  See page 14 for descriptions of the five symbols that indicate the status of
the Observed Value. Faults must be corrected and warnings must be
satisfactorily reviewed for verification.

Number of HMI Servers

The number of servers and how they are configured can impact the speed of
system communication. Complete these steps to make sure that your HMI
server count is within supported system limits. Servers can be simplex

or redundant.

1. Using the application tree in the FactoryTalk Administration Console,
select the project to be analyzed.

2. Reference, identify, and count all HMI servers in your system. Then,
type the number of HMI servers into the checklist and press Enter.

If an HMI server is secondary, do not add the secondary HMI server
to the count.
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3. Observe your results and make any necessary changes.

‘*‘f Pass; number of servers <= 10 per system.

Fail; number > 10 maximum servers per system.

# | Reduce the number of HMI servers in the system tree of the FactoryTalk Administration
Console window.

Number of Alarm Servers

Complete these steps to make sure that your alarm server count is within
supported system limits. Servers can be simplex or redundant.

1. Using the application tree in the FactoryTalk Administration Console,
select the project to be analyzed.

2. Reference, identify, and count all alarm servers in your system. Then,
type the number of alarm servers into the checklist and press Enter.

3. Observe your results and make any necessary changes.

‘*‘f Pass; number of servers <= 10 per system.

Fail; number > 10 maximum servers per system.

| Reduce the number of servers in the system tree of the FactoryTalk Administration
Console window.

Number of Data Servers

Complete these steps to make sure that your data server count is within
supported system limits.

1. Using the application tree in the FactoryTalk Administration Console,
select the project to be analyzed.

2. Reference, identify, and count all data servers in your system. Then, type
the number of data servers into the checklist and press Enter.

3. Observe your results and make any necessary changes.

‘*‘f Pass; number of servers <= 10 per system.

Fail; number > 10 maximum servers per system.

| Reduce the number of servers in the system tree of the FactoryTalk Administration
Console window. Servers can be simplex or redundant.
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Each HMI and Data Server Is in Its Own Area

Server segregation helps optimize performance. To help prevent unpredictable
search results, do not insert a server into the application root path. Each server
must be in its own area.

Zl FactoryTalk View Studio - View Site Edition
File View Settings Tools Window Help

2| o E
i D&Eo| s o Alarm area folder stores the Alarm and
Explorer - PlantPAx HMI =] P Event server.
=1 Network (PASS01) b
- fi PlantPAx e Data area folder contains the ° server.
-&=m Runtime Security

F Alarm

5 Area e HMI area folder stores FactoryTalk View
: tags and displays. It's important to verify

B PlantPAx HM) | that there are no other servers in any other
= oo N,
I S yeacen area folders.
+_ HMI Tags

/771 Graohics

1. From the checklist pull-down menu, choose Yes or No if each HMI and
Data server is in its own area.

2. Observe your results and make any necessary changes.

aft | Ves;pass.

No; fail.

H | Comrectthe area organization in the tree structure of the FactoryTalk Administration
Console window or FactoryTalk View Studio software.

i The rows in this checklist section verify that the HMI servers on the PASS
FactoryTalk View HMI Servers ¥
(PASS) comply with system recommendations for these design attributes:

o Uses Data Logging

e Dedicated Servers?

e Redundancy Status

IMPORTANT  See page 14 for descriptions of the five symbols that indicate the status of
the Observed Value.
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Uses Data Logging
We recommend the use of FactoryTalk _ —
A . £l FactoryTalk View Studio - View Site Edition
Historian software rather than o :
ile View Settings Tools Window Help
FactoryTalk View SE data logs to collect =z DEElo aes
and analyze system data. The Historian Explorer - PlantPAx_HMI 53]
software is robust and scalable. =4 Network (PASSD1)
= fim PlantPax
.= Runtime Security
To check if data logs are used in a
FactoryTalk View SE project, open a
Data Log folder in the HMI server. S8 System
: . w11 HMI Tags
Verify the data log model is empty. A s
Complete these steps.
1. From the checklist pull-down menu, choose Yes or No to verify if
data logs are used.
2. Observe your results and make any necessary changes.
Yes; warning.
o | Use data logs for short-term storage only. Manage the data log size and segregate the
! hard disk drive that collects the data so PASS server performance is not affected.
In the Notes column, provide confirmation of the data log use.
No; pass.
H’ We recommend that you use FactoryTalk Historian software for data collection.
Dedicated Servers?
To help prevent unpredictable communication, you cannot have two servers of
the same type hosted on one computer. The computer can host multiple
servers as long as they are different types. For example, a computer can host one
HMI server and one alarm and event server.
You can have multiple data servers as long as they are not the same type. For
example, you can have a FactoryTalk Linx server and a RSLinx" Classic server.
Complete these steps to verify that each HMI server (primary and backup) is
operating on a unique host.
1. Open your application in FactoryTalk View Studio software.
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2. Right-click the HMI server, and choose Properties to confirm the
computer host name.

a FactoryTalk View Studio - View Site Edition (Network Distributed
.FI|= View Settings 'I:uols Window Help

@EE DSE o meE|

3 Network (PASS0T)
= fis PlantPax
|- &= Runtime Security
l-cr‘j Arez
r;|d Alarm
| = % plantpax_aES
{ B Alarm and Event Setup
E{H Data
| = B PlantPAx_DAT

| m Communication Setup
1 ERIPlantP A HM] Cornprrter hosting the server:

=53 Sysem [asson &I
:] A:‘t_iu!n Groups Startup Type
0 Policies ) On demand {Redundancy wil be disabled)
#) Computers and Groups () Load and run startup components when operating system initializes
a5 Metworks and Devices
(] Users and Groups vgact A pekthic Ao perle

th{83 Connections | Ct\Users\Public|Documents \AiSView Enterprise\SEHMI Projects FlantPax_HMI |

Number of dsplays: 186 Licensed masimum: Unkmited

3. For aredundant server, click the Redundancy tab to confirm the
computer that hosts the secondary server.

| General|| Bedindancy | Comparerts |

[+#] Provide redundancy using a secondary server
Secondary serve
Computer hosting the server;

[Passoe | I

Statyp type:
Load and rum startup companents when aperalng system iniisizes

Mumber of displays. 177 Licenzed maxamum Urikrited

Switchover options

® Contirue using the secondaiy server even when the primary server
becomes avalable agan

() Switch over to the primary server when it becomes available
Replicatian

[ Replicats Piimary to Secondary.. |

4. From the checklist pull-down menu, choose Yes or No.

5. Observe your results and make any necessary changes.

Yes; pass. Yes indicates all computers host only one of any type of server. Put the
f computer host name in the Notes column.

Noj; fail. You must not host multiple HMI servers on one PASS server.
h- 4 :
To verify the host and redundant server, repeat step 1 through step 3.
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Redundancy

Status

Using the FactoryTalk Administration Console, complete these steps to verify
the status of your redundant servers.

1. Right-click the HMI server and choose Server Status.

FactoryTalk Administration Console [

Bl

v
File View Tools Window Help
E
Explarer
= @ Metwork (PASSOT)

-E:EJE Alarm

| 3 PlantPAs AES

o Data

[+ B PlantPAx DAT
=@ System

[Z Action Groups

+D Policies

+D Computers and Groups
+-§-,5 Metworks and Devices
+C| Users and Groups
#{_] Connections

Server Status - PlantPAx/Area:PlantPAx_HMI

Server status

Primary server: PASS024

| acve | |

Secondary server; PASS028

Primary status:

Secondary status: I StEI'Idbyl |

Switchover options
(_) Continue using the secondary server even when the primary server becomes available again

(®) Switch over to the primary server when it becomes available

Server switchover

Click the Switchover button to switch the Active server. The server that is currently an
standby will become the Active server and the Active server will become the Standby server.

Application | Communicaions

MUM

Select one of the following based on the status.

a. If the status for one server is ‘Active’ and the other server is ‘Standby,,

choose Synched.
b. If you have different results, choose ‘Not Synched.

Identify the servers that are ‘Not Synched’ in the Notes field of
the checklist.

From the checklist pull-down menu, choose an option and press Enter.

Observe your results and make any necessary changes.

Does not apply for non-redundant systems.

af | Synched; pass.

Warning, not synched.

0 IMPORTANT: Even though synchronization is not a necessary configuration for all
= primary and secondary servers, we recommend that you test the switchover
configuration for all servers.

Rockwell Automation Publication PROCES-UM004B-EN-P - August 2018



System Architecture Checklist ~ Chapter 5

Factory'l'a'k Alarm and Event  The rows in this checklist section verify that the alarm servers on the PASS

Servers (PASS)

comply with system recommendations for these design attributes:
ply y g

e Dedicated Servers?

¢ Redundancy Status

Dedicated Servers?

See Dedicated Servers? on page 70 for how to verify a primary and secondary

alarm server.

You must not host multiple alarm servers on one PASS server.

Redundancy Status

See Redundancy Status on page 72 for how to verify the status of redundant
alarm servers.

Alarm History Enabled

This row makes sure that you have put a check mark in the Enable History box
to log alarm history.

1. On the FactoryTalk Administration Console, click the alarm server in

the left pane.
v FactoryTalk Administration Console ST
File Wiew Tools ‘Window Help
&
Explorer [=] PlantPAx_AES Properties -
(=& Metwork (PASSOT -
?ﬂm \nstan:Fiu : | Gereral| Redundoncy| Proties and History)
' fin ?IantPAx Pricrities
| BEf /_l-rea Enable server-assigned priarities
B Sl Suseity Bah
[ PlantPax AES Prioiity Low High
B Data Urgent 51 1000
B PlantPd DAT
DL, PlantP A HMI High
2E Systern Medium
[0 Action Groups \iin
+{1 Policies
(21 Camputers and Groups
¥ 25 Metworks and Devices _Nalm and Event H&tnw
L0 Users and Groups Enable history
=0 Connections Database defirition:
=1 Databases ‘F‘loduclmn Alarms v
K g Production Alarms Camputer name:; ASISM
w1 Historical Data i ) oo
1 Historical Data ME atabase name: roductiondlamms
Cache file path;
‘C “ProgramData\Rockwell\Alams ‘
Log language:
[Engiish (Urited States). en-U5 v|
P e Aopl
MU
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FactoryTalk View Data
Servers (PASS)

74

2. On the Alarm and Event Server Properties dialog box, verify that the
Enable History box is checked.

3. From the checklist pull-down menu, choose Yes or No whether alarm
history is enabled.

4. Observe your results and make any necessary changes.

Does not apply for non-redundant systems.

af | Yes, pass.

No, warning. Consider how you want to store alarm history.

The rows in this checklist section verify that your data servers on the PASS are
configured within the following acceptable system limits:

e Dedicated Servers?

e Redundancy Status

Dedicated Servers?

See Dedicated Servers? on page 70 for how to verify a primary and secondary

data server.

You must not host multiple data servers of the same type on one PASS server.

Redundancy Status

See Redundancy Status on page 72 for how to verify the status of redundant
data servers.

IMPORTANT  Even though synchronization is not a necessary configuration for all primary
and secondary servers, we recommend that you test the switchover
configuration for all servers.
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FactoryTalk AssetCentre
(AppServ-Asset)

The rows in this checklist section verify how many assets are being processed
y y g

per agent. A general rule is not to exceed 100 assets over a 12-hour period

per agent.

Make sure that the following system design elements are within system limits:

e Number of Assets
e Number of Disaster Recovery (DR) Assets

e Number of Agents
e How Often DR Assets Configured to Upload

Complete these steps to access FactoryTalk AssetCentre software client
information to enter in the checklist for verification.

1. On the AssetCentre menu bar, select Help and click About.

) FactoryTalk AssetCentre = | [= -
File Edit View Tasks Tools Wmdcwsl Hel
2 S B B & Asse Contents Brchive e

AssetView & X

& Design

, AssetCentre;

@ ShowHelp  Fi
Installation Guide
Quick Start

About

2. In the Components box, select FactoryTalk AssetCentre Server Features.

About FactoryTalk AssetCentre -

§) | FectonTelk AssetCente Waming: This computer program is protected by copyright law and
. 20000199 ntemationl reatics. Unauthorized reproduction or disinbution of

s& this program, or any portion of it, may result in severe civil and
() 2018 Rockwell Automation Inc:

criminal penaties, and will be prosecuted to the maximum extert
possible under the law

Companents

Contact Information

Companent details:

ic | Licensad Asset Capacity: Unlimited
Agert Groups Iformation Assat licenses in use: 0

Factory Talk AssetCentre Server = Total system assets: 1

Disaster Recovery - Rockwel

Disaster Recovery - Motoman

Disaster Recovery - Fanuc

Calibration Management

Calibration Management - Remate workstation

Calibration Mananement - Fluke handheid

£ m >

Windows User

System information appears in the Details pane.

Number of Assets

Complete these steps to document the number of managed system assets.

TIP  AssetCentre licensing determines the allowable number of assets. A
base license includes 10 assets.

1. From the Details pane of the FactoryTalk AssetCentre dialog box (see
page 75), type the number for the “Total system assets.
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2. Observe your results.

Baseline documentation purposes only. This value sets a benchmark that can be
l:::l compared to future server results. The comparison can identify a potential issue with
too many assets per license.

Number of Disaster Recovery (DR) Assets

The general rule is not to exceed 100 assets over a 12-hour period per agent.
1. Type the number of controllers that are configured for Disaster
Recovery and press Enter.

To access this information, click Disaster Recovery - Rockwell in the

left pane of the AssetCentre dialog box. See page 75.

IMPORTANT  While a Disaster Recovery license is required for this functionality,
we strongly recommend this system backup.

2. Observe your results and make any necessary changes.

Not complete until you upload assets.

qf Pass; an asset upload is within system recommendations.
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Number of Agents

Agents are programs that communicate with the FactoryTalk AssetCentre

server and perform server tasks, such as disaster recovery.

By using agents, work is distributed and shared among computers to help
spread processing load. You can view the number of agents in the bottom right

corner of the AssetCentre dialog box.

& SYSTEMADMINISTRATOR 333 Connected] JiL. Agents 0

1. Type the number of AssetCentre agents and press Enter.

2. Observe your results and make any necessary changes.

Not complete until you upload a number of agents.

tr reported agents matches the number of installed DR agents.

Pass; agents have successfully reported completed tasks to the server. The number of

How Often DR Assets Configured to Upload

This row is used only if you are using disaster recovery. In FactoryTalk View
AssetCentre software, you can determine the frequency that the assets are

scheduled to upload.

1. Type the number of days between asset uploads and press Enter.

To view this information, click Schedules>Timing properties on the

AssetCentre dialog box.

% Faclorylalk AssetCentre

Fe Fdit View Tasks Teals Windows Hilp
b & o | Q) Aget o D Achie W Colibation @ DM Vi 4 Lag Saarches @

el Vi R 7 Schocies
& e W | Assatertre = Laqea0OLEKCN »  LGRCIACD

W, deelCanba e BB Aunaw

= f Logisfien | GArm
§ Lesca 4o

= 1 Lo b0 Perifi
d ParlPas A

¥ Al Sehecube Filizn by Botadus sttt

Lagixs000_PlantPAx Timing Praperies
] E | Mokl e chenge e vehess mhen e schedus & actie.

W | PeriPrRecee Auad o
| Loowd00 Hanl  Asaell

Coeni ca]

® ewDyLocatin ) Vewn dsser T
aseets n LogisSE00_ PlariPle
1 § Logo@000_Planis [Logis 500

Hasimum Aurtize 710 mess mo k) Houw: |0 Mrutes

Masgmim Rurtize = knibed
[Cowe ]

Vg

4 ey 832050
eveday al 110
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2. Observe your results and make any necessary changes.

Not complete until you upload assets.

'l:f Pass; all asset entry fields are entered and verified.

Factory'ra'k Historian SE The rows in this checklist section verify that the following FactoryTalk View
( AppS erv-Info) Historian SE design attributes comply with system recommendations:

e DPoints in Use
e DPoints Limit
o Fastest Scan Class

e Number of Interfaces

e Buffering Enabled and Running
e Unit Fail Over Enabled and Running
e Collective Enabled and Running

Points in Use

A Historian point establishes the data flow to and from the Historian server.

A Historian point does not necessarily correspond to a ‘point’ on the field
device. For example, one ‘point’ on a device can consist of a process variable, an
analog alarm, and source quality. These pieces of information require three
separate Historian points.

1. On the checklist, type the number of points that are in use and
press Enter.

a. To view the number of points on the FactoryTalk Administration
Console dialog box, click System and choose
Connections>Historical Data>Historian SE server

b. Right-click Properties and then click the Point Sources tab.

"4 FactonyTalk Administration Console

Explorer || production Historian - Historian Server Connection Prope.u-
=& Mebwiork (PASSOT) :
+ [ PlantPaz General | Licansing | Poink Sources |
= ,s}jt*m Irkeiface Type Prarits in Lse Limit
Action G
(0 Action Groups Aockel E "
+1_1 Policies F
41/ Computers and Groups i 1] 0
o
B8 fifetiutitks amil Desnces Irrerlaze Type Allocalion Perils in Uge Lirrak
+1] Users and Groups G T - -

-] Connections | |
+ 1 Databases i B -
= Histarical Data
= B Production Historian
&= FTLDN
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A warning displays if the number of points is more than the points limit,

which indicates additional licensing is required.

2. Observe the results and make any necessary changes.

Not complete until points are added.

Warning; number of points exceeds the points limit.

Write in the Notes section whether you need to add licenses or reduce the number of
configured points in the Historian software.

-h;ﬁ' Pass; number of points is less than the points limit.

Points Limit

This row is dependent on Point in Use and, therefore, not optional despite

being informational only. The license limit number is used in the evaluation if

the points in use exceed the license limit.

1. On the checklist, type the limit number and press Enter.

The information is identified in the Points Sources tab of the
FactoryTalk Administration Console dialog box.

See page 78 for an example.

2. Observe the results.

Baseline documentation purposes only. This value sets a benchmark that can be
::J compared to future server results. The comparison can identify a potential issue with
too many points per license.
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Fastest Scan Class

This row identifies the scan rate used in FactoryTalk Live Data to send
controller information to the Historian server. To view this information, you
must have the FactoryTalk Historian SE Excel Add-in tool configured.

IMPORTANT  For procedures on how to configure the Excel Add-In Tool, see the PlantPAx

DCS Infrastructure Configuration User Manual, publication PROCES-UMO0O1.

1. From the PI Builder tab, click PI Points and choose All PI Points.

=] = - N O
HOME  INSERT ~ PAGELAYOUT ~ FORMULAS ~ DATA  REVEW  VIEW  VANTAGEPOINT  PIDATALINK | PIBUILDER Signin
Data Server: @ = () Select Al \/»“ @ % [H Show Values in Rows [Headers @) About
Asset Server: @ - € ) Deselect All ek Show Values in Columns  [&] Settings @ Help
Publish Delete PlPaints Library Elements Event Refresh
Database: @ PlantPAx - &7 Reset to Template 2 & G Sy Error
Connections Build 10 Attribute Data References Resources -
P = £ %, Eind Pl Points.. =
@) Al Digital States
A B E D E 3 P J K E M N o -
1 Find Digital States...
=
2 1
3 1
4
5
6
7
e }
g |
10
12
14
15|
16 -
Sheet1 ® 1 ¥
READY H M o-——+ 0%

2. Use defaults and click OK.

] Select Object Types and Column Headers =

Object Type:  PIPoint

Object Types: 1 selected, Columns: 31 selected

m >

e[ INewname | 3

[Wlpainttype
~[#|ptdassname

compressing
i,

Clear Al Select All

Description:

The columns in this group are required, They may nat be ~
deselected and neither the graup nor the ‘Selected(x)’ calumn
may be moved.
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3. From the checklist pull-down menu, select the scan rate that
matches the smallest number you observed in the list of points in the
Scan column.

H 5 ? EH - 0O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW VANTAGEPOINT PI DATALINK PI BUILDER Signin
Data Server: @ - é (%) Select All o @ & '_' [H Show Values in Rows [ Headers | @ About
Asset Server: @ - € ) Deselect All v =4 Show Values in Columns  [E] Settings @) Help
Publish Delete Pl Points  Library Elements Event Refresh
Database: @D PlantPAx~ o7 Reset to Template ¢ i T Pl
Connections Build F] Retrieve G Attribute Data References Resources ~
Al v I Selected(x) L4
R | s | T U v W ¥ z Al | AB AC | AD |-
1 |compmin compdevpercent excdev excmax excmin excdevpercenhutdown span step typicalvalue zero datasecurity
2 0 o [ 600 0 0 3 1 1 1 1 1 piadmin: A{r,w) | FTHAdministrat
3 0 0.2 0.2 600 o 0.1 1 1 200 [ 140 0 piadmin: A{r,w) | FTHAdministrat]
4 0 0.2 0.1 600 0 0.1 1 1 100 0 50 0 piadmin: A{r,w) | FTHAdministrat]
5 0 o [} 600 o 0 1 1 7 8 A 2 piadmin: A{r,w) | FTHAdministrat
6 [ 0.2 0.1 600 0 0.1 ik 1 100 0 50 0 piadmin: A{r,w) | FTHAdministrat|
7 0 0 0 600 0 o 1 0 100 1 50 0 piadmin: A{r,w) | FTHAdmini:
8 0 2 a4 600 0 1 it 1 400 0 290 0 piadmin: A{r,w) | FTHAdmI
9 0 1] [} 600 o 0 1 1 4 1 3 3 piadmin: A{r,w) | FTHAdministrat
10 0 2 2 600 0 1 1 1 200 0 140 50 piadmin: A{r,w) | FTHAdministrat
1 0 a o 600 o 0 1l 0 100 1 50 0 piadmin: A{r,w) | FTHAdministrat|
12 [ a [ 600 0 0 ik o 100 1 50 0 piadmin: A{r,w) | FTHAdministrat|
13 0 [ 1] 600 o 0 1 1 1 il 1 30 piadmin: A{r,w) | FTHSupervisors
14 0 0.5 0.25 600 0 0.25 it 1 100 0 50 0 piadmin: A{r,w) | FTHSupervisors|
15 0 0.5 0.25 600 o 0.25 1 1 100 0 50 0 piadmin: A{r,w) | FTHSupervisors|
16 0 0.5 0.25 600 0 0.25 1 1 100 0 50 0 piadmin: A{r,w) | FTHSupervisors| -
Sheetl @® 1 b
READY H o -—F——+ 100

TIP  The number in the scan column represents the scan class, not time.

4. Observe your results and make any necessary changes.

Warning; scan rate is faster than 1 second. Scanning data at a rate faster than the data
is changing wastes network and computer resources and unnecessarily uses network
bandwidth. Reduce the speed at which the data is being scanned.

'l:f Pass; meets system performance.

For details on how to install the Historian SE Excel Add-In tool, see the
PlantPAx DCS Infrastructure Configuration User Manual,
publication PROCES-UMO001.

Number of Interfaces

This row identifies the number of FactoryTalk Live Data interfaces in your
Historian configuration.

1. On the checklist, type the number of FactoryTalk Live Data interfaces in
your Historian configuration and press Enter.
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2. Observe your results and make any necessary changes.

Not complete until you enter a number of interfaces.

af Pass. For a redundant interface, Historian Points in Use cannot exceed 20,000 tags
per second.
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Buffering Enabled and Running

This row verifies that buffering is configured properly in your Historian
application for a redundant system only. Buffering is recommended to
maintain data collection in the event the connection to the server is lost.

1. From the checklist pull-down menu, select Yes or No and press Enter.

2. Observe your results and make any necessary changes.

No; warning. Use the Notes column to address when buffering is corrected.

-Hf Yes; pass.

IMPORTANT  This procedure is executed in all interface nodes in the Data server

(not on the Historian server). Open the Pl Interface Configuration
Utility and click Tools>Buffering.

® Buffering Manager =il -

File View Help

Buffering Manager

Global

4 @ Global Buffering Status Pl messages

P 0.0 seconds estimated buffer capacity
b 0 events in queue

P 0 total events sent

Logical Servers

As shown, make sure that Global Buffering Status is checked.
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Unit Fail Over Enabled and Running

For redundant interface nodes only, this row verifies that unit failover is
configured properly in your Historian application.

1. From the checklist pull-down menu, select Yes or No and press Enter.

2. Observe your results and make any necessary changes.

No; warning. An interface is not enabled for unit failover and not running. Write in the
Notes column the interface node name with the exception.

Yes; pass. All of your interfaces have unit fail over enabled and are running.

IMPORTANT  This procedure is executed in all interface nodes in the Data server

(not on the Historian server). Open the Interface Configuration
Utility, select the interface, and choose Failover under Unilnt.

il

Interface  Tools Help

Pl Interface Configuration Utility - FTLDInt1 \L‘i-

Ready

B> io|3R e
Inteface:  [FTLD (FTLDInt1) -> ASIHO1 =] Rename
Tpe:  [FTLDI_v| Heckwsl FactayTak Lve Data PI Data server Connection Satus
Description: [Default FTLD interface created by the FTH configure wizard 4 ::\;Sli‘IHD;\A System PlantF
Versions:  [FTLDInt exe version 4.6.0.60 Unilrt version 4.6.0 60 o e
Goneral Unilnt Failover
FTLDIt ¥ Enable Uniint Failover " Phass1 (% Phase2
aa”‘e Falover ID#: for this instance: [l [\PASSO2AFTLDIntT

Failover IDF of the other instance: 2 [WPASSO2BVFTLDInt1 x] Browse ]

HEaN oIS,

Performance Counters
Performance Points

BISDK Rate at which the heartbeat poirt is updated/checked: [5000 miliseconds EiE
Disconnected Startup UFO Type: Synchronization File Path
Debug [HoT _+| [VpassO1'FTSE_Faiover\FTLDInt_FTLD_1 dat Browse
10 Rat
e Status | Tag [ Exdesc [ PoirtSource | Lo ~
Created ASIHD1-FTLDInt_1_FTLD_UFO2_ActivelD [UFO2_ActivelD] FTLD 1
Created ASIHOT-FTLDInt_1_FTLD_UFO2_Heartbeat |  [UFO2_Heartbeat:l] FTLD 1
Created ASIHO1-FTIDInt 1 FTID LIFO? Heatheat 2 MIFO? Heartheat 21 FTIN B[
< >

I" Do not failover when both interfaces lose connection to Pl
I~ Failower corirol fags & nsolicied {nof scan bassd)

Running FTLDInt 1 - Installed
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Collective Enabled and Running

This row verifies that a collective is properly configured for redundant
Historian systems.

For high availability purposes, a server collective consists of two FactoryTalk
Historian SE servers (primary and secondary) that have the same configuration
database. This combination lets you take a server offline for maintenance or an
upgrade without disrupting the availability of data to the clients.

i Pi Callective Manager (Administrator) [=[o ]

File Edt Help

Coectives Colecive Mama  [A5IHOT Colbectsn D
¥y ASIHO L OFThOeid e 404455 B2 4adbel 4
Dascnghon
Lit Cordiguralam - Statut
Chaangm Tove 11-0ct-2015 225846 [ncacat
]

.- L]
o
ASIHIE anhilla

il
i
= Abrdbubes
Drescriphion
FODH ASTHON A S ybarm PlandPiu local

Hame
The el $8iver comgules hastumea

Ll

1. From the checklist pull-down menu, select Yes or No.

2. Observe your results and make any necessary changes.

No; warning. Use the Notes column to address that you are not using a Historian
collective. If you are using a collective, make a note that you are not configured
according to recommendations.

tf Yes; pass.

For details on how to configure a collective, see the PlantPAx DCS
Infrastructure Configuration User Manual, publication PROCES-UMO001.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.

Rockwell Automation Publication PROCES-UM004B-EN-P - August 2018 85


http://literature.rockwellautomation.com/idc/groups/literature/documents/um/proces-um001_-en-p.pdf

Chapter5  System Architecture Checklist

Notes:
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Before You Begin

PASS Checklist

This chapter describes the verification procedures for systems servers that
comprise the Process Automation System Server (PASS). The PASS is a
required system element that hosts essential software components that
run the system.

The purpose of the checklist is to verify your system data against PlantPAx*
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft Excel, which we refer to as a checklist, has entry fields to
document system design information. There are five icons that indicate the
status of the entered information and actions to be taken, if necessary. The
checklist data provides a snapshot of whether your system is operating
efficiently.

To access the checklist, click the <PASS> tab on the Microsoft
Excel workbook.

IMPORTANT  Complete the PASS checklist for each PASS (or PASS-C) server on your
system. To duplicate a checklist for each PASS, do the following:

Right-click the <PASS> tab and choose Move or Copy.
(lick Create a copy and then click OK.

Double-click the checklist name and type a name that identifies the
PASS that you are verifying.

The PASS checklist procedures operate under the following assumptions:
¢ Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).
e You have access to Microsoft Excel software to complete the checklist.
¢ You have access to each PASS server.

e You have downloaded the Graphic Audit Tool, which examines your
HMI server application running on the PASS server. See page 89.

Optional

e FactoryTalk® View displays have been downloaded as described in
the Knowledgebase article 771236 and imported into your HMI
server.

* A PDF printer is installed on the Engineering and/or Operator
Workstation. You can print and view FactoryTalk View reports.
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Figure 6 - PASS Workflow

Configure Graphic Audit Tool

See page 89

FactoryTalk View SE (HMI) Server

See page 92

v

FactoryTalk Alarm and Event Server

See page 100

r

Data Server (® Enterprise)

See page 106

r

Complete

« Using HMI Server?
«_Number of Displays

Total Tags on Server

+Unique Tags
« Expressions

Using Alarm Server?

«Number of Alarms

Total Items

Using Data Server?

Virtual Memory
Number of Polled Data Items

You have the option of using other checklists,
with recommendations provided in Chapter 2.
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Click the page number or the links in the workflow for quick access to
specific information.

« Global Objects
« Display Type

Max Tag Update Rate

- Display Cache
« Always Updating

Fastest Update Rate
All tags addressed from the
local Data server?

Average Packets per Second
Average Packet Response
Time
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Run the Graphic Audit Tool To verify your FactoryTalk View Site Edition (SE) HMI design elements, you
must download the Rockwell Automation® Graphic Audit Tool. The audit
tool, which is contained in the zip file within the checklist download, analyzes

exported HMI displays.

The reports for the Graphic Audit Tool show color-coded information. Yellow
and red warnings indicate where displays are close to or exceed recommended
PlantPAx guidelines. To configure the audit tool and print results, complete
these steps.

1. Before you run the audit tool, you need to export the HMI application
graphic files to an XML format. In FactoryTalk View Studio, browse to
the Graphics folder in your project and right-click Displays.

2. Choose ‘Import and Export....

Make note of the directory path to which you are exporting the displays.
You need this information in step 5.

IMPORTANT  To limit the number of library object displays from the export,
de-select display names that start with (RA-BAS), (RA-EH),
(RA-Seq), (RA-UI), and (RA-Lib). To de-select a display, click the
box to remove a check mark.

File View Settings Tools Window Help

Wee De@E o aaE
Explorer - PlantPAx_Alarms i
- &2 Network (LOCALHOST)
- iy PlantPis_Alarm Select the daplays 1o e
&= Runtime Security | (FRAME-LIB) Alam-Explorer J| (FRAME-LIE) System |
gy o | (FRAME-LIB) Aam-History Display | [FRAME-LIE) Tempiate Alzem-£
- T |#| (FRAME-LIB) Alam-Shelved Display _| (RA-BAS) Buit-in Autolune-Fac
i PlantPAx Alarms | 7] (FRAME-LIB) Alarm-Summary | (RA-BAS) Bult-in Autotune-Hel
=53 System 7] (FRAME-LIB) Display | (RA-BAS) Buit-in CC Autolune
B Command Line | (FRAME-LIB) Footer | (RA-BAS) Buit-n CC Autotune
=3 HMI Tags #| (FRAME-LIB) Hbuttonbar {RA-BAS) Buit-In CC-Faceplate
T 9 | #| (FRAME-LIB) Header | (RA-BAS) Buit-in CC-Help
g Tags [ 7] FRAME-LIB] Help | {RA-BAS) Buit-in CCQuick
' Graphics | (FRAME-LIB) RSLirnEnterprise | (RA-BAS) Buit-in IMC Autotury
G[Dbz. i - '
ot
m Symb Add Component Into Application... Selact Al | | Clear A
.+; Likrar Import and Export... I
o B Imaoe -

3. Extract the Graphic Audit Tool from the zip file within the
checklist download.

4. Double-click the executable file, GraphicAudit.exe.
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90

The Graphic Audit dialog box appears.

¥ Cresbe e of espressions and commands lound
¥ Crate fls of globad obgects fond

Foldes that contans graphec <ML Blst b peslosm sl opesstons on

hrea name [e.g. BeewngHMIE
e

Dists Cherk

W Cieate Hes for Data Chent tool

€ Toiy

[C\checkist displays

Graghic Neme Totdl Tags | Limoue

: M
flmm  |Globd | Display
Exprassion: | o, cions | Objocts | Type ﬁ

5. Complete the Graphic Audit Tool dialog box.

Field Description

Application Click SE - Network

SE - Network

SE-Local

ME

Name The Name and Area Name are used only to

Area Name (for example, Brewing/HMI)

generate Data Client XML files and are not used in
the audit operation. See Graphic Audit Tool Help.rtf
file in the zip file for more details.

(reate file of expressions and commands found
Create file of global objects found

To create the respective files, check the boxes.

Data Client

Create files for Data Client tool
Total tags

Unique tags

To enable Create files for Data Client, check the box,
and then select Unique tags.

Folder that contains graphic XML files to perform
audit operations on

Click Browse (... ellipsis) to select the directory
path where you exported your graphic XML files
instep 2.

Audit type

Choose PlantPAx from the pull-down menu.
This choice uses rules that are specific to the
PlantPAx system.

6. To generate the report, click Audit.
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Color-coded
cells indicate
threshold
issues.

The processed displays are listed in the Results pane of the Graphic

Audit dialog box.
Applcatior: Baea name fe.g BrevangHMIL
% SE - Mebwerk " SE - Local ™ ME }.5;,,
Mame:
|mﬁm [Data Chent
¥ Cieate fles for Data Chert ool
¥ Create = of expiessions and cofmmends found " Tosleg & Uniguetag

¥ Croate Al of global obiects lound
Fodder that contains graphic AWML files to peifom sudit opersbons ono

[T\ dmiriatrator Desktoph Exparted displays |

Graphic Hame TotalTage [N | Eorenspon,|Slem | Glbal

8PP Button: [1] [1] [1]

FF] Display 15} 1m2 851
JAFF] Mohors: | 21 1584 1076
|&FP) FID

IAFF) Tank

8PP Tank2

1FF) Tank3

(BPF| Valves

IFRAME] P1f Descripton
[FRAME] P11 Fooler
[FRAME] P11 Heads
[FRAME] P1f Heln

P1i HButionB

P11 Home

TOTAL

ATt e I

L clolwoo B ungd
PRRRRRRREEEERE

Soa0oDS8oDe0ees

oo oD meo

wl

The tool creates four Excel (.xls) files in the same directory as the
XML files.

7. To print, select $AuditResults.xls in the XML file directory and
click Print.

IMPORTANT  Avyellow warning indicates that you are above a threshold that
affects your ability to meet critical system attributes for system
performance. A red error indicates that you are above the supported
limit of a PlantPAx system.

You must correct red errors. If you do not plan to adjust yellow
warnings, document in the Notes column that you have reviewed
and accepted any impact to system performance.

With the Audit report information, complete the PASS checklist
as described in the following pages.
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FactoryTa"( View SE (HMI) The rows in this checklist section verify that the following HMI server design

Server attributes comply with these recommendations:
o Using HMI Server?
e Number of Displays

o Total Tags on Server

Unique Tags

e Expressions

« Global Objects

e Display Type

Max Tag Update Rate

Display Cache
o _Always Updating

Using HMI Server?

This row in the Notes column verifies if the PASS has an HMI server.
o If Yes, continue to answer the additional HMI verification fields.

e IfNo, proceed to FactoryTalk Alarm and Event on page 100.

If you have a redundant HMI server, you need to complete only one
PASS checklist for the pair of servers.

Number of Displays

The number of displays and license type does not appear on the Graphic Audit
Tool report. To view the information on the HMI Properties dialog box,
complete these steps.

1. In FactoryTalk View Studio, right-click the HMI server in the
Explorer pane.

2. Choose Properties.
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{s|
File View Settings Teels Window Hel
& D&E o MaaE
|Explorer - PlantpAx HMI H
=2 Network (PASSDT)
= fim PlantPin
= Runtime Security
&M Area
= 7H AL

e

2] System
% (21 HMI Tags
() Graphies
(2] HMI Tag Alarms
+/23 Logic and Control
%20 Data Log
51 System
(2 Action Groups
%3 Policies
+ ) Computers and Groups
# 55 Networks and Devices
%[ Users and Groups
%] Connections

FactoryTalk View Studio - View Site Edition (Network Distributed)

PlantPAx_HMI Properties
Genersl | Recundancy | Components

Hame:
Plantfho_HML
Description:

Computer hostng the server:

Startup Type

On demand (Redundancy vl be disabled)
®) Load and run startup components when cperating system nitisires
Project fle (relative to server computer):

c ts Ve Enterprise SE I Prajects PlaniPAX_HMT

I'u\-ben of deplays: 185 Licensed maximum: Unkmited I

I Applicabor I Communcaons

In the checklist, verify that you are not using more screens than your license
allows. If you exceed this license, there is the possibility that screens fail to

display when requested.

1. Type the number of displays that appear at the bottom of the Properties

dialog box.

2. Press Enter.

3. In the next row of the checklist, select the license that is shown at the
bottom of the Properties dialog box.

4. Click the pull-down menu to select a display license (100, 250, or
unlimited) that corresponds to the selected license type.

5. Observe your results and make any changes.

Not complete until you enter a number of displays and choose a display license
value (100, 250, unlimited).

ﬂ\' Pass; total number of displays does not exceed the display license.

H displays from the HMI server or update the license.

Fail; total number of displays exceeds the display license. Delete any unnecessary
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Use the Graphic Audit Tool information for the following checklist fields.

Total Tags on Server

The Graphic Audit Tool counts the number of tags in each graphic display and
lists the results in the Total Tags column. This informational field includes
values for all tags that are used in expressions, commands, and embedded

variables. If the same tag is found multiple times in a graphic file, it is counted
multiple times.

Type the information into the checklist row or attach the report.

Aty [PlanePhn -l P

[ ETIRERE RN EA NN ENR RN AR
Ry

Giaghic Mame Total Tags '-:”
TAPP) Buttons ]

FAPP Display 1590 10
[APF) Medees nar 1
PR PID 809 569,
AP Tank 57 b
APF) Tark2 = 13
[APF) Tarkd Eil 19
[APPYVahver 2] 58

[FRAME] P11 Descnption 0 a
[FRAME] P1i Footer 0

[FRAME] P11 Hoader 3

[FRAME] P11 Help ]

F1I HButonBer 0

F1i Home

TOTAL

The Total Tags on Server affect the data server memory loading that can

impact CSAs.

Unique Tags

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
recommendations. The row verifies if any action is necessary for a yellow
warning or red error for the number of unique tags on any of the displays.

1. From the checklist pull-down menu, choose Yes or No to verify if there is
ayellow warning in the Unique Tags column.

2. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Simplify your display to use less than 1,000 unique tags on the display.

ﬂ" No; pass.

3. From the checklist pull-down menu, choose Yes or No to verify if there is
ared error in the Unique Tags column.
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4. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

3| Yes; fail. More than 3,000 unique tags are not supported.

-.ﬁf No; pass.

Expressions

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. The checklist row verifies that the number of
expressions that are configured within each display aligns with system
recommendations.

FactoryTalk View SE displays contain ‘expressions’ for each customized
animation that holds simple or complex calculations to accomplish the
animations. Each expression consumes memory and requires processing time
to execute.

Many expressions can make the screen animate sluggishly and affect
system performance.

1. From the checklist pull-down menu, choose Yes or No to verify if there is
ayellow warning in the Expressions column

2. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. To use less than 1,000 expressions, simply your design.

-ﬁ' No; pass

3. From the checklist pull-down menu, choose Yes or No to verify if there is
a red error in the Expressions column.
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4. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

}:ﬁ Yes; fail. More than 3,000 expressions are not supported.

-.ﬁf No; pass.

Global Objects

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
recommendations. The checklist row verifies that the number of global objects
on displays are within system recommendations. Many global objects on an
individual display can make the screen slow to appear or animate sluggishly.

1. From the checklist pull-down menu, choose Yes or No to verify if there is
ayellow warning in the Global Objects column.

2. Observe you results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Simplify the display and redo the verification. Or, verify the call-up time
- on the display is acceptable to the operator and document in the Notes column.

e&' No; pass.
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Display Type

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. This row examines the screen display types.

To conserve CPU resources, we recommend that you use ‘Replace’ display
types. This display type closes the currently displayed screen when a new screen
opens. ‘Overlay’ display types must be managed because multiple screens open
at once consumes unnecessary memory and CPU resources.

Display Settings
Propasties | Behavio
Diisplay Tupe Size
® Replace Lz Coment Size
() Dwerlery ® Spacily Sizs in Pieals
fin Top \width (1320 Hesight | 528
| Aillcas HLHE' Fi mcﬂ'ﬂ-[ Fesze
Chch e Displapng ] Abow Display ta be Resized
® No
See page 99 for details. -——F——— Yeas WP:GI'!::lz\ed -
Linciati an " Crg
Pasiton
Titke B
chne Uige Cument Posibon
® 5 pecaty Pogiton n Fels
®:|0 . [0
Secuily Code

1. From the checklist pull-down menu, choose Yes or No to record the
presence of a yellow warning in the Display Type column.

2. Observe your results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

] Yes; warning. Correct and reverify.

tf' No; pass.
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Max Tag Update Rate

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. This row examines the rate at which tags update

per display.

1. From the checklist pull-down menu, choose Yes or No to record the
presence of a yellow warning in the Max Tag Update Rate column.

2. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Rate of 0.25 seconds has a possible impact on the server and controller.

o

No; pass. Update rate within recommendation of 0.5 seconds.

3. From the checklist pull-down menu, choose Yes or No to record the
presence of a red error in the Max Tag Update Rate column.

4. Observe your results and make any changes.

Not complete until you select an option from the pull-down menu.

Yes; fail. You must correct the tag update rate. For example, set the update rate within
the recommendation of 0.5 seconds or 1second, if needed, to help reduce load on the
data server.

No; pass.
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Display Cache

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
system recommendations. The row examines the Cache After Displaying

property of each display.
See page 97 for an example of this setting on the Display Settings dialog box.

When displays are cached, the additional memory load of this display on the
view client is persistent after call-up regardless of whether the display
remains visible. This action affects system load and can ultimately affect
system performance.

IMPORTANT  We recommend that you use Cache After Displaying for displays only
frequently accessed by the operator and not applied generally. Used
sparingly on these displays, this feature improves display call-up time for
important displays.

1. From the checklist pull-down menu, choose Yes or No to record the
presence of a yellow warning in the Display Cache column.

2. Observe your results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

; Yes; warning. Correct and reverify. Or, confirm this option is being used sparingly for
. frequently used displays where the incremental call-up time performance is needed.

af | No; pass.

Always Updating

The Graphic Audit Tool color codes screen attributes that exceed PlantPAx
recommendations. This property can be set only if Cache After Displaying is
enabled. See Display Cache.

See page 97 for an example of the Display Settings dialog box.
When always updating, the additional controller and server load of this display

is persistent after the initial call-up regardless of whether the display is visible.
This action increases system load and can affect system performance.

IMPORTANT  We recommend that you use Always Updating on displays only frequently
accessed by the operator and not applied generally. Used sparingly on these
displays, this feature improves display call-up time for important displays.
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1. From the checklist pull-down menu, choose Yes or No to record the
presence of a yellow warning in the Always Updating column.

2. Observe your results and make any necessary changes.

Not complete until you select an option from the pull-down menu.

Yes; warning. Correct and reverify. Or, confirm this option is being used sparingly for
- frequently used displays where the incremental call-up time performance is needed.

qf' No; pass.

FactoryTa"( Alarm and Event  The rows in this checklist section verify that the following FactoryTalk View

Alarm and Event design attributes comply with system recommendations:

e Using Alarm Server?

e Number of Alarms

o Total Items

o Fastest Update Rate

o _All tags addressed from the local Data server?

Using Alarm Server?

This row in the Notes column verifies if the PASS has an Alarm server.

o If Yes, continue to answer the additional Alarm verification fields.

e IfNo, proceed to Data Server (FactoryTalk Linx) on page 106.

To obtain alarm server information for the checklist, complete these steps.

1. In the FactoryTalk View Studio software, open your application, and
navigate to your Alarm and Event server.

2. Double-click Alarm and Event Setup hosted on the PASS being verified
and choose All Alarms.
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The Alarm and Event Setup dialog box appears with data.

= FactaryTalk View Studio - View Site Edition (Network Distributed) - [Alarm and Event Setup - RNA//SGlobal/PlantPAx/Area/s.| = | O IS |

B e Edit View Settings Tools Window Help =|o[x
TS DEE o M
Explorer - PlantPAx_HMI [x]
[=5 Network (PASE0T] [O]ar =] = || @ @)
= fi PlartPia i
o Funtine Security Al Bt | Messages | Tag Updain Fustes |
= o8 Aren I AL v|
= cIF Marm - —
L o R —
] Adarr and Everd Setup ’ PRGN, o
! ‘,D iy o i Pr A FIIC0 1003 A } Diginal
L g S = iz' FICI000_Am_JnthTro Dt
, ‘ FICOI00Z_Aim LoDev  Dwpial
=) Action Gumuaps N Procut FICO1002_fim LaloDey  Dipesl
& (2 Policies Aresdd FICH2002 Al Fal Digtsl
# ) Computers and Groups SR FICH2002_Am My Dgnsl
5 i}
& Hetworks and Devices B < Syeten FICO2002 Al HedDevw  Dgeal
Diagnesstes L
s ) Users and Groups FICHI00T Mim IntkTrp  Degiel
&1 Connections. FOOO2002_iim, | nDey el
FICO200T M |oloDev  Diptsl
FICR003 Ak Fad Digaal
FIC0I00Z_Am_MDev  Diptdl
FICOI007 A HiDe:  Dipal
FICOI0NT e IneTrp  Digasl
FICOI00Z A loDev  Diptal
| i m ¥
Plama 711 s I Deladt mas shebve tme: (100 Mies
L 4
 hootenton | comsmiitin— HomardE
5’.[ A I service. The senve RRASGlobal PlantP A Area EstemalDatePlantP 4 OFC oa computer EWSD1 is now active. ] [ | DH-ll.i
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3. Copy the alarm values to the following checklist rows.

Number of Alarms

This checklist row lets you enter the number of alarms in your PASS server.

1. From the Alarm and Event Setup dialog box, type the number of alarms
on the server.

TIP  The number of alarms is listed in the lower, left corner of the
Alarm and Event Setup dialog box. See page 101 for an example.

A FactoryTalk Alarm and Event server can have a maximum of
10,000 alarms.

2. Press Enter.

3. Observe your results and make any necessary changes.

Not complete until an alarm value is entered.

..,f Pass; the number of alarms does not exceed 10,000 per server.

e Fail; the number of alarms exceeds 10,000 per server. Simplify your alarm system by
deleting unnecessary alarms or move alarms to another PASS server.
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Total Items

This informational field provides a total number of items on the Tag Update
Rates tab of the Alarm and Event Setup dialog box. See page 102 for an

example.

Type a value into the checklist row or attach a screen capture of the data.

Fastest Update Rate

The Tag Update Rates tab of the FactoryTalk Alarm and Event Setup dialog
box shows the rate at which the tags in the controllers are updated. Fast update
rates (lower number of seconds) increase the loading on the server.

1. Using the Alarm and Event Setup dialog box, scroll to identify the fastest
update rate for any alarm on the server.
2. From the checklist pull-down menu, choose the fastest per second
update rate as shown on the dialog box.
[l Fie Edit View Seitings Tools Window Help |_|=]=}
U8 DeElo maE
Exploner - PlaniPAx_HM [=]
__.ﬁ;&mmu e Bt = | B 1
= fl PlartPis
o= Runtime Security Al | W T Lgckon
=k Asea [ A
= Tag Nams
B3 Alsem fiaie -~
" P Planthba M H pereaTipte [LGRTSIFEDNDAT am Ay
k. B3 Adaem s Ever Setup iE L rea Dt L GNCE 1 U002 Am_HH D
il Dets 1= Jesneip CHOHFOOI0LAm_mikTrp
2 PramtP i b1 B2 Jreaifin f00EH FORI00E Aim_Lolev
=23 System B evasin oocsiprongs am Lo cte
B Ration Gronga §: armaData LGHCH | FLDNOL Coy_Falbaverty
&2 Pobcies 16 orea ety OGNS FEDIO0Z Cfg_ HDavSeverty
B8 Cy uters and Groups | ] 2 | Mm'].mlrfntmz:umﬂﬁ?
: i N:::m ard Deevices | ] 2 | PoreaDiale JLONDS FCDI0AE Oy AT HeSevarty
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3. Observe your results and make any necessary changes.

Not complete until a rate is chosen.

Pass; update rate meets recommendation of 1 second. Default is 2 seconds to help
'E’ reduce load on the system.

e Fail; change any alarm update rate to 1 second or slower to reduce loading on
the alarm server.

All tags addressed from the local Data server?

The checklist row makes sure that all tag names in the Alarm and Event server
are scanned by a data server hosted on the same computer. To help reduce
overall load on a system, complete these steps.

1. In the FactoryTalk Administration Console or FactoryTalk View SE,
right-click the data server and choose Server Status.

Explorer .
=15 Metwork (PASSOT)

fl PlantPax
€ Runtime Security

gl PP AES

Evj Alarrm ang Delete

Import and Export .,

B PlantPax DA

B, PlantPésc HMI | serer stus.. |
5[] System Properties..,
L[ Action Groups
+|:| Policies

The Data server status dialog box appears.

Server Status - PlantPAx/Area/Data:PlantPAx_DAT -

Server status

Primary server: PASS024

Primary status: | Active |

Secondary server: | PASS028

Secondary status: | Standby |

Switchover options
(®) Continue using the secondary server even when the primary server becomes available again

() Switch over to the primary server when it becomes available

Server switchover

Click the Switchover button to switch the Active server. The server thatis currently on
standby will become the Active server and the Active server will become the Standby server.

Apply | Cancel || Help

2. Observe the primary and secondary status for the Data server.
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3. In the Explorer pane, open the Alarm folder and expand the

Alarm server.
4. Right-click and choose Open.

You also can double-click Alarm and Event Setup.

Explorer .
=14 Metwark (PASS01)

B PlartPax_HMI

S System

: (L1 Action Groups
[_1 Palicies

The Alarm and Event Setup dialog box appears.

& Alarm and Event Setup - RNA//§Global /PlantP Ax/Area/Alarm/PlantPAx AE =aE
BEEEET
Al Alairns | Messages | TagUpdate Rates |
| Type g v

ALL Alarms Name b Type Input Tag ok Req'd Ta]
— b CCID0_CYIHAlarm Digital lareajData::[LGXCO1JCC100.CY IHALarm rue
4 CCLO0_CYLLAlEm Digkal JareaiData: [LEXCOLICCI00.CY LAk ue
CCL00_CYIROCNegalarm  Digital JAreaiDatal:[LGXCOIJCCI00.CVIROCNegA..,  frue

CC100_CVIROCPosAlarm  Digital JAreafData: :[LGXCO1}CC100.CVIROCPosAlarm  Rrue E
CC100_Cv2Hlsrm Digial JAreajData::(LGRCO1ICC100.CY2HALsrm true
CCL00_CV2L Marm Diggtal JAreajDaka; [LGXCD1J0C100.CY2LAlrm ve
CCL00_CYEROCNegalarm  Digtal JareafData::[LGRCO1JCCI00LCYEROCNeg..,  frue
CCLO0_CVZROCPosAlarm  Digial JareafData::[LGHCO1JCC100.CYZROCPosAlarm  frue
CCL00_CY¥3HAlsrm Digital JareajDatan[LGXC01JCC100,CY3HARm rue
CCLO0_CVALAlarm Digital JAreafData::[LGXCO1ICC100,CYALALarmM rue
CC100_CY3ROCNeodlarm  Digial lareafDatan[LGXCO1JCCI00.CYIROCNeod..,  frus
CCL00_CV3IROCPosAlarm  Digal JareaiData::[LGXCO1}CC100.CVIROCPosAlarm  Brue
CC100_SPHAlarm Digital JAreajDaka::[LGXCO1}0C100.5PHAlam true
CCL00_SPLAlsm Digetal JareajData;:[LGXCO1}CC100,5PL Alsrm Tue
CWZ00_&hm_ActuatorFault Digial JareafData::[LGXCO1JCWE00.Alm_ActuatorF...  Erue
CY200_Alm_IntkTrip Digital JAreafData::[LGXCO1JCY200.Alm_IntkTrip rue
CW200_Alm_IOFault Digital JareafiData: :[LGXCO1ICY200.4lm_I0Fault rue
D450100_Alm_DeviceF... Digital JAreajData[LGRCO1J04SD100, Alm_DeviceF.., grue
D45D100_alm_IntlkTrip Digital JareafData: :[LGXC01]0450100. Alm_IntlkTrip ue
D4SD100_alm_IOFaul  Digial JAreafData::(LGXCO1 JD4SD100,Mlm_IOFauk true

FHL00_Alm_EqpFault Digital JareafData: [LGXCO1JFM100.Alm_EqpFault ue v

< m > |
Alarms - B9 items Detault max shelve time: 480 Minutes

5. In the Input tag column, confirm the Alarm path is in the same
computer as the Data server.

For example, /Area/Data::[LGXCO01]
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6. In the Explorer pane, open the Data server and right-click Server Status.

Explorer

=& Metwork (PASS0T)
-~ fo PlantPau
-2 Runtime Security

= |'_-E‘E Area
—,’iE,. Alarmn
| [ PlantPAx_AES

 Data
oo s ;
= PlantPac HMI
2[00 System

[ Action Groups

] Policies

#(] Computers and G.ruups

E Alarrm and Event Setup

Delete

Properties..,

Server Status,

I

The Alarm server status dialog box appears.

Server status

Primary server: PASSO2A

Server Status - PlantPAx/Area/Alarm:PlantPAx_AES

Primary status: | Active

Secondary server: | PASS02B

Secondary status: | Standby

Switchaver options

Server switchover

() Switch over to the primary server when it becomes available

Click the Switchover button to switch the Active server, The server thatis currently on
standby will become the Active server and the Active server will become the Standby server.

(®) Continue using the secondary server even when the primary server becomes available again

| Cancel ||

Help |

7. Evaluate the primary and secondary text boxes from both servers.

8. From the checklist pull-down menu, choose Yes or No.

9. Observe your results and make any necessary changes.

o

Pass; the alarm server references the data server hosted on the same computer.

data server.

Fail; move non-compliant alarms to the appropriate alarm server associated with the
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Data Server (FactoryTalk
Linx)

106

FactoryTalk View SE software uses FactoryTalk Linx software to access tags in
a controller. This checklist section verifies that the Data server complies with
system recommendations.

e _Using Data Server?

e Virtual Memory
e Data Server

Using Data Server?

This row in the Notes column verifies if the PASS has a Data server.
o If Yes, continue to answer the additional Data server verification fields.

e If No, click another workbook tab or close the checklist.

Before proceeding with the checklist, make sure your system is running and
clients have accessed all main screens and several popup windows. This
produces a maximum load, which helps to create a better representation of the
system load.

Virtual Memory

Virtual Memory is a real-time indicator of the internal memory resources that
FactoryTalk Linx software consumes. This value increases in proportion to the
loading on the data server.

This loading can increase because of the following:
e Number of controllers
e Number of tags on scan on HMI displays

¢ Demand for RSLinx” Gateway OPC server, alarms, historical polling
and data logs

o Display update rate of HMI displays
e Number of active HMI clients

We recommend that this value is kept under approximately 1.5 GB. Values
beyond 1.5 GB indicate a heavily loaded data server and can affect system
performance. We suggest that you go to the Task Manager>MoreDetails, and,
from the Details tab, review the memory usage for the TagSrv.exe and NG.exe
files. Evaluate the load balance and consider adding another server.

Data Server

Data server information can be gathered for the checklist by using the
L_CPU faceplates or generating a Controller report. Both options leverage
the L CPU Add-On Instruction in the controller.
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Option 1:

Option 2:

Use the faceplate data from the L_CPU Add-On Instruction. Copy
the FactoryTalk Linx diagnostic information from the Add-On
Instruction into the checklist. Or, you can print the faceplates and
attach them to the report.

For examples of diagnostic faceplates, see the L_CPU section in the
Rockwell Automation® Library of Logix Diagnostic Objects
Reference Manual, publication PROCES-RM003.

We recommend that you use the report that is included with the
checklist file in the Knowledgebase Answer ID 771236

at hteps://www.rockwellautomation.custhelp.com. The report
format matches the checklist rows to let you use copy-and-paste
shortcuts.

IMPORTANT  The provided global object, display files, and images in the checklist

file must be installed in the HMI before printing the report. The
display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png,
icon_red.png

Global object: (RA-LIB) Report.ggfx
Displays: (RA-LIB) Report E.gfx, (RA-LIB) Report Controller.gfx

In addition to FactoryTalk View SE software files, the checklist file
includes verification tools and instructions.

1. For procedures on importing the FactoryTalk View display files,
see the Rockwell Automation Library of Process Objects Reference
Manual, publication PROCES-RM002.

2. In FactoryTalk View Studio, click to open the Global Objects file
(RA-LIB) Report.

=

FactoreT ale Wiew Studio - Wiew Site Ecition ¢Netaork Distributed)

File Edit  View Zetbngs  Chjecls  Arange Animabien Toels Wadew Help

| g2 D= o AOH
bow || 2 @ %

LR & By

kOABCoTODENVAND RSy AYREBEREMEuE4+ZHE 4 b ryaFgs
=]

| Explores - HMI

[ =] (RA-3A5 P_LLS Eraphocs Libeary
| & (Ra-an5 P_hotes Graphecs Likd
i ﬂ IRA-3050 P_Molordzpe Graohic
i | P M otosHi Graphocs
} P_htolesBey Graphics
3 P_rFos Grepkucs Librs
i P_PID Graphocs Likran
i PSR Graphics Libra
i P_WabeebdP Graphica L
WEL Graphecs Likbear
acess Alarm Object

= ras

aceis Dagrastc OF
oeis Faceplate Sz
aceds Faceplete Mer _
acess Facepiate Mo
acess Facepiste Wak

i Process Graphics Ly
aceis Help Copecks

SA% Proceas Interloc: e

ans

o s s

23 Muode Dojeck:

=t fra-lioyreport - PlantPAx/fAres (Global Objects)

L] L] L]
|
I Shis Dala Server

anc Conirotiar
Repor Disolays
L} [ ]

Rockwell Automation Publication PROCES-UM004B-EN-P - August 2018 107


http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm002_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/proces-rm003_-en-p.pdf
https://rockwellautomation.custhelp.com/app/answers/detail/a_id/771236/page/1

Chapter 6  PASS Checklist

3. Select the Show Data Server and Controller Report Displays button
and click Cerl+C.

4. Open ascreen of your choice to place the button that accesses the report

displays, and click Cerl+V.
5. Right-click the button and choose Global Object Parameter Values.
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6. Complete these steps to add controller shortcuts.

a. Under Tag on the Global Objects Parameter Values dialog box, click
Browse (ellipsis “...).
b. Select a controller shortcut and click OK.
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oRTWYDOBCHFFHTELEMELwE4S T T L) va g AL AERT DEE L E @

= {app) buttons - /PlantPAs
Bt BLA L GY¥Cng
L] Global Chject Parsmeter Yalues & Tag Srowmer Il-]
] = ) Sl Tag
e s Td = = = s PSR FA T T
o = [Fold=s Corkerks o fiea/Data L4001 /Orine/ 04
2_fi s ot | Hame Zccesshe Descripsic ~ |
ERE ) I St | R R ; Eal
< |04 e i Shortak e R | & 2ck e Resddiite
TS ok +-I Diagrasic lers & Lok Pl Readuidte
—_ === st & Bckntl.. Resduiice
I e 7 Sl it \r’--
I T P Ak UEL Resddiite
— __=xx |Gt Sotor & A Do Resdiite
#10 e 1At Shartodt el & 2 il T
{0 D000 Perr it
) ST 00 e & A .. :
-l D0 P a
&5 SO "
=3 D50 R
- DasnTon R
oK = 0 dsDd Fesduiiite
€ - - ¥
| Basash it Fokders | Teg e |
Sxleciec Tag
EErg e |
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c. Type a backing tag into the Value field of the Global Objects

Parameter Values dialog box.

Insert the tag path and controller shortcut only.

(] Global Ooject Farameter Walues -
T Tag -T Diaseriphion ]
== |15t Shodout

I/ IRth Soeta

(1].8 | Cancs el

7. Run a FactoryTalk View Client session.
8. Click the Show Data Server and Controller Report Displays button.
The FactoryTalk Linx Report appears.

(RA-LIB) Report RSLinxE - /PlantPAx//Area - a|x
Data Servers
Press to Show =}
Controller Shortcut Controller Path Shortcut Notes
Report Display

JfareafDatan[LExC01] [RiLogix S000 Emulator in slot 2 of the virtual backplarle
contm”er Ve”flcatlon’ see page 117 farea/Datas[PlantPax] |RSLogix S000 Erulatar in slot 3 of the virtual backplane

farea/Data: [LEXCO1R] |RSLogix S000 Ernulator in slot 4 of the virtual backplane

JareafData:[PlantPaxh] [RSLogkx 5000 Ermulator in slot S of the virtual backplane

Virtual Hemory 550172

—
#Polled | Aug Packets | Avg Packet
Controller Shorteut Data ttoms | per Second 0 Time | Results Hotes
. . . . A Data: [LGXCO1
Use the information in this g fhres/bets ILexom) : : ° v
section to complete the Checklist. farea/bata:lPlantp ] 25233 7 : <
farea Data[LEXCO1R] a 2 a o
fareajDatas[PlantPaxB] 25230 2 a of
Press to Refresh Totals 50466 43 2
Mame: | Signature: | Date:

Dana Sermrstl,

9. Click the ‘Press to Refresh Totals’ button.
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10. Copy the report information (Avg Packets per Second, # Polled Data
Items, Avg Packet Response Time, # Active Connections to Server, and
Virtual Memory) into the checklist. Or, you can press the Print button
and attach the printout to the checklist.

11. Observe your results.

D Baseline documentation purposes only. These values set benchmarks that can be
compared to future server results. The comparison can identify a potential issue.

This checklist section logs information about the design elements for the
communication driver (data server). You can attach faceplate printouts from
the L_CPU Add-On Instruction or generate the report for these checklist
fields:

e Number of Polled Data Items

o _Average Packets per Second

o _Average Packet Response Time

Number of Polled Data ltems

This informational row documents the number of tags that are scanned from
the controller.

Average Packets per Second

This informational row documents the communication speed of data flow
between the controller and data server. If your controller consistently exceeds
400 packets per second, then it is possible your controller is overloading.

Consider reducing the number of HMI data points referenced by your HMI
displays from that controller. You also can lower the screen update rate if you
are experiencing performance issues.

The more controllers in your system that exceed 400 packets per second of
communication, the greater your chance of overloading your data server.

Average Packet Response Time

This informational row documents the average response time of messages
to the controller. If your average packet response time consistently exceeds
200 milliseconds then it is possible that your communication adapter

has a potential bottleneck.
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Consider the following troubleshooting guidelines if your performance is not
satisfactory:

¢ Examine your network architecture and network hardware. You could
be exceeding your switch capacity or capabilities that can cause slow
network performance.

e You could be using an outdated communication adapter in the path
to your controller. Or, you could be exceeding the capabilities of the
communication adapter.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.

You can close the Microsoft Excel workbook or click another tab to continue
to verify data.
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Notes:
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Controller Checklist

This chapter describes verification procedures for the controllers in
your system.

The purpose of the checklist is to verify your system data against PlantPAx*
system design recommendations. The collection of data lets you analyze overall
system performance and pinpoint any potential performance issues.

The Microsoft Excel worksheet, which we refer to as a checklist, has entry
fields to document system design information. There are five icons that
indicate the status of the entered information and actions to be taken, if
necessary. The checklist data provides a snapshot of whether your system is
operating efficiently.

To access the checklist, click the <Controller> tab on the Microsoft
Excel workbook.

IMPORTANT  Complete this checklist for each controller on your system. To duplicate a
checklist for each controller, do the following:

Right-click the <Controller> tab and choose Move or Copy.
(lick Create a copy and then click OK.

Double-click the checklist name and type a name that identifies the
controller you are verifying.

Before You Begin The Controller checklist procedures operate under the following assumptions:

e Your PlantPAx system is operable (for example, the HMI application is
running and the latest operating system patches are installed).

¢ You have configured and have access to the L_CPU Add-On
Instruction for each controller being verified.

Optional

e The FactoryTalk® View display files (included with the workbook) are
downloaded to your system. See page 115.

e A PDF printer is installed on the Engineering and/or Operator
Workstation. You can print and view FactoryTalk View reports.
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Click the page number or the links in the workflow for quick access to
specific information.

Figure 7 - Controller Workflow

( Start )

r

Properties « Shortcut + Module
See page 116 « Firmware + Redundancy
l + Free + Messaging
CPU Use - Total Used - Safety
« Periodic and Event + Redundancy
See page 118 « Communication + System
+ Motion
y
Faults « Minor Faults Count
See page 120 « Task Overlap
Memory «1/0 Memory (bytes
See page 121 - Data and Logic (bytes)
v « Total % « Message/Block Transfer
Connections - 1/0 + Incoming
page 12 +  Produced Tags - Unconnected Buffers
Seepage 123 « Consumed Tags « Message/Block Cache
. x . N
Time Synchronization « Controller Is Time Synchronized
See page 127
Task Structure + Only Periodic Task Used
See page 128
v
Complete You have the option of using other checklists,

with recommendations provided in Chapter 2.

To gather information for this checklist, you have a choice of using the
L_CPU Add-On Instruction faceplates or a Controller report. Both options
require that the L_CPU Add-On Instruction is running in the controller to
capture information.

For more details, see page 106.
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The Controller report is included in the FactoryTalk View SE display
files that are included in the Knowledgebase article 771236
at https://www.rockwellautomation.custhelp.com.

IMPORTANT  The provided global object, display files, and images in the checklist files
must be installed in the HMI before you print the Controller report. The
display files include the following:

Images: icon_gray.png, icon_green.png, icon_yellow.png, icon_red.png
Global object: (RA-LIB) Report.ggfx
Displays: (RA-LIB) Report E.gfx, (RA-LIB) Report Controller.gfx

In addition to FactoryTalk View SE software files, the Knowledgebase article
includes verification tools and instructions.

1. Run a FactoryTalk View Client session.
2. Click the Show Data Server and Controller Report Displays button.
The * Enterprise Report appears.

Preess to Shiw
Controller Shortcut Controller Path Shorteut
Repom Display
Jares/Data) [LEC01] RLog: 5000 Ermulator in Sot 2 of the virtual backplar)= I <4—

JareafDatas[PlantP e [RiLog: 5000 Ernulator inslot 3 of the virtusd backplans

FhreaDatas[LEHCO1E] |FeLog 5000 Errulanor inslotd of the wirtual backplare |

AreafData[PlantPaxs] | FRLog: FRlETOT in Slot S of The i CkOlarpe
REL 5000 Errul imslotS of the vimua backpl

3. Inthe report, click the ‘Press to Show Shortcut Report
Display’ button.
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The Controllers Checklist appears.

Controllers Checklist

System Name:

‘ Controller Name: Flex_|

Design Element

Observed Value

Results

Notes

Properties

Redundancy

Yes [] []MNo

CPU Use

Free

Total Used

Periodic & Event

35

Communicaions

Mofon:

Messaging:

Safety:

Redundancy:

Sysem:

Faults

Minor Fauls Count

Task Overlap

Memory

1/0 Memory
(bytes)

Free

Tot Used %

Used

48

Data & Logic
(bytes)

Free

Tot Used %

Used

05

TR SENPY

Connections

Total %

Current

High Water Allowed

(i)

Produced Tags

Consumed Tags

Message/Block Xier

Incoming

Unconn Bufiers

Msg/Block Cache

Time
Synchronization

Al controllers and commurnicasion
cards are ime synchronized

Yes No

Application

(no consnuous task)

Only Periodic Tasks used

Yes Mo

Name:

Signature: |

Date:

2172

Properties

You can click the Print button and attach the report to the

worksheet.

the checklist.

To use the L_CPU faceplates, see the Rockwell Automation” Library of Logix
Diagnostic Objects Reference Manual, publication PROCES-RMO003.

The following rows in this checklist section provide baseline information:

Shortcut

Firmware

e Module

e Redundancy
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Shortcut

The Shortcut field provides entry of the computer location for the controller
that is being verified.

Firmware

The Firmware field provides entry of the controller firmware revision
(major.minor).

Module

The Module field provides entry of the controller catalog number.
For example, 1756-L75/A LOGIX 5575.

Redundancy

This row denotes if you are using a redundant controller. The Yes or No answer

affects the Total Used CPU field.

TIP  Asecondary controller must be synced with the primary controller for
accurate CPU usage values.
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CPU Use We recommend CPU load in a production environment to be 75% or less. It’s
important to keep 25% CPU capacity as reserve to handle online edits, data
server switchover, and so on.

The rows in this checklist section verify that the following CPU design
attributes comply with these system recommendations:

e Free
o Total Used

e Periodic and Event

e Communication

e Motion

o Messaging

o Safety

e Redundancy
e System

free

This informational row provides entry of the amount of unused CPU
resources. Use the L_CPU Usage faceplate or the Controller report display
(that you imported) to get the information.

Total Used

This row, which works with the Redundancy field, verifies that the total CPU
used for the controller is within the PlantPAx system recommendations.

1. In the checklist, type a number to indicate the total percentage of
CPU usage.

2. Press Enter.

3. Observe your results and make any necessary changes.

Not complete until a percentage of CPU usage is entered.

Pass; at least 50% of free CPU usage for redundant controllers and at least 25% for
"‘f simplex controllers.

3¢ Fail; review your configuration, scan rates, and controller assignments and make
necessary changes to fall within recommended limits.
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IMPORTANT  Ifthe total CPU use exceeds recommendations, review the following
subcategories of CPU use to determine which CPU function seems to
use a large portion.

You can attach the L_CPU faceplate or the controller report with the
values for the subcategories.

Periodic and Event

This informational row documents the amount of CPU resources for periodic
and event tasks.

A properly sized controller is when the execution time of all tasks is less than
half of the faster task rate. Because PlantPAx recommendations specify no
Continuous task, then this category is the amount of CPU time that is needed
to run all of your application code in the controller.

IMPORTANT  The CPU percentages do not necessarily add up to 100% because of the
variability between execution cycles of the listed tasks and rounding errors.
For details, see ‘Estimate Controller CPU Utilization’; in the PlantPAx DCS
Reference Manual, publication PROCES-RM001.

Communication

This informational row provides entry of the CPU percentage that is being
used to respond to communication requests.

Motion

This informational row provides entry of the percentage of CPU usage that is
being used for motion.

Messaging

This informational row documents the percentage of CPU assigned to process
messages.

Safety

This informational row documents the percentage of CPU that is being used
for safety tasks.

Redundancy

This informational row documents the percentage of CPU that is being used
for redundancy processing.
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System

This informational row documents the percentage of system resources.

Faults The rows in this checklist section use the following design attributes to verify
that minor faults are resolved:

e Minor Faults Count

e Task Overlap

Minor Faults Count

This row shows the number of minor faults that have occurred within the
controller. We recommend that all minor faults are corrected to make sure
that the controller operates as intended and to reduce a potential impact
to performance.

1. Type the number of faults, if applicable.

2. Press Enter.

3. Observe your results and make necessary changes.

Not complete until a number is entered.

.ﬁ’ Pass; no minor faults.

R Fail; minor faults must be resolved and cleared. After clearing the minor faults, monitor
for a period of time (at least several controller scans) before reverifying.
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Task Overlap

This row records if a task overlap has occurred. Make sure to reset minor fault
counts to zero.

1. From the checklist pull-down menu, click Yes or No if the Task Overlap
indicator shows on the faceplate or display.

2. Observe your results and make necessary changes.

Not complete until an option is entered.

.ﬁ’ No task overlap is occurring.

Fail; a task overlap is occurring and must be resolved. Make changes such as
- 4 simplifying programs, lengthening the period, or raising the relative priority of your
more important tasks.

Memory The rows in this checklist section verify that the memory allocation is within
PlantPAx requirements for the following attributes:

e [/O Memory (bvtes)

¢ Dataand Logic (bytes)

IMPORTANT  These values are displayed on the checklist controller display, or offline on
the Memory tab of the Controller Properties dialog box in the Studio 5000
Logix Designer® application. For details, see the PlantPAx Distributed Control
System Reference Manual, publication PROCES-RM001.

1/0 Memory (bytes)

The PlantPAx system requires the free I/O memory to be a minimum of
25% for simplex controllers. We recommend greater than 50% free memory
for redundant controllers.

1. Type the total free I/O memory in bytes.

2. Type the total used I/O memory in bytes.

3. Type the Total% from the Checklist Controller display.

You can also manually calculate the Total% = Used/(Used + Free)
*100%.

4, Press Enter.
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5. Observe your results and make any changes.

Not complete until a percentage is entered.

Warning; 1/0 memory exceeds 50% for redundant controllers and 75% for simplex
controllers. To reduce the number of I/0 modules that are scanned by this controller,
make system changes.

Pass; 1/0 Memory is at least 50% for redundant controllers and at least 25% for
simplex controllers.

Data and Logic (bytes)

The PlantPAx system requires the free data and logic memory to be a
minimum of 25% for simplex controllers. We recommend greater than 50%
free memory for redundant controllers.

. Type the total free data and logic memory in bytes.

. Type the total used data and logic memory in bytes.

. Type the Total% from the Checklist Controller display.

You can also manually calculate the Total% = Used/(Used + Free)

. Observe your results and make any changes.

Not complete until a percentage is entered.

Warning; data and logic memory exceeds 50% for redundant controllers and 25%
for simplex controllers. Upgrade controller for more memory or make necessary
application changes to reduce load.

Pass; data and logic memory is at least 50% for redundant controllers and 25%
for simplex controllers.
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Connections The rows in this checklist section verify that the following connection
elements are currently operating with at least 50% free connections. In
addition, the total number of all connections can be no more than 50% of
the total allowable connections.

o Total %

e 1/O

e Produced Tags

o Consumed Tags

o Message/Block Transfer
e Incoming

o Unconnected Buffers

e Message/Block Cache

TIP  Produced/consumed tags and messages are the two options for
communication between controllers. To compare the differences, see
Chapter 3 in the PlantPAx Distributed Control System Reference Manual,
publication PROCES-RM001.

Total %

This row verifies if the total percentage of the connections is less than 50% of
the allowed connections.
1. Type a number for the total percentage of the connections.

2. Type the current percentage, high water (maximum), and
allowed percentages.

3. Press Enter.

4. Observe your results and make any changes.

Not complete until a percentage is entered.

Warning; make necessary application changes to reduce the changes below the
- recommended limit.

| Pass; total connections that are used are <50% of the allowed connections.
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2. Press Enter.

This row verifies if the total percentage of the I/O connections is less than 50%
of the allowed connections.

1. Type a number for the current number of connections, high water
(maximum), and allowed.

3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of I/0 connections > 50% of I/0 connections allowed. Devices
appearing in the I/0 tree that communicate to this controller contribute to the number
of 1/0 connections used. Simplify your 1/0 tree/structure to communicate to fewer
devices to lower the 1/0 connections.

Pass; 1/0 connections are < 50%.

Produced Tags

This row verifies if the total percentage of the produced tag connections is less
than 50% of the allowed connections. Make sure the number of consumers that
are configured for a produced tag is the actual number of controllers
consuming it to reduce the number of connections to the controller.

Type a number for the current number of produced tag connections,
high water (maximum), and allowed.

Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of connections that are used to produce tags exceeds 50% of the
controller capacity (but you can use 100% capacity of the communication bridge).
Reduce connections by consolidating tags into one structure or tag, or by deleting all
but the most crucial produced tags. Also make sure that the number of maximum
consumers that are configured for a produced tag is set to th e minimum needed.

Pass; produced tag connections that are used are <50% capacity.
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Consumed Tags

This row verifies if the total percentage of the consumed tag connections is less
than 50% of the allowed connections.

1. Type a number for the current number of consumed tag connections,
high water (maximum), and allowed.

2. Press Enter.

3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of connections that are used to consumed tags exceeds 50%
& capacity. Reduce connections by consolidating tags into one structure or tag, or by
- deleting all but the most crucial consumed tags. Also make sure that the number
of maximum consumers that are configured for a consumed tag is set to the
minimum needed.

s’ | Pass; consumed tag connections that are used are <50% capacity.

Message/Block Transfer

This informational row lists the number of Message and Block Transfer
connections. This allowable connection is not available from the controller.

Incoming
This informational row lists the number of Incoming connections. This
allowable incoming connection is not available from the controller.

Unconnected Buffers

This row verifies that the number of unconnected buffers used
are <50% allowed.

1. Type a number for the current number of Unconnected buffers, high
water (maximum), and allowed.

2. Press Enter.
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3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of message and block transfer connections due to unconnected
& buffers is > 50% of allowable connections. Simplify your communications to remote
- devices by using unconnected messages and block transfer communications by
unchecking the ‘Cache connection’ to lower the usage. Consider combining multiple
messages or block transfers to the same devices into the same message.

aff | Pass.

Message/Block Cache

This row verifies that messages and block caches that are used are <50%
allowed.

1. Type a number for the current number of Message and Block Cache
connections, high water (maximum), and allowed.

2. Press Enter.

3. Observe your results and make any changes.

Not complete until a number is entered.

Warning; the number of message and block transfer cache connections is > 50% of

a allowable connections. Simplify your communications to remote devices by using

. messages and block transfer communications in a cached manner to lower the
connections that are used. Consider combining multiple messages or block transfers to
the same devices into the same message.

qﬁf Pass.
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Time Synchronization

This row in the checklist verifies that the controller is configured for time
synchronization. For details on the protocols that are used for time
synching controllers to a master, see the PlantPAx DCS Infrastructure
Configuration User Manual, publication PROCES-UMO001.

o Controller Properties - LGXCO1 [x]]
I Project _ﬁgdundanw I_ Monvolatile Memor (Capaci I Security I Alam Log ‘
General Major Faults i Minor Faults Date./Time Advanced |  5FC Bxecution ‘
i) The Date and Time displayed here is Controller local time, not workstation local time
= Use these fields to corfigurs Time attrbutes of the Controller.
‘ Set Date, Time and Zone from Workestation |ﬁ
Date and Time: [6/18/2018 7:28:43 FM | [Change Date and Time...|«
Time Zone [wTc-o0:0m vl
[ Adiust for Daylight Saving (+01:00) =
Time Synchronize
1 DANGER. If time synchronization is
Enable Time Synchronization disabled online, active axes in any
cortraller in this chassis, or any other
3 Is the system time master synchronized device, may experience
. : unexpected motion
g Is a synchronized time slave i, GuardLogi 5560 and 5570 safety
) Duplicate CST master detected cortrollers may fault f no other time master
) CST Mastership disabled exists in the local chassis.
2 No CST master

Controller Is Time Synchronized

This row verifies that the controller is configured to reference the same time for
any event or alarm that occurs in the system.

1. From the checklist pull-down menu, choose Yes or No to indicate

whether the controller is configured for time synchronization.

2. Observe your results and make any changes.

Not complete until an option is synchronized.

No; warning. A controller can fail to synchronize because of several factors, including:
« Not configured for time synchronization

« Lack of network access to a time master

- Time synchronization settings are configured incorrectly

Yes; pass.
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This row verifies that periodic tasks only are used. Periodic tasks have a
clock icon in front of the task in the Controller Organizer.

Controller Organizer * B x
a

4 Tasks
[P O Task Aooms ]
b (B Task_B_100ms
b (B Task_C_250ms
b (B Task_D_500ms
b (® Task_E_1s
b () Task_F_2s
b () Task_G_3s
b (B Task_H_10s
b (® _Controller_Status
Unscheduled
Motion Groups
b Assets
T Logical Model
b 1/Q Configuration

Using only periodic tasks provides the following:

o Improves predictability of the controller CPU availability for
communication to the system

e Provides a more accurate view of the controller loading at runtime.
With continuous task, controller loading is always 100%

e Reduces the amount of task switching that improves overall
application and system performance

o Allow any free time by the controller to be used for
HMI communication

Only Periodic Task Used

On the checklist, complete these steps.

1. From the pull-down menu, choose Yes or No to indicate whether the
controller is configured for periodic tasks only.

2. Observe your results and make any necessary changes.

Not complete until an option is chosen.

H’ Pass.

e Fail; you must move code in the continuous task to a periodic task. Delete the
continuous task.

When all entry fields are verified, type the name of the person who completed
the checklist and the completion date. We suggest that you store the checklist
and any attachments in an accessible location to compare with future system
data. Discrepancies can show potential issues that could adversely

affect performance.
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Troubleshooting Scenarios

This chapter provides recommendations for how to resolve issues in a
PlantPAx” system. We provide several scenarios with procedures to show how
to narrow the scope of an issue to find a solution.

Obviously we cannot include every scenario for application challenges. The
checklists that are described in this manual help assist with monitoring and
maintaining optimal system performance. You also have the option of calling a
Rockwell Automation® Technical Support representative 24 hours, 7 days

a week.

The workflows in this chapter illustrate how to identify the cause of an issue to
assist technical support if you are unable to find a solution. We describe how to
tackle two common issues: lost communication for HMI displays and sluggish
HMI performance. Wire frames on HMI displays indicate that you are
experiencing some type of communication loss or you cannot connect to

the server.

HMI Communication Lost Figure 8 shows a basic workflow to correct lost communication. To target the
root cause, proceed through the high-level flow that focuses on areas to be
examined. Click the link or go to the respective page for specific information
on each topic to identify an issue.

Figure 8 - Resolve Lost Communication

Communication™
Lost

¥
Server/Controller
Comm Evaluation

See page 130

v Separate Procedures with Specific Workflows

O ey
Client/Server
Comm Evaluation

See page 137
e——

¥
Call Technical
Support

See page 136

* If you cannot open a FactoryTalk® View SE client application on your OWS, go directly to the Client/Server Communication Evaluation section on page 137.
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Server and Controller Communication Evaluation

Figure 9 shows how to diagnose a loss of communication between the (PASS)
server and the controller. Make sure that the server has good quality
communication with the controller and follow down the workflow to rule out
any network issues.

Click the link or go to the respective page for specific information on each
topic. If the server checks out okay, then you have the option to go to the client
computer for additional troubleshooting or to call Technical Support.

Figure 9 - Resolve Server to Controller Communication

Server/Controller
Comm Evaluation

-

Live Data Current Quality Good
See page 130

Yes

Live Data
Quality Good?

Servers Evaluation Worked Before

4 See page 133 Comm Loss?
No
¥
Was Modification Network Evaluation Client/Server Comm
Made? See page 134 See page 137
w
Call Technical Support | Application Code
Evaluation

See page 136

See page 135

Live Data Current Quality Good
This procedure examines whether the controller communication is available at

the server level. If the current quality is ‘good;, then you can rule out that the
server is not talking to the controller.
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Complete these steps.

1. From the Engineering workstation or any client machine, click the
Programs menu and choose Rockwell Software*>FactoryTalk
Tools>FactoryTalk Live Data Test Client.

r v v v -

. Accessibility
| Administrative Tools
CodeMeter

| Embedded Lockdown Manager

"w | BOOTP-DHCP Server
# | FactoryTalk Activation

| FactoryTalk Alarms and Events
. FactoryTalk AssetCentre Client
. FactoryTalk Historian SE

E Diagnostics Viewer . FactoryTalk Tools

i’@ FactoryTalk Diagnestics Counter Monitor .. FactoryTalk View

@ FactoryTalk Directory Configuration Wizard . Logix Designer Tools
.. RSLinx
. RSLogix 5000 Enterprise Series

1] .. RSLogix 5000 Tools

ﬂ Import RS5ecurity Configuration .. RSLegix Emulate 5000

§ Log Onto FactoryTalk .. RSNetWon

ﬁ! RSS5ecurity Emulator Install 1. Utilities

ﬁ Specify FactoryTalk Directory Location 5} FactoryTalk Administration Console

E Windows Firewall Configuration Utility W) Restart View Designer Services
8 Studio 5000

- r v vy v

Enterprise License Manager

. FLASH Programming Tools
Hiprom Software

| LoopPro Tuner (Rockwell Automation Edition)
| Maintenance

1 Microsoft Office

.\ Microsoft SOL Server 2008

1 Microsoft SQL Server 2008 R2
. Microsoft SOL Server 2012
Rockwell Automation
Rockwell Software

., SharePoint

. Startup

1 VMware

. Windows Accessories

y v v v T YT T YT T YT wow

* v v v v

Windows Systermn

The Initial Connection dialog box appears.

Initial Connection

" Connect OPC Server I & Factory Talk I(‘ Load Config File

Select the directory pou want ko uge,

I Metwork

Pl
’7 & Local

Hemote

Wy

Cancel | Help |
- g

Click FactoryTalk.

The Select FactoryTalk Directory popup window appears.

click OK.

and click OK.
=

" Cornect OPC Server

' Factory Talk € Load Config File

From the pull-down menu, make sure that you select Network and

From the Initial Connection dialog box, browse to the data server area

B~ InstantFizz

=] FlantPas
Bt

" OFC Server Maching

& Local € Remots [EWS02 ‘
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The Create Group dialog box appears.
5. Use the default or type your own group name and click OK.

Create Group
M ame: I I Ok |
Update Rate: (250 Cancel
Active: W Help

6. In the lower, left pane of the Add Item dialog box, browse to the
controller, and select Online.

Add |tem -

ItemlD ltems to Add:
][Lsxcm Jaragl0]
Datatype
Cancel

1Native bl Q
¥ Active Advanced

Add Branch J Item Propertiez | Help I
E- ANA//$GlobaliPlantPaxitrea/Data | ~

= LG0T
i~ Diagnostic tems

array
- cvotoon v

a1 0171 i

7. In the right pane, if no tags appear then proceed to Servers Evaluation

on page 133. Otherwise, click any tag in the controller.

8. Click OK.
The FactoryTalk Live Data Test Client dialog box appears.
] FactoryTalk Live Data Test Client - RNA /3Gl obal /PlantPAx/Area/Data =N e -
File Group Data View Help
Add Group... Groupl - ¥ Active  Rate [mSeck 250 Femave GTDUD] Item Properties I
Itern 1D | Current Value ] Current Quality ] Updates (/Sec) ] Run Awg.
@ [LBXC M Jarray[0] 0 Goad 1 0.054
Ready |Pid: 3524 Elapsed: 0:00:08:45

9. Check that the Current Quality is ‘Good.

The ‘Good’ status indicates that you have communication from the
server to the controller.

If the status is ‘Bad;, then proceed to Servers Evaluation.
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Servers Evaluation

This procedure verifies that at least one server has active status. Complete
these steps for the Data server and HMI server.

1. In the FactoryTalk Administration Console or FactoryTalk View Studio,

right-click the Data server and choose Server Status.
z
File ‘iew Settings Tools Window Help

Do @
Explorer .
= &5 Netwark (PASS01)

=i PlantPix
--& Runtime Security

[ PlantPis AET
Data

{05 :

L@l Communig Delete
w8 PlantPa HMI g
=1 System I Server Status,. I
(21 Action Groups Froperties...
w3 Policies i

+[0 Cornputers and Groups
+- 2% Metworks and Devices
] Users and Groups

+[ Connections

The Data server status dialog box appears.

Server Status - PlantPAuf/Area/Data:PlantPAx DAT -

Server status

Primary server: PASSOZA

Primary status: ‘ Active |

Secondary server: PASS0ZE

Secondary status: ‘ Standby ‘

Switchover options
(®) Continue using the secondary server even when the primary server becomes available again

() Switch over ko the primary server when it becomes availsble

Server switchover

Click the Switchover button to switch the Active server, The server that is currently on
standby will become the Active server and the Active server will become the Standby server,

2. Make sure that the status is ‘Active’ for at least one of the servers.
3. Repeats 1...2 for the HMI server.

In step 1, right-click the HMI server and choose Server Status.
Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data
procedure. Reverify that communication has been established between the
server and controller.
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Network Evaluation

Now you are analyzing whether the shortcut to the controller is valid. An
incorrect path affects the controller communication to the server.

TIP  Inaredundant system, perform these steps for the Primary and
Secondary servers.

1. Inthe FactoryTalk Administration Console or FactoryTalk View Studio,
open the Communications Setup.

= FactoryTalk View Studio - View Site Edition (Network Distributed) - [Communication Setup - RNA//$Global /PlantPAx/ar.. [ = [ B -

E‘ﬂ File View Settings Tools Mindow Help !En
S| D(Eo &

Explorer ) lz‘ Device Shortcuts Frimary ] Secnndary]

= @ Netwark (PAS501) Remove E\Q RSLirnx Enterprise, PASS0ZA, ~ |

=i PlantPax B3 1789-A17, Backplane
? Rurtirne Security ¥ LERC01 EE‘FE Etherhet, Ethernet
= Area - f] 172181101, 1756-EN2T/A, 1756-EN2T/A,
B Alarm -] 172,181,102, 1756-EN2T/, 1756-EN2T/A 6
t.gl PlantP e AES o f] 172181105, 1756-EN2TYA, 1756-EN2T/A T | =
f Data - f] 172181106, 1756-EN2T/4, 1756-EN2T/A T
‘85 PlantPax DAT &-f BT JI5AEN2T/A S

E‘ﬂ Comrunication Setup

I PlantPas HIVI e
=123 System - 2, 1736-ENITRA, 1756-EMITRAA
& Action Groups f 3, 1756-L75, 1756-L75 LOGD(S75
w0 Palicies G- 4 1756-ENZT/S, 1756-EN2T/A
#(0 Computers and Groups B 5 1756-ENZTR/S, 1756-EM2TR/A
= &5 Metwarks and Devices E-f] 6 1756-L75, LEXC03
w0 Users and Groups w7 1756-EN2T/A, 1756-EN2T/A 1
1 Connections ﬂ 8, 1756-EMN2TR/2, 1756-EM2TR/8, 2
B 21756-L7s, LexcM
m- ] 10, 1756-EMITAA, 1756-ENIT A 2 -
tade: Online Browsing: 1756-813/C 4 - 1756-EN2T/8 2, 10
Offline Tag File ] Browse. .. I
Shortout Type |Processnr Lj

Select a different path - 1756-413/C 4 cannot be used.

MM [a\_l Ok I Can:el] \u"enny HeID]
=l @) new FTLD session was opened with machine FWS02. = [ Clear 4|
MM |

2. Click the controller shortcut.

If the shortcut does not highlight the correct controller, then select the
correct controller and save the shortcut.

3. With the correct shortcut selected, expand the backplane.

If you can browse, then you have communication to the controller.
Proceed to Was Modification Made? on page 135.

If you cannot browse, then try to ping the controller from the
PASS server.
4. To ping the controller, do the following:
a. Click Start and type CMD into the Search text box.
A command prompt opens.

b. Type ‘Ping xxx.yyy.zzz.aaa, where the letters represent the IP address
of the communication adapter.
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5. If the adapter responds, a similar display appears as shown.

Lo Administrator; Command Prompt

icrosoft Windows [Version 6.3.%688]
<c> 2013 Microsoft Corporation. All rights reserved.

sUserssAdministrator .8¥STEM>ping 172.18.1.111

Pinging 172.18.1.111 with 32 hytes of data:

Reply from 172 .18.1.111:

Reply from 172 .18.1.111:

Reply from 172 .18.1.111: byt

Reply from 172.18.1.111: bytes=32 time<{ims TTL=64

Ping statistics for 172.18.1.111:
Packets: Sent = 4, Received

Approximate round trip times i
Minimum = Bms,. Maximum = @

NUserssAdministrator . S¥YSTEM>

6. Ifyour device does not respond, a ‘Request Timed Out’
message appears.

If the ping is successful, proceed to the next diagnostic action.

7. Repeat steps 2...6 if you are using a redundant Data server.

Was Modification Made?

If you found an issue and made a correction, go back and redo the Live Data
procedure. Reverify that communication has been established between the
server and controller.

Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we
recommend that you check the project application code. Project components
could be incorrectly configured.

Verify proper Live Data syntax for the following project elements:
e FactoryTalk View SE or FactoryTalk View ME:
- Display parameter files
- Display values, expressions, and animations
- Global object parameters
— Command buttons and macros
— Datalogger
— Event detector

— Derived tags
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Contact Technical Support

Call a Rockwell Automation Technical Support representative if the problem
still exists after checking the following:

e Server communication status
e Controller shortcut

e Application code syntax

Email technical support the most recent data that is compiled from the
PlantPAx checklists.

IMPORTANT  If the size of the information packet cannot be sent via email, a technical
support representative can help you post your information to the Rockwell
Automation FTP site.
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Client and Server Communication Evaluation

Figure 10 shows a workflow to resolve lost communication between a (PASS)
server and a client. Work through the diagnostic activities until you identify an
issue.

Click the link or go to the respective page for specific information on each
topic. If the issue still exists, contact Technical Support with the details you
have compiled to help with a resolution.

Figure 10 - Resolve Server to Client Communication

Client/Server
Comms Evaluation

Yes

Successful?

Modification
Made?

(all Technical Support

See page 136

Ping Command Evaluation - See page 137

Ping

Yes

Was Name Resolution Evaluation - See page 138

Worked
Before?

Application Code
Evaluation

See page 135

Ping Command Evaluation

To check if the client computer is communicating with the server, start by
pinging the computer.

Complete these steps.

1. Click Start and type CMD into the Search text box.

A command prompt opens.

>

2. Type ‘Ping (and server name)
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3. If the controller responds, a display appears similar to the following:

| Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.96881]1
Kc>» 2813 Microsoft Corporation. All rights reserved.

sUserssAdministrator SYSTEM>ping PASSH2A

Pinging PASSAZ2A.8ystem.PlantPAx.local [172.18.1.671 with 32 bytes of data:
i 172.18.1.6 =32 time{ims TTL=128

172 hyte 2 time<l
172.18.1.67: bytes=32 time{ims TTL=128

statistics for 172.18.1.67:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss>.

Approximate round trip times in milli-seconds:
Minimum = Bms,. Maximum = Bms,. Average = Bms

sUserssAdministrator SYSTEM>

4. Ifyour device does not respond, a ‘Request Timed Out’
message appears.

If the ping is successful, check your application code for proper
syntax. See page 135.

Also, make sure the firewall rules are not blocking the communication.

Name Resolution Evaluation

This procedure verifies the mappings of IP addresses to host names. The steps
apply if you are using a domain or a work group, with the latter explained last.

1. At the Command Prompt, type the NSLookup and server name and
press Enter.

2. Type the name of the server that is being pinged.

If you receive the message ‘DNS Request Timed Out;, you typically do
not have the Reverse Lookup Zone configured.

If the NSLookup ping provides the server name and IP address (as
shown in the example), the server communication issue still exists.

o Administrator; CVWIndows System32homd.exe

icrosoft Windows [Version 6.3.96881]
c>» 2813 Microsoft Corporation. All rights reserved.

:xn>nslookup PASSH2A
padca.system.plantpax.local
172.18.1.18

PASSHA2A.System.PlantPAx. local
Address: 172.18.1.67

If the NSLookup ping does not provide a server name and IP address,
then proceed with the following instructions on page 139.
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To verify that components do not have duplicate IP addresses, complete

these steps.

1. From a DNS server, click Tools on the main menu and choose DNS.

All Servers
AD DS
DHCP
DNS

File and Storage Services B

Server Manager

5 PROPERTIES
. For PADCA

Manage  Tools

PADCA
System.PlantPAx.loca

Computer name

Domain

Windows Firewall Domain: On Windows Erro
Remote management Enabled Customer Exp
Remote Desktop Enabled E Enhanced S
NIC Teaming Disabled Time zone
Ethernet 172.18.1.10 Product ID
Ethernet 2 IPv4 address assigned by DHCP, IPvE enabled

Operating s Microsoft Windows Server 2012 R2 Standard Processors

Hardware information

VMware, Inc. VMware Virtual Platform

Last installed |

Windows Upd.

Last checked f

- | O

View Help

Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell
Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit
Component Services

Computer Management

Defragment and Optimize Drives

DHCP

Disk Cleanup

DNS

nstalled mem

. L 2

< | (1]

The DNS Manager display appears.

Embedded Lockdown Manager

Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
0DBC Data Sources (64-bit)

4 DNS Manager [-T= ]
File Action View Help
e nE XBe=Hm i B
£ DNS Mame Type Data = ~
4 F PADCA £ Asosios Host (4) 17218113
43 _Fclrward Lookup Zones ASIHO1 Hﬂat (A) 172.18.1.14
[ e _msdes.Systemn.PlantPAx.local QASIVN Host (A) 172.18.1.16
b A System PlantPAxlocal A505103 Host (4) 172.18.1.16
I || Reverse Lookup Zones - mEAR
L& J Tnst Pints = owspi Host(a) 17212118
I | Conditional Forwarders é:l EWS02 Host (4) 172.12.1.22
¥ [l Globol Lags = Ewsot Host (4) 172.18.1.54
QASOSIOE Host (4) 172.18.1.58
=] acocing Hrﬁ'fm 172121
QEWSWO Host (4) 172.18.1.60
E: owso02 Host (4) 172.18.1.60
E=1EEE TTost ()  FPREAR]
] Asamol Host (4) 17218162
= pasao2 Host (4) 172.18.1.64 =
=] pPassoza Host (4) 172,18.1.67
=] passoze Host (4) 172.18.1.68
Ej ASOsID2 Host (4) 172.18.1.70
] AsiHo2 Host (4) 17218171
£ AsiHo3 Host (4) 17218172
] Pasan3 Host (4) 172.18.1.98
E] PasaD1A Host (&) 172.18.1.99
§‘;| (same as parent folder) Start of Authority (SOA) [926], padca.system.| v
<] n >

2. Verify each name has its own IP address to make sure that you are
pinging the correct server via the client.

The example DNS Manager display shows several ‘bad’ computer names
with the same IP address.
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3. Ifyou are usinga workgroup, open the hosts folder in your Windows

local hard disk drive.
| En = CA\Windows\System32\drivers\etc == [
“ Home Share View e
f—l - 1 < Local Disk (C:) » Windows » Systern32 » drivers » etc v & Search etc » |

A Favoiites Name Date modified Type Size

B Desktop I |_| hosts f20139:25AM  File 1 KE»J

4 Downloads T Imnosts.sam 22/201311:38 AM  SAM File 4KB

=l Recent places || networks File 1KB

|| protacol File 2KB

1% This PC || services File 18 KB

m Desktop

| Documents

4 Downloads

W' Music

=! Pictures

H Videos

iy Local Disk (C:)

G" MNetwork

Sitems 1 item selected 824 bytes

4. Using Notepad, open the hosts file.

E hosts - Notepad
File Edit Format View Help

# Copyright (c) 1993-2089 Microsoft Corp.

#

# This is a sample HOSTS file used by Microsoft TCP/IP for Windows.

#

# This file contains the mappings of IP addresses to host names. Each
# entry should be kept on an individual line. The IP address should

# be placed in the first column followed by the corresponding host name.
# The IP address and the host name should be separated by at least cne
# space.

#

# Additionally, comments (such as these) may be inserted on individual
# lines or following the machine name denoted by a '#' symbol.

#
#
#
#
#

For example:

102.54.94.97 rhino.acme.com # source server
38.25.63.10 X.acme.com # x client host

# localhost name resolution is handled within DNS itself.

# 127.9.0.1 localhost
# 2 4 localhost
172.18.1.12 PASS@1
172.18.1.13 PASSB2A

172.18.1.14 PAS5@2B

5. Verify each name has its own IP address to make sure that you are

pinging the correct server via the client.
Was Modification Made?

If you found an issue and made a correction, go back and ping the
computer again.
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Review Application Code Formatting

If the server and controller are communicating and the problem still exists, we

recommend that you check the project application code. See page 135.
Contact Technical Support

Call a Rockwell Automation technical support representative if the problem

still exists. See page 136.
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HMI D|sp|ay Access is Slow Figure 11 shows a workflow to resolve sluggish HMI displays. To target the

root cause, work through the diagnostic activities until you identify an issue.

Click the link or go to the respective page for specific information on each
topic. You also can access a checklist that is associated with a topic. The
checklist data evaluates whether elements are properly configured and follow
PlantPAx system guidelines.

If the issue still exists, contact Technical Support with the details that you have
compiled to help with a resolution.

Figure 11 - Resolve Slow HMI Display Callup

Communication
Performance

Applicatio
Under Limits?
See page 143

System Application Checklist - See page 65

Controller Controller Checklist - See page 113

Passed? Y
See page 143
Data Serve - See page 106
Passed? >

See page 143

Application Code
Evaluation

See page 135

etwork
Passed?

See page 143

Network Checklist - See page 23

Call Technical
Support

See page 136
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Application Under Limits?

A good starting point is to verify that your system design is within the sizing
recommendations for a PlantPAx system. Design attributes include the number
of servers, number of assets, and so forth.

To verify design attributes, see the System Architecture Checklist on page 65.

Controller Passed?

The next step is to check whether your controllers have the CPU and memory
usage as prescribed by the PlantPAx guidelines. These percentages vary
depending on whether your application uses simplex or redundant controllers.

For details, see the Controller Checklist on page 113.

Data Server Passed?

If the application design and controller setup are properly configured, check
the Data server. Verify that the server is communicating data from the
controllers to the HMI server and operator workstation.

For details, see the FactoryTalk Linx worksheet section on page 106.

Network Passed?

The health of the network is critical whether you are using a virtual or
traditional operating system. There is a tool for analyzing network
infrastructure.

For details, see the System Infrastructure Checklist on page 15.

Review Application Code Formatting

For details, see page 135.

Contact Technical Support

For details, see page 136.
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Notes:
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Appendix A

Access the Attachment

The Microsoft Excel workbook that is attached to this PDF file contains

five worksheets for verifying PlantPAx” system recommendations. Each tab at
the bottom of the Excel workbook accesses a checklist worksheet that is
designed to evaluate design guidelines.

To use the Microsoft Excel workbook, click the Attachments link (the paper
clip) and double-click the file.

See How to Use Attachments on page 146.

File Edit Yiew Window Help

Beate- | DB S H 80 2RDR LR A
@[ W | @@ -] H B

@ Attachments (£}

FIE&&eda User Manual PlantPAx

Original Instructions Distributed Control System

PlantPAx Distributed Control System
Verification and Troubleshooting

%

Open Content

As a precaution when you open programs or files, select one of the choices

and click OK.

rOpenFiIe - l -_____-—.__l5|LU|D|R|D]@

=% The file "PROCES-UMO01A-EM_P-Policies.xlsx” may contain programs, macros, or viruses
that could potentially harm your computer. Open the file only if you are sure it is safe.
Would you like to:

@ Open this file
() Always allow opening files of this type

() Mever allow opening files of this type
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How to Use Attachments

The Microsoft Excel workbook contains several tabs to access checklist
worksheets. Click a desired tab and complete the electronic form.

System Infrastructure Checklist
System MName: r 0 |
Design Element Observed Value Results Notes
Hardware BIOS Power saving options disabled ? 'v;' (v of
Virtualizati Using Virtualization ? Yedw o
5 CPU Utilization 0 %
Hypervisor
Memory 0 %
i CPU Utilization o %
Hypervisor
Memory 0 %
2 CPU Utilization 0 %
Hypervisor
Memory 0 %
a CPU Utilization 0 %
Hypervisor
Memory 0 %
Domai All Servers and Workstations ———
r are on the same Domain @-l;j
Bandwidth Utiliz %
Packet Error Rate
Network  |Temperature OK b 4
CPU Utilization %
Memory Utilization
Computer Name: System Role Pagel
T T | [
Click Tabs —_—P System Infrastructure <Server or WS name> System Architecture <PASS> <Controller>

For details on the checklist and icon descriptions, see page 14.
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Index

A

adapter

network percentage 62
additional resources 7, 8
AE server

scan by data server 103
agents

number of 77
alarm

fastest update rate 102

number of 101

number of servers 68

total tags 102
allocation

bandwidth percentage 36

device memory percent 38

device percentage 37

memory 121

resource 20
always

updating 99
analysis

system design 65
application design

FactoryTalk View 67
area

data and HMI servers 69
asset

check inventory 32
assets 76

discover 27

DR upload 77

number of 75
attributes

(PU design 118

FactoryTalk AE 100

RSLinx 110
audit

graphic tool configuration 89
auto update

Windows disabled 52

bandwidth

resource allocation 36
basic

system check 58
best performance

Windows 49, 50, 51
BIOS

disable power-saving 17
block

message cache 126
buffering

enabled and running 83
buffers

unconnected number 125

C

cache
display 99
catalog number
controller 117
characterization
definition 9
check

asset inventory 32
basic system 58
topology 35
checklist
content 14
controllers 113
flexibility and visual clues 13
icons 14
PASS 87
server or workstation name 39
servers and workstations 15
system architecture 65
system design 10
Cisco
software download 23
collective
enabled and running 85
color-coded
cells 89
configure
graphic audit tool 89
connections
consumed tags 125
1/0 124
incoming 125
memory 123
message and block transfer 125
produced tag 124
consumed tag
connections 125
content
checklist 14
controller

checklist 113

checklist duplication 113

checklist workflow 114

faults 120

firmware revision 117

model catalog number 117

properties 116

redundant 117

shortcut path 117

time synchronization 127
count

minor faults 120
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148

(PU

design attributes 118
device allocation 37
free (unused) resources 118
load verification 61
periodic and event tasks 119
system resources 120
unused usage 118
utilization 20

current

patches 45

D

data
and logic memory 122
HMI server areas 69
logging 70
number of servers 68
packet connection speed 110
RSLinx Enterprise server 106
dedicated
server 70
servers 73, 74
definition
characterization 9
description
PlantPAx 7
desktop
RDS servers 48
device

memory allocation 38

temperature verification 37
diagnostics

L_CPUinstruction 114
diaster recovery number 76
disable

BIOS power-saving 17
NIC power-saving 45
Windows auto update 52
Windows power-saving 47
discovery
network assets 27
disk status
operating system 59
display
cache 99
number of HMI 92
type replace 97
domain

same for servers and workstations 22

verification 22
download

Cisco software 23
DR

assets upload 77

number of assets 76
driver

disk bits per second 62

Windows check 60
duplicate

controller checklist 113

enabled

buffering 83

collective 85

unit failover 84

virtual 17
error

message packet 36

no viewer log entries 53
evaluate

system design 13
event

periodic tasks 119

viewer no log errors 53
expressions

HMI 95

F

FactoryTalk

AE
design attributes 100
Historian
servers 78
network manager 23
View
AE servers (PASS) 73
application design 67
AssetCentre server 75
HMI servers 92
HMI servers (PASS) 69
PASS server 74
failover
unit 84
fastest

alarm update rate 102
scan class 80
faults
controller 120
minor count 120
minor tasks 121
firewall
Windows 41
firmware
controller 117
first
time network logon 23
flexibility
checklist 13
free
CPU (unused) resources 118
/0 memory 121

G
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Direct Dial Codes Find the Direct D.'al Code for your'prodU(t. Use th? codeto http://www.rockwellautomation.com/global/support/direct-dial.page
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L e X . . g /support/pcdc.pag
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How Are We Doing? form at http:

Rockwell Automation maintains current product environmental information on its website at http:

Allen-Bradley, FactoryTalk, FactoryTalk Network Manager, PlantPAx, Rockwell Automation, Rockwell Software, RSLinx, Studio 5000 Logix Designer, and Stratix are trademarks of Rockwell Automation, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.

Rockwell Otomasyon Ticaret A.S., Kar Plaza Is Merkezi E Blok Kat:6 34752 Igerenkdy, Istanbul, Tel: +90 (216) 5698400

www.rockwellautomation.com

Power, Control and Information Solutions Headquarters

Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
Europe/Middle East/Africa: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
Asia Pacific: Rockwell Automation, Level 14, Core F, Cyberport 3, 100 Cyberport Road, Hong Kong, Tel: (852) 2887 4788, Fax: (852) 2508 1846

Publication PROCES-UM004B-EN-P - August 2018

Publication PROCES-UMO04A-EN-P - November 2016 Copyright © 2018 Rockwell Automation, Inc. All rights reserved. Printed in the U.S.A.


http://www.rockwellautomation.com/rockwellautomation/about-us/sustainability-ethics/product-environmental-compliance.page

	PlantPAx Distributed Control System Verification and Troubleshooting User Manual
	Table of Contents
	Purpose of the User Manual
	Summary of Changes
	Additional Resources

	1 - Overview
	2- Verification Recommendations
	Checklist Flexibility and Visual Clues
	Before You Begin

	3 - System Infrastructure Checklist
	Before You Begin
	Hardware
	BIOS Power-saving Options Disabled?

	Virtualization
	Using Virtualization?

	Hypervisor
	CPU Utilization
	Memory

	Domain
	All Servers and Workstations on Same Domain

	Network
	Network Manager Considerations
	Bandwidth Utilization %
	Packet Error Rate
	Temperature OK
	CPU Utilization %
	Memory Utilization

	Servers and Workstations

	4 - Server or Workstation Checklist
	Before You Begin
	Operating System
	Windows Firewall Being Used
	Operating System Valid
	Rockwell Software Patches Applied
	NIC Power-saving Options Disabled
	Windows Power-saving Options Disabled
	Desktop Experience Enabled in RDS Server
	Adjust for Best Performance is Selected
	Data Execution Prevention (DEP) Turn On for Essential Items
	User Account Control (UAC) Never Notify
	Windows Automatic Update is Disabled
	Event Viewer Is Not Presenting Errors
	NSLookup Resolved

	Performance
	Generating a Performance Report

	Basic System Checks
	OS Checks
	Disk Checks
	Security Center Checks
	System Service Checks
	Hardware Device Driver Checks

	Resource Overview
	CPU (%)
	Network (%)
	Disk (/sec)
	Memory (%)


	5 - System Architecture Checklist
	Before You Begin
	FactoryTalk View Application Design
	Number of HMI Servers
	Number of Alarm Servers
	Number of Data Servers
	Each HMI and Data Server Is in Its Own Area

	FactoryTalk View HMI Servers (PASS)
	Uses Data Logging
	Dedicated Servers?
	Redundancy Status

	FactoryTalk Alarm and Event Servers (PASS)
	Dedicated Servers?
	Redundancy Status
	Alarm History Enabled

	FactoryTalk View Data Servers (PASS)
	Dedicated Servers?
	Redundancy Status

	FactoryTalk AssetCentre (AppServ-Asset)
	Number of Assets
	Number of Disaster Recovery (DR) Assets
	Number of Agents
	How Often DR Assets Configured to Upload

	FactoryTalk Historian SE (AppServ-Info)
	Points in Use
	Points Limit
	Fastest Scan Class
	Number of Interfaces
	Buffering Enabled and Running
	Unit Fail Over Enabled and Running
	Collective Enabled and Running


	6 - PASS Checklist
	Before You Begin
	Optional

	Run the Graphic Audit Tool
	FactoryTalk View SE (HMI) Server
	Using HMI Server?
	Number of Displays
	Unique Tags
	Expressions
	Global Objects
	Display Type
	Max Tag Update Rate
	Display Cache
	Always Updating

	FactoryTalk Alarm and Event
	Using Alarm Server?
	Number of Alarms
	Fastest Update Rate
	All tags addressed from the local Data server?

	Data Server (FactoryTalk Linx)
	Using Data Server?
	Virtual Memory
	Data Server


	7 - Controller Checklist
	Before You Begin
	Optional

	Properties
	CPU Use
	Total Used

	Faults
	Minor Faults Count
	Task Overlap

	Memory
	I/O Memory (bytes)
	Data and Logic (bytes)

	Connections
	Total %
	I/O
	Produced Tags
	Consumed Tags
	Unconnected Buffers
	Message/Block Cache

	Time Synchronization
	Controller Is Time Synchronized

	Task Structure
	Only Periodic Task Used


	8 - Troubleshooting Scenarios
	HMI Communication Lost
	Server and Controller Communication Evaluation
	Client and Server Communication Evaluation

	HMI Display Access is Slow
	Application Under Limits?
	Controller Passed?
	Data Server Passed?
	Network Passed?
	Review Application Code Formatting
	Contact Technical Support


	A - Access the Attachment
	Open Content
	How to Use Attachments

	Index
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	N
	O
	P
	R
	S
	T
	U
	V
	W


	Back Cover


System Infrastructure

		System Infrastructure Checklist

		System Name:
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<Server or WS name>

		Server or Workstation -  Checklist

		System Name:		0						Computer Name:

		Design Element				Observed Value						Results		Notes

		Operating
System		Windows firewall being used								1								1

				Operating System valid								1								1

				Rockwell Software patches applied								2								2

				NIC Power saving options disabled								1								1

				Windows Power saving options disabled								1								1

				Desktop Experience enabled in RDS Servers								1								1

				Adjust for best performance is selected 								1								1

				Data Execution Prevention Windows only								1								1

				User Account Control Never notify								1								1

				Windows Automatic Update is disabled								1								1

				Event Viewer is not presenting errors								1								1

				NSLookup resolved								1								1

		Performance		Performance Monitor

		Basic System
Checks		OS Checks								1								1

				Disk Checks								1								1

				Security Center Tests								1								1

				System Service Checks								1								1

				Hardware Device Driver Checks								1								1
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		Name						Signature						Date		8/21/18 15:48





System Architecture

		System Architecture Checklist

		System Name:		0

		Design Element				Observed Value						Results		Notes

		FactoryTalk® View Application Design		Number of HMI Servers		0						0

				Number of Alarm Servers		0						0

				Number of Data Servers		0						0

				Each HMI and Data Server is in its own Area 								1								1

		FactoryTalk View HMI Servers (PASS)		Uses Data Logging								1								1

				Dedicated Servers ?								1								1

				Redundancy Status								1								1

		FactoryTalk Alarm and Event Servers (PASS)		Dedicated Servers ?								1								1

				Redundancy Status								1								1

				Alarm & Event History Enabled ?								1								1

		FactoryTalk View Data Servers (PASS)		Dedicated Servers ?								1								1

				Redundancy Status								1								1

		FactoryTalk AssetCentre (AppServ-Asset Mgmt)		Number of Assets		0						1

				Number Disaster
Recovery (DR) Assets 		0						0

				Number of Agents		0

				How often DR Assets 
configured to upload		0				days

		FactoryTalk Historian SE
(AppServ-Info)		Points in Use		0						0

				Points Limit		0						1

				Fastest Scan Class						sec		1								1

				Number of Interfaces		0						0

				Buffering  Enabled
and Running								1								1

				Unit Fail Over Enabled
and Running								1								1

				Collective  Enabled
and Running								1								1
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		System Name:		0						Server Name:

		Design Element				Observed Value						Results		Notes

		FactoryTalk®    View SE (HMI)		Number of Displays		0				1		0		Using HMI Server ?						0		0		0		0

				Total Tags on Server		0						1

				Unique Tags		Yellow Warning						1																1

						Red Error						1																1

				Expressions		Yellow Warning						1																1

						Red Error						1																1

				Global Objects		Yellow Warning						1																1

				Display Type		Yellow Warning						1																1

				Max Tag Update Rate		Yellow Warning						1																1

						Red Error						1																1

				Display Cache		Yellow Warning						1																1

				Always Updating		Yellow Warning						1																1

		FactoryTalk Alarms and Events		Number of Alarms								0		Using A&E Server ?

				Total Items		0						1
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				All tags addressed
from the local 
data server ?								1																1

		Data Server
(RSLinx® Enterprise)		Virtual Memory								0		Using Data Server ?														0

				Shortcut		# Polled 
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		Controller Checklist

		System Name:		0						Controller Name:

		Design Element				Observed Value						Results		Notes

		Properties		Shortcut

				Firmware

				Module

				Redundancy								1								1

		CPU Use		Free						%		1

				Total Used						%		0

				     Periodic and Event						%		1

				     Communications						%

				     Motion						%

				     Messaging						%

				     Safety						%

				     Redundancy						%

				     System						%

		Faults		Minor Faults Count		0						0

				Task Overlap								1								1

		Memory		I/O Memory
    (bytes)		Free				Tot Used %		0.0

						Used				0.0										0.0
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    (bytes)		Free				Tot Used %		0.0
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				ConsumedTags								0

				Msg/Block Xfer						N/A		1

				Incoming						N/A		1

				Unconn Buffers								0

				Msg/Block Cache								0

		Time
Synchronization		Controller is time synchronized								1

		Task Structure		Only periodic task used								1

		Name						Signature						Date		8/21/18 15:48

																				1

																				1





FormData

				Selection		Historian Scan		AE Scan		System Computers		FTView				Redundancy
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