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Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are
required to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may
be impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

> D>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

B> > >
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Preface

This virtualization user manual describes how to leverage virtual image
templates, version 4.5, when deploying a virtualized PlantPAx® Distributed
Control System (DCS). PlantPAx virtual image templates are pre-configured,
virtual system elements of your PlantPAx system.

This manual also describes how to manage and configure templates as
individual virtual system elements, and how to configure them to work
together.

Figure 1 -- PlantPAx System Implementation and Documentation Strategy

Define and
Procure

- Selection Guide
PROCES-5G001

Install

__ __ __
Prep - Develop - Operate
A ‘ __ __ __
« Virtualization User Manual « Infrastructure User Manual  « Application User Manual ~ « Verify and Troubleshoot User Manual
9528-UM001 PROCES-UM001 PROCES-UM003 PROCES-UM004
«  Reference Manual « Reference Manual
PROCES-RM001 PROCES-RM001

«Library of Process Objects
PROCES-RM002
PROCES-RM013
PROCES-RMO014

o Define and Procure - Helps you understand the elements of the
PlantPAx system to make sure that you buy the proper components.

o Install - Provides direction on how to implement the PlantPAx system
architecture to help develop your application.

e Prep - Provides guidance on how to get started and learn the best
practices for developing your application.

o Develop - Contains the application-specific libraries and objects
that are used to construct your application that resides on the
PlantPAx architecture.

e Operate — Provides guidance on how to verify and maintain your
systems for operation of your plant.
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Preface

Summary of Changes

This manual contains new and updated information as indicated in the

following table.
Topic Page
Changes to licensing 8-10
New template catalog numbers 10
Deploy Additional Virtual Images From a Local Template updated 64
Added Chapter 5- Configure PASS-C Single Server 203
Purpose of This Manual

Virtualization is the abstracting of the operating system from the hardware to
enable running multiple virtual machines on one piece of hardware. This
manual shows how to use templates to configure virtualized system elements.

Virtual image templates are provided for the following PlantPAx
system elements:

Process Automation System Server (PASS)

Engineering Workstation (EWS)

Operator Workstation (OWS)

SQL Server - AppServ-Info (SQL)

Process Automation Domain Controller (PADC)
Historian Server - AppServ-Info (Historian)

Batch Management Server - AppServ-Batch

Asset Management Server - AppServ-Asset

Operator Workstation Application Server - AppServ-OWS
Engineer Workstation Application Server - AppServ-EWS
VantagePoint Server - AppServ-Info (VantagePoint)

In addition to these virtual templates, this manual has deployment instructions

for the consolidated PASS (PASS-C) and associated OWS (OWS ISO). The
PASS-C and OWS ISO are designed to deploy on a physical machine.

TIP  Skip to Chapter 5 if you are deploying a PASS-C or OWS ISO.
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Preface

Before You Begin

IMPORTANT  Our templates can be used with any virtualization software. We use
VMware for the procedures in this document.

e PlantPAx virtual image templates, PASS-C, and OWS ISO USB devices
are obtained by the following methods:

- Media - Order a physical copy of the virtual image template and
receive a Microsoft license.

- Electronic Software Delivery (ESD) - You must purchase licensed
media before downloading an electronic copy of the virtual image
template from the Product Compatibility and Download Center
(PCDC) website. When you download the PASS-C or OWS ISO,

you receive an ISO file which you can use to create a bootable device.

¢ Microsoft Operating System (OS) License keys provided with virtual
image template purchases:

- Virtual servers require Microsoft OS License Keys for Windows
Server 2012 R2 Standard operating systems.

— Virtual workstations require a Microsoft OS License Key for
Windows 10 operating systems.

TIP  Remote Desktop Services uses its own method of licensing clients
that log on to Remote Desktop Services servers. This method is
separate from licensing for the Windows Server 2012 R2 family of
operating systems. Therefore, AppServ-OWS and AppServ-EWS
Remote Desktop Connections must receive a valid license. This
license is issued by a Remote Desktop Licensing Server
before they can log on to a Remote Desktop Session Host or
Connection Broker.

For licensing of these components, contact your
Microsoft distributor.

e FactoryTalk® Activation Certificates contain serial numbers and product

keys for the Rockwell Automation® products that correspond to the
templates.

See PlantPAx Virtual Image Template Catalog Numbers on page 10

IMPORTANT  If you already own individual product activations, these activations
can also be used to activate the virtual image templates.

¢ A domain controller must be configured and accessible on the network.
¢ vSphere Web Client is used to deploy virtual machines.

o vCenter server is optional and enables you to create your own virtual
image templates and increase your ability to manage a virtualized
control system.
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Preface

Microsoft Operating System

Software Licensing

PlantPAx Virtual Image

Template Catalog Numbers

Each server or workstation instance that is deployed from a template, bootable
device, or ISO needs its own Microsoft operating system license and Rockwell
Automation software licenses.

Volume licenses are used to activate Microsoft products and services across
multiple users within an organization. One OS license is included with each
template purchase. Additional volume licenses can be purchased from your
Microsoft distributor.

IMPORTANT  To distribute PlantPAx virtual image templates, Rockwell Automation must
meet Microsoft distribution requirements for Windows 0S. To meet these
requirements, Rockwell Automation includes Volume License products with
each virtual template purchase via Microsoft email instructions. See
https://www.microsoft.com/en-us/licensing/default.aspx for more
license information.

Table 1 lists the catalog numbers for PlantPAx virtual image templates.

Table 1 - Virtual Image Templates on USB Devices

Virtual Template (at. No. Description

PASS 9528-PASSVTENM USB device contains the virtual image template for the PASS and a Microsoft® Windows® license for the Server 2012 R2
Standard. All required Rockwell Automation software is pre-installed but not activated.

EWS 9528-EWSVTENM USB device contains the virtual image template for the EWS and a Microsoft Windows license for the Windows 10
operating system. All required Rockwell Automation software is pre-installed but not activated.

o0ws 9528-0WSVTENM USB device contains the virtual image template for the OWS and a Microsoft Windows license for the Windows 10

operating system. All required Rockwell Automation software is pre-installed but not activated.

AppServ-OWS, AppServ-EWS

9528-APPXWSENM

USB device contains the virtual image template for AppServ-OWS and AppServ-EWS. USB device contains a Microsoft
Windows license for the Server 2012 R2 Standard operating systems. All required Rockwell Automation software is
pre-installed but not activated. You must also purchase the appropriate RDS CAL license from a Microsoft distributor.

AppServ-Info (Historian)

9528-APPHISENM

USB device contains the virtual image template for AppServ-Info (Historian) and a Microsoft Windows license for the
Server 2012 R2 Standard operating system. All required Rockwell Automation software is pre-installed but
not activated.

AppServ-Asset

9528-APPASMENM

USB device contains the virtual image template for AppServ-Asset and a Microsoft Windows license for the Server 2012
R2 Standard operating system. All required Rockwell Automation software is pre-installed but not activated.

AppServ-Info (SQL)

9528-APPSQLENM

USB device contains the virtual image template for AppServ-Info (SQL) and a Microsoft Windows license for the Server
2012 R2 Standard operating system. All required Microsoft software is pre-installed but not activated.

AppServ-Info (VantagePoint)

9528-APPVTPENM

USB device contains the virtual image template for AppServ-Info (VantagePoint) and a Microsoft Windows license for
the Server 2012 R2 Standard operating system. Most required Rockwell Automation software is pre-installed but not
activated. The FactoryTalk VantagePoint software is not pre-installed.

AppServ-Batch

9528-APPBATENM

USB device contains the virtual image template for AppServ-Batch and a Microsoft Windows license for the Server 2012
R2 Standard operating system. Most required Rockwell Automation software is pre-installed but not activated. The
FactoryTalk Batch software is not pre-installed.

Domain controller

9528-PADCVTENM

USB device contains the virtual image template for a Domain controller and a Microsoft Windows license for the Server
2012 R2 Standard operating system. You must also purchase the appropriate Windows CAL from a Microsoft distributor.

10
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Preface

Table 2 lists the catalog numbers for PlantPAx USB devices.

Table 2 - Installation File on USB Devices

System Element (at. No. Description

PASS - C (Consolidated) 9528-PASSCENM USB device contains a bootable image to install a consolidated PASS on a physical machine. The consolidated PASS

includes Historian, VantagePoint, Asset Management, OWS, and EWS. PASS-C purchase includes a Microsoft license for
the Server 2012 R2 Standard. A Rockwell Automation license is required for software activation.

OWS IS0 9528-0WSISOENM USB device contains a bootable image to install an operator workstation on a physical machine. The device contains a
Microsoft license for the Windows 10 operating system. A Rockwell Automation license is required for
software activation.
Build Details Table 3 lists the system build details for each PlantPAx virtual image template.
Table 3 - Build Details for Virtual Templates
Element Category Description

Process Automation Operating system

Microsoft Windows Server 2012 R2 Standard

System Server (PASS) -
Rockwell Automation software

« FactoryTalk Services Platform
— FactoryTalk Services platform software, version 3.00.00
— FactoryTalk Activation Manager software, version 4.02.00
— FactoryTalk Linx software, version 6.00.00
- FactoryTalk View Site Edition Client software, version 10.00.00
« FactoryTalk View Site Edition Server software, version 10.00.00
«FactoryTalk View Studio Enterprise software, version 10.00.00
« FactoryTalk Alarm and Event software, version 3.00.00
- FactoryTalk Diagnostics software, version 3.00.00
« FactoryTalk Historian SE 5.01.00 Live Data Interface
+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

Engineering Operating system

Microsoft Windows 10

Workstation (EWS) -
Rockwell Automation software

« FactoryTalk Services Platform
— FactoryTalk Services Platform software, version 3.00.00
— FactoryTalk Linx software, version 6.00.00
— RSLinx® Classic software, version 4.00.00
— FactoryTalk Activation Manager software, version 4.02.00
- FactoryTalk View Site Edition Client software, version 10.00.00
« FactoryTalk View Site Edition Server software, version 10.00.00
«FactoryTalk View Studio Enterprise software, version 10.00.00
« FactoryTalk View ViewPoint SE software, version 10.00.00
- FactoryTalk View ViewPoint ME software, version 10.00.00
« FactoryTalk Alarm and Event software, version 3.00.00
- FactoryTalk Diagnostics software, version 3.00.00
« Studio 5000 Architect® application software, version 3.00.00
+ RSLogix 5000° Professional software, versions 20.04.01
« Studio 5000° Logix Designer ® application, versions 31.00.00, 24.02.00
«Studio 5000 Architect software, version 3.00.00
+ RSNetWorx™
— RSNetWorx for EtherNet/IP software, version 27.00.00
— RSNetWorx for ControlNet software, version 27.00.00
— RSNetWorx for DeviceNet software, version 27.00.00
« FactoryTalk AssetCentre
— FactoryTalk AssetCentre Client software, version 8.00.00
« FactoryTalk Historian SE 5.01.00 Live Data Interface
« Studio 5000° Logix Emulate™, version 30.01.00
« ControlFLASH Plus™ software, version 1.00.01
+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

Additional third-party software

- LOOP-PRO TUNER (Rockwell Automation Edition) software, version 1.9
+ SQL Server 2012SP3
« SQL Server 20125P3 Client Connectivity
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Table 3 - Build Details for Virtual Templates

Element Category Description
Operator Workstation | Operating system Microsoft Windows 10
(OWS)
Rockwell Automation software « FactoryTalk Services Platform
— FactoryTalk Services Platform software, version 3.00.00
— FactoryTalk Linx software, version 6.00.00
— RSLinx Classic software, version 4.00.00
— FactoryTalk Activation Manager software, version4.02.00
- FactoryTalk Diagnostics software, version 3.00.00
« FactoryTalk View Site Edition Client software, version 10.00.00
- FactoryTalk Alarm and Event software, version 3.00.00
« FactoryTalk AssetCentre Client software, version 8.00.000
+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10
Process Automation Operating system Microsoft Windows Server 2012 R2 Standard
Domain Controller
(PADC)
Application Server Operating system Microsoft Windows Server 2012 R2 Standard

OWS (AppServ-OWS)

Rockwell Automation software

- FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 3.00.00

— FactoryTalk Linx software, version6.00.00

— RSLinx Classic software, version4.00.00

— FactoryTalk Activation Manager software, version 4.02.00
FactoryTalk View Site Edition Client software, version 10.00.00

- FactoryTalk Diagnostics software, version 3.00.00

FactoryTalk Alarm and Event software, version 3.00.00
FactoryTalk AssetCentre Client software, version 8.00.00
Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

Application Server
EWS (AppServ-EWS)

Operating system

Microsoft Windows Server 2012 R2 Standard

Rockwell Automation software

« FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 3.00.00
— FactoryTalk Linx software, version 6.00.00

— RSLinx Classic software, version 4.00.00

— FactoryTalk Activation Manager software, version 4.02.00

« FactoryTalk View Site Edition Client software, version 10.00.00
« FactoryTalk View Site Edition Server software, version 10.00.00
« FactoryTalk View Studio Enterprise software, version 10.00.00
« FactoryTalk View ViewPoint SE software, version 10.00.00

« FactoryTalk View ViewPoint ME software, version 10.00.00

« FactoryTalk Alarm and Event software, version 3.00.00

- FactoryTalk Diagnostics software, version 3.00.00

- Studio 5000 Architect application software, version 3.00.00

« RSLogix 5000 Professional software, versions 20.04.01

+ Studio5000 Logix Designer application, versions 31.00.00. 24.02.00
« RSLogix™ Emulate 5000 software, version 30.01.00

« RSNetWorx

— RSNetWorx for EtherNet/IP software, version27.00.00
— RSNetWorx for ControlNet software, version 27.00.00
— RSNetWorx for DeviceNet software, version 27.00.00

« FactoryTalk AssetCentre

— FactoryTalk AssetCentre Client software, version 8.00.00

« FactoryTalk Historian SE 5.01.00 Live Data Interface software
- ControlFLASH Plus software, version 1.00.01
+ Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

Additional third-party software

LOOP-PRO TUNER (Rockwell Automation Edition) software, version 1.9
SQL Server 2012SP3
SQL Server 20125P3 Client Connectivity
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Table 3 - Build Details for Virtual Templates

Element

Category

Description

Application Server
Historian (AppServ-
Info Historian)

Operating system

Microsoft Windows Server 2012 R2 Standard

Rockwell Automation software

« FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 2.90.00
— FactoryTalk Activation Manager software, version 4.00.02
— FactoryTalk Diagnostics software, version 2.90.00
FactoryTalk Alarm and Event software, version 2.90.00
FactoryTalk Historian Site Edition Server, version 5.01.00
FactoryTalk Historian ActiveView software, version 3.20.02
FactoryTalk Historian DataLink software, version 4.20.01
FactoryTalk Historian Management software, version 2.20
FactoryTalk Historian ProcessBook software, version 3.20.01
FactoryTalk Historian SE 5.01.00 Live Data Interface
Rockwell Automation Windows Firewall Configuration Utility, version 1.00.08
RSLinx Enterprise, version 5.90.00

Application Server
Asset Management
(AppServ-Asset)

Operating system

Microsoft Windows Server 2012 R2 Standard

Rockwell Automation software

« FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 3.00.00
FactoryTalk Diagnostics software, version 3.00.00

— FactoryTalk Linx software, version 6.00.00

RSLinx Classic software, version 4.00.00

— FactoryTalk Activation Manager software, version 4.02.00

« FactoryTalk AssetCentre

— FactoryTalk AssetCentre Server software, version 8.00.00
— FactoryTalk Asset Centre Client software, version 8.00.00

« Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

Additional third-party software

« Microsoft SQL Server Express 2012 SP3 Advanced (includes Management Studio)

Application Server Operating system Microsoft Windows Server 2012 R2 Standard

Information SQL - -

(AppServ-Info-SQL) Microsoft software « Microsoft SQL Server Standard 2012 SP3 (includes Management Studio)
Application Server Operating system Microsoft Windows Server 2012 R2 Standard

Information

VantagePoint®
(AppServ-Info-
VantagePoint)

Rockwell Automation software

- FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 3.00.00
— FactoryTalk Activation Manager software, version 4.02.00
— FactoryTalk Diagnostics software, version 3.00.00

- FactoryTalk VantagePointSystem Server software, version 8.00.00

Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

Application Server
Batch Management
(AppServ-Batch)

Operating system

Microsoft Windows Server 2012 R2 Standard

Rockwell Automation software

« FactoryTalk Services Platform

— FactoryTalk Activation Manager software, version 4.00.01
— FactoryTalk Diagnostics software, version 2.81.00

— FactoryTalk Services Platform, version 2.81.00

— RSLinx Classic software, version 3.81.00

- FactoryTalk BatchView software, version 1.02.19
- FactoryTalk eProcedure® software, version 13.00.00

Rockwell Automation Windows Firewall Configuration Utility, version 1.00.07
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Table 4 lists the system build details for PlantPAx USB devices.
Table 4 - Build Details for USB Devices

Element

Category

Description

PASS - C (consolidated)

Operating system

Microsoft Windows Server 2012 R2 Standard

Rockwell Automation software

« FactoryTalk Services Platform

— FactoryTalk Services platform software, version 3.00.00
— FactoryTalk Activation Manager software, version 4.02.00
— FactoryTalk Linx software, version 6.00.00

« FactoryTalk View Site Edition Client software, version 10.00.00
« FactoryTalk View Site Edition Server software, version 10.00.00
« FactoryTalk View Studio Enterprise software, version 10.00.00
« FactoryTalk Alarm and Event software, version 3.00.00

« FactoryTalk Diagnostics software, version 3.00.00

« FactoryTalk Historian SE 5.01.00 Live Data Interface

« Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10
« FactoryTalk Hist SE 5.01, version 5.01.00

« FactoryTalk AssetCentre Server, version 8.00.00

« FactoryTalk AssetCentre Client, version 8.00.00

« Studio 5000 Logix Designer, version 31.00.00

« Studio 5000 Logix Designer, version 24.02.00

+RSLogix 5000, version 20.04.01

- VantagePoint System Server, version 8.00.00

Operator Workstation
(OWS150)

Operating system

Microsoft Windows 10

Rockwell Automation software

- FactoryTalk Services Platform

— FactoryTalk Services Platform software, version 3.00.00
— FactoryTalk Linx software, version 6.00.00

— RSLinx Classic software, version 4.00.00

— FactoryTalk Activation Manager software, version4.02.00
FactoryTalk Diagnostics software, version 3.00.00

« FactoryTalk View Site Edition Client software, version 10.00.00

FactoryTalk Alarm and Event software, version 3.00.00
FactoryTalk AssetCentre Client software, version 8.00.000
Rockwell Automation Windows Firewall Configuration Utility, version 1.00.10

14
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Additional Resources

These documents contain information about related products from
Rockwell Automation that can provide additional guidance when deploying

the virtual image templates.

Resource

Description

PlantPAx Distributed Control System Reference Manual,
publication PROCES-RM001

Details the application rules for implementing a
PlantPAx system.

PlantPAx Distributed Control System Selection Guide,
publication PROCES-5G001

Provides procurement information for a
PlantPAx system.

Product Certifications website, http://www.ab.com

Provides declarations of conformity, certificates, and
other certification details.

FactoryTalk Historian SE Installation and Configuration
Guide, publication HSE-IN025

Provides information on how to install, secure,
configure, use, and troubleshoot
FactoryTalk Historian SE.

PlantPAx Distributed Control System Infrastructure
Configuration, publication PROCES-UM001

Provides screen facsimiles and step-by-step
procedures to configure infrastructure components for
your system requirements.

PlantPAx Distributed Control System Application
Configuration, publication PROCES-UM003

Provides the steps necessary to start development of
your PlantPAx Distributed Control System.

Knowledgebase Answer ID 32715 - Cannot add/change
pens in trend from SE client on Terminal Server at

https://rockwellautomation.custhelp.com

You must have a TechConnect™ license to view this
document.

Provides details about the problem of adding/
changing pens in trend from SE client on Terminal
Services.

Knowledgebase Answer ID 496679 - FAQ: FactoryTalk
Historian SE: MDB to AF Preparation Wizard at

https://rockwellautomation.custhelp.com

You must have a TechConnect license to view this
document.

Provides information on how to use the FactoryTalk
Historian SE MDB to AF Preparation wizard.

Knowledgebase Answer ID 567658 - Using FactoryTalk
View SE with Windows 2008 R2 Remote Desktop Services -
Getting Started white paper at

https://rockwellautomation.custhelp.com

You must have a TechConnect license to view this
document.

Provides information on how to use FactoryTalk View
SE with Microsoft Windows 2008 R2 Remote Desktop
Services.

Knowledgebase Answer ID 60585 - FactoryTalk Historian
SE Collective Manager Error - Error Writing Server at

https://rockwellautomation.custhelp.com

You must have a TechConnect license to view this
document.

Provides information on how to implement a
collective for FactoryTalk SE Historian.

You can view or download publications at

http://www.rockwellautomation.com/global/literature-library/overview.page.

To order paper copies of technical documentation, contact your local
Allen-Bradley distributor or Rockwell Automation sales representative.
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Chapter 1

The ‘What’ and ‘Why’ for
Virtualization

Basics of Virtualization

Computer virtualization continues to grow in popularity in the industrial sector.
Virtual machines (VMs) provide easier access to remote process applications, save
on resources, and extend system life. These benefits are important when new and
tighter regulations, being able to empower/leverage your I'T organization, and
demands for faster time to market are factored into the bottom-line equation.

What appears to be the latest
technological trend is actually
half a century in the making. Bell
Labs, International Business
Machines (IBM), and General
Electric (GE) developed the
earliest forms of virtualization. In

the early 1960s, IBM had

Virtual Machines

Hypervisor Q

Host
numerous systems but they could E
handle only one task at a time. A el
decade of research later, IBM vSphere Web Client

unveiled a time-sharing computer

with HMI capabilities. These early virtual machines shared system resources
from the mainframe, and foreshadowed better reliability and security because
one user could not shut down an entire system.

Today, Virtual Desktop Infrastructures (VDI) that use VMware software, have
broken the dependency between operating systems and physical hardware. These
virtualization software packages enable multiple VMs to run different operating
systems and applications from different locations on the same server.

This versatility helps to reduce physical footprint, consolidate hardware, and
increase server utilization. You can also upgrade hardware without replacing or
shutting down the operating system (OS) on server or workstation system
elements, thus reducing downtime and maintenance costs.

A VM behaves exactly like a physical computer. The VM contains its own 'virtual’
CPU, RAM, hard disk drive, and network interface card. The VM runs as an
isolated guest operating system installation via a hypervisor. A hypervisor is a
software program that manages the host physical server and allocates resources to
each virtual machine that runs on the host. The terms 'host’ and ‘guest’ help
distinguish the software operating system that is running on the physical server
(host) and the software that is running on the VM (guest).
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When you consider virtualization, there is no need to purchase specific server or
workstation hardware for each system element being virtualized. System elements
can be deployed on new or existing servers, storage, and network hardware. Your
system elements are unchanged.

Some of the benefits of a virtualized PlantPAx" system include the following:

Increased energy savings

Extended system life

Reduced system footprint and hardware cost
Increased up time and availability
Self-contained simulation and engineering
Faster server provisioning

Improved disaster recovery

Flexibility and ease of deployment are key when designing a virtual infrastructure.
Both intangibles are a part of the PlantPAx system.

Figure 1 contains the topics that are described in this chapter. See the page
number or click the links for quick access to specific information.

Figure 1- Basic Virtualization Workflow

Time-saving, pre-configured Templates

See page 19

h

Download a Hypervisor

See page 19

v

Install a Hypervisor

See page 21

l

Using a vSphere Web Client

See page 27

y

See Chapter 2 Deploy the PlantPAx Virtual Image Templates

Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018



Basics of Virtualization ~ Chapter 1

Time-saving, Pre-configured
Templates

Download a Hypervisor

Rockwell Automation® offers virtual image templates as an option to deploy a
virtualized PlantPAx system. The PlantPAx Virtual Image Templates deliver all
system elements as pre-configured, drop-in virtual machines. The industry also
refers to virtualized system elements as virtual appliances. However, in this
manual, virtual system elements are referred to as virtual image templates because
you can use them to deploy as many virtual appliances as you want.

The virtual image templates are delivered as an Open Virtual Appliance (OVA)
file on USB devices or via the Web. With OVA files, you can use any
virtualization platform for deployment. The guidelines that are contained in this
manual are for setup and deployment of the templates in a VMware vSphere
environment.

The virtual image templates help to reduce validation costs and initial
engineering time, enhance scalability, simplify upgrades, and patch management.
Only one copy of the virtual image templates is needed for a project.

The first step before realizing a virtual architecture system is to install a
hypervisor on the server whose resources you can use.

TIP The following procedures apply only to virtual templates. Skip toChapter 5 if
you are deploying a PASS-C or OWS ISO.

This chapter describes how to install a hypervisor. A hypervisor is a software
program that manages the host physical server and allocates resources to each
virtual machine that runs in the host. Multiple virtual machines can share one
physical host. However, each virtual machine has its own memory, storage, and
CPU allocation on the host.

TIP We are using VMware vSphere as an example, you can use other hypervisors
for this procedure.

Complete these steps.

1. To download the files, go to the VMware website
at http://www. vmware.com.

2. From the main menu, click Downloads and select vSphere Hypervisor in
the Free Product Downloads pane.
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A Download Center login page for the vSphere Hypervisor appears.

| Have an A, Create an Account | Have an Account Create an Account

Register to download your Free Product .
g v Register to download your Free Product

Email Address or Customer NMumber:

* First narme * Last name *
Fassword :
N Ernail address *
Forgot your password? Are you a Whlware Partner?
Remembear ma fas ® Mo

Continus

3. Do one of the following:

o For an existing account, type an email address or customer number, a
. 1 . 1
password, and click 'Log in.

e For a new account, Type your first name, last name, and Email Address.

Click Continue and follow the prompts to register.

After creating your free account, in an email from VMware, there is a
gy

link to verify that your information is correct. When you click this link,

your browser navigates to the VMware website and asks you to enter

your recently created user name and password.

4. Click Login.
The Downloads Packages page appears.

Download Packages

Your downloads are available below

(1]

I+ VMware vSphere Hypervisor 6.7 - Binaries

= VMware vSphere Hypervisor 6.5.0 Update 2 - Binaries

VMware vSphere Hypervisor (ESXi 1ISO) image (Includes VMware Tools)

2018-05-03 | 6.5.0 U2 | 337.94 MB | iso Manually Download

Boot your server with this image in order to install or upgrade to ESXi (ESXi requires 64-bit capable
servers). This ESXi image includes VMware Tools.

MD5SUM("): a951da8cdi3f27062febS7eff55b1796
SHA1ISUM("): dd4e948ed31a45e15abab2795a7e1d8618a1491d
SHA256SUM("): 94b8a1602d442160914140245172cac84b81906ebfc0fd42531c13cb17fe3d7d

5. Download the WMware vSphere Hypervisor.
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Install a Hypervisor

IMPORTANT  Fora production environment, we recommend a minimum of a
VMware vSphere Essentials Kit. The vSphere Essentials Kit provides
access to key virtual components. For more information, contact your
Allen-Bradley® distributor.

This section describes how to install the VMware vSphere hypervisor to a host
server. The hypervisor, which is also known as ESXi, is used to manage the
resources of your server to enable deployment of virtual images. To install the
hypervisor on your server, we recommend that you copy the installer image (.iso)
to a DVD. If desired, you can also copy the installer image (.iso) to a USB drive
(at least 1 GB).

TIP We are using VMware vSphere Hypervisor as an example, but you can use
other hypervisors with this procedure.
Copy Installer Image to DVD

Complete these steps to copy the hypervisor installer image (.iso) to a DVD.

1. Right-click the downloaded installer image and choose Burn disk image.
Elwlolr[o][o]E e

@\/‘" 5 s b et b Beei b %3] Search Do. P
File Edit View Tools Help
Organize v Sharewith v New folder - A @
¢ Favorites = Documents library

Arrange by: Folder ¥
Downloads

3 Libraries e
5| Documents

& Music

Pict L o
E v‘: e ! |Burn disc image
ideos =
Scan for Viruses...

1% Computer Open with
&, raW7121001 (C))

WDSecuritySetup_for_web_13.018
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2. Select the DVD drive to write the data, and click Burn.

| Windows Disc Imﬁ Bu@' ﬁ

Disc image file:  VMware-VMuvisor-Installer-6.0.0.update(

Disc burner: 'DVD R Drive (D:) |

Status

Verify disc after burning

[ Burn

Cancel

3. When the DVD is completed, click Close.

Copy Installer Image to USB Drive

IMPORTANT  Before starting this procedure, make sure that the USB drive has enough space
onit to hold the '1S0' file.

Complete these steps to copy the hypervisor installer image (.iso) to a USB drive.

1. Right-click the downloaded installer image and choose copy.
2. Select alocation on the USB drive, right-click, and choose paste.

3. When the file copy is completed, you can remove the USB drive.

Use a DVD or USB Drive to Start Server

When you start the server, make sure to choose the DVD or USB drive that
contains the installer image as the booting address. Complete these steps to install

the ESXi (hypervisor).

1. Insert the DVD or USB drive into the host physical server.
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2. Choose the optional booting address during the server startup.

00} PCI RALD Adapter

\
DADUDACD-RUE D fwie
UEFI BOUOT
UEFI 3 Hard Driuve

BIOS

3. Press Enter to continue’

4. On the End User License Agreement (EULA) page, read the EULA, and

press F11 to accept the terms of the EULA and continue.

(Esc) Cancel (Enter) Continue

(ESC) Do not Accept (F11) Accept and Continue

5. Select the disk to install the vSphere Hypervisor and press Enter
to continue.

YMuware Virtual disk (npx .vnhbal:CO: TA:LE)

(Esc) Cancel (F1) Details (F5) Refresh (Enter) Continue

6. Sclect the desired keyboard and press Enter to continue.

US Default

Passwords match.

(Esc) Cancel  (F9) Back | (Enter) Continue (Esc) Cancel  (F3) Back | (Enter) Continue
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7. Type aroot password, retype the password, and press Enter to continue.

TIP Remember this password; you use it again in future steps.

A message appears when the system scans for information. This scan can
take a few minutes.

8. Press F11 to Install.

install

(Esc) Cancel (F9) Back (F11) Install

The Installation Complete dialog box appears.

9. Remove the DVD or USB device and press Enter to shut down and restart.

Remove the installation media before rebooting.

(Enter) Reboot

The server shutdown and restart can take a few minutes.
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Assign an IP Address to the Host

You must assign an IP address to the host so that it is on the desired network and
can communicate with the client workstations. For example, you can deploy a
virtual image template in this server remotely from another workstation on the
same network.

TIP For the screens in this section, use the arrow keys on your keyboard to move
between the fields on the pages.

Complete these steps.

1. After the system restarts, press F2 to Customize System/View Logs.

2. Type the Login name and password.
Use the Login name and password that you created in step 7 on page 24.

Authent ication Required

Enter an authorized login name and password for
localhost .System.PlantPhAx. local .

Conf igured Keyboard (US Default)
Login MName: [ root 1
Passuord: [ sesesesescrcacne_ 1

<Enter> DK| <Esc> Cancel

3. Press Enter to OK.

The System Customization page appears.

Rockwell Automation Publication 9528-UMOOTF-EN-P - August 2018 25



Chapter1  Basics of Virtualization

4. Use the arrow keys to move to 'Configure Management: Network' and
press Enter.

System Customization Conf igure Managenment Network

Conf igure Passuord Hostname:
Conf igure Lockdoun Mode localhost

[ onf igure Management Network IPv4 Address:

a BTTa e 172.18.1.13
Test Management Network
Network Restore Options Network identity acquired from DHCP server 172.18.1.10
Conf igure Keyboard IPv6 Addresses:
Troubleshoot ing Options feBB: :250:56ff :feb2:34d6/64

View Systen Logs To view or modify this host”s management network settings in
detail,. press <Enter>.
View Suvpport Information

Reset System Conf iguration

{Enter> Hore {Esc> Log Dut

The Configure Management Network page appears.

5. Move to 'IPv4 Configuration’ and press Enter to change.

Conf igure Management Netuwork IPv4 Conf iguration

Netuork Adapters Autonatic
VLAN (optional)

IPv4 Address: 172.18.1.13
Subnet Mask: 255.255.255.0
Default Gateway: 172.18.1.1

IIPU4 Conf igurat ion

DNS Conf igurat ion

Custon DNS Suffixes This host can obtain an IPv4 address and other networking
paraneters auvtomatically if your network includes a DHCP
server. If not, ask your network administrator for the
appropriate settings.

<{Up/Doun> Select <Enter> Change <Esc> Exit

VMuare ESXi 6.5.0 (VMKernel Release Build 5969303)

The IPv4 Configuration page appears.

6. Move to 'Set static IP Address and network configuration' and press the
Space bar.

The presence of a small circle between the parentheses indicates that this
option is selected.

7. In turn, move to the IP address, Subnet Mask, and default gateway address
and type the appropriate values for your system and organization.

IPv4 Conf igurat ion

This host can obtain network settings automatically if your netuwork
includes a DHCP server. If it does not, the following settings nust be
specified:

( ) Disable IPv4 configuration for management netuwork
( ) Use dynanic IPv4 address and network conf iguration

(o) Set static IPv4 address and network configuration:

IPv4 Address [ 172.18.1.13 1
Subnet Mask [ 255.255.255.0 1
Default Gateway [ 172.18.1.1 1
<Up/Doun> Select <Space> Mark Selected <{Enter> 0K <Esc> Cancel

8. After you have typed the addresses, press <Enter> to OK.

9. On the Configuration Management Network page, press <Esc> to Exit.
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Using a vSphere Web Client

A message appears to confirm that you want to change the management
network of the host.

Conf igure Management Network: Confirm

You have made changes to the host’s management network.

Applying these changes may result in a brief netuork outage.
disconnect remote management softuware and affect running virtuval
machines. In case IPv6 has been enabled or disabled this uill
restart your host.

Apply changes and restart nanagement netuork?

<¥> Yes ] <N> No {Esc?> Cancel

10. Press'Y' for Yes.

11. On the System Customization screen, press <Esc> to log out.

You have assigned an IP address to the host server.

After the ESXi (hypervisor) is installed, the simplest way to connect directly to
one host server is with a vSphere Web Client. If you have multiple ESXi hosts, we
recommend that you configure a vCenter Server that offers additional
functionality. Through the vSphere Web Client, you can add, delete, and manage
the virtual machines on your infrastructure.

TIP This section describes how to use a web browser for vSphere software, version
6.0 or later. The following steps are similar for the vSphere Client application,
which you use to interface ESXi 6.0 or earlier.

This section explains how to activate your vSphere license. The vSphere Web
Client resides on a computer that is being used to connect to the server where the
virtual templates are deployed. You can use any web browser with these steps. A
Firefox browser is shown with our examples.

To use a vSphere Web Client, for the first time, complete these steps.

1. Open a web browser and type the IP address that you created for the
hypervisor host.

Use the IP address that you entered for step 7 on page 26.

J @ NewTab

Q Search the Web

co |d[mws] no =

x‘+ (- [=o [T
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A security warning appears the first time that you connect to the ESXi
host server.

2. Click Advanced.

(1 Insecure Connection X ‘ + I;Ii-
“— c o ®| httpsy//172.18.1.13 - O W i @ =

% Your connection is not secure

The owner of 172.18.1.13 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

The security warning expands with an invalid certificate message.

3. Click Add Exception.

172.18.1.13 uses an invalid security certificate.

The certificate is not trusted because the issuer certificate is unknown.
The server might not be sending the appropriate intermediate certificates.
An additional root certificate may need to be imported.

Error code: SEC_ERROR_UMNKNOWN_ISSUER

Add Exception...

WVWWM\/%WMW
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The Add Security Exception dialog box appears.
4. To ignore the warning, click Confirm Security Exception.

Contact your I'T department if you want a security certificate for your
ESXi host server.

Security Exception ]

You are about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will not ask you to do this.

— ]

Server

(f1e 0 Wl hitps://172.18.1.13, | Get Certificate

Certificate Status

This site attempts to identify itself with invalid information.

Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using
a secure signature,

Permanently store this exception

|§onfirm Security Exception | | Cancel |

The VMware ESXi Host login dialog box appears.
5. Type the user name and password that you created in step 7 on page 24.

1

Log in - VMware ESXi X

&« c o ® £ https://172.18.1.13/uif#/login

User name

e
E— NN RE S

Password

6. Click Login.
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The ESXi Web Client window appears.

7. To open the Navigator, click the Navigator button.

Vri01b2 - VMware ESKi X

'3:(—\;' - ¢ o | ® £ https://172.18.1.13/ui/#/host

vmware ESXi’

| g viona

(-] Manage with vCenter Server | 51 Create/Reaister VM | (T3 Shutdown [By Reb;

Vrtx01b2
Version: 6.5.0 Update 1 (Build 5765664)
State: Normal

Uptime: 14.81 days

The Navigator Window opens in the left pane.
8. Click Manage.

v R .

<— - C.‘ ﬂ (Da. httpsy172.18.1.13/ui/#/host/manage/Ticensing e u ﬁ '\ m =

System  Hardware | Liconsing | Packages  Senicms  Securly & users

#g Assign license g Remove license @ Refresh | 3 Aclions

ViMware vSphere & Standard iaiicaa e

/'E-p-mdnu U4 Remove BcEnse
T Features: %

9. Click the Licensing tab, then choose Assign license under Actions.

10. Type your license key and click Check license.

& hssign icense

& License key I I OO0 KK KK I
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11. When the license is validated, click Assign license.

S License ey [ - X0 OO0 -0 -0

@

License key is valid for WiWwane vSphere § Standard

Assignlicense || Cancel |

Features that are associated with the license key appear.

Ve ThE - Vidware 150

(DR et T2 VAL V3 hostimanage boensing

yimwiare EsxXi

P

SO ARRIGN BoanEs g Fiimoes Biaas & Retiwih

Vhiware vEphere & Standard

] Torear
= Tiiirteed v fa i S
H 784 for Bamoty Conucs Connecionn
SRR ——
wEghaie LA
Camend Litary
SHorags AP
wTgngre vilake

Proceed to Chapter 2 for instructions on how to deploy PlantPAx virtual

image templates to create virtual machines within your system.
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Chapter 2

Deploy the PlantPAx Virtual Image Templates

Distributed control systems are composed of several industry-accepted system
elements. Virtual Image Templates are virtualized system elements, which
contain the software and tools that comprise a specific system element. The
templates are a framework to deploy the necessary system elements for a
PlantPAx” system in a virtual environment conveniently and consistently.

This chapter describes different types of deployments for Virtual Image
Templates. A template is a master copy of a virtual machine. Once deployed, the
templates provide pre-configured settings for each virtual machine.

A virtual machine acts independently and has its own resource allocation from

the host. You interact with virtual machines as if they are on a dedicated
workstation with their own physical resources.
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Figure 2 contains the topics that are described in this chapter. See the page
number or click the links for quick access to specific information.

Figure 2 - Virtual Template Deployment Workflow

First Time Template Deployment
See page 35

A 4
(reate Your Own Template

See page 45

A 4
Deploy Additional Virtual Images
From a Local Template - See page 66

4
Convert a Virtual Image

See page 71

r
Optional VM Interactions

See page 79

r

Enter a Windows License
See page 254

See
Chapter 3
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Deploy a Virtual |mage This section describes how to deploy a virtual image for the first time. The virtual
Templ ate for the First Time image can be deployed from the USB drive that is shipped or from a storage

location on a workstation. This workstation is the computer that you are using to
connect to the server you plan to use as the host server. The deployment
procedure is applicable to all PlantPAx virtual templates.

This procedure must be followed every time a virtual image template is deployed
for the first time into your system.

IMPORTANT  Ifyou plan to deploy a domain controller, we suggest you start with this
template. The PADC template facilitates future activities, such as creating your
own virtual image templates and deploying virtual images to your system
at your convenience.

To deploy a virtual image template for the first time, complete these steps.

TIP Before deploying a virtual image from a virtual image template, we advise you
to copy the virtual image template to your local hard disk drive. Copy the
template to save time during the deployment process.

1. Open a web browser and type the IP address that you created for the
host server.

2. Type the user name and password for the EXSi host, and click Log in.
Log in - Viware ESXi x | + - | O -

<« [CEA) © & [https://172.18.1.13/ui/#/login | o QW mn o =

User name

vmware" ESXi

reosvers |
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3. In the Navigator pane, click Virtual Machines and choose
Create/Register VM.

o Vrbd1b2 - VMware ESXi
(— - G @ | @ & https;//172.18.1.13/ui/#/host/yms

vmware ESXi

|| °T% Navigator 5j1nz,mm

~ [ Host
Manage 95 Create / Register VM &7 Console wer B Power off Suspend | (@ Refresh | &F Actions

e ™

| Q Search )

Monitor

i e ~ S5t~ Usedspace v Guest0S ~  Hostname ~ | HostC..~ Host... ~ | Aut. @&

B &1 Virtual machines i
No virtual machines

E Storage 2
y @ Create/Register VM
€3 Networking No items to display

5 Open in new window

Recent tasks

4. Click ‘Deploy a virtual machine from an OVF or OVA file’ and click Next.

# New virtual machine

 (ECSEITCN  Select creation type

2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage
4 License agreements T A Al - This option guides you through the process of creating
5 Deployment options avirtual machine from an OVF and VMDK files.

6 Additional settings Deploy a virtual machine from an OVF or OVA file
7 Ready to complete

Reqgister an existing virtual machine

Back ||_Nea || Finisn || cancel |
g
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5. Type a name for the virtual machine.
Click in the shaded area and select the .ova file to be used and click Next.

The virtual file displays with the name.

ﬁ:l New virtual machine - PlantPAx PASS Virtual Template 4.5 VL

¥ 1 Select creation type Select OVF and VMDK files

e Selectthe OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage
4 License agreements
5 Deployment options

Enter a name for the virtual machine.

|| PrantPax Pass virtual Tempiate 4.5 VL ||

6 Additional settings
7 Ready to complete

Virtual machine names can contain up to 80 characters and they must be unigque within each ESXi instance.

* @B PlantPAx PASS Virtual Template 4.5 VL ova

Back Net || Finish Cancel |

4

6. Sclect the datastore for your configuration and disk files storage.

7. Click Next.

ﬁ:l New virtual machine - PlantPAx PASS Virtual Template 4.5 VL

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VNDK files Select the datastore in which to store the configuration and disk files.
hd 3 Select storage
SRS B The following datastores are accessible from the destination resource that you selected. Select the destination
5 Deployment options datastore for the virtual machine configuration files and all of the virtual disks.
6 Additional settings - -
7 Ready to complete Mame ~ | Capacity ~ | Free ~ | Type ~ | Thinpr... v | Access ~
| Vrb-Storage 262TB 11278 VMFSE Supported  Single
1 items

Back | Finish Cancel |é

IMPORTANT  There are two main formats for storing virtual images: OVF (open
virtual format) and OVA (open virtual appliance). Our templates are for
appliances, which are self-contained virtual system elements. VMware
software labels the wizard ‘OVF Template’ but ignore because your
PlantPAx Virtual Image Templates in the OVA format are suitable for
this procedure.

Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018 37



Chapter2  Deploy the PlantPAx Virtual Image Templates

8. Use defaults for network mapping and disk provisioning, and click ‘Power
on automatically’

9. Click Next.

‘1 New virtual machine - PlantPAx PASS Virtual Template 4.5 VL

¥ 1 Select creation type Deployment options
¥ 2 Select OVF and VMDK files Select deployment options
+ 3 Select storage

hd 4 Deployment options
Metwork mappings

5 Ready to complete VM Network | VM Network bt

O Thick
Power on automatically E

Disk provisioning

Mext Finish Cancel

4

10. Click Finish.

‘1 New virtual machine - PlantPAx PASS Virtual Template 4.5 VL

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VNDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

B 5 Ready to complete Product PlantPAx PASS Virtual Template 4.5 V0L

VM Mame PlantPAx PASS Virtual Template 4.5 V0L

Disks PlantPAx_PASS_Virtual_Template_4.5_VL-disk1.vmdk
Datastore Vrb-Storage

Provisioning type Thin

Metwork mappings WM Metwork: VM Metwork

Guest 0S Name Microsoft Windows Server 2012 (54-bit)

/ Do not refresh your browser while this VM is being deployed.
L ey

Mext | Finish | Cancel

—_—
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Eie Edit View Hitory Bookmarks Tools Help

Vit01b2 - VMware ESXi x [+

The virtual template uploads.

€©>¢ 0

MostVisted @ Getting Started @ Welcome to VWivre .
g

@ R htps:/172181.13/ui/#nost

vmware ESXi
15 Naugator || g o2
— @ anagevinscane ener | B cresemegstert | Qyshdom ([ Revoo | @ Reesn | Rpacons g2 e TG
- it _— oy M
Bvmawacnes D sute Nomna (comectd o Centr Server s 72.16.1.8) — e
Flenms = upi: 2085 days e e st
i = J—— =
o
() ge. £ Actons
=  Coursion
Vanutachrer Denie. e DRENGESH 5 5U16T65664404 )
r@c 10CPUS KR e CPUES 2640 | > wioten suppoed
oo
. Memory 639168 i —
TET — Datatme onost onday by 02,2018, 12321 UTG
e st cate SancayNowmr 11,2017, 175956
e
e oz = i
e e St o ! The completion percentage of the upload
1] Recent tasks 2 A H
e —t e ot S is shown at the bottom of the dialog box.
s = = s e
& VC Int ('] 0710272018 07:33:13.
None. Ve in o
k
~ | Target ~ | Initiator ~ | Queued ~ | Started ~ | Result a ~ | Completed »
Import VApp Resources root 07022018 07:33:02 07022018 07:33:02 | | G Running... 7 %
Upload disk - Plant PAx_PASS_Virtu... | (51 PlantPAx PASS Virtual... | root 07/02/2018 12:44:41 | 0T/02/2018 12:44:41 | | @ | Running..7%

The Result column shows ‘Completed successfully’ when the template
upload finishes.
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Recent tasks

Target ~ | Task ~ | Initiator ~ | Queued ~ | Started ~ | Result & ~ | Completed » -
I_E-_| PlantPAx PASS Virtual Te... Upload disk - Plant PAx_PASS_Virt... root 07022018 12:44:41  07/0Z2018 12:44:41 o Completed zuccezsfully 07022018 12:50:27
Mone Download VMXConfig WC Internal 07/02/2018 07:39:13 | 07/02/2018 07:39:13 o Completed succezsfully 07/02/2018 07:39:13
I_E-_| PlantPAx PASS Virtusl Te... Reconfig VM VC Internal 07/02/2018 07:39:13  07/02/2018 07:39:13 o Completed zuccezsfully 07/02/2018 07:39:13
Mone Download VMXConfig WC Internal 07/02/2018 07:39:03 | 07/02/2018 07:39:03 o Completed succezsfully 07/02/2018 07:39:03
Resources Import VApp root 07/02/2018 07:33:02  07/02/2018 07:33:02 o Completed succezsfully 07/02/2018 07:38:54
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Power Up the Virtual Machine
To power up a virtual image template for the first time, complete these steps.
TIP Before powering up a virtual machine, consider creating a template of it for
future deployments.
1. Open a web browser and type the IP address that you created for the
host server.
2. Type the user name and password for the local host, and click Log in.
Log in - VMuware ESXi x | + =1 [ x ]
| € & gy @ & Jhttps://172.18.1.13/ui/#/10gin | e D T N @ -
ervame |
oot [ Ll
3. Right-click the Virtual Machine and choose Power>Power on.
Vrbd1b2 - VMware ESXi B ‘ =+
= c o ® £ https://172.18.1.13/
vmware ESXi”
Guest 03
Moraa [ Snapshots
Console
~ 51 Virtual
53 Autostart
Mo = Upgrade VM Compatibility
Mo ig Export
B storagy 1
@ Networ (f» Edit settings Mware Tools is not ins
C aceful shutdown, retn
&, Permissions |
[ Editnotes H;m-:
il Rename
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IMPORTANT  When powering up the virtual machine for the first time, the screen can remain
black for several minutes.

After powering up the virtual machine, do the following:

o Ifyou are deploying a virtual workstation, see Configure Microsoft
Windows 10 on page 91

e Ifyou are deploying a virtual server, see Configure Microsoft Windows
Server 2012 on page 107

Install VMMware Tools

The VMware vSphere Client software has better graphic performance with the
VMware Tools SVGA driver installed. The VMware Tools package also supports
required shared folders and drag and drop features.

Other tools in the package support synchronization of time in the guest
operating system, copy and paste between guest and host, and improved mouse
performance in some guest operating systems.

Complete these steps to install or upgrade VMware tools on the VMware
Virtual Machine.

IMPORTANT  Images that are shown in this section are VMware vSphere software,
version 6.5.

1. Open a web browser and type the IP address that you created for the
host server.

2. Type the user name and password for the local host, and click Log in.
The VMware ESXi window appears.

3. From the Navigator in the left pane, right-click the virtual machine in
which you want to update or install VMware Tools.
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4. Click Guest OS and choose Install VMware Tools.

IMPORTANT  The guest OS of the virtual machine must be running.

_<— (& ‘@‘ @ & https://172.18.1.13/ui/#/host/vms/172

: &1 PASS(1)
“1% Navigator
£ Power B
bt @ Host
0
Manage
Monitor i snapshots

- [ Console
~ (51 Virtual Machines

e Autostart E& Install VMware Tools

Monitor

More VM - -7
B storage

Quetworking (i Edit settings

£ Parmizcinne ic nat inctallad in thic virtual mas

5. Open Windows Explorer on the virtual machine image that you want to
install VMware Tools.

6. Click ‘This PC’ to view the tools to install on Drive D.
o A | This PC = '='-

Computer Wiew v @

®© + 4 | ThisPC » v & | [ search This PC o]

45 Favorites 4 Folders (6)
B {msktop

& Downloads i Desktop

2l Recent places

{;
2 15 This PC | h Downloads w Music

Documents

i Desktop
| Documents h Pictures
& Downloads

W Music 4 Devices and drives (2)
=| Pictures

) s Local Disk (C:) DVD Drive (D) VMware Tools
H Videos I 0 0 bytes free of 77.7 MB
b 25 Local Disk (C: W) 3.4 GE free of 59.6 GB CDFs
I [ DVD Drive (D:) VMw I

I G‘j MNetwork

Videos

I
I
I
I
I
I

Biterns 1= =l

7. Double-click the DVD drive to initiate the install.
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8. When the VMware Tools Setup Welcome window appears, click Next
to continue.

i VMware Tools Setup == -

Welcome to the installation wizard for
Yilware Tools

The installation wizard will install YMware Tools on waur
computer. To conkinue, click Mext,

Copyright 1995-2017 (c) ¥Mware, Inc. All rights reserved.
This product is protected by copyright and intellectual
property laws in the United States and other countries as
well a5 by international treaties, WMware products are
covered by one ar maore patents listed at

hikbpe e vrare, comfgofpatents,

< Back.

Mext = | | Zancel

9. On the setup screen, click Complete and then click Next to continue.

iz VMware Tools Setup o || = -

vmware

Please select a setup type,

) Typical
Installs the program Features used by this ¥Mware product only, Select

this option if wou intend to run this virtual machine only with this
% ) Wiware product,

® Complete
F Installs all program Features. Select this option if vou intend to run this
virtual machine on multiple YMware products,

) Custom

Lets vou choose which program Features to install and where to install
them. Only advanced users should select this option.

< Back. Mexk = | | Cancel
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10. To start the installation process, click Install.

Click Install to begin the installation. Click Back ko review or change any of wvour
installation settings. Click Cancel ko exit the wizard.
o

| —
< Back I Install || | Caneel
e |

11. When the VMware Tools Setup popup window appears, click Finish.

Completed the YMware Tools Setup Wizard

Click the Finish button to exit the Setup Wizard,

< Back || Finish | | Cancel

12. To restart your virtual image and complete the VMware Tools Install

Process, click Yes.

You musk restart vour syskem for the configuration
changes made ta YMiware Tools to take effect, Click Yes
ko reskart now or Mo if you plan to manually reskart
later.
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Create a Template for Future
Virtual Machine
Deployments

This section shows how to create a template within a datacenter by using a
previously deployed virtual image. A virtual machine is cloned, and the clone
becomes a template. This template can be used to deploy other images. You can
store the original template for safekeeping in case you modify your templates.

IMPORTANT A datacenter is the primary container of inventory objects such as hosts and
virtual machines. From the datacenter, you can add and organize inventory
objects. Typically you add hosts, folders, and clusters to a datacenter.

A vCenter server can contain multiple datacenters. Larger organizations can
use multiple datacenters to represent organizational units in their enterprise.
Inventory objects can interact within datacenters, but interaction across
datacenters is limited. For example, you can move a virtual machine with
vMotion technology across hosts within a datacenter but not to a host in
another datacenter.

Create a vCenter Server

Before cloning the virtual image, configure a vCenter server. A vCenter server
provides centralized management of virtualized hosts and virtual machines from
one console. It gives administrators visibility into the configuration of the critical
components of a virtual infrastructure—all from one place.

IMPORTANT  The workstation that you use to connect to and configure your host server can
act as your vCenter server.

On the workstation you use to manage your virtual appliances (templates and
machines), complete these steps.

1. On the VMware website, download the vCenter Server Appliance 6.5
software and mount the .iso image.

TIP The steps to download the vCenter server software are similar to the
steps used to download Hypervisor starting with step 1 on page 19.
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2. Start the vCenter Server Appliance 6.5 installer. Choose vCenter Server
6.5 appliance>vesa-ui-installer>win32>installer.exe.

@u'| v Computer » Local Disk (C) » Vcenter Server 6.5 appliance » wvesa-ui-installer » win32 »

Organize * Include in library Share with » Burn MNew folder
4 Favorites Mame : Date modified Type Size
. locales 12/1/2017 12:46 AM  File folder

4 Libraries . FESOUrces 12/1/2017 12:46 AM  File folder
| blink_image_resources_200_percent.pak 8/10/2017 9:43 PM PAK File 25 KB

1% Computer |_| content_resources_200_percent.pak 8/10/20179:43PM  PAKFile 1KB
| content_shell.pak 8/10/2017 9:43 PM PAK File 9,882 KB

i’h MNetwork %] d3dcompiler_47.dll 8/10/2017 9:43 PM Application extens... 3,386 KB
%/ ffmpeg.dll 8/10/2017 9:43 PM Application extens... 1849 KB
| | icudtl.dat 8/10/2017 9:43PM  DAT File 9,894 KB
_,J install 8/10/2017 9:43 PM Application 55,542 KB
%/ ibEGL.dII 8/10/2017 9:43 PM Application extens... 94 KB
1%/ libGLESv2.dll 8/10/2017 9:43 PM Application extens... 1,893 KB
|| LICENSE 8/10/2017 9:43PM  File 2KB
£ | LICENSES.chromium.html 8/10/2017 9:43 PM HTML Document 1,702 KB
| natives_blob.bin 8/10/2017 9:43 PM EIM File 335KB
%] nodedll 8/10/2017 9:43 PM Application extens... 14,693 KB
| snapshot_blob.bin 8/10/2017 9:43 PM EIN File 795 KB
| ui_resources_200_percent.pak 8/10/2017 9:43 PM PAK File 85 KB
| version 8/10/2017 9:43 PM File 1KB
|| views_resources_200_percent.pak 8/10/2017 9:43 PM PAK File 59 KB
%] xinputl_3.dll 8/10/2017 9:43 PM Application extens... 80 KB

46 Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018



Deploy the PlantPAx Virtual Image Templates  Chapter2

3. To install a new vCenter Server Appliance, click Install.

() wienter Server Appliance Installer

Incstaller

vm vCenter Server Appliance 6.5 Installer

Install

Install 2 new vCenter Server Appliance or Platform Services Controller Appliance

Upgrade

Upgrade an existing vCenter Server Appliance

Migrate

Migrate from an existing vCenter Server for Windows to a vCenter Server Appliance

Restore
Restore from a previously created vCenter Server Appliance backup

® O ©|6

4. Click Deploy Appliance for Stage 1 and then click Next.

Install - Stage 1: Deploy appliance

1 Introduction

2 End user license ag ment

3 S p

loyment type

4 Appliance deployment target

5 Setup appliance VM

3
&

@

Configure network settings

9 Ready to complete stage 1

Introduction
This installer allows you to install a vCenter Server Appliance .5 or a Platform Services Controller Appliance 6.5

Stage 1

y =
\

Deploy appliance

Installing the appliance is a two stage process. The first stage involves deploying a new appliance to the target vCenter

Server or ESXi host. The second stage completes the setup of the deployed appliance. Click Next, to proceed with stage 1.

Next Cancel
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5. Check I accept the terms of the license agreement and then click Next.

Install - Stage 1: Deploy appliance

+ 1 Introduction

2 End user license agreement

!
w

network settings

9 Ready to comple

End user license agreement
Read and accept the following license agreement

VMWARE END USER LICENSE AGREEMENT -

PLEASE NOTE THAT THE TERMS OF THIS END USER LICENSE AGREEMENT SHALL GOVERN YOUR USE OF
THE SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY APPEAR DURING THE INSTALLATION OF THE
SOFTWARE.

IMPORTANT-READ CAREFULLY: BY DOWNLOADING, INSTALLING, OR USING THE SOFTWARE, YOU (THE
INDIVIDUAL OR LEGAL ENTITY) AGREE TO BE BOUND BY THE TERMS OF THIS END USER LICENSE
AGREEMENT ("EULA"). IF YOU DO NOT AGREE TO THE TERMS OF THIS EULA, YOU MUST NOT DOWNLOAD
INSTALL, OR USE THE SOFTWARE, AND YOU MUST DELETE OR RETURN THE UNUSED SOFTWARE TO THE
WENDOR FROM WHICH YOU ACQUIRED IT WITHIN THIRTY (30) DAYS AND REQUEST A REFUND OF THE
LICENSE FEE, IF ANY, THAT YOU PAID FOR THE SOFTWARE.

EVALUATION LICENSE. If You are licensing the Software for evaluation purposes, Your use of the Software is only
permitted in 2 non-preduction environment and for the period limited by the License Key. Notwithstanding any other
provision in this EULA, an Evaluation License of the Software is provided “AS-I1S” without indemnification, support or
warranty of any kind, expressed or implied.

1. DEFINITIONS.

I ¥ | acceptthe terms of the license agreement.l

Back Cancel

6. Click vCenter Server with an Embedded Platform Services Controller and
then click Next.

Install - Stage 1: Deploy appliance

+ 1 Introduction

+ 2 End user license agreement

3 Selectdeployment type

4 Appliani

eployment target

5 Setup applianc

tdeployment

t datastore

9 Ready to complete stage

Select deployment type
Select the deployment type you want to configure on the appliance

For more information on deployment types, refer to the vSphere 6.5 documentation.

Embedded Platform Services Controller Appliance

@ vCenter Server with an Embedded Platform Services
Platform Services Controller Sonlrtler

vCenter
Server

External Platform Services Controller [

P N Platform Services
2 Platform Services Controller Contraller

O wCenter Server (Requires External
Platform Services Controller)

Appliance Appliance

vCenter wCenter
Server Server

Back Cancel
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7. Enter the ESXi host information of the location where the vCenter server
appliance is deployed, and enter the host credentials. Click Next

to continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

w1 Infroduction

w 2 End user licenss agraement

w3 Selectdeployment type

4 Appliance cepicyment

Appliance deployment target
went tarpet seftings. The target is the ESXI host or vCenter Server insance on which the

ESXi host or vCenter Server name 172.18.1.12
HTTPS port 443
Usarname root
Password wevnanns|

Back Next Cancel

8. Click Yes to accept the Certificate Warning.

Certificate Warning

Ifan untrusted SSL certificate is installed on 172.18.1.12, secure
communication cannot be guaranteed. Depending on your
security policy, this issue might not represent a security concern.

The SHA1 thumbprint of the certificate is:
ES:03:84:4C:D6:B6:OC:3T:.C2:68:9B:54:.C5:B1:BD:1F95:E4:CO4A

To accept and continue, click Yes
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9. Enter the name for the appliance and set the root password. Click Next to
continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Set up appliance WM

1 Introduction
f Specify he VM selings for the appliance o be deployed.

+ 2 End user license agreement -
Vinsme VRTXvCenter
w 3 Select deployment type
Rool password
« 4 Appliance degloyment largel

L Confirm root password SR

10. Select the deployment size for your environment. Click Next to continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Select deployment size

1 Introduction
2 Selectthe deployment size for this vCenter Server with an Embedded Platform Services Controller

/82 Eldiscaicen a2 Al ERett For more information on deployment sizes, refer to the vSphere 6.5 dacumentation

+ 3 Selectdeploymenttype Deployment size | Tiny v
+ 4 Appliance deployment target Storage size | Default ¥ |
+ 5 Setup appliance VIV Resources required for different deployment sizes

Deployment Size vCPUs Memory (GB) Storage (GB) Hosts (upto) VMs (upto)

6 Select deployment size

Tiny 2 10 250 10 100
Small 4 16 290 100 1000
Medium 8 24 425 400 4000
Large 16 32 540 1000 10000
X-Large 24 48 980 2000 35000
Back Next Cancel
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11. Select the datastore where the VCSA appliance will be stored. Click Next

to continue.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

+ 1 Introduction

Select datastore

Select the storage location for this vCenter Server with an Embedded Platform Services Controller.

+ 2 End user license agreement
® Install on an existing datastore accessible from the target host
+ 3 Selectdeployment type
Name Y | Type Y Capacity Y Freevw Y | Provisi... Y Thin Provisioni.. T

+ 4 Appliance deployment target

datastore1 VMFS 325GB 31.55GB 972 MB true :_
+ 5 Setup appliance VM 1items
+ B Selectdeployment size

| e K Mode

S SelacidabsinG Enable Thin Disk Mode (i
Install on a new Virtual SAN cluster containing the target host (i
Back Next Cancel

12. Configure the networking for the VCSA appliance. Click Next to

continue.

IMPORTANT

Put the IP address that is used in both the DNS forward and reverse lookup

zones.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

« 1 Introduction

Configure nel

ZONBGUINE NeTw 5 VGENer Server wim an EmDeqoen PIatom Senices C

-oniraller

+ 2 End userlicense agreement
Metwork VM Network, v
v 3 Select deployment type
= yarsion et v
« 4 Appliance deployment target
P assignment st v
5 Selup appliance VM
B Seleci deployment size AT NTE. VRTXvCenter system plantpax local
P address 172.18
subnet mask or prefx length 265
Default gateway 1721811
INS saTvers 172.18.1.10

Cancel
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13. Verify the configuration is correct on the summary dialog box and then
click Finish.

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

Ready to complete stage 1

1 Introduction
o4 Review your settings before starting the appliance deployment

+ 2 End userlicense agreement
Deployment Details

+ 3 Selectdeployment type Target ESXi host 17218112
VM name VRTXvCente
+ 4 Appliance deployment target RGOS
Deployment type vCenter Server with an Embedded Platform Services Controller
+ 5 Setup appliance VM Deployment size Tiny
+ 6 Select deployment size Datastore Details
Datastore, Disk mode datastore1, thin

+ T Selectdatastore
Network Details

+" B Configure network settings Network WM Network

IP settings IPv4 | static
9 Ready to complete stage 1

IP address 172.18.1.8
System name vcenter65 system plantpax. local
Subnet mask or prefix length 255.255.255.0
Default gateway 1721811
DNS servers 17218110

Back Cancel
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14. Click Continue to proceed to the stage two setup process.

r Appliance Installer

Install - Stage 1: Deploy vCenter Server with an Embedded Platform Services Controller

o You have successiully deployed the vCenter Server with an
Embedded Platform Services Controller.

1‘ B

Deployment complete

To proceed with stage 2 of the deployment process, appliance setup, click Continue.

If you exit you can continue with the appliance setup atany time by logging in to the vCenter
Server Appliance Management interface hitps.ivesa sage local 5480/

=

15. From the Stage 2 introduction dialog box, click Next.

« vCenter Server Appliance Installer

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

Introduction

1 Intreduction
e vCenter Server Appliance Installation overview

Stage 2

9

Setup vCenter Server Appliance

INstalling e VCENIEr SeTver ADDIance is a Wo stage process. Tne first stage nas been completed. Click Nex
to proceed with Stage 2, setting up the vCenter Server Appliance.

Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018 53



Chapter 2

Deploy the PlantPAx Virtual Image Templates

16. Select the Time synchronization mode and enable SSH access.

17. Click Next.

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

~ 1 Intioduction

2 Appliance configuration

Appliance configuration

Time synchronization mode

NTP servers (comma-separated list)

S8H access

Synchronize time with NTP servers v

Enabled v

Back Cancel

18. Configure Single Sign On (SSO) by typing a domain name, password and

site name. Click Next to continue.

r Server Appliance Installer

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

« 1 Introduction

+ 2 Appliance configuration

3 850 configuration

S50 configuration

£50 domain name
S50 user name
S50 password

Cenfirm password

administrator

system. plantpax.local

Site name )

In vCenter 6 5, joining @ vGenter with embedded PSC i an extemal PSC is not supported. For more
information on recommended vCenter and PSC topologies, refer to the vCenter Server dotumentation
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19. Check to participate in the Customer Experience Improvement Program
(CEIP) if interested, click Next to continue.

Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC

+ 1 Inveduction
+ 2 Appliance configuration
v 3 550 configuration

4 Configure CEIP

5 R

20. Verify the configuration is correct on the summary dialog box and then
click Finish.

Configure CEIP

Join the Viware Customer Experience Improvement Program

Viware's Customer Experience Improvement Program (*CEIP") provides Vidware with information
At enabies Viiwane 1o improve its products and services, 1o fix probiems, and 10 advise you on how
best to deploy and use our products. As part of the CEIR ViMware collects technical information
about your organization's use of ViMware products and services on a regular basis in association
with your organization’s Viware license key(s). This information does not personally identity any

individual

Additional information regarding the data collected through CEIP and the purposes for which itis

used by ViMware is setforth in the Trust & Assurance Center at
P VMware CoOmTUSVmware/teip nimi.

Iyou prefer not fo participate in ViMware's CEIP for this product, you should uncheck the box below.

“You may join or leave ViMware's CEIP for this product at any time

Join the VMware's Customer Experience Improvement Program (C Elpll

Cancel

=10l
Install - Stage 2: Set Up vCenter Server Appliance with an Embedded PSC
B :::::. :'nuucr(:g?rtz;ehe‘.we finishing the wizard
+# 2 Appliance configuration
Network Details =
3 550 configuration Network configuration Assign static IF address
P version IPvd
i A CME G Hostname 1721818
+ 5 Ready to complate IP Address 1721818
Subnet mask 255265355.0
Gateway 18.1.1
DNS sarvers .18.1.10
Appliance Details
Time synchronization mode Svnchronize time with NTP servers
NTF Servers. 172.18.1.10
$SH access Enabled
S50 Details
Domain name (new) system plantpax locsl
Site name (new)
Username administrator s
Back Finish Cancel
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Create a Template from an Existing Virtual Image

This procedure shows you how to make a copy of a virtual image and turn it into

56

a template for future deployments.

TIP Consider this process when you back up virtual images.

IMPORTANT
version 6.5.

The images that are shown in this section are VMware vSphere Client software,

1. Ina Web Browser, enter the IP address of the computer where your

vCenter Server is installed.

2. Click vSphere Web Client (Flash).

Getting Started
To access vSphere, log in to:

vSphere Client (HTMLS) - partial functionality
For help, see:

vSphere Documentation

Supporied Functionality in vSphere Client (HTMLS)

vCenter Servers

Copyright @ 1996

ane or mare patent

has its own copyright and applicable license conditions. Please visit  hitpiifwww.vmware.comiinfo?id=1127 for more information

Welcome to Viware vSphere X ‘ + \;‘i-
&« ¢ @ @ £ https://172.18.1.8 - 0w N @

For Administrators
Web-Based Datastore Browser
Use your web browser to find and download files (for
example, virtual machine and virtual disk files).
Browse dalastores in the vSphere inventory
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and APIs for
managing ViMware ESXi and VMware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.
Learn more about the Web Services SDK
Browse objects managed by vSphere
Browse vSphere REST APIs

Download trusted root CA certificates

2017 Vidware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intelectual property laws. Vidware products are coverad by
at hitp:/iwww. vmware. com/go/patents. VMware is a registered trademark or trademark of Viware, Inc. in the United States and/or other jurisdictions. All

other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain individual open source software components, each of which
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3. Enter the Username and Password. Use the User name and password that
you created for the vCenter Server in step 18 on page 54. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus '@ plus
the Domain name.

In our example, the user name is 'administrator@system.plantpax.local'

(2 vSphere Web Client x [+ -|O -

&« (& Q (6] NN https://172.18.1.8/vsphere-client/?csp GLL! ﬁ I @ =

e VMware"vCenter” Single Sign-On

thentication

Login
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Create a Datacenter

The Datacenter is the primary container of inventory objects such as hosts and
virtual machines.

1. From The VMware vSphere Web Client dialog box, highlight your

vCenter Server, and click 'Create Datacenter.

(&) vSphere Web Client

¥ ¢ @

x “-l-

@ B & https://172.18.1.8/vsphere-client/2cspextensionld%3Dvsphere.cor - 0% N o =
p p p p

vmware® vSphere Web Client A= U | Administrator@SYSTEMPLANTPAXLOCAL ~ | Help ~ | (CHETTES

Navigator

| [ VRTXvCenter.system.plantpaxlocal | 1y #3 *@ /3 | ShActions ~

[ [#] VRTXvCenter.system. plantpax.local |

| Gettin.. | Sum.. Monitor Confi. Permi. Datac.. Hosts.. VMs Datas.. Netw. Linke. Exten..

Updat...

What is vCenter Server?

vCenter Server allows you to manage
multiple ESX/ESXi hosts and the virtual
machines on them. Because these
environments can grow very large, vGenter
Server provides useful management tools
like the ability to organize the hosts and virtual
machines into clusters with vSphere DRS
and vSphere HA Multiple vCenter Server
systems can be managed by the vSphere
Web Client so that their individual inventories
can be presented and managed under one
"pane of glass”.

Any vCenter Server systems for which you
have privileges and that have been registered
with the Lookup Service, or added manually
with the vCenter Registration Tool in the
Administration section, will appear in your
inventory to the left.

Basic Tasks
7 Create a folder

fiy Create Datacenter

VCenter Server

Explore Further

Learn more about folders
Learn about datacenters

(<]

2. When prompted, type a name for the new datacenter (‘New Datacenter’ in
our example) and click OK.

New Datacenter (7] »

Datacenter name: HNewDatacenter

Laocation: (5] VRTXvCenter.system...

| OK |[ Cancel
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Add a Host

The host is the virtual machine where the virtual image is deployed.

1. The New Datacenter is added under the vCenter Server. Highlight the
New Datacenter and click 'Add a Host' to add a host server.

(&) vSphere Web Client

B

< c @

vmware® vSphere Web Client

v |2 8 a |

w [ VRTXvCenter.system.plantpax local

[> Big New Datacenter

#=

® # B https://172.18.1.8/vsphere-client/?cspFextensionldd%3Dvsphere.core
p P P pl

U | Administrator@SYSTEM.PLANTPAXLOCAL ~

NewDatacenter | ] % 65 fn 9 | {5Adtions v

JGet‘lmgSla..‘lSummary Monitor ~ Configure  Permissions  Hosts & Gl

VMs

- R

| Help ~

Datastores  Metworks

Update Ma..

I

What is a Datacenter?

A datacenter is the primary container of
inventory objects such as hosts and virtual
machines. From the datacenter, you can add
and organize inventory objects. Typically, you
add hosts, folders, and clusters to 2
datacenter.

vCenter Server can contain multiple
datacenters. Large companies might use
multiple datacenters to represent
organizational units in their enterprise

Basic Tasks

9 Add a host

%J Create a cluster

45 Create a new virtual machine
3 Add a datastore

&= Create a distributed switch

Cluster |

vCenter Server

vSphere Client

Explore Further

(]

Virtual Machines

Datacenter

Learn more about datacenters
Learn how to create datacenters

Learn about hosts

Learn about clusters
Learn about folders

8881004d UUOA (0) s

2. The 'Add Host' window appears. In the Name and location step, type the
host IP address, and click 'Next' See step 7 on page 49.

T Add Host

G »

2 Connection settings
3 Host summary
4 VM location

5 Ready to complete

1 Name and location Enter the name or IP address of the hostto add to vCenter Server.

Hostname or IP address: I‘\TE 18.1.13

Location:

Type

[lg Mew Datacenter

(]

Cancel

3. In the 'Connection Settings' step, type the User name and Password. The

Username and Password were created in step 7 on page 49. Click 'Next.

T Add Host

()

~ 1 Name and location

3 Host summary
4 VM location

5 Ready to complete

2 Connection settings

Enter the administrative account information for the host. The vSphere Web Clientwill use this information to connectto the host
and establish a permanent account for its operations.

User name:

Password:

Back | Next |

Cancel

Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018

59



Chapter2  Deploy the PlantPAx Virtual Image Templates

4. Verify the settings are correct on the Host summary dialog box and then
click Next.

@ vSphere Web Client

(— = Q‘ 6] ¥’y https://172.18,1.8/vsphere-client/?csp#extensionld%3 Dvsphere.core.dz mau T}

) Add Host

+~* 1 Name and location Name 172.18.1.13
~ 2 Connection settings Vendor Dell Inc.

i 3 Host summary Model PowerEdge MG20 (VRTX)

4 Assign license Version VMware ESXi 6.5.0 build-6765664
5 Lockdown mode

Virtual Machines PlantPAx PASS
6 VM location

7 Ready to complete

Back Finish Cancel

5. Assign a License.

a. Ifusing the trial license that came with the VMware vSphere
Hypervisor, click the default Evaluation License and click next.

b. If you have purchased a permanent license, Click the o (Plus Sign) to

assign a new license key to this host. Type in the license key. click Next,
then click Finish.

@ vSphere Web Client

6] ¥'Y https://172.18.1.8/vsphere-client/?csp#extensionld¥3 Dvsphere.core.dz ik ﬁ

+ 1 Name and location Licenses
| ~ 2 Connection settings EI\ -l (@ Filter

+/ 3 Host summary License License Ky Product Usage Capacity

v T ] ©s=euationteens Vlware vSphere 6 Standard (G 1CPUs  1CPUs

5 Lockdown mode
6 VM location

7 Ready to complete

L 3items [mp Export~ [[4Copy~

Assignment Validation for License 1

+ The license assignment is valid.

Back : Finish Cancel
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6. In the Lockdown mode step, click Disabled, and click Next.
Add Host 2w
+" 1 Name and location When enabled, lockdown mode prevents remote users from logging directly into this host. The hostwill only be accessible through

" 2 Connection settings

+ 3 Host summary

~ 4 Assign license

bd 5 Lockdown mode

6 VM location

7 Ready to complete

local console or an authorized centralized management application.

If you are unsure what to do, leave lockdown mode disabled. You can configure lockdown mode later by editing Security Profile in
host settings
(») Disabled
() MNormal
The hostis accessible only through the local console or vCenter Server.
() Strict
The hostis accessible only through vCenter Server. The Direct Console Ul service is stopped.

Back Cancel

7. In the VM location step, select the Datacenter that you just created, and
click Next.

IMPORTANT  Because a vCenter server can manage multiple host servers, make sure to
create/select the proper datacenter and host server where the virtual machines

reside.

These organizational features help improve your understanding of your
infrastructure and help with the management of servers.

@ vSphere Web Client

¢ @

x e

@ Bl B hitps//172.18.1.8/vsphere-client/?csprextensionld%3 Dvsphere.core.c

U | Adminisi

+ 1 Name and location
\( + 2 Connection settings
+' 3 Host summary
+~ 4 Assign license

~ 5 Lockdown mode

7 Ready to complete

B 6 VM location

| @ Search |

<~ [ig New Datacenter

L
Cancel | b
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8. Verify the configuration is correct in the Ready to complete dialog box and
then click Finish.

@ wSphere Web Client

@ M £ https;//172.18.1.8/vsphere-dlient/?csp#extensionld%3Dvsphere.core.da mnp ﬁ

F Add Host

1 Name and location Mame 17218113

2 Connection settings Version VMware ESXi 6.5.0 build-6765664
3 Host summary License License 1

4 Assign license VI Network

idthorks RA Network

v
v
v
v
+ 5 Lockdown mode
v

& VM1 tion Datastores Vri-Storage

Y 7 Ready to complete Lockdown mode Disabled

WM location Mew Datacenter

| Back || Next j Cancel

9. The Host is added under the datacenter. The Navigator section of the

vSphere Web Client window now includes the vCenter server
(VRTXvCenter), the Datacenter (New Datacenter), and the Host
(172.18.1.13) as shown in the following image.

o] ¥\ https://172.18.1.8/vsphere-client/?csp#extensionld%3 Dvsp oLl ﬁ =

B  {GAdions -

vmware: vSphere Web Client  #= U | Administrator@SYSTEM PLANTPAXLOCAL ~ | Help ~ |

i 4 Back L J Getting Sta... ‘ Summary  Monitor  Configure  Permissions WMz Resource .. Datastores Metworks  Update Ma..
| @ B 8 oF
|« [ VRTHvCenter system.plantpa What is a Host?

vNeW Datacenter Ahostis a computer that uses virtualization Virtual Machines
2113 software, such as ESX and ESX, to run virtual
machines. Hosts provide the CPU and .
memory resources thatvirtual machines use A
and give virtual machines access to storage By
and network connectivity. Chi=les N

7

1 Datacenter
vCenter Server

vSphere Client
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(lone the Image to Template

(&) vSphere Web Client X

1. Right-click the virtual image that you want to clone and choose
Clone>Clone to Template.

(&« = @ & @ M & https,//172.18.1.8/vsphere-client/?csp#extensionld¥%3 Dvsphere.core.vm. e o In @ =
dle Pne ﬁ}Adiﬂﬂs—Pl&ﬂtP}\x PASS Ad ator@ PLANTPAX LOCA p Q Search -
Power d - - —
HNavigator Guest 08 N By 5 | {hAdions ~ = L£)
£ 2
« 4 Back Snapshoats Y ay  Monitor Configure Permissions Snapshots Datastores MNetworks Update Manager i
'J— ] \ @ Open Console PYE %
~ [ VRTAvCenter.syste (34 Migrate ne? z;
+ [l New Datacente #8 Clone to Virtual Machine... 2
- @
~ [ 172181.12 ) Template " £ Clone to Template Virtual Machines E
W) PlantPAx Fault Tolerance [ P@ Clone to Template in Library...
VM Policies > =
achine is an isolated Gluster B
Compatibility » , you can use virual
rworkstation
Export System Logs g environments, or to
ications. Host
B Edit Resource Settings... &
I machines run an
{5+ Edit Seftings... | S e .
Wove To i:! Datacenter
Rename. vCenter Server
Edit Notes vSphere Client
Tags & Custom Attributes »
2. Type a name for the new template, select a location, and click Next.
G »

5‘3 PlantPAx PASS - Clone Virtual Machine To Template

1 Edit settings

ame and folder

1b Select 3 compute resource
1c Select storage

2 Ready to complete

Select a name and folder
Specify a unique name and target location

Enter a name for the template

|New Tempiate |
Template names can contain up to 80 characters and they must be unigue within each vCenter Server VM folder.

Select a location for the template.

~

| Q Search ]

- @VR‘I‘XVCenter.system.pIampax.loca\

fig New Datacenter

Select a datacenter or VM folder to create the new template in

Back Cancel
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3. Select a host location to store the new template and click Next.
29 plantPAx PASS - Clone Virtual Machine To Template B
1 Edit settings Select a compute resource =
Select the destination compute resource for this operation
v 1a Select a name and folder
v
1c Select storage
Mew Dat: t
2 Ready to complete v s e
Select a cluster or host to store this template in
4 »
4. Select the disk format, storage policy, and the hypervisor that manages the
resources of the server that hosts this template. See Table 5 for disk format
options. Click Next.
5‘3 PlantPAx PASS - Clone Virtual Machine To Template (7 »
1 Edit settings Select storage =
Select the datastore in which to store the configuration and disk files
v 1a Select a name and folder
~ 1b Selecta compute resource  gajpqyirtual disk format: | same format as source |~ |
V VM starage policy: I Datastore Default I - |0
2 HESOYTO COMpleTs The following datastores are accessible from the destination resource that you selected Selectthe destination datastore for the virtual
machine configuration files and all of the virtual disks.
Mame Capacity Provisioned Free Type Cluster
[ Vri-Storage 262TB 34578 594.21GB VMFS &
4 »
Back Cancel
Table 5 - Disk Format Options

Format Description

Same format as source Use the same format as the original disks.

Thick Provision Lazy Zeroed Disk storage is allocated immediately in a default thick format. Blocks
containing older data on the storage device are cleared only when the
virtual machine writes new data to the disk for the first time.

Thick Provision Eager Zeroed Disk storage is allocated immediately in a default thick format where blocks
on the physical storage device are formatted with zeros to overwrite any
older data.

Thin Provision Disk storage is allocated on demand as data is written to virtual disks.
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5. Verify the configuration is correct on the Ready to Complete dialog box.

e Ifthe information is incorrect, click Back to correct the information.

e If the information is correct, click Finish.

IMPORTANT

The process of cloning a virtual machine to a template can take up to 30
minutes. This time is largely dependent on the size of the hard disk drive of the
virtual machine you are making a template from.

gﬂ PlantPAx PASS - Clone Virtual Machine To Template

1 Edit settings Provisioning type:
+  1a Select a name and folder Source virtual machine:
«  1b Select a compute resource Template name:
~  c Selectstorage Folder:
M2 Reaiy iocompieic—— JIN
Datastore:

Disk storage:

Clone virtual machine to template
PlantPAx PASS

MNew Template

PlantPAx

172.18.1.13

Vrix-Storage

Same format as source

Back Cancel
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Deploy Additional Virtual
Images From a Local
Template

When you have virtual image templates loaded into your datacenter, you can
deploy any number of virtual images from those templates. Additional
deployments can be performed from these new templates.

Complete these steps to deploy additional virtual images.

1. Ina Web Browser, enter the IP address of the computer where your

vCenter Server is installed.

2. Click vSphere Web Client (Flash).

Welcome to Viware vSphere X ‘ e

< Cc ®

® @ https//172.18.1.8

Getting Started
To access vSphere, log in to:

vSphere Client (HTMLS) - partial functionality
For help, see:

vSphere Documentation

Supporied Functionality in vSphere Client (HTMLS)

vCenter Servers

Copyright ® 1988-201

ane or mare patent

sl hitpsliwww.vmware comigo/patents. Vidware is a registered trademark or trademark of Wi

other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain ind

has its own copyright and applicable license conditions. Please visit  hitpiifwww.vmware.comiinfo?id=1127 for more information

vidual open source software components, each of w

For Administrators
Web-Based Datastore Browser
Use your web browser to find and download files (for
example, virtual machine and virtual disk files).
Browse dalastores in the vSphere inventory
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and APIs for
managing ViMware ESXi and VMware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.
Learn more about the Web Services SDK
Browse objects managed by vSphere
Browse vSphere REST APIs

Download trusted root CA certificates

Wware, Inc. All ights reserved. This product is protected by U.S. and international copyright and intellectual property laws. Viware products are coverad by

re, Inc. in the United States and/or other jurisdictions. Al
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3. Enter the Username and Password. Use the User name and password that
you created for the vCenter Server in step 18 on page 54. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus '@ plus
the Domain name.

In our example, the user name is 'administrator@system.plantpax.local'

(2 vSphere Web Client x [+ -|O -

&« (& Q (6] NN https://172.18.1.8/vsphere-client/?csp GLL! ﬁ I @ =

e VMware"vCenter” Single Sign-On

thentication

Login
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4. From the left side of the vSphere Web Client window, highlight your
vCenter Server, then select the "VMs' tab.

5. Select the "'VM Templates in Folders' tab, then right-click the template that
you plan to deploy to a New Virtual Image.

6. Sclect New VM from This Template'.

@ vSphere Web Client X [ +
&« = Q [OF | P https://172.18.1.8/vsphere-client/?csp#extensionld¥3 Dvsphere.core.hos e @ {I I ED =
vmware® vSphere Web Client  #A= U | Administrator@SYSTEMPLANTPAXLOCAL ~ | Help~ |
. Navigator ;'1i [\ 17218443 | B B [ [0 B | ESyAdions ~ = 4
[ I =]
1,,',%9(, olet] | Gefting Start.. Summary Monitor Configure  Permissions | VMs | Resource P... Datastores  Metworks  Update Man... =
= | E
[ |8 a a E
” E
" (3 VRTHCenter system plantpaxlocal =|| [Vlrlual Machines | VI Templates in Folders |vApps] El
‘ New Datacent Pt
i 7. en Datacanter {8 New VM fro.. P8 Convertto .. B ClonetoT... A Cloneta T... | 3§ Actions + B (q Filler BRE
i PR PASS Name 3 AiPrnv\.smnm Space Guest 05 Compstibility
j New Template l {8 Actions - New Template kWinduws Server 2012 ESXi 5.0 and later (VM versio

]55’ New VM from This Template
A5 Convert to Virtual Machine...

D 22 Clone to Template...

. 2 2z Clone to Library...

Mave Ta...
Rename...

Tags & Custom Attributes 2
Add Permission

Remaove from Inventory

Delete from Disk
~  AllvCenter Orchestrator plugin Actions  » = =
(v | Update Manager » 1 Objects [ Export [[3Copy~

7. In the Name box, type a name for the virtual machine.

8. In the Inventory Location box, select a location to store the new virtual

machine and click Next.

85 New Template - Deploy From Template (2)

1 Edit settings Select a name and folder
Specify a unique name and target location

1a Select aname and folder
1b Select a compute resource Enter a name for the virtual machine.

|New virtual Machine |
Wirtual machine names can contain up to 80 characters and they must be unique within each vCenter Server VM folder.

1c Select storage

1d Select clone options

2 Ready to complete Select a location for the virtual machine.

|' Q Search _|

VRTXvCenter system.plantpax.local

[ Mew Datacenter

Select a datacenter or VM folder to create the new virtual
machine in.

3
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9. The 'Select storage' step appears.
e In the 'Select virtual disk format' box, select "Thin Provision.
o In the "VM storage policy” box, select 'Datastore Default.
o Select the Datastore to host the cloned template.
e Click Next.

sﬂ’ New Template - Deploy From Template ?)

1 Edit settings Select storage
Select the datastore in which to store the configuration and disk files
+  1a Select a name and folder

v 1D Selecta computeresource  gejectyifual disk format: “ [+]
T 2 =
L Lc - elcctsioros WM storage policy. Datastore Default |~ | @

1d Select clone options
P The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the virtual

2 Ready to complete machine configuration files and all of the viual disks.
Name Capacity Provisioned Free Type Cluster
IE:] Vrix-Storage I 2.62TB 368TB 851.17 GB VMFS 6
4 H L3

Back Cancel

Table 6 - Disk Format Description

Format Description
Same format as source Use the same format as the original disks.
Thick Provision Lazy Zeroed Disk storage is allocated immediately in a default thick format. Blocks

containing older data on the storage device are cleared only when the
virtual machine writes new data to the disk for the first time.

Thick Provision Eager Zeroed Disk storage is allocated immediately in a default thick format where blocks
on the physical storage device are formatted with zeros to overwrite any
older data.

Thin Provision Disk storage is allocated on demand as data is written to
virtual disks.
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10. The 'Select clone options' step appears.

o Clear 'Customize the operating system’ We recommend that no
Customization is done at this stage.

[

o Clear 'Customize this virtual machine's hardware (Experimental)

e Clear 'Power on virtual machine after creation’

e Click Next.

85 New Template - Deploy From Template 2 M

1 Edit settings Select clone options
Select further clone options

+  1a Selecta name and folder
~ b Selecta compute resource Customize the operating system

« o Select storage Customize this virtual machine's hardware (Experimental)

P 1d Selectclone options Power on vitual machine after creation

2 Ready to complete

Back Cancel

IMPORTANT  When you clone a virtual machine or deploy a virtual machine from a
template, you can customize the guest operating system of the virtual
machine. Customizing guest operating systems can help prevent
conflicts if virtual machines with identical settings are deployed.

You can specify the customization settings when you launch the Guest
Customization wizard during the cloning or deployment process

11. The 'Ready to Complete’ step appears. Select one of the following to verify
settings:
o Ifthere is incorrect information, click Back to correct the information.

o Ifthe information is correct, click Finish.

IMPORTANT  The process of deploying a virtual machine from a template can take up to 30
minutes. The time that is required is largely dependent on the size of the hard
disk drive of the template you are using to deploy a virtual machine.

12. You can view the status of the task by finding 'Clone virtual machine' in
Recent Tasks at the bottom of the window. When the status = Completed,
the cloning is finished.
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Convert a Virtual |mage This section describes how to use the vCenter Converter Standalone tool as an
alternative to deploy a virtual machine into your host server. The tool is not
required for this procedure but it is a free tool that lets you deploy virtual
machines into your host server.

The vCenter Converter Standalone tool has important capabilities such as
converting physical machines, virtual machines, and system images. These
capabilities are used in VMware hosted and managed products, which are key for
system migrations or upgrades.

You can use vCenter Converter Standalone software to perform important
conversion tasks, including the following:

e Import running remote physical and virtual machines as virtual machines
to a simple host server with ESXi hypervisor or to a host server with ESXi
managed by a vCenter server.

o Import virtual machines that are hosted by VMware Workstation or
Microsoft Hyper-V server to a host server with ESXi managed by a
vCenter server.

e Import third-party backup or disk images to a host server with ESXi
managed by a vCenter server.

Download the vCenter Converter Standalone Software

On the VMware website, download the vCenter Converter Standalone software.

TIP The steps to download the vCenter Converter Standalone software
are similar to the steps used to download Hypervisor starting with

step 10n page 19.
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Install the Converter Standalone Software

If you do not own a copy of VMware Workstation or vSphere Client and you
wish to deploy a virtual machine into your host server, you must install the
vCenter Converter Standalone software. Install the software on the workstation
you use to connect to and configure your host server. If you intend to use vCenter
Converter Standalone software to create a virtual image of a physical computer,
you must install the tool on the machine that you are virtualizing. For more
information on how to use the tool for different procedures,

see http://wwwymware.com/products/converter.

To install the software, complete these steps.

1. On the workstation to install the vCenter Converter Standalone tool,
navigate to the installation files and double-click the VM Ware-
converter.exe file.

The vCenter Converter Standalone program opens and starts an Install

Shield wizard.
ﬁ VMware vCenter Converter Standalone ﬂ

Welcome to the Installation Wizard for

VMware vCenter Converter Standalone

The installation wizard will allow you to install VMware vCenter
Converter Standalone on this machine so that you may import
a physical or virtual machine into a VMware virtual machine.

VMware vCenter
Converter
Standalone

I[ Next > ]I [ Cancel

2. Click Next.
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3. Click Tagree to the terms in the License Agreement;, and click Next.

ﬁ VMware vCenter Converter Standalone lﬁ
End-User License Agreement -Hr»
Please read the following license agreement carefully. ‘_d

VMWARE END USER LICENSE AGREEMENT

PLEASE NOTE THAT THE TERMS OF THIS END USER
LICENSE AGREEMENT SHALL GOVERN YOUR USE OF THE
SOFTWARE, REGARDLESS OF ANY TERMS THAT MAY
APPEAR DURING THE INSTALLATION OF THE SOFTWARE.

O agree to the terms in the License Agreement

©@)1do not agree to the terms in the License Agreement

InstallShield

< Back Next Cancel

4. On the Destination Folder page, click Next.

5. On the Setup Type page, select one of the following:

e Local installation (recommended).

o Client-server installation (see http://wwwymware.com/pdf/
convsa_50_guide.pdf for more information.

For simplicity, our example is a local installation.

6. Click Install, select Converter server, and click Next.

ﬁ VMware vCenter Converter Standalone - lﬁ
Ready to Install _ﬁ# ﬁ VMware vCenter Converter Standalone a ﬁ
The wizard is ready to begin installation. B

‘Custom Setup
Select the components you want to install. ﬂ

Click on an icon in the list below to change how a component is installed.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back.

Description
Click Cancel to exit the wizard. E Converter server p
i ... +] Remote access Provides centralized management
=3-| Converter agent for all conversions. The Converter
/[ I g . server handles communication
i between clients and the Converter
agent.
This feature requires 92MB on
your hard drive. It has 1 of 1
subfeatures selected. The
subfeatures require 168MB on
your hard drive.
I
InstallShield
InstallShield -
< Back I[ Install ]I { Cancel
Help <gack || wex> | [ concel

7. Click Finish when the installation is complete.
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Convert a Virtual Machine

The vCenter Converter Standalone software installs VMware Tools to let you
customize the guest operating system. For example, you can change the host name
or network settings.

To change the host name, complete these steps.

1. Open the VMware vCenter Converter Standalone software and
click Convert Machine.

[ESTET—>)

-
File View Task Administration Help
) Convert machine | (# Configure machine
View by: Al tasks in ¥ Recent tasks
Task ID Job ID Source Destination ~ Status Start time End time
i
I Welcome to VMware vCenter Converter Standalone

VMware vCenter Converter Standalone allows you to take one of a variety of machines and convert
it into @ new VMware virtual machine. The machines you may convert include:

Convert - Physical machines
Machine - VMware virtual machines (.vmx)
- VMware Consolidated Backup (.vmx)
- Microsoft Virtual PC or Virtual Server virtual machines (.vmc)
- Symantec LiveState Recovery Image (.sv2i)
- Acronis True Image Backup (.tib)
- StorageCraft ShadowStor (.spf)
- Parallels Virtualization Products (.pvs)
- Hyper-V virtual machines
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The Conversion dialog box appears.

5 Conversion

- = | =
Source System
Select the source system you want to convert
Source System Source: none Destination: none
Destination System
Options Select source type: [Powered-on machine -]
Summary Powered-on machine
Specify the powe
() This local mach Hyper-V Server
(@) A remote machine
IP address or name: -
User name:
Conversion ——— . - w21 ﬁ
Source System

Select the source system you want to convert

Source System
Destination System
Options

Source: none

Destination: none

Summary

Select source type: |VMware Workstation or other VMware virtual machine -

Virtual machine file:

Convert a virtual machine from VMware Workstation, VMware Player, VMware
Fusion or other VMware product.

Browse for source virtual machine or image

~ | Browse...

Open S ﬁ
@Ov| | » Computer » Virtuallmages (D:) » (PlantPAx 4.0 b12) EWS Full » - ‘ +y | ‘ Search (PlantPAx 4.0 b1.. P |
Organize ~ New folder =~ 0O @

= Name Date modified Type Size
] Libraries B B
I (PlantPAx 4.0 b12) EWS Full.vmx.lck 11/9/2015 4:33 PM File folder

.. Documents

) s }. caches 10/7/201512:01 PM  File folder

& Music

- 3 |@ (PlantPAx 4.0 b12) EWS Full.vmx 10/9/2015 4:04 PM VMware virtual ma... 6 KB

S5, Pictures

§. Videos
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2. Select “‘VMware Workstation or other VMware virtual machine’ from the
'Select source type' pull-down.

r N
) Conversion ~— =
Source System
Select the source system you want to convert
Source System Source: none Destination: none
Destination System
Options Select source type: lPowered—on machine -J
Summary Powiered-on machine
(@) A remote machine
1P address or name: A
User name:
Password:
OS Family: Windows -
Help Export ¢ . < Back Next >
L 4
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3. Click browse to navigate to the location of the virtual image that you want
to convert, choose the file, and click Next.

) Conversion - - =X

Source System
Select the source system you want to convert

Source System Source: none Destination: none

Destination System

Options Select source type: |VMware Workstation or other VMware virtual machine -

Summary Convert a virtual machine from VMware Workstation, VMware Player, VMware

Fusion or other VMware product.

Browse for source virtual machine or image

Virtual machine file:

4. On the Destination System window, type the IP address, User name, and
Password of the server where the virtual machine is being deployed to after
conversion.

¥ Conversion (O] -
Destination System
Select a host for the new virtual machine

Source System Source: 7 \(PlantPAx 4.0 b12) EWS Ful.vmx (Windows Server 2012 (... Destination: ...

Dest.lnatlon. System Select destination type: [VMware Infrastructure virtual machine 'I

Destination Virtual Mach

Destination Location Creates a new virtual machine for use on a VMware Infrastructure product.

Options

Summary VMware Infrastructure server detais
Server: 10.88.66.55 -
User name: root
Password: eesesecee

< | 1 »

< Back " Next > I I Cancel

5. Click Next.

6. Click Ignore for now on the certificate window.

Talk to your system manager about SSL certificates for this application.

76 Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018



Deploy the PlantPAx Virtual Image Templates

Chapter 2

7. Type the name that you want for this virtual machine and click Next.

.
Conversion

- \

Destination Virtual Machine

Source System

Select the destination VM name and folder

Destination System
Destination Virtual M

Destination Location

Source: (§1 \(PlantPAx 4.0 b12) EWS Ful.vmx (Windows... Destination: % (PlantPAx 4....

Namel [(PlantPAx 4.0 b12) EWS Ful

Options

4 I

Inventory for: 10.88.66.55

Search for name with:

Clear

Summary

VM name Power state
) PAx Demo V5.0 AppSerBatch Powered off
) PAx Demo V5.0 AppSerHist  Powered off
& PAx Demo V5.1 PASS01 Powered off
B PAx Demo V6.0 ASEWS01 Running

B PAx Demo V6.0 PASS01 Running
Refresh

< Back I[ Next > }l Cancel

8. Select the location where you store the virtual machine.

In

the Inventory section, you can have multiple suitable hosts depending

on your system configuration in the Datastore section. More locations to
store the files for your virtual machine show up depending on your system

Co.

nfiguration.

¥ Conversion

=)

Source System
Destination System

Destination Location
Select the location for the new virtual machine

Source: (51 \(PlantPAx 4.0 b12) EWS Ful.vmx (Windows... Destination: & (PlantPAx 4....

r Inventory for: 10.88.66.55 Total source disks sze: 100 GB

Destination Virtual Mad

Datastore

datastorel ~

datastorel

Destination Location |2 dhcp-10-88-66-55.ra-int.com I
Options

Summary

50.25 GB
81.96 GB

datastore2

VMFS5
1 MB

Type:
Block size:

Virtual machine version

5 Refresh

[ < Back ]I Next > I

[ Cancel ]

9. Select the virtual machine version from the pull-down, and click Next.
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A Conversion window with parameter options for the conversion task
appears. This window is where you can make permanent changes

according to your needs.

r N
) Conversion " — = E
Options
Set up the parameters for the conversion task
Source System Source: (51 \(PlantPAx 4.0 b12) EWS Ful.vmx (... Destination: % (PlantPAx 4.0 b12) ...
Destination System Click on an gption below to edt it.
Destination Virtual Mact g
w ~ Data to copy Edit
Options Copy type: Disk-based
Summary VirtualDisk1: 100 GB
~ Devices Edit
vCPUs: 2 (1 sockets * 2 cores)
Disk controller: Preserve source
Memory: 4GB
+ Networks Edit
NIC1: VM Network
NIC2: VM Network
¥ Services Edit
Total: 240 service(s)
~ Advanced options Edit
Power on destination: No
Instal VMware Tools: No
Customize Guest OS: No
Remove Restore Checkpoints: Yes
Reconfigure: Yes
~ Throttling Edit
CPU: None
< | 1 ] » Network bandwidth: None
}.‘.: [<Eack]|ﬂext>| [ Cancel ]
L

10. After making your choices, click Next.

11. Confirm your settings and click Finish.

The vCenter Converter Standalone window appears to show the progress

of the conversion.

r -
e e

)

Fle View Task Administration Help
Q
View by: ¥ Tasks Show: ~ Al tasksin ~ Recent tasks

¥ Convert machine (% Configure machine

Task 1D Job ID Source Destination I Status I Start time End time
il il \(PlantPAx 4... 10.88.66.55. 4 1 1% | 12/8/2015 8... Estimated time remaining: 1 hours and 3 minutes

Task ID 1: Running

Task progress

Summary

Source: D:\(PlantPAx 4.0 b12) EWS Ful\(PlantPAx 4.0 b12) EWS Ful.vmx

Destination: 10.88.66.55/(PlantPAx 4.0 b12) EWS Ful

Conversion status

Log hi

12/8/2015 8:10:00 PM  Task: Convert virtual machine.

Estimated time remaining
Estimated completion time:
Can be canceled:

Type: Convert virtual machine or backup image
Created: 12/8/2015 8:10:00 PM by RA-INT\DESeveri
Started: 12/8/2015 8:10:00 PM

Running time: 1 minute

1 hours and 3 minutes
12/8/2015 9:13:18 PM
Yes

78

Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018



Deploy the PlantPAx Virtual Image Templates  Chapter2

Optional Virtual Machine
Interactions

The conversion time depends on the following:

o Network connection between the host server (where the converted
machine is hosted) and the workstation (where the machine that you
are converting currently resides)

o Size of the image

To help expedite the use of your virtual machines, consider the following options:

e Initiate Automatic Startup on page 79

e Set Resource Pool Priority on page 85

Initiate Automatic Startup

To program the host server to start your virtual machines automatically, complete
these steps.

1. Ina Web Browser, enter the IP address of the computer where your
vCenter Server is installed. This IP address was created in step 7 on page
26.

2. On the Welcome to VMware vSphere screen, click vSphere Web Client
(Flash).

< c @

Getting Started

Welcome to Vhware vSphere

x|+ [T

@ B hitps://172.18.1.8 we @ T

For Administrators

To access vSphere, log in to:

vSphere Web Client (Flash)

vSphere Client (HTMLS) - partial functionality
For help, see:
vSphere Documentation

Supported Functionality in vSphere Client (HTMLS)

vCenter Servers

Web-Based Datastore Browser
Use your web browser to find and download files (for
example, virtual machine and virtual disk files).
Browse datastores in the vSphere inventory
For Developers
vSphere Web Services SDK
Learn about our latest SDKs, Toolkits, and APls for
managing ViMware ESXi and Viware vCenter. Get
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.
Learn more about the Web Services SDK
Browse objects managed by vSphere
Browse vSphere REST APIs

Download trusted root CA certificates

Copyright ® 1998-2017 Wiware, Inc. Al rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware products are covered by

one or more patents listed at http:/fwwew.vmware.comigo/patents. VM ware is a registered trademark or trademark of WMware, Inc. in the United States and/or other jurisdictions. Al

other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain individual open source software compenents, each of which

has its own copyright and applicable license conditions. Please visit

hitp:/fwwew vmware.comfinfo?id=1127 for more information.
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3. Enter the Username and Password. Use the User name and password that
you created for the vCenter Server in step 18 on page 54. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus '@ plus
the Domain name.

In our example, the user name is 'administrator@system.plantpax.local'

(2 vSphere Web Client x [+ -|O -

&« (& Q (6] NN https://172.18.1.8/vsphere-client/?csp GLL! ﬁ I @ =

e VMware"vCenter” Single Sign-On

authentication

Login

80 Rockwell Automation Publication 9528-UMO001F-EN-P - August 2018



Deploy the PlantPAx Virtual Image Templates  Chapter2

4. Select the Host Server, then select the Configure Tab, then select VM
Startup/Shutdown. On the VM Startup/Shutdown window, click 'Edit.

[ vSphere Web Client

@ M £ https;//172.18.1.8/vsphere-client/IcspFextensionld%3Dvsphere.core.host. manage.settings.vm mem, 4 d

f= U | Administrator@SYSTEM PLANTPAXLOCAL ~ | Help =

1?113.1.1 B [ ® | Q_msv

Getting Started  Summary Mumturl(‘.onﬁgurelPermlssluns VMs Resource Pools Datastores Metworks Update Manager

| B 8

: - @ VRTXvCenter.system.plantpax.local
+ [lg New Datacenter
w [i5 PlantPAx Storage Adapters.

Storage Devices

“ Virtual Machine Startup and Shutdown

~ Storage Ifthe hostis part of a vSphere HA cluster, the automatic startup and shutdown of virlual machines is disabled.

ssalfioid Ul yiom) (0) 5

Order VM Name Starup Slartup Delay... Shutdown Behavior Shutdown Delay (s)

Manual Startup
Eelactorse New Virtual Machine  Disabled 120 Power off
51 **Gold 4.5 Win 2012 R2 Au.. oSt ache ook shon PlantPAx PASS Disabled 120 Power off
{51 New Virtual Machine Protocol Endpoints

{3 paCa + Networking

GppaP Virtual switches

Gy PlantPAx PASS

(5 Test-2.21-AppSen-EWS
G Test-2.21-AppSen-OWS Physical adapters
1 Tesk2.21-ASN TCPIP configuration
(51 Test2.21-BAT
5 Test2.21-EWS
5 Test2.24-HIST
i Test-2.21-0ws VM Startup/Shutdown
51 Test-2.21-PADC Agent VM Settings
51 Test2.21-PASS
(51 Test2.21-80L
51 Test2.21VTP
(s TF4-CollectNG ~ System
(55, TF4TESTMCR Licensing
55 UMA-RDSOWS-2
5 UM1-RDSOWS-3

VMkernel adapters.

Advanced
~ Virtual Machines

Swap file location
Default VM Compatibility

Time Configuration
Authentication Services
Certificate
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5. Check 'Automatically start and stop virtual machines with the system.

Click the 4 (Up Arrow) to move the desired Virtual Machine host server
from the Manual Startup category up to the Automatic Startup category.

You can select additional images and click the Up Arrow or Down Arrow
to determine the startup order as shown in the following image. A
sequential number order appears.

Q 172.18.1.13: Edit VM Startup and Shutdown

Default VM Settings

System influence Automatical\y start and stop the vitual machines with the system

Startup delay 1§E| second(s) [_| Continue immediately if Vidware Tools starts.
Shutdown delay 12[]i second(s)

Shutdown action | Power off ‘ |

Per-VM Overrides

Type Order VM Name Startup Behavior = Startup Delay... VMware Tools Behavior Action Delay...
Automatic Startup =
Any Order
Manual Startup

I PlantPAx PASS Use Defaults 120 Continue Use Defaults Power off 120 I

Mew Virtual Machine  Use Defaults 120 Continue ...  Use Defaults Fower off 120
ok || cancel |
6. When you are satisfied with the Startup order, click OK.
[E 172.12.1.13: Edit VM Startup and Shutdown ?)

Default VM Settings
System influence [¥ Automatically start and stop the virtual machines with the system
Startup delay 1_23| second(s) [ Continue immediataly if Viware Tools starts.

Shutdown delay 120i second(s)
Shutdown action | Power off ‘ -
Per-VM Overrides
L B
Type Order WM Name Startup Behavior  Startup Delay... VMware Tools Behavi Action Delay...
Automatic Startup i;
1 PlantPAx PASS Use Defaults 120 Continue .. Use Defaults Power off 120
2 New Virtual Machine  Use Defaults 120 Continue ... Use Defaults Power off 120
Any Order
Manual Startup
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7. The Virtual Machines are now configured for Automatic Startup as shown
in the following screen capture.

(3 vSphere Web Client x |+ [-[al=]

&« c @ @ M f. https;//172.18.1.8 /vsphere-dlient/Tcsp#extension|d%3Dvsphere.core.nost manage.sett - @ Ih | =

vmware: vSphere Web Client  #= U | Administrator@SYSTEM.PLANTPAXLOCAL + | Help ~ | (BN

il
|<

Navigator | 17218443 | B [ [ (1) [ | {SkActions

._iaa—ck || Getting Started  Summary Mnnitnr|Conﬁgure|F’srmissions VMs Resource Pools Datastores  MNetworks Update Manager

|8 a a |, Virtual Machine Startup and Shutdown

- QJ\IRTX\tCemer system_plantpax local
w [l5 New Datacenter ¥ Slofnde Ifthe hostis part of a vSphere HA cluster, the automatic startup and shutdown of virtual machines is disabled

Storage Adapters
- [aPlantPAx < 2 Ondler VM Name Startup Startup Delay... Shutdown Behavior  Shutdown Delay (s)  |*
» (17218112 Storage Devices

e T = Automatic Startup

7 IEWTZ.WS.W.‘L- | Datastams
5 =Gold £.5 Win 10 1709 Au 1 PlantPAx PASS Enabled 120 Power of 120
51 *Gold 4.5 Win 2012 R2 Au Host Cache Configuration . New Virtual Machine Enabled 120  Power off 120
(31 New Virual Machine Protocol Endpoints Manual Startup
5 pacCA ~ Networking
& pawe Virtual switches
EBF‘\EHTF‘A! PASS
G Test-2.21-AppSen-EWS
{5 Test-2.21-AppSen-OWS Physical adapters
{3 Test-2.21-ASM TCPAP configuration
(51 Test-2.21-BAT
Ei}TeSI—Q 21-EWS
1 Test-2.21-HIST w Virtual Machines

(5 Test-2.21-PADC I Agent VM Settings

{5 Test2.21-PASS
5 Test2.21-50L
{5 Test2 21TP
55 TF4-CalleciNG + System
5 TF4-TESTMGR Licensing
5 UM1-RDSOWS-2
5 UM1-RDSOWS-3

88810014 UPIOM (0] 5

VMkernel adapters

Advanced

Swap file location

Default VM Compatibility

Time Configuration
Authentication Services

Certificate

IMPORTANT  Following is the recommended start-up order for the typical system
elements of a virtual PlantPAx system.

1. Process Automation Domain Controller - PADC

2. SQL server - AppServ-Info (SQL)

3. Process Automation System Server - PASS

4. Engineering Workstation Application Server (AppServ-EWS)
5. Redundant Process Automation System Server - PASS

6. Batch Management Server (AppServ-Batch)

7. Operator Workstation Application Server (AppServ-0WS)
8. Historian server - AppServ-Info (Historian)

9. VantagePoint server - AppServ-Info (VantagePoint)

10. Asset Management server (AppServ-Asset)

11. Level 3 devices and computers
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Send Commands to Host Server

You can also send shutdown and restart commands directly to the host server via

the vSphere Web Client.

1. On the vSphere Web Client window, right-click a host server and choose
either Shut Down or Reboot.

@ vSphere Web Client x S
&« c ‘@‘ ® P https://172.18.1.8/vsphere-client/?csp#extensionld%3Dvs
vmware® vSphere Web Client  #= U | Administrator@s
Navigator || 17218143 | B B [ [0y B | fEhActions »
1 TIRETERE— | ————
ot backl [ Actions - 172.18.1.13 TR FETEERIE
J | 15_9] 8 @ Mew Virtual Machine »
- ;53VRTX\fCenter.system.plantpax.loc:al Mew vApp »
~ [fg New Datacenter # New Resource Pool... ion
Rir218112 #j Deploy OVF Template...
Connection S
2 L
Maintenance Mode 3 A
Certificates » .
Shut Down
Storage D. Eﬁ Reboot
r e

3 Add Netwarking...

2. In the confirmation window, type a reason for the Shut Down or Reboot

and click OK or Cancel.
[ 172.18.1.13 - Shut Down Host [ 2] [ 172.18.1.13 - Reboot Host (?)
You selected to shut down host 172.18.1.13 You have chosen to reboot host 172.18.1.13
Log a reason for this shutdown operation: Log a reason for this reboot operation:

This hostis notin maintenance mode. This hostis notin maintenance mode.

AN Shutting down or rebooting a host that is notin maintenance mode will not a Shutting down or rebooting a host that is notin maintenance mode will not
safely stop the running virtual machines on this host. Ifthe hostis partofa safely stop the running virtual machines on this host. Ifthe host is part of a
vSAN cluster, you might lose access to the vSAN data on the host. vSAMN cluster, you might lose access to the vSAM data on the host.

Put the host in maintenance mode before you reboot or shut down the host. Fut the host in maintenance mode before you reboot or shut down the host.

Shut down the selected host? Rebootthe selected host?
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Set Resource Pool Priority

You can set the priority of the resource allocation that your virtual machine
requires from the host server. The allocation of CPU and memory resources
depends on performance needs. A virtual machine can be grouped for High
Performance, Normal Performance, or Low Performance depending on its
performance needs.

IMPORTANT  For more information and resource pool priority recommendations for servers

and workstation, see Resource Pool Allocation in the PlantPAx System
Reference Manual, publication PROCES-RM001.

1. Ina Web Browser, enter the IP address of the computer where your
vCenter Server is installed.

2. On the Welcome to VMware vSphere screen, click vSphere Web Client

(Flash).

Welcome to VMware vSphere X | = ILIE-

« ¢ o @ B hitpsy//172.18.1.8 - O I @

Getting Started For Administrators
To access vSphere, log in to: Web-Based Datastore Browser
vSphere Web Client (Flash) Use your web browser to find and download files (for

vSphere Client (HTMLS) - partial functionality example, virtual machine and virtual disk files).

For help, see: Browse datastores in the vSphere inventory
vSphere Documentation For Developers
Supported Functionality in vSphere Client (HTMLS) vSphere Web Services SDK

Learn about our latest SDKs, Toolkits, and APIs for

managing VMware ESXi and VMware vCenter. Get
vCenter Servers
sample code, reference documentation, participate in
our Forum Discussions, and view our latest Sessions
and Webinars.

Learn more about the Web Services SDK

Browse objects managed by vSphere

Browse vSphere REST APIs

Download trusted root CA certificates

Copyright @ 1 -2017 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VM ware products are covered by
one or more patents listed at http://www . vmware.comigo/patents. VM ware is a registered trademark or trademark of VMware, Inc. in the United States and/or other jurisdictions. All
other marks and names mentioned herein may be trademarks of their respective companies. VMware products may contain individual open source software components, each of which

has its own copyright and applicable license conditions. Please visit hitp:/'www vmware.com/info?id=1127 for more information
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3. Type the User name and Password. Use the User name and password that
you created for the vCenter Server.

4. Click Login.

IMPORTANT  The user name consists of the vCenter Single Sign-On user name plus ‘@' plus
the Domain name.

In our example, the user name is ‘administrator@system.plantpax.local'

(5 vSphere Web Client x |+ (==l

<« (&) Q (6] ¥'Y https://172.18.1.8/vsphere-client/?csp - ﬁ I =

Db r o VMware"vCenter” Single Sign-On

Password:

Login

5. Right-click a host server and choose New Resource Pool.

(5) vSphere Web Client X |

<) -> C @ @ Ml & https://172.18.1.8/vsphere

vmware" vSphere Web Client  #=

 Navigator Xl Rarzisaas | B B B [
| "4 Back | [G Actions - 172.18.1.13 |
J_ | @ 8 é Mew Virtual Machine »
I : I a
w [ VRTXvCenter system. plantpax| = i
+ [l New Datacenter I% Mew Resource Poal .. I
= R 17218113 #@ Deploy OVF Template...
{51 New Virtual Machine Connection v
(G PlantPAx PASS Maintenance Mode »
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6. Type the priority in the Name text box. For example, High Performance.

~ CPU
Shares

Resemvation

Resernvation type

Limit

+ Memory
Shares

Reservation

Reservation type

Limit

#3 172.18.1.13 - New Resource Pool (?) bb
Name: |High Performance | |
| High |v|
2000 [+) (wHz |~
Max reservation: 20,253 MHz
) Expandable
[ Unlimited |-) (wz -]
Max limit: 20,253 MHz
[ High I~
[ 4096 |~ (w8 |-]
Max reservation: 59433 MB
[+/] Expandable
[ Uniimited |~| (w8 |-
Max limit. 60,128 MB
| ok | [ Cancel ]

7. Click the Shares pull-down menu and select 'High' for the CPU and
Memory Resources categories.

8. Click OK.

9. Repeat step 1 through step 7 for each virtual machine depending if the
priority is High Performance, Normal Performance, or Low Performance.

The priority types appear in the tree for the host server.

10.

Dragand drop virtual machines to the Resource Pool that matches the

needs and intended use. Settings for that resource pool are assigned.

@ vhphere Web Client

vmware" vSphere Web Client

x|

o]

C ®

Navigator |

(v |8 8 @
- ;;;JVRTXuCenter.system.plantpax.local
v [{gMew Datacenter
— R 17218113
~ =) High Parformance

(11 New Virtual Machine
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Notes:
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Chapter 3

Configure the Workstations

This chapter describes how to configure the Engineering Workstation (EWS)
and Operator Workstation (OWS) for your virtualized PlantPAx® system.

IMPORTANT  The configuration procedures for the Engineering Workstation (EWS) and
Operator Workstation (OWS) are similar even though these PlantPAx system
elements operate differently.

This chapter describes the following configuration procedures:
e Microsoft Windows software
o Network adapter settings

o FactoryTalk® Directory location

The EWS supports system configuration, application development, and
maintenance functions of the PlantPAx system. The EWS is the central location
to monitor and maintain system operations.

The OWS supports operator interaction and control of the process through a
human machine interface (HMI).

The required Rockwell Automation® software for each virtual server is included
and pre-installed in the virtual image templates, but not activated. See
Activations on page 251 for activation procedures.

IMPORTANT  Ifyou own individual product activations, these activations can be used to
activate the virtual image templates.
During the configuration of EWS and OWS stations, you can encounter a User
Account Control window that asks if you want to allow a program to make
computer changes. Click Yes to continue.
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Before You Begin

90

You must have deployed your template from a USB drive or from a local template
before performing the following procedures. If you deploy a virtual image

template into your system, see Chapter 2 on page 33 for details.

Figure 3 contains the topics that are described in this chapter. See the page

number or click the links for quick access to specific information.

Figure 3 - OWS and EWS Workflow

Before You Begin
See page 90

hd

Configure Windows 10
See page 91

Standard Workstation Configuration
See page 100

y

See Chapter 4
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COnfigure Microsoft Windows Complete these steps to configure Microsoft Windows 10 settings for the EWS
10 and OWS workstations.

1. From a web browser, enter the IP address of the computer where your host
server is installed.

2. Type the user name and password for the host server, and click Login.
The VMWare ESXi window appears.

3. From the Navigator in the left pane, right-click the virtual machine that
you want to configure, and select Power>Power On.

4. Right-click the virtual machine again, and select Console>Launch Remote
Console.

5. Select the appropriate region and click Yes.

Let’s start with region. Is this right?

U.S. Minor Outlying Islands
US. Virgin Islands

Uganda

Ukraine

United Arab Emirates
United Kingdom

{ United States
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6. Sclect a keyboard for the appropriate language and click Yes.

s this the right keyboard layout?

us
Canadian Multilingual Standard
English (India)
Irish
Scottish Gaelic
United Kingdom

United States-Dvorak

7. Choose ‘Add layout’ if you want a second keyboard layout. Otherwise,
click “Skip’

Want to add a second keyboard layout?

Add layout
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8. Click ‘Skip for now’ for an internet connection.

Let's connect you to a network

em.PlantPAx.local

9. Click Accept for the license agreement.

If installing the OWS ISO from Chapter 5, please skip to the next step.

Here's the License Agreement

{Your use of this software is subject to the terms and conditions of the license agreement by which you acquired this software. If you are a volume
license customer, use of this software is subject to your volume license agreement. You may not use this software if you have not validly acquired a
license for the software from Microsoft or its licensed distributors.

Accept
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10. Type a user name and click Next.

Who's going to use this PC?

What name do you want to use?

11. Create a password and click Next.

Create a super memorable password

There's no way to retrieve a lost password for this kind of account, so make sure to pick something you'll be absolutely sure to remember.

ssssssese
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12. Retype the password to confirm your entry.

Confirm your password

Now, confirm that password

13. Click Next.

14. Type a clue to remind you of your password, and click Next.

Add a hint for your password

Just in case you forget. Again, make it as unforgettable as you can.
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15. Click No.

Make Cortana your personal assistant?

Hey look, that's me, Cortana!
Can | have permission to use the info | need to do my best work?

To let Cortana provide personalized experiences and relevant suggestions including when your device is locked, Microsoft collects and uses
information including your location and location history, contacts, voice input, speech patterns, searching history, relationships, calendar details,
email, content and communication history from text messages, instant messages and apps, and other information on your device. In Microsoft
Edge, Cortana uses your browsing history.

You can always tinker with what Cortana remembers in the Notebook and disable Cortana in Microsoft Edge.

Learn more

16. Turn Off the privacy options and click Accept.

Choose privacy settings for your device

Microsoft puts you in control of your privacy. Choose your setti then select ‘Accept’ to save them. You can change these settings at any
time.

Location Speech recognition
Windows and apps can't use your location to provide thi like local You can't talk to Cortana or apps from the Store.
weather, directions, and Find My Device. @ C

@D orf
Diagnostics Tailored experiences with diagnostic data

At the basic level, you'll be sending Microsoft less data to help fix errors  The tips you get will be more generic and recommendations may be
you encounter.

@ Basic

Relevant Ad? Select ‘Learn more’ for info on the above settings, how Windows
The number of ads you see won't change, but they may ke less relevant Defender SmartScreen works, and the related data transfers and uses.
to you.

@ or

Learn more Accept
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Configure Programs Menu

Complete the steps on the system computers to group folders under ‘Programs’
on the taskbar. When complete, you can access Windows and Rockwell Software®

folders by clicking the Programs I symbol.

1. Click the Windows E symbol on the left side of the taskbar.
2. Click Control Panel and choose File Explorer Options.
A dialog box appears.

3. On the View Tab, select ‘Show hidden files, folders, and drives’
and click OK.

General | View | Search

Folder views

You can apply this view (such as Details or lcons) to
all folders of this type.

Applyto Folders | | Reset Folders

Advanced settings:
. Files and Folders
[+ Always show icons, never thumbnails
[ Mways show menus
[#] Display file icon on thumbnails
[+ Display file size information in folder tips
[] Display the full path in the titls bar
. Hidden files and folders
(L 0y biddor

[#] Hide extensions for known fils types |
[#] Hide folder merge conflicts A

ok || Concel || somy |

4. Right-click in the taskbar, choose Toolbars>New toolbar.

Toolbars 3 Address
Cascade windows Links

Show windows stacked Desktop
Show windows side by side New toolbar...
Show the desktop

Task Manager

Lock the taskbar

Properties

5. On the New Toolbar window, navigate to your Programs folder. For
example: C:\ProgramData\Microsoft\Windows\StartMenu\Programs.
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Organize -

5l Recent places

1M This PC
_ﬂ Desktop
E Documents
j Downloads
_ﬁ Music
._EI Pictures
l Videos
i, Local Disk (C:)

MNew folder

-~

w

MName

L Accessibility

| Administrative Tools

1l cGeM

| Embedded Lockdown Manager
|/ Hiprom Software

| Maintenance

. Microsoft Office

i Microsoft 501 Server 2008

| Microsoft SQL Server 2008 R2

L Bearlaell Avdnenatinn

Date modified

8/22/2013 11:39 AM
8/12/2015 9:06 AM
8/12/2015 8:21 AM
11/22/201412:06 ...
8/12/2015 %:41 AM
8/22/2013 11:39 AM
8/14/2015 2211 PM
8/11/201511:16 PM
8/11/2015 11:16 PM

2/12/2018 .71 ARA

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Filz faldar

Folder: | Programs
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6. Click Select Folder.

The result is a custom menu with easy access to Rockwell Software.

. Uninstall FactoryTalk Histori, P1 System Management oo S SE

. FactoryTalk Tools

Startup
Windows Accessories
Windows System

£ FactoryT ik Historian SE System v P
. Help 3
Interface Configuration Utility
MDB to AF Preparation Wizard il . Accessibility
@] Start FactoryTalk Historian SE . Administrative Tools
Stop FactoryTalk Historian SE . Maintenance
Systern Explorer . Microsoft SQL Server 2008
Systern M Tools . . Microsoft S5QL Server 2012
System Tray kg L. FactorvTalk Activation * | | Rockwell Software
b
J
|3

7. Before proceeding, click the Date/Time in the lower right-hand corner of
the desktop. Verify that the Date and Time settings are correct.

8. Check the Internet Time Tab and make sure to clear the
Synchronize with a Time Server checkbox.
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Standard Workstation
Configuration

100

The following procedures apply to EWS and OWS workstations.

Rename the Computer

You have the option of giving the computer another name than the one assigned
during configuration of the Windows settings. Or, you can add the workstation
to a domain by performing these steps.

1. On the desktop of the workstation, click the Windows icon.

2. On the Windows Start page, right-click This PC and choose Properties at

the bottom of the window.

The Control Panel System window appears.

®» & @@ & ® @

in from Start Manage Properties Map network Disconnect Resize
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3. In the Computer name, domain, and workgroup settings area,
click Change Settings.
3 Control PanelvAll Control Panel ItemsSystem — [m]
4 [ 5 ControlPanel > All Control Panel ltems > System «|®| [ Search Control Panel r)
2]

Control Panel H: p R 3
eriretFaneinome View basic information about your computer

& Device Manager Windows edition

G Remote settings Windows 10 Enterprise
& System protection @ 2017 Microsoft Corporation. Al rights reserved.
& Advanced system settings
System

Processor:

Installed memory (RAM):

System type:

Pen and Touch:

2,00 GB

Computer name, domain, and workgroup sttings

Computer name: DESKTOP-GNGO3F1
Full computer name: DESKTOP-GNGO3F1
Computer description:

Workgroup: WORKGROUP

‘Windows activation

Product ID: 00329-00000-00003-AAT779
Seealso

Security and Maintenance

Intel(R) Xeon(R) CPU E3-2640 v4 @ 2.40GHz 2.39 GHz

84-bit Operating System, x64-based processor
No Pen or Touch Input is available for this Display

Windows is not activated. Read the Microsoft Software License Terms

am Windows10

W Activate Windows

4. On the System Properties window, on the Computer Name tab, click

Change.

5. On the Computer Name/Domain changes window, in the Computer

Name box, type a computer name.

IMPORTANT

Do not use spaces, hyphens, or any special character symbols.

Computer Name/Domain Changes X

‘You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
[ows]

Full computer name:
ows

Member of
() Domain:

(® Workgroup:
|‘.‘\«'ORKGROUP

Cancel
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6. Seclect Domain and type a domain name or Workgroup (default) and type
a workgroup name.

IMPORTANT  Werecommend that PlantPAx servers and workstations be
members of a Windows domain for systems with 10 or more
computers. The domain centralizes administration of the users,
groups, and security settings.

You must have an appropriate domain user account and proper
credentials to add the computer to a domain.

7. Click OK.

8. When prompted, restart the workstation so the changes to the settings
take effect.

9. Login by using your domain credentials or the local user
administration account.

Configure Ethernet Network Adapter Settings

Complete these steps to set the speed, duplex, and power management settings
for the Ethernet adapter.
1. Click Start and choose Control Panel.
2. Click Network and Sharing Center.
The Network and Sharing Center dialog box appears.
3. Click Change Adapter Settings.

=

Right-click Local Area Connection and choose Properties. The Network
Properties dialog box appears.

Click Configure.
Click the Advanced tab.
From the Property window, choose Link Speed and Duplex.

From the Value menu, choose Auto Negotiation.

¥ % N W

Click the Power Management tab.

10. Clear the ‘Allow the computer to turn off this device to save power’

checkbox.
11. Click OK.
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Configure Remote Settings

Complete these steps to configure remote settings for a workstation to allow
remote connections to this computer.

1.
2.

Right-click the Windows Start icon and choose System.
Click Remote settings.

In the Remote Assistance Section, verify that the ‘Checkbox to Allow
Remote Assistance connections to this computer’ is not checked.

In the Remote Desktop Section, click the ‘Allow remote connections to
this computer’ box.

Click OK.

Adjust the Processor Scheduling Setting

Complete these steps to adjust processor scheduling for best performance in the
Windows 10 operating system.

. Right-click the Windows Start icon and choose System.
. Click the Advanced system settings.

1
2
3.
4
5

From the Advanced tab, click the Settings button under Performance.

. On the Performance Options, choose the Advanced tab.

. Under the Processor Scheduling section, click the Programs button to

adjust best performance.

Click OK.

Use Pl Builder Excel Add-in

If you plan to use PI Builder with Microsoft Excel software, first install Excel. See

the AppServ-EWS section in Chapter 4 on page 105 for how to install PI Builder.
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Specify the FactoryTalk Directory Location

IMPORTANT  To complete this procedure, a PASS server must be configured on your system.
The workstation being configured must have an established connection with
the PASS server.

Complete these steps to specify the network FactoryTalk Directory location for
EWS and OWS workstations.

1. Click the Programs icon J and choose Rockwell Software>FactoryTalk
Tools>Specify FactoryTalk Directory Location.

The FactoryTalk Directory Server Location Utility dialog box appears.

FactoryTalk Directory Server Location Utility |
Usze thiz dialog ko change the Metwark directary that thiz computer belongs to. This

zetting affects all software that connects to the Metwork directary from this
comnpuber,

|'Use the FactomT alk Directary installed one————————— LI

Computer hasting directary server [connected) ] |
localhost .
I L Help |

2. Click Browse (ellipsis '..").

3. Type your FactoryTalk Directory Administration Console credentials into
the login screen and click OK.

4. Click Remote computer.

FactoryTalk Directory Server Configuration .

— Usze the FactoryT alk Directory installed on:

" This computer
{* Remate computer |

i

Cancel

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not enabled.

5. Click Browse (ellipsis *..") to navigate the network to find the computer
name of the PASS server. This computer is hosting the FactoryTalk
Directory services.

6. Choose the appropriate PASS server name and click OK. The network
FactoryTalk Directory location has now been specified.

IMPORTANT  Repeat all steps for each workstation.

7. When prompted, enter your credentials and click OK.

8. Restart the workstation after changes to the FactoryTalk Directory.
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PlantPAx” system servers (whether physical or virtual machines) share a
collection of data to clients. This chapter describes how to configure virtual
server templates.

If you plan to deploy a domain controller, we recommend that you configure the
domain controller before any other system element.

Virtual templates are available for the following PlantPAx server system elements:

Process Automation Domain Controller - PADC

Process Automation System Server - PASS

SQL Server - AppServ-Info (SQL)

FactoryTalk® Historian Server - AppServ-Info (Historian)
FactoryTalk Batch Management Server - AppServ-Batch
FactoryTalk Asset Management Server - AppServ-Asset
Operator Workstation Application Server - AppServ-OWS
Engineer Workstation Application Server - AppServ-EWS
FactoryTalk VantagePoint® Server - AppServ-Info (VantagePoint)

The required Rockwell Automation’® software for each virtual server is included
and pre-installed in the virtual image templates, but not activated. See
Activations on page 251 for activation procedurcs.

IMPORTANT  Werecommend that VantagePoint, Batch, and Historian servers be installed

after the host computer name is assigned.

If you already own individual product activations, these activations can also be
used to activate the virtual image templates.

Rockwell Automation Publication 9528-UMO01F-EN-P - August 2018 105



Chapter4  Configure the Servers

Figure 4 contains the topics that are described in this chapter. Click the page

number or the links for quick access to specific information in each subsection.

Before You Begin

Figure 4 - PlantPAx Server Initiation

See page 107

h A

Configure Microsoft Windows Server 2012

See page 107

Y
Standard Server Configuration

See page 111

r
Configure Virtual Servers

See page 122

h 4

See Appendix A
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cOnfigure Microsoft Windows Complete these steps to configure Microsoft Windows Server 2012 settings for
Server 2012 your virtual servers.
1. Complete steps 1...4 on page 91.

2. Choose the appropriate option from the following pull-down menus

Settings

Country or region United States v

App language English (United States) v

Keyboard layout us

Table 7 - Location Server Settings

Menu Description

Country or region Choose your country or region. For example,
United States.

Applicable language Choose your language. For example, English (United
States).

Keyboard layout Choose your keyboard layout. For example, US.

3. Click Next.
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4. On the EULA dialog box, read the license terms and click ‘Taccept.

Settings

Please read the license terms.
This EULA is for the following products;
1. MICROSOFT WINDOWS SERVER 2012 R2 STANDARD
2. Rockwell Automation Software
* FactoryTalk Services Platform
s FactoryTalk Alarms and Events

FactoryTalk A n Manager

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2012 R2 STANDARD

These license terms are an agreement between you and:

the server manufacturer that distributes the software with the server; or
the software installer that distributes the software with the server.

Please read them. They apply to the software named above, which includes the media on which you received it, if
any. The terms also apply to a

updates,
supplements,

Internet-based services, and

ompany those items. If so, those pply. If you obtain updates or
supplements direct i A ft, and not the manuf g i those to you.
Printed paper se terms cl ne with the softwar e the place of any on- n license terms.

By using the software, you accept these terms. If you do not accept them, do not use the software.
Instead, contact the manufacturer or installer to determine its return policy for a refund or credit.

I accept

5. Type a password and then retype the password to verify.

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

IMPORTANT  Passwords must meet the following minimum requirements:

« (annot contain the user's account name or parts of the user's full
name that exceed two consecutive characters

+ Must be at least six characters in length
+ Must contain characters from three of these four categories:
English uppercase characters (A. ..Z)

English lowercase characters (a...z)
Base 10 digits (0...9)
Non-alphabetic characters (for example, !, $, #, %)
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6. Click Finish.
A logon message appears: ‘Press Ctrl + Al + Delete to sign in’

7. Press Cerl+Alt+Insert.

IMPORTANT  Even though ‘Press Ctrl + Alt + Delete .. . is displayed on the screen,
you must press Ctrl + Alt + Insert to access the virtual machine. The
sequence 'Ctrl + Alt + Del' is reserved for the terminal from where you
connect to the server that hosts the virtual machine.

8. Click the Administrator icon, type the Administrator password that
you created.
9. Press Enter.

If you see the Other-User logon, type 'Administrator, type the
administrator password that you just created.

10. Press Enter.

Administrator

Password

Administrator Guest

== Windows Server2012R2

=@ Windows Server2012R2

The Product Key window appears

11. In the Product Key window, type a valid Windows Server 2012 Product
Key and click OK.

[ Windows Product Key Input, w1.0 -

Foor your convenience, your Product Key for oK
Microzoft \Windows Server can be processed now.

Flease specify this key below separating the
walues with a hyphen. Cancel

Help

IMPORTANT  To purchase Microsoft licenses, contact your Allen-Bradley® or

Microsoft distributors. See Use Windows License Keys on page 254 for
more information.

A message appears to verify the product key.

12. Click Yes.
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13. When the following message appears, click OK.
Windows Product Key Input -

To complete Microsoft licensing requirements, activate this Windows
deployment (hext),

The virtual image desktop appears.

Networks

o) system PlantPAxlocal

e e B

14. Click Yes to find devices on this network.

Networks

T,_ ] System.PlantPAx.local

devices, and

omatically connect to devices like

printers and TVs?

The Windows Server 2012 is now ready to use. Proceed to Standard Server

Configuration on page 111.
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Standard Server Tlllc-lfollow(i:ng pri)cedllllrcs can hcg) manageﬁvhlo hai access tohthc server and login
. . privileges. Complete these procedures on all virtual servers that you are
Configuration deploying

Create an Administrator User Account

We suggest that you create an Administrator user account for each user that
requires administrative privileges. This best practice safeguards server corruption
by restricting access to the default administrative account, and creates a backup of
critical system information. Each user can be delegated a separate user account
with password protection.

Complete these steps.

1. On the virtual image, click the Windows icon.
The Start window appears.

2. Click Control Panel.

Start

o -

This PC Task Manager

= £

Control Panel Intemet Explorer

The Control Panel Items window appears.
3. Click User Accounts.
The User Accounts window appears.

4. Click Manage Another account.

8, Control PanelyAll Control Panel ItemshUser Accounts = |[=] =

®© = 1 [8 » Control Panel b All Contral Panel liems » User Accaunts v & [ Search Contral Panel 2|

[}

Control Panel Home
Make changes to your user account

Manage your credentials

Create a password reset disk .
Administrator

Manage your file encryption it
certificates nage another account ey
) Configure advanced user B Change User Account Control settings Password protected

profile properties

Change my environment
variables

The Manage Accounts window appears.
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S. Click ‘Add a user account’ below the Administrator icon.

2 Control PanelyAll Contral Panel ItemsyUser Accounts\Manage Accounts = | = -

(-:. * 4 |'5'_3J« User Accounts » Manage Accounts v &

| Search Cantrol Panel »p |

Choose the user you would like to change

Administrator
Local Account Guest
Administrator Guest account is off

Password protected

Add a user account

- e o e e

6. Type a name for the user that is being added, a password, retype the
password for verification, and a hint to remind you of the password.

Add a user

Choose a password that will be easy for you to remember but hard for others to guess. If you
forget, we’ll show the hint.

Windows can't connect to the Internet right now. Check your Internet connection and try again
later if you want to add a Microsoft account.

User name

Password

Reenter password

Password hint

7. Click Next, and then Finish on the next dialog box.

8. If the user icons appear, click the user that you just created.
The Change Account window appears.

9. Click ‘Change the account type’
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10. On the next window, select Administrator and click ‘Change

Account Type’
@ - 4 ‘ﬂ <« Change an Account » Change Account Type v C.| | Search Control Panel » ‘

Choose a new account type for New_User

New_User
Local Account
Password protected

() Standard
Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC.
ministrator
Administrators have complete control over the PC. They can change any settings and access all of the files
and programs stored on the PC.

Why is a standard account recommended?

I Change Account Type |I[ Cancel ]

11. On the next window, you can see the account information for the new user.
To close the window, click the red X" in the upper-right corner.

* 4 ‘% <« User Accounts » Manage Accounts » Change an Account v Ol | Search Control Panel

Make changes to New_User's account

Change the account name

Change the password New_User

Change the account type Local Account
Administrator

Delete the account Password protected

Manage another account

12. Right-click Start and choose Shut down or Sign out>Sign out.

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Cornputer Management
Cormand Prampt

Cormand Prampt (dmin

Task Manager

Control Parel
File Explorer

Search

Rur

Shut down or sign out v signout

Desktap | Shut down

!Restart
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Log on to New User Account

After you sign out, a logon message appears: ‘Press Ctrl + Alt + Delete to sign in’

1. Press Cerl+Alt+Insert.

IMPORTANT  Eventhough ‘Press Ctrl + Alt + Delete ... is displayed on the screen, you must
press Ctrl + Alt + Insert to access the virtual machine. The sequence
'Ctrl + Alt + Del'is reserved for the terminal from where you are connecting to
the server that hosts the virtual machine.

Click New_User or if you see the user icons, type the name of your

new user.

Administrator New_User

== Windows Server2012R2

2. Type the password that you created for the new user in step 6 on page 112
and press Enter. The Windows virtual image desktop appears.

New_User

@ Windows Server2012R2
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Configure Programs Menu

Complete these steps on the system computers to group folders under ‘Programs’
on the taskbar. When complete, you can access Windows and software folders by

clicking the Programs I symbol.

1. Right-click in the taskbar, click Toolbars, and choose New toolbar.

Toolbars v| | Address
Cascade windows Links

Show windows stacked Desktop
Show windows side by side New toolbar...
Show the desktop

Task Manager
' Lock the taskbar

[ ] o | Properties

=

2. On the New Toolbar window, navigate to your Programs folder.

For example:
C:\ProgramData\Microsoft\Windows\StartMenu\Programs.

((:-) . <« Local Disk (C:) » ProgramData » Microsoft > Start Menu » Programs » v & | Search Programs

Organize *  MNew folder

“El Recent places |~ MName Date modified Type

. Accessibility 8/22/2013 11:39 AM  File folder
. Administrative Tools 8/12/2015%:06 AM  File folder
L CGCM 8/12/2015 8:21 AM  File folder
|, Embedded Lockdown Manager 11/22/201412:06 ... File folder
. Hiprom Software 8/12/2015 %41 AM  File folder
| Maintenance 8/22/201311:39 AM  File folder
. Microsoft Office 8M14/2015 211 PM  File folder
. Microsoft SQL Server 2008 8/11/201511:16 PM  File folder
. Microsoft 5QL Server 2008 R2 8/11/201511:16 PM  File folder

L Rarlhell Avdaratinn 2/12/2018 .71 ARA Filz faldar

1M This PC
i Desktop
| Documents
8 Downloads
W Music
= Pictures
I Videos
i, Local Disk (C3)

w

Folder: | Programs

Select Folder
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3. Click Select Folder.

This creates a custom menu with easy access to Rockwell Software”

£ FactoryT ik Historian SE System v P
. Help 3
Interface Configuration Utility
MDB to AF Preparation Wizard . Accessibility
@] Start FactoryTalk Historian SE . Administrative Tools
5| Stop FactoryTalk Historian SE . Maintenance
Systern Explorer . Microsoft SQL Server 2008
Systern M Tools . . Microsoft S5QL Server 2012
fic em Tr | FactoryTalk Activation L WY re
Tray kg FactorvTalk A Rockwell Softwai
. Uninstall FactoryTalk Histori, P1 System Management Tools f Historian SE | Startup
. FactoryTalk Tools . Windows Accessories
. RSLinx . Windows System

[k FactoryTalk Adrmini

[z &1 b

4. Before proceeding, click the Date/Time in the lower right-hand corner of
the desktop. Verify that the Date and Time settings are correct.

5. Check the Internet Time Tab and make sure the checkbox for Synchronize
with a Time Server is unchecked.
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Rename the Computer

Complete these steps to rename the computer.

[ |
1. From the Windows Server 2012 desktop, click to open the
Server Manager.

2. On the Server Manager window, click Local Server and then click the
computer name.

[ Server Manager l;li-
@ v « | ocal Server v@l F Manage Tools View  Help

f& Dashboard

Local Server

For WIN-0J5023BGGP1

i PROPERTIES

Computer name

W& All Servers Workgroup WORKGROUP

& App Server

¥R File and Storage Services P

fo IIs Windows Firewall Public: On Windows Error R|
Remote management Enabled Customer Experi:
Remote Desktop Disabled E Enhanced Secs
NIC Teaming Disabled ez

Ethernet IPv4 address assigned by DHCP, IPv6 enabled  Product ID

3. If the User Account Control dialog box appears, type your password and
click Yes.

&) User Account Control =3

Do you want to allow the following program to make
changes to this computer?
[L,'.Q Program name:  Change Computer Settings

Verified publisher: Microsoft Windows
File origin: Hard drive on this computer

To continue, type an administrator password, and then click Yes,
Administrator
I I | Password ‘

@ Show details Yes
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4. Click Change on the System Properties dialog box.

System Properties -
Computer Name | Hardware | Advanced | Remote |

' .. Windows uses the following information to identify your computer
= onthe network.

Computer description:

For example: "lIS Production Server” or
"Accounting Server”

Full computer name: WIN-0J5023BGGP1
Workgroup: WORKGROUP

To rename this computer or change its domain or

workgroup, click Change.

5. Type a new computer name.

IMPORTANT Do not use spaces, hyphens, or any special character symbols.

6. Click Domain, type the name of your domain, and click OK.

Computer Name/Domain Changes -

*You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
\ \

Full computer name:
WIN-0J5023BGGP1

Member of

() Domain:

(® Workgroup:
WORKGROUP ]

I 0K I Cancel

IMPORTANT  We recommend that you restart your computer so that these changes
take effect.

7. Restart the virtual machine for the changes to the settings to take effect.

8. Log in by using your domain credentials or the local user administration
account previously created.
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Configure Ethernet Network Adapter Settings

Complete these steps to set the speed, duplex, and power management settings
for the Ethernet adapter.

1. On the virtual image, click the Windows icon.

2. In the Start window, click Control Panel.

Start
y -

This PC Task Manager

= £

Control Panel Intemet Explorer

3. On the All Control Panel Items widow, click Network and Sharing Center.
e All Control Panel Items l;li-

(3) = 1 [ » ControlPanel » All Control Panel ltems » v &] [ search Control Panel 2]

Adjust your computer’s settings Viewby: Smallicons ¥
¥ Action Center ) Administrative Tools =g AutoPlay ¥ Color Management

[@ Credentiel Manager 9 Date and Time [ Default Programs & Device Manager
& Devices and Printers & Display @ Ease of Access Center E Folder Options

IA Fonts €7 Intemet Options CSl Initiator €2 Keyboard
€2 Language ¥ Mouse 2 Notification Area lcons
{5 Phone and Modem B Power Options rograms and Features P Region
3 RemoteApp and Desktop Connections & Sound 1 System (&L, Taskbar and Navigation
2] Text to Speech [ Troubleshooting 8, User Accounts # Windows Firewall

% Windows Update

4. In the Network and Sharing Center window, click Change Adapter
Settings.

ik Network and Sharing Center l;li-

CIERE

L& <« All Control Panel ltems » Network and Sharing Center v ¢ | | Search Control Panel Pl ‘

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing Unidentified network Accesstype No network access
settings Public network Connections: [ Ethernet
Change your networking settings
i Setup a new connection or network

. =" Setup a broadband, dial-up, or VPN connection: or set up a router or access point.
Internet Options [=¥ Troubleshoot problems
Windows Firewall " Diagnose and repair network problems, or get troubleshooting information.
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5. Right-click the Ethernet network connection and choose Properties.

1 [ « Network and Intemet » Network Connections » v ¢ | | Search Network Connections 2|

Organize v

= | Ethernet
= Unidentified nebuark
@7 Intel(R)| % | Disable

Status

1item

Diagnose

'@ Bridge Connections
Create Shortcut

0 | Delete

% Rename

Properties

6. Ifasked, type your password and click Yes.
7. In the Ethernet Properties dialog box, click Configure.

Networking
Connect using:
¥ Intel(R) 82574L Gigabit Network Connection |

This connection uses the following items:

381 File and Printer Sharing for Microsoft Networks
=065 Packet Scheduler

-4 Microsoft Network Adapter Multiplexor Protocol
-4 Link-Layer Topology Discovery Mapper |/Q Driver
4. Link-Layer Topology Discovery Responder

-4 Intemet Protocol Version 6 (TCR/IPvE)

~4- Intemet Protocol Version 4 (TCP/IPv4)

KR K KO

Install... ‘ | Uninstall ‘ ‘ Properties

Description

Allows your computer to access resources on a Microsoft
network.

8. Click the Advanced tab.
9. From the Property window, choose Speed and Duplex.

10. From the Value pull-down menu, choose Auto Negotiation.

General | Advanced | Driver | Details | Events | Power Management |

The following propeties are available for this network adapter. Click
the property you want to change on the left. and then select its value

on the right.
Property: Value:
Log Link State Event A Auto Negotiation v
Maximum number of RSS Processc 1.0 Gbps Full Duplex
10 Mbps Full Duplex

10 Mbps Half Duplex
100 Mbps Full Duplex
0f D nley

Auto Negotiation

Transmit Buffers

11. Click the Power Management tab.

12. Clear the ‘Allow the computer to turn off this device to save power’

checkbox.
13. Click OK.
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Configure Remote Settings

Complete these steps to configure remote settings for a virtual image to allow
remote connections to this computer.

1.
2.

Right-click the Windows Start icon and choose System.
Click Remote settings.

In the Remote Assistance Section, verify that the ‘Checkbox to Allow
Remote Assistance connections to this computer’ is not checked.

In the Remote Desktop Section, click the ‘Allow remote connections to
this computer’ box.

Click OK.

Adjust the Processor Scheduling Setting

Complete these steps to adjust processor scheduling for best performance in the
Windows Server 2012 operating system.

. Right-click the Windows Start icon and choose System.
. Click the Advanced system settings.

1
2
3.
4
5

From the Advanced tab, click the Settings button under Performance.

. On the Performance Options, choose the Advanced tab.

. Under the Processor Scheduling section, click the Background services

button to adjust for the best performance.

Click OK twice.
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c°nfigure Server Temp|ates Figure 5 contains the topics for the virtual servers that are described in this

122

section. The PADC server must be deployed first.

See the page number or click the links for quick access to specific information.

Figure 5 - PlantPAx Virtual Servers

k.

Configure the PADC Virtual Server Configure the Batch Virtual Server
See page 123 See page 174
A J h J
Configure the PASS Virtual Server Configure the Asset Management
Virtual Server
See page 124 See page 186

A J

Y
Configure the SQL Virtual Server Configure the AppServ-OWS
AppServ-EWS Virtual Servers
See page 129 See page 195
k. k.
Configure the Historian Virtual Server Configure the VantagePoint
Virtual Server
See page 150 See page 202

See Appendix A
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Configure the PADC Virtual Server

A domain controller is a server that responds to security authentication requests
(logging in, checking permissions, and so forth) within the Windows server
domain. A domain grants you access to a number of network resources (such as
applications and printers) with the use of a single user name and password
combination.

The PlantPAx system uses a domain controller to store user account information,
authenticate users, enforce security policies and best networking practices such as
automatic network address assignment. Domain authentication is recommended,
whether it’s an existing domain or a new one.

Before configuring the domain controller, complete the following tasks:

o Verify the PADC template has been deployed.

See Deploy the PlantPAx Virtual Image Templates on page 33.
o Verify the Microsoft Window Server 2012 has been configured.

See Configure Microsoft Windows Server 2012 on page 107.

Once you have completed these tasks, see the PlantPAx Distributed
Control System Infrastructure Configuration User Manual,
publication PROCES-UMO001, for domain controller configuration procedures.
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Configure the PASS Virtual Server

The Process Automation System Server (PASS) hosts essential software
components to run your system. The data, human-interface (HMI), and alarm
servers reside in the PASS.

You must designate a PASS server for the FactoryTalk Directory. The directory
centralizes the settings and administration of Rockwell Automation software
components across multiple virtual machines.

The required Rockwell Automation software for the PASS system element is
included and pre-installed in the PASS virtual image template, but not activated.
To activate each PASS image, purchase an activation license. See Table 1 on

page 10 for catalog numbers.
Configure the FactoryTalk Directory on the PASS

The following procedure describes how to designate the PASS server as the host
of the FactoryTalk Directory. The directory server manages applications that can
exist on multiple clients and servers on separate virtual machines on the
PlantPAx system.

IMPORTANT  You must have a user name and password with Administrator privileges to
specify the FactoryTalk Directory location. Use the same user name and
password for all FactoryTalk installations on the PlantPAx system.

1. On the virtual image desktop, click the Programs ﬂ icon and choose
Rockwell Software>FactoryTalk Tools>FactoryTalk Directory

Configuration Wizard.
F—A L Y L TP e T Ll ¥
Control Svste
IE Diagnostics Viewer . . Accessibility 3
¥ FactoryTalk Diagnostics Counter Monitor - . Administrative Tools 4
@ FactoryTalk Directory Configuration Wizard I h . Hiprom Software 4
||E§E) FactoryTalk Help . Maintenance 4
é FactoryTalk Live Data Test Client J Microsoft SQL Server 2008 »
-'i FactoryTalk Security System Configuration Guide : .. Microsoft SQL Server 2012 »
€ Import RSSecurity Configuration .. BOOTP-DHCP Server ¥ | | Rockwell Software
éw Log Onto FactoryTalk . FactoryTalk Activation v | . Startup 3
ﬁl RSSecurity Emulator Install . FactoryTalk AssetCentre Client v L VMware 3
‘E Specify FactoryTalk Directory Location . FactoryTalk AssetCentre Server ¥ | | Windows Accessories 4
Windows Firewall Configuration Utility .. FactoryTalk Tools . Windows System 4
| RSLinx ’ Adobe Reader XI
FactoryTalk Administration Console | | Desktop
PC settings
a )O Search
ﬁ Store
[ 6:22 AM
g Progems| |« [5RD) 350m6

2. Type your password and click Next.
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3. In the FactoryTalk Directory Configuration Wizard page, check the
following:

o Configure the FactoryTalk Network Directory

o Configure the FactoryTalk Local Directory

7]

network.

computer,

This wizard configures FactoryTalk Directory settings on this computer. A FactoryTalk Diredory must
be configured beforeyou can usethis computerwithyour FactoryTalk software products.

FactoryTalk Network Directory

Allows FactoryTalk software products to share centralized security and information settings acoss a

FactoryTalk Local Directory

Allows FactoryTalk software products to share security and information settings only on this local

Configure settings

Select the directories you want to configure on this computer.

FactoryTalk Directory Configuration Wizard

FactoryTalk Directory Configuration

[¥ Configure the FactoryTalk Network Diredory

[¥ Configure the FactoryTalk Local Direcory

\what FactoryTalk Directories do | need to configure? |

To continue, click Next.

Cancel I Help

4. Click Next.

Configuring the local and network FactoryTalk Directories can take up to
30 seconds to process the request.

IMPORTANT

Remember these credentials for later use.

In the next step, you are creating the credentials as you type them in.

5. Type the FactoryTalk Network Directory credentials for the network
directory configuration and click Next.

6. Type the credentials for the local directory configuration and click Next.

FactoryTalk Directory Configuration Wizard

Reconfigure FactoryTalk Network Directory

Reconfiguring the FactoryTalk Network Directory allows youto reset a disabled administrd
and upgrade paolicies.

Administrator User Name: [

Password: |

To continue, click Next.

Cancel

i) FactoryTalk Directory Configuration Wizard -

Reconfigure FactoryTalk Local Directory

Reconfiguring the FactoryTalk Local Directory allows you to reset a disabled administrator acoount and
upgrade policies.

Administrator User Name: [

Passwiord: |

To continue, click Next. Cancel Help
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The password verification occurs twice because you checked both
Network and Local Directory on the FactoryTalk Directory
Configuration Wizard.

The network and local directory are successfully configured.

You see two of the following images, one for local and one for network.

7] FactoryTalk Directory Configuration Wizard x

Summary

FactoryTalk Network Directory
Network Directory was successfully configured on this local computer.
Metwork Directory Server is located on this local computer

Factory Talk Local Directory
Corfiguration successful.

e To reset a disabled FactoryTalk Security Administrator account, run this FactoryTalk
A ) Directory Configuration Wizard again.

To closethis wizard,click Close. Help

7. Click Close on each.

Delete the 0ld Computer Name

The old computer name is embedded in the sample applications. Therefore, if
you want to use the sample applications, complete these steps to rehost the
applications on the new computer name. You delete the old computer name from
the FactoryTalk Directory by using the Administration Console.

Deleting the old computer name keeps the FactoryTalk Directory up to date with
current computer names. This deletion also makes sure that applications do not
attempt to communicate with computers that are no longer in the FactoryTalk
Directory.
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1. On the virtual image, click the Programs I icon and choose Rockwell
Software>FactoryTalk Administrator Console.

j—-"!AJ\MI\WHr—J\}‘\»—."\

Accessibility
Administrative Tools
Maintenance

H
M
S
| Microsoft SQL Server 2008
]
b
&

Microsoft SOL Server 2008 R2

| FactoryTalk Activation 3 Rockwell Software
. FactoryTalk Alarms and Events 3 Startup »
|, FactoryTalk Historian SE H L VMware »
| FactoryTalk Tools » | |, Windows Accessories ’
). FactoryTalk View b | | Windows System »
| RSLinx : v |8 Adobe Reader X1
FactaryTalk Adrmi [} Desktop

@ Studios000 - - - [Pl FactoryTalkView Studie

£¥ PCsettings

12 Search

€] Store

2. Use Network (default directory) and click OK.

rd FactoryTalk Administration Console
File View Tools Window Help

LENC

_.T plore Select the directory you want to use.

| Network.

I ok || cence ||

You can be asked for a password.

3. In the Project Explorer pane, click to expand the Computers and

Groups folder and click to expand the Computers group.
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4. Right-click all computer names except the one you just created and choose
Delete.

Help

=25 Network (THIS COMPUTER)
=0 System
(3 Action Groups
@ Policies
=] Computers and Groups
] Computer Groups
=0 Computers

.. @ NEW_COMP_NAME
& pAss
.0 [ GP1

&5 Networks and Devices
(] Users and Groups
Connections

5. Click Yes when a message appears and asks you to verify that you want to
delete the computer name.

6. Ifyou use the Local Directory, repeat step 1 through step 5 and make sure
to select Local in step 4.

~

. When finished, exit the FactoryTalk Administrator console.

8. Restart your computer.
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Configure the SQL Virtual Server

The AppServ-Info (SQL) server is a database that is used to store Process data for
FactoryTalk AssetCentre, FactoryTalk VantagePoint, and FactoryTalk Batch
software programs. The FactoryTalk Alarm and Event server also uses the SQL
database.

Figure 6 lists the topics that are described in this section. Click a link or see the
page number to access a topic.

Figure 6 - AppServ-Info (SQL) Configuration Workflow

( Start )

¥

Deploy AppServ-Info (SQL)

See page 35

r
Configure Windows Server 2012

See page 107

h 4
Install SQL Server 2012 Standard

See page 130

A J
Install Historian AF on SQL Server

See page 138

r

Add Local User to SQL Server

See page 146

Done

IMPORTANT  Ifyou have not deployed the template or configured the Windows Server 2012,
you must do the first two sections in Figure 6.
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IMPORTANT  Ifyou are using FactoryTalk Historian, we recommend installing Historian Asset
Framework software on the AppServ-Info (SQL). See the Historian server
(page 150) for additional considerations on placement of Asset Framework
software.

If you do plan to install Asset Framework software on the AppServ-Info (SQL),
then deploy your FactoryTalk Historian server first before continuing.

Install SQL Server 2012 Standard

Complete this section.

1. On the virtual image desktop, click the Programs I icon and choose
Microsoft SQL Server 2012>Configuration Tools>Complete SQL
Server 2012 Installation.

j.r Nalysis JENICES

[l Complete SQL Server 2012 Installati | Configuration Tools

Eﬁ? Reporting Services Configuration Manager Data Quality Services 4
ﬁ SQL Server Configuration Mar| Complete the SQL,Ser\.rer 2012 Installation mmunity N
2] SOL Server Error and Usage Reporting . Integration Services 3
ﬁ S0L Server Installation Center (64-bit) | Master Data Services 3

3

|, Performance Tools
a Download Microsoft SOL Server Compact
4 Import and Export Data (32-bit)
"L Import and Export Data (64-bit)
oo 50L Server Data Tools
4z SOL Server Management Studio

. Accessibility

. Administrative Tools

. Maintenance

J Microsoft SQL Server 2008
. Microsoft SQL Server 2012
. Microsoft Visual Studio 2010
. Startup

, VMware

. Windows Accessories

. Windows System
|| Desktop

ﬂ PC settings

p Search

ﬁ Store

* v v v

e e

* v v v v
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2. Do one of the following:

o Select Specify a free edition and then select Evaluation from the
pull-down menu for a 90-day trial.

o Select Enter the product key and type your key to license your software.

it Complete Image of SAL Server 2012 I;Ii-

Product Key

Specify the edition of SQL Server 2012 to complete,

Setup Support Rules Walidate this instance of SOL Server 2012 by entering the 25-character key from the Microsoft ~
certificate of authenticity or product packaging. You can also specify a free edition of SQL Server, such

as Evaluation or Express, Evaluation has the largest set of SOL Server features, as documented in SQL

Server Books Online, and is activated with a 180-day expiration, To upgrade from one edition to

Product Key

License Terms

Select Prepared Features another, run the Edition Upgrade Wizard,

Feature Reviewr

Instance Configuration ® Specify a free edition:

Server Configuration |E\.-'a|uati0n " =

Database Engine Configuration

: f ; : () Enter the product key:
Analysis Services Configuration

Reporting Services Configuration

Error Reporting

Cornplete Image Rules
Complete Image Progress

Complete

< Back | I Mext » I| Cancel | | Help

3. Click Next.
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4. Read the license terms, and click ‘T accept the license terms.
5. Click Next.
v Complete Image of SAL Server 2012 == -

License Terms

To complete image of SAL Server 2012, you must accept the Microsoft Software License Terrms,

Setup Support Rules ~
MICROSOFT EYALUATION SOFTWARE LICENSE TERMS

Product Key

License Terms MICROSOFT SOL SERVER 2012 EVALUATION

Select Prepared Features : : i
P These license terms are an agreement between Microsoft Corporation (or based on where you

Feature Review live, one of its affiliates) and you. Please read them. They apply to the evaluation software
Instance Canfiguration narmed above, which includes the media on which vou received it, if any. The terms also apply to
) . any Microsoft

Server Configuration

Database Engine Configuration e updates,

Analysis Services Configuration
. . ) . s supplements,
Reporting Services Configuration

Error Reporting s Internet-based services, and
W
Cornplete Image Rules
a 9
Complete Image Progress oy (R

Complete

| accept the license terms, I

Send feature usage data to Microsoft, Feature usage data includes information aboutyour hardware
configuration and how you use S0L Server and its cormponents,

O

See the Microsoft SOL Server 2012 Privacy Staternent for more information,

< Back | I Mext » I| Cancel | | Help

IMPORTANT  Forthe remainder of the installation, default selections are shown and
we do not recommend any changes. Some PlantPAx configurations
require these default selections. Best practice is to accept the defaults,
prove the system, and make changes later. Corresponding notice is
provided where exceptions to this configuration are considered for
changing now. Otherwise, simply click Next on the following screen
captures to complete the process.
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6. Use the default name of your SQL server instance and click Next.

TIP Change the server name only if you're planning another SQL instance
on this machine. Observe the SQL instances are addressed by their
<MachineName>\<InstanceName> combination.

T Complete Image of SAL Server 2012 I;Ii-

Select Prepared Features

Select prepared features of SQL Server to configure and complete,

Setup Support Rules () Complete prepared shared components only
Praduct Key Select this option if you want to complete installation of prepared shared components such as S0L

License Terrns Server Management Studio or Integration Services,

Select Prepared Features

Feature Review ® Complete a prepared instance of S0L Server 2012

Instance Configuration
[MSSOLSERVER v

Server Configuration

TeCt this opflon it you weould [Ike to complete a previously prepared instance of SOL Server along
with any prepared shared components such as SOL Server Management Studio or Integration
Analysis Services Configuration Services,

Database Engine Configuration

Reporting Services Configuration

EioiBenoiing Installed instances:
Cornplete Image Rules
Instance Mame Instance |0 Features Edition Wersion
Complete Image Progress - ; .
<Unconfigured = MSSOLSERVER S0LEngine, SQLEn... |Evaluation 11.3.6020.0
Clamlas <Shared Cornpane... SSMS, Ach_SSMS, .. 11,3.6020.0
< Back | I Mext = I | Cancel | | Help
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7. Use defaults and click Next on each dialog box.
e Complete Image of SAL Server 2012 = || = -

Feature Review

Review the features in the prepared instance of SQL Server, These features will be configured and cornpleted.

Features:

Setup Support Rules Feature description:

Product Key ~ || The configuration and operation of each ~

instance feature of a SOL Server instance is
isolated from other SOL Server instances,
SOL Server instances can operate side-by-
side on the same computer,

License Terrmns Database Engine Services

Select Prepared Features SOL Server Replication
Full-Text and Semantic Extractions for Searg
Data Quality Services

Analysis Services

Feature Review

Instance Configuration

Server Configuration

Reporting Services - Native ™

Shared Features

Data Quality Client
SN Serear Nata Tonls

Database Engine Configuration Prerequisites for selected features:

Analysis Services Configuration

Reporting Service
) Complete Image of SAL Server 2012
Error Reporting

CompletzImage | Instance Configuration

Complete Image

Complete Specify the instance name for the selected SOL Server prepared instance,

Setup Support Rules O Default instance

Product Key

(® Mared instance:

License Terrms

Select Prepared Features

Feature Rewview

Instance |D: |MSSQLSERVER |

Instance Configuration

Instance root directory: |C:\Program Files\Microsoft SQL Servert, |

Server Configuration

Database Engine Configuration

Analysis Services Configuration

SOL Server directony: Ch\Prograrn Files\Microsoft SOL Server\MSSQL1T.MSS0OLSERVER

Reporting Services Configuration : : - : ;
Analysis Services directony: Ch\Prograrm Files\Microsoft SOL Server\MSASTT.MSSOLSERVER

Error Reporting

hoyva e oy o lfnneermm

Complete Imag-JEsy Complete Image of S0L Server 2012

Complete Image

A e Cilec Vb i e b OO Tt i) ARATOCIA hATOAI CCOYICD

Complete Server Configuration

Specify the senice accounts and collstson configuration.

Setup Support Rules Sendice Accounts | Callatian

Product Key

PAicrosoft recamrrends that you use 3 separate sccount for each SOL Senser sendce,
License Termns

134

Select Prepared Festures Senace Aceount Narme Password Startup Type
Feature Review NT Service\SOLSERVERA., Manual
Instance Configueation S0L Server Database Engine NT Servce MASSOLEAVER Butomatic
Server Configuration S0L Server Anabysis Services NT Serdce MASS0L Senve Aystormiatic
Distshase Engine Configuration S0L Server Reporting Services NT Service\Reportienser Automatic
Ainabysis Senvices Configuration S0L Full-test Filter Daemon Launc... | NT Serdce\MES0LFDLA.. .!.\'Ilnual §
Reposting Services Configuration S0L Server Browser NT AUTHORITYWLOCAL ... Disabled v}
Error Reporting
Complete Image Rules
Complete Image Progress
Comiplete

< Back . [ Cancel | | Help
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8. Select Mixed mode and type a password (twice).

9. Click Next.

i

Complete Image of SAL Server 2012

Database Engine Configuration

Specify Database Engine authentication security mode, administrators and data directories.

Setup Support Rules

Product Key

License Terms

Select Prepared Features
Feature Reviewr

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error Reporting

Cornplete Image Rules
Complete Image Progress

Complete

Server Configuration | Data Directories | FILESTREAR

Specify the authentication mode and administratars for the Database Engine,

Authentication Mode

() Windowes authertication mode

I ® Mixed Mode (SOL Server authentication and Windows authentication) I

Specify the password for the SOL Server systern administrator (sa) account,

Enter passward: I.""""I

Confirrm passwaord: quouu I

Specify SOL Server administrators

S0L Server administratars
have unrestricted access
to the Database Engine,

Add Current User || Add.., || Remowe |

| < Back |I Mext » I |

Cancel

Help

TIP
for clarifications.
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10. Use defaults and click Next on each dialog box.

Analysis Services Configuration

Specify Analysis Services server modes, administrators, and data directaries,

Setup Support Rules Server Configuration | Data Directories

Product Key

Server Mode:
® tdultidimensional and Data Mining Mode
O Tabular Mode

License Terms
Select Prepared Features

Feature Reviewr
Instance Canfiguration Specify which users have administrative permissions for Analysis Services,

Server Configuration

Analysis Services
administrators hawve
unrestricted access to
Analysis Services,

Database Engine Configuration
Analysis Services Configuration

Reporting Services Configuration

Error Reporting
Cornplete Image R

Cornplete lmage Pr

Reporting Services Configuration

Complete
Specify the Reporting Services configuration mode,

Satup Support Rules Reporting Services Mathae Mode

Product Key ®) Install and configure.

License Tesns Installs and :nnﬁgur\es the report server in native mode. The report senver is operational after
Salect Prepared Features setup completes.

Frature Revies () Install by,

Instance Configuration Installs the report server files, After installation, use Reporting Senvices Configuration Manager
Zarver Corfiguration to configure the report server for native made.

Database Engine Configuration

Rarmdinm Lararsd SharsDaank lnkemesbed blads

Error Reporting

Helg Microzoft improve S0L Server featines and serices.

Setup Support Flules Zpecify the mfarmation that you would like to autematicalby send to Microsaft to smproee future releaies
Product Key af S0 Server, These settings sre aptional, Microsoft trests this infarmation as confidential. Mizcrosaft
X ramy pronide updates through Microsoft Update to roodify featune usage data, These updates might be
License Terms downloaded and installed on vour machine autormatically, depending on vour Autornatic Update
Salect Prepared Festures settings.
Feature Review
Instance Configumtion
Sarver Configuration
Database Engine Configunation Bead rnare about Microsoft Update and Sutormatic Update,
Anabysis Senvices Configuration
Reposting Sendces Configuration Send Window and S0L Server Error Reports to Microsoft or your corporate report server. This setting
O ’ :
Errar Reporting anhy applie: to jendees thet run withaut user inberackion.

Cornplete Image Rules
Complete Image Progress
Complete

<Back || Wex> || cancel || mep |
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11. The installation scan of the registry commences ... and shows ‘Succeeded’

for features.

i

_I:I-

Complete Image of SAL Server 2012

Complete Image Progress

Setup Support Rules

Product Key

License Terms

Select Prepared Features
Feature Reviewr

Instance Configuration

Server Configuration

Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration
Error Reporting

Cornplete Image Rules
Complete Image Progress

Complete

Scanning and normalizing SOL Server registry key permissions,

i Complete Image of SAL Server 2012

Complete

Your SOL Server 2012 complete image operation is complete,

S S (s Infarmation about the Setup operation or possible next steps:

Product Key
Status

Feature

License Terrmns
M nent Te d

LelechBicaedlicaties @SQL Server Data Toals Succeeded =
Feature Review @ Reporting Services - Native Succeeded
Instance Configuration @Data CQuality Services Succeeded
Server Configuration @Full-Text and Sermantic Extractions for Search Succeeded
: : . I 501 Server Reslication Succeeded -
Database Engine Configuration
Analysis Services Configuration
Reporting Services Configuration Details:
Errar Reporting Wiewing Product Documentation for SOL Server ~
Cornplete Image Rules =
Camplete Image Proress Only the components that you use to view and manage the documentation for SQAL Server have
# g g been installed. By default, the Help Viewer component uses the online library. After installing
Complete SQL Server, you can use the Help Library Manager component to download documentation to
your local computer. For more information, see Use Microsoft Books Online for SQL Server
=http:/fgo. microsoft. comdfwlink/?Link| D=224683>. o

Summary log file has been saved to the following location:

ChPrograrn Files\Microsoft SQL Servertd104Setup Bootstrapilogh2 01802241 101321 Surnrmary WAMN-

JATHACRPESD 20180227 101327 £t

12. Click Close.

I Close ||

Help

IMPORTANT

Asset Framework on page 230 to complete the PASS-C Server installation.

Otherwise, continue with the next procedure.

If you were directed to this procedure from Chapter 5, return to Install Historian
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Install Historian Asset Framework on SQL Server

The procedures in this section apply only if you plan to do the following:
o Use FactoryTalk Historian Asset Framework in your PlantPAx system

o Install Asset Framework Server on the SQL Server

You must complete the following subsections:

o Install FactoryTalk Services Platform on page 138

o Specify the FactoryTalk Directory Location on page 142

o Install Historian Asset Framework on page 144

IMPORTANT  IFyou are not installing Asset Framework on the SQL Server, you can skip this

section. Proceed to Add Local User to the SQL Server on page 146.

Install FactoryTalk Services Platform

From the AppServ-Info (SQL), perform these steps to access the installation files
on the AppServ-Info (Historian) to install FactoryTalk Services Platform on the
AppServ-Info (SQL).

1. In the virtual machine taskbar, click the File Explorer icon.
2. Navigate to c$\Install Files\5.01.00\FT Historian\SE-DVDDL.
3. Click Setup.exe.
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4. Click ‘Install FactoryTalk Historian Site Edition’.

INTEGRATED PRODUCTION & PERFORMANCE SUITE

FactoryTalk Historian S

Site Edition

O Help me choose the installation option

Express installation options:
O Read Installation Instructions

O Install FactoryTalk Historian Site Edition
and FactoryTalk VantagePoint

Advanced installation options:
© Install FactoryTalk Historian Site Edition I

© Install FactoryTalk VantagePoint

Version 5.01.00

Select this option to begin the
product installation process. This
will open the installation page for
the FactoryTalk Historian Site
Edition Server and server-related
components.

Rockwe

@ Allen-Bradiey - Rockwell Sofware  IAUITOMation

Gopyright @ 2017 Rockwall Autematian, Inc. All Rights Resarved
This pregram is protected by U.S. and International copyright laws as deseribed in the about bex.

5. Click ‘Install FactoryTalk Historian Site Edition’

INTEGRATED PRODUCTION & PERFORMANCE SUITE

FactoryTalk’ Historian

Site Edition

©  Open Installation Instructions

| © install FactoryTalk Historian Site Edition |

© Read Documentation

6. Click ‘Install FactoryTalk Services.

T

J ¥
7 &

Select this option to begin the
product installation process. This
will open the installation page for
the FactoryTalk Historian Site
Edition Server and server-related
components.

INTEGRATED PRODUCTION & PERFORMANCE SUITE

FactoryTalk’ Historian

Site Edition

Install FactoryTalk Historian Site Edition

I © Install FactoryTalk Senices I

O Install FactoryTalk Historian Asset Framework
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7. Click ‘Install FactoryTalk Services.

k2 FactoryTalk® Historian Site Edition

FactoryTalk  Historian ©

Site Edition

Install FactoryTalk Services

I O Install FactoryTalk Senices I Select this option to install
- 3 . common Rockwell Automation
O Specify FactoryTalk Directory Server Location software components required

by FactoryTalk Historian Site
Edition. This will install
FactoryTalk Servicezs CPR 9 SR
2l

R SSRGS AR SV

8. Click 'Customize’

FactoryTalk Services
SitchE,; . English (United States)

Install now

Customize
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click Install.

FactoryTalk Services

Customize

/| FactaryTalk Services Platforrm «2.90.00
[[] FactoryTalk Activation Manager »4.00.02
[] RSLinx Enterprise +5.50.00

[] FactoryTalk Alarms and Events «2,90.00

Total: 4474 MB

10. Read the EULA, and click Accept all.

End User License Agreements

Please read and accept all license agreements.

Rockwell Automation Technologies Inc

OPC Foundaticn

ROCKWELL AUTOMATION END USER LICENSE

AGREEMENT
Rev (D262016)

IMPORTANT—READ THIS AGREEMENT CAREFULLY

This end user license agreement ("EULA" is a legal contract between
You (either an individual or a single entity) and Rockwell Automation, Inc.
("Rockwell Automation") for the Software product(s) and Documentation
that Rockwell Automation licenses to You. ROCKWELL AUTOMATION
15 WILLIMG T LICEMSE THE SOFTWARE AND DOCUMENTATION TO
Y¥OU ONLY 0N THE CONDITION THAT ¥OU ACCEPT ALL OF THE
TERMS AMD CONDITIONS 1N THIS EULA, ¥OU ACCEPT AND AGREE
TC BE BOUND BY THE TERMS OF THIS EULA BY DOWNLOADING,
INSTALLING, COPYING, OR OTHERWISE USING THE SOFTWARE.

IF ¥ OU ARE ACCEPTING THESE TERMS ON BEHALF OF AMOTHER
PERSOM, COMPANY, OR OTHER LEGAL ENTITY, ¥OU REPRESENT
AMD WARRANT THAT ¥OLU HAVE FULL AUTHORITY TO BIMND THAT
PERSOM, COMPANY, OR LEGAL ENTITY TO THESE TERMS. |F ¥OLU
DO MOT AGREE T THESE TERMS, DO NOT DOWMNLOAD, INSTALL,
COPY, ACCESS, OR USE THE SOFTWARE, AMD PROMPTLY
RETURM THE SOFTWARE WITH ALL ACCOMPANYIMG TEMS TO

I Accept all I| Decline
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11. Be patient while the installation runs.

- X

FactoryTalk Services )
FactoryTalk Services

We'll take it from here.

Some updates may require you to restart your computer
before the installation completes.

That's it!

Once you restart your computer you are ready to run
FactoryTalk Services.

Installation Summary

Want to know when there is an update?
Register for updates

Want to install Adobe Acrobat Reader?
Download it free

Cancel

I Restart now I| Restart later

12. When the installation is finished, click Restart now.
Specify the FactoryTalk Directory Location

Complete these steps on the SQL server to specify the network FactoryTalk
Directory location.

1. Click the Programs icon ﬁ and choose Rockwell Software>FactoryTalk
Tools>Specify FactoryTalk Directory Location.

FactoryTalk Directory Server Location Utility | ﬂ

Use thiz dialog to change the Metwark directary that this computer belongs to. This
setting affects all software that connects to the Metwork directary from this
computer.

Uze the FactanTalk Directany installed ol ———————— LI

Computer hosting directary server (connected) Cancel |
localhost .
| = Hep |

2. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..).

3. Type your FactoryTalk Directory Administration Console credentials into
the login screen and click OK.
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4. Click Remote computer.

FactoryTalk Directory Server Configuration ﬂ
Uze the FactoryT alk Directory installed on. ——————————————— 0K |

" This computer
{* Remate computer |

Cancel

IMPORTANT  Browse can be inactive if Network Discovery & File Share is not turned on.

5. Click Browse (ellipsis '..") and navigate the network to find the computer
name of the server (typically PASS) that is hosting the FactoryTalk

Directory services.
6. Choose the appropriate server name and click OK.
The Network FactoryTalk Directory location has now been specified.

7. If Browse is inactive, type the computer name of the virtual machine that is
hosting the FactoryTalk Directory.

8. When prompted, type your credentials and click OK.
9. Restart AppServ-Info (SQL) after you make this change.
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Install Historian Asset Framework

Perform this section to install Historian Asset Framework on the SQL server.

1. Repeat step 1 on page 138 through step 5 on page 139.

2. Click 'Install FactoryTalk Historian Asset Framework'

k2 FactoryTalk® Historian Site Edition
FactoryTalk’ Historian (%] FactoryTalk® Historian Site Edition =
Site Edition
Install FactoryTalk Historian Site Edition o . f'(‘"
FactoryTalk' Historian @
O Install FactoryTalk Senices Site Edition

I O Install FactoryTalk Historian Asset Frameworkl

- Install FactoryTalk Historian Asset Framework
O Install FactoryTalk Historian Server

O Install FactoryTalk Historian Management Tools © Install Microsoft SQL Server 2012 Express [To mstall FactoryTalk K
- - - Asset Framework (4F
I O Install FactoryTalk Historian AF Server I an option to continue.

3. Click ‘Install FactoryTalk Historian AF Server’

4. Click Next on the 'Welcome' window.

5. On the License Agreement window, click 'T accept the terms in the license
agreement’ and click Next.

6. Click Next on the Review Component Installation window.

_ InstallationhManager 1.0.6 - FactonyTalk Historian Site Edition 5.01.00 AssetF.. [ =& -
Review Component Installation Factoryra lk*
Click Mext to install the components of the suite.
This wizard will install the following components of FactoryTalk Historian Site Edition 5.01.00 Asset Framework St
Component Name  Installed Version New Version Status
Pl AF Server 2015 R2 27.5.7166 Nat installed
Back ‘I Next I ‘ Cancel
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7. Select the destination drive and click Next.

Destination Drive Fa Ot 0 ryra ’ko

Click Mext to install the suite to the selected drive, or choose another
one.

The wizard will install FactoryTalk Historian Site Edition 5.01.00 Asset Framewark Suite on the selected drive. To
install it on a different drive, choose it from the list below.

Meote: You can choese the destination drive only if na versions of any FactoryTalk Historian components have
been installed cn the computer before.

8. Type a period (.) for the 'Database Server name' if using SQL standard. If
you are using SQL Express, type .\sqlexpress and click Next

AF Server Components Configuration Fa CtO ryra ’k.

Choose the database server and the installation mode.

Type the name of a Microsoft SOL Server or an SQL Server named instance that will host the AF SQL
database. To use the local default instance, do either of the following: for the Microsoft SQL Express edition,
leave the default database name; for the Microsoft SQL Standard edition, type the server name,

Database server name:

Select the installation mode.

Installation mode: | AF Application Service and AF SOL Database [~]

AF Application Service and AF SQL Database will be installed and SQL Scripts will
be processed.
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9. Click Install to start the installation process.

_ InstallationManager 1.0.6 - FactonyTalk Historian Site Edition 5.01.00 AssetF.. =5 -
g ny
Installation Progress Factoryralk
Click Install to start the installation,
Component Name  Installed Version New Version Status
P AF Server 2015 R2 2757166 To be installed
Back Install Cancel

IMPORTANT  During the installation process, the Release Notes display in a separate
window. The installation process is not complete until you close the
Release Notes window.

10. Close the Release Notes, then click Finish to close the wizard.

Add Local User to the SQL Server

The installers for Rockwell Automation software use Windows Authentication
instead of SQL Server Authentication. To complete the installation of Rockwell
Automation software in system elements that connect to the SQL server, add a
local administrator account to the SQL server login. These steps are to be
performed regardless if you use a Historian server collective.

1. On the virtual image desktop, click the Windows icon.
2. On the Start Window, double-click SQL Server Management Studio.

3. On the Connect to Server dialog box, log in to the 'sa’ account with SQL
Server Authentication.

4. Type the password that you created during the SQL installation (see
page 135).
5. Click Connect.
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ald Connect to Server
ﬁ Microsoft*

2 SQLServer2012

Server type: |Database Engine v|

Server name: |DANSQL W |

Authentication: | SQL Server Authentication W
Login: |sa Y]
Password: | |

[] Remember password

| Connect || Cancel || Help

|| Options >> |

6. In the Object Explorer, right-click Security and choose New>Login.

Connect~ & 3l m F ,E;
= LB DANSQL (SQL Server 11.0.3000 - sa)
# [[3 Databases

[ New ’ I Login... I
# 3 Serve g

5 L] Reph Reports  » Server Role...
e e ﬁ Credential...
= 3 Mani res|

- Audit...

# 1 Integration Services Catalo
[ SOL Server Agent (Agent X

—

Server Audit Specification...

7. On the Login - New window, click Search.

g Login - New
Selecta page c - = =
: S » [ Hel
A General Ssawt - [GHep
Server Roles

User Mapping Login name:

Securables i
4 (® Windows authentication

2R e i

8. On the Select User or Group dialog page, click Advanced.

Select User or Group
Select this object type:
|U5er or Built4n security principal | | Object Types... |
From this location:
[pAnsaL | [ Locations... ]

Enter the object name to select (zamples):

|

Check Names

9. In the Select User or Group dialog box, click Find Now.
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The Search Results are populated.

Common Queries
Harne: Starts with v

Columns...

Description: | Starts with  + | I |
["] Disabled accounts

[ Non expiring password

Drays zince last logon: ?jy

In Folder

10. In the Search Results area, select the local administrator account that is

logged in and click OK.

Select this object type:
| User or Built4n security principal

From this location:
[pansaL

Common Gueries

Hame: Starts with v |
Description: | Starts with v |

[] Disabled accounts
[ Non expiring password

Drays since last lagon:

ALL AFFLIGA...

B2 ANONYMOU...
82 Atherticated...
82 BATCH

B CONSOLEL...
8 CREATORG...
8% CREATORO...
82 piaLup
gE\reryone

2.

The ‘object name’ area on the Select User or Group dialog box
is populated.
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11. Click OK.

Select this object type:

| User or Built4n security principal
From this location:

|pansaL

Enter the object name to select (2amples):

DANSGL\Administrator|

The Login name is populated on the Login - New window.

12. Click OK.

5 sormt [ el

1# User Mapping Login name: I |DANSQL\Mministmtor
|27 Securables

|5 Status

® Windows authentication
() 5QL Server authertication

Password:

Confirm password:
[] Specify old password

Old password: |
Enforce password policy
Enforce password expiration
User must change password at next login

O Mapped to certficate |
) Mapped to asymmetric key |
[ Map to Credertial |

Mapped Credertials Credential

Connection

Server:
DANSQL
Connection:
sa

ﬂ? Miew connection properties

Progress.
Fieady Default database: |master
[ cdefaut>

Default language:

Proceed to page 159 to synchronize the module database to the AF databases.
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Configure the Historian Virtual Server

This template represents a base installation of a FactoryTalk Historian server. The
template excludes optional features, such as Advanced Server or Datalink.

We recommend that you install Asset Framework (AF) software on the SQL
server. Instructions are included in the SQL server section (see page 130).

If the AF software cannot be installed on the SQL server, see the FactoryTalk
Historian SE Installation and Configuration Guide for more information on
locating your Asset Framework Server. The guide is available on the Historian
server at C:\Program Files (x86)\Common Files\Rockwell\Help.

IMPORTANT  You must install an AF server to complete Historian installation.

Figure 7 - Historian Server Workflow

Deploy Historian Virtual Server

See page 35

Configure Windows Server 2012

See page 107

Specify FTD Location - See page 151

Delete Old Computer Name - See
page 126

No Install AF server o
separate SQL serve

Install SQL Server Express - See
page 154 Yes
Install Historian AF Software - See
age 156 Install AF on SQL Server
See page 138

Synchronize the Server

See page 159

k.

Done
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Use Collective For Historian

For high availability of your Historian server, install two FactoryTalk Historian
servers and configure the FactoryTalk Historian SE system to store and write
identical data on each server. Together, this set of servers is called a FactoryTalk
Historian Server Collective.

The server collective receives data from one or more interfaces and responds to
requests for data from one or more clients. When one server becomes unavailable,
another server that contains the same data responds to requests for that data.

If you are implementing a collective, you must deploy two Historian servers.
Complete all sections of this manual for each Historian server. For more
information on a server collective, see the PlantPAx Distributed Control System
Infrastructure User Manual, PROCES-UMO001.

If you choose to use a Historian Collective, you cannot install AF software on
either of the Historian computers. We recommend you install AF server on the
SQL Server computer.

User workstation

Secondary Historian Primary Historian
. Configuration
Collective Chgnges
—
. —
1 -
: s
; i
: —
-
Data Buffering : Data Buffering
Services [ Services
Interfaces ' ﬂ
Historian Interface: Historian Interfa

Specify the FactoryTalk Directory Location

To specify the network FactoryTalk Directory location, complete these steps on
the Historian server.

IMPORTANT  During the configuration of the Historian server, a User Account Control
window asks if you want to allow a program to make changes to the computer.
Click Yes.
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1. Click the Programs icon E and choose Rockwell Software>
FactoryTalk Tools>Specify FactoryTalk Directory Location.

FactoryTalk Directory Server Location Utility ll

Uze this dialog to change the Metwork directary that this computer belongs to. Thig
zetting affects all software that connects to the Metwork directory from this
computer,

Use the FactoryT alk Directary installed on ——————————— LI

Computer hosting directory server [connected] Cancel |
localhost .
L Help |

IMPORTANT  Browse can be inactive if Network Discovery & File Share is not active.

2. In the FactoryTalk Directory Server Location Ustility dialog box, click
Browse (ellipsis '..).

3. Type your FactoryTalk Directory Administration Console credentials into
the Login screen and click OK.

4. Click Remote computer.

FactoryTalk Directory Server Configuration ll
Use the FactoryT alk Directory installed on.————————————————— 0K |
" This computer
Lancel |
% Remate computer |

5. Click Browse (ellipsis '..") and navigate the network to find the computer
name of the server (typically PASS) that is hosting the FactoryTalk
Directory services.

6. Choose the appropriate server name and click OK.
The Network FactoryTalk Directory location has now been specified.

7. If Browse is inactive, type the computer name of the virtual machine that is
hosting the FactoryTalk Directory.

8. When prompted, enter your credentials and click OK.
9. Restart AppServ-Info (Historian) after making this change.
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Delete 0ld Computer Name

Delete the old Historian server name to keep the PI SDK up to date

with current computer names. Complete these steps.

1. Click the Programs icon ﬁ and choose Rockwell Software>
FactoryTalk Historian SE>FactoryTalk Historian SE System>

PISDK Ugtility.

The PI Software Development Kit window opens.

2. In the Explorer pane on the left side of the window, select Connections.

@ Pl SDK Utility
File  PISDK Buffering Tools Help

BE |

4, Snapshot Too
= @ Tools 20 12

@ Message Log
i@l Support Data
&) Error Lookup

- (@ PISDK
{@ About PISDK L 1 OSI .

PI Software Development Kit (64-bit)

B Tracing Setup || p| SDK Version: Build: Date: 1/28/2016
& KS5T Cleanup
Install Path: |C:\Program Files\Rockwell Software\Factory Talk Historian|
Pl SDK Node Status
Important Log Messages since: “1h
9 |0K
Pl Services Status: | | FEE D |

@ [OK

| []

Release version |

TIP The first time the P1 SDK i run, it can take several minutes to complete the

startup and show a display.
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3. In the server pane, right-click any old Historian server name (other than
your recently created computer) and choose 'Remove selected Server.

@ Pl SDK Utility = | = -
File  PISDK Buffering Tools  Connections  Help
=@ PISDK O ® appsemuusT 1 APPSERVHIST |
@ About PI.SDK ] & e-win-g Connect o 5
& Connections ] & win-Dol Connect as...
< Snapshot Tool Dechmricit piadmin
= @ Tools 10 Seconds
#l] Message Log Refiesh & 60 Seconds
@ Support Data Add Server Ins
@) Error Lookup
B Frocing Seiup Remove selected .‘L\:rer Del 13
@ KST Cleanup SErvers,
Description:
Connected User:
IP Address:
Pl Version:
Operating System:
Save
APPSERVHIST disconnected

4. Click Yes.
5. Close the utility.

Install SQL Server Express

IMPORTANT  Proceed with this section only if you plan to implement a standalone
Historian server.

We recommend that you install FactoryTalk Historian AF software (a
component of Historian software) on the SQL server. If you cannot install AF
software on the SQL Server or another computer, and want to install on the
Historian computer, then you are creating a stand alone Historian server. You will
need to install an SQL Server Express and then Asset Framework software.

1. In Windows Explorer, navigate to the install files in the C: directory.

2. Double-click setup.exe.
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3. Run the FactoryTalk Historian SE installation wizard.

NTEGRE BUCTION & PERFORMANCE SLITE
- . 5 s
FactoryTalk" Historian 209099@
Site Edition
@ Help me choose the installation opticn WalesTe 10 1@ maalsen f
FacionTak Helwran Sie Edien
Exprass imstalation oplions: varsion 2. 00 asd FacioryTik
WaniagePeini versior BOD 80N
st , and
2 Read Installation Instructions m:::m“'““'“me;‘
© Install FactoryTalk Historian Site Edition A
and Factory Talk VantageFoint [recommended) oofene. Ctherwme, cheoes the
3 2 = Sdvanced nsakaien optioss.
Advanced instalation opfions:
| O Install FactoryTalk Historian Site Edition |

4. Click ‘Install FactoryTalk Historian Site Edition’.

FactoryTalk" Historian

Sita Edition

@ Dpan instalation Instructions Vekcame In He iaislaben of
FactoryTak Hiforen Sie Ediien |
I @ inaiall FacioryTal: Histarian Sie Edition I varaion & 01 00 Seeet e spien

o Goninu.

@ Read Documertation

———

5. Click ‘Install FactoryTalk Historian Asset Framework’

FactoryTalk Historian 20909D@®

Site Edithon

Install Fagtory Talk Historian Site Edition

Install FactoryTalk Semvices T el Pactory Tes: Meiorae
= Eie Edfien, syieci an opien
Install FactoryTalk: Historian Assed Framework I wortrue.

)
[ ]
' Install Factory ek Historlan Sensr
@ Install FactoryTalk Histarian WManagsmeni Tooks
@ Install FackoryTalks Historian Live Data Inkerface
_. ansﬁl FactoryTalk Hislnrii‘n Sita Edition

6. Click ‘Install Microsoft SQL Server 2012 Express.

FactoryTalk Historian

Site Edithon

Install FactoryTalk Historian Assetl Framewark

| @ Ingtall Microsoft SQL Server 2012 Express | T 'ran-nn-ﬂﬁcHinr'n

Azt Framework (AF ), melack
@ Install FactoryTalk Historan AF Senver an apton f0 conin.
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7. Follow the on-screen instructions to complete the process.

IMPORTANT  For more information on installing Microsoft SQL Server 2012 Express,

refer to the FactoryTalk Historian Installation and Configuration Guide.

We recommend that you use the default settings during the
installation of Microsoft SQL Server Express.

8. Restart the computer, if prompted.

Install Historian Asset Framework (AF)

IMPORTANT  Proceed with this section only if you plan to implement a stand alone

Historian server.

1. Repeatstep 1...3 on page 154.
2. Click 'Install FactoryTalk Historian Asset Framework'

156

FactoryTalk® Historian Site Edition

FactoryTalk  Historian

Site Edition

Install FactoryTalk Historian Site Edition

O Install FactoryTalk Senices

I O Install FactoryTalk Historian Asset Frameworkl

O Install FactoryTalk Historian Server

O Install FactoryTalk Historian Management Tools

&) FactoryTalk® Historian Site Edition |_-

FactoryTalk  Historian )

Site Edition

Install FactoryTalk Historian Asset Framework

O Install Microsoft SQL Server 2012 Express To install FactoryTalk H
_ - Asset Framework (AF
I O Install FactoryTalk Historian AF Server I an option to continue.

3. Click ‘Install FactoryTalk Historian AF Server.
4. Click Next on the "Welcome' window.

5. On the License Agreement window, click 'T accept the terms in the license
agreement’ and click Next.
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6. Click Next on the Review Component Installation window.

Review Component Installation Factoryra’k'

Click Mext to install the components of the suite.

This wizard will install the following components of FactoryTalk Historian Site Edition 5.01.00 Asset Framework St

Component Name  Installed Version MNew Version Status
Pl AF Server 2015 R2 27.5.7166 Nat installed

7. Select the destination drive and click Next.

Destination Drive F&' CtO ryra ’ko

Click Mext to install the suite to the selected drive, or choose another
one.

The wizard will install FactoryTalk Historian Site Edition 5.01.00 Asset Framewark Suite on the selected drive. To
install it on a different drive, choose it from the list below.

Meote: You can choese the destination drive only if na versions of any FactoryTalk Historian components have
been installed cn the computer before.
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8. Type .\sqlexpress for the 'Database Server name.
9. Click Next

. InstallationManager 1.0.6 - FactoryTalk Historian Site Edition 5.01.00 Asset F... I;Ii-

AF Server Components Configuration Factaryralk

Choose the database server and the installation mode.

Type the name of a Microsoft S0L Server or an SQL Server named instance that will host the AF SQL
database. To use the local default instance, do either of the following: for the Microsoft SGL Express edition,
leave the default database name; for the Microsoft SOL Standard edition, type the server name.

Database server name: J\sqlexpress

Select the installation mode.

Installation mode: | AF Application Service and AF SOL Database | = |
AF Application Service and AF SQL Database will be installed and SQL Scripts will
be processed.

Back ‘ I Next I ‘ Cancel

10. Click Install to start the installation process.

_ InstallationManager 1.0.6 - FactoryTalk Historian Site Edition 5.01.00 AssetF.. [ =[5 -
Installation Progress Factoryra ’k
Click Install to start the installation.
Component Name  Installed Version New Version Status
Pl AF Server 2015 R2 27.5.7166 To be installed
Back Install Cancel
IMPORTANT

During the installation process, the Release Notes display in a separate

window. The installation process is not complete until you close the
Release Notes window.

11. Close the Release Notes, and click Finish to close the wizard.
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Synchronize the Historian Virtual Server

Once you have the FactoryTalk Historian Asset Framework installed, you need to
set up synchronization between the Historian server’s module database (MDB)
and the AF server.

IMPORTANT  Before proceeding, sign out of the computer and log in to the Historian
computer as the user or administrator with the highest access.

1. Run the MDB to AF Preparation Wizard by clicking the Programs ﬁ
icon and choosing Rockwell Software>FactoryTalk Historian SE>XMDB
to AF Preparation Wizard.

The wizard Welcome screen appears.

TIP It can take a few minutes for the wizard to open.

2. Click Next.

3. On the Data server step, if the Historian server is not selected in 'Select the
Data server to prepare for migration, use the pull-down list or browse
(ellipsis *..") to find and select it.

4. Click Analyze.

& Pl MOB to AF Preparation Wizard (Administrator) = | = -
Pl MDB to AF Preparation Wizard

Welcome Select the Data server to prepare for migration: IUM‘I-HIST VI EI
Data server

AF Information To begin the preparation process, your module database must be analyzed.  |J Analyze

Summary.

Exit without finishing | | @ Help |
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5. Click Next to see a report of any problems.

Pl MDB to AF Preparation Wizard

Select the Data server to prepare for migration: |UM1-HIST

To begin the preparation process, your module database must be analyzed.
R

There is 1 security issue to be resolved,

Press Mext to see a report of, and optionally fix these problems.

<Back || Net> |[Extwithoutfinishing | [ @ Help |

Resolve Security Issues
Complete these steps to resolve a security issue.

1. In the PI Server - Security step, click 'Create new mapping.

Pl MDB to AF Preparation Wizard

The Pl Identities listed below must be mapped to a Windows account, Select the Identity and click the Create Mew
Mappings button, or create the Mappings in SMT,

_!_ 1 Missing || _!_ 0 Existing

Windows Account Pl Identity Description
|_!_ <Required: FTHAdministratars

[<] [T [7]

Create new mapping...

[ <Back |[ Met> |[Extwithoutfinishing | [@Help |
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2. In the Add New Mapping dialog box, type BUILTIN\Administrators' in
the Windows Account text box and click Refresh.

Windows Account: IBUILTIN\Administrators I l:l

windows SID:  [5-1-5-32:544 | @

Drescription:

Server. [UM1-HIST v]
FI [dentity: | FTHAdminiztrators | l:l

I Create I| Cancel |

3. On the Add New Mapping dialog box, click Create.
4. On the PI MDB to AF Preparation Wizard, Security step, click Next.

Pl MDB to AF Preparation Wizard

The Pl Identities listed below must be mapped to a Windows account, Select the Identity and click the Create Mew
Mappings button, or create the Mappings in SMT,

_!_ 0 Missing || _!_ 1 Existing

Windows Account Pl Identity Description

[<] [T [7]

Create new mapping...

[ <Back || Met> || Edtwithoutfinishing | [ @ Help |
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The AF Information window appears.

& Pl MOB to AF Preparation Wizard (Administrator) = | = -

Pl MDB to AF Preparation Wizard

Welcome Before you can migrate, you must connect to an Asset server, database, and element under which the MDB is synchronized.
Click Help for more information,
Data server Asset Server | VIEI
Security
- Asset Database:
AF Information
Data server elernent:
summary

The Data server element will be the element in AF under which all MDB
maodules are synchronized,

Important Security Motice: To prepare the Asset server for migration, this
wizard will create a unique Windows group on the Asset server computer,
If you don'twant to use the default group, click Configure group. (You
cannot use the default group if your Asset server is on the Domain

Controller.)
Configure group...

| <Back || Met> ||[Edtwithoutfinishing | [@Help |

5. Click the Asset Server Browse (ellipsis *..").
Specify Asset Framework Server

Complete these steps.

1. Click Add AF Server in the upper left of the window.

& AF Servers == -
3 Add AF Server |® Connect o Sef as Default 5 Properties
p -]

Mame Host User Description Default Databa...
& APPSERV... APPSERVHIST

oK | | Close
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2. Inthe PT AF Server Properties window, if you installed AF server software
on the SQL computer, type the SQL server computer name in the Name
text box, and click Connect.

Ifyou installed AF software on the Historian computer, type the Historian
server computer name in the Name text box, and click Connect.

o Pl AF Server Properties = = -
General

Marme: IUMI-SQL I Renarne

Description: | <Mok Connecked:=

Host: [um1-sc] | port:  [s457 |
Account: | | Timeout: |300 | seconds
ID: [509aadee-Seee-4hTc-hed4-4el a322b64c2 |
Time Zone: | |
Version: | |
Aliases:

X B

Extended Properties  Security
Configure Active Directory Access For Contacks

| OF | | Cancel | | Apply |

3. Click Yes if the 'save your changes' warning appears.

B-WIN-DOULMQOAR 2

Before connecting your changes must be saved. Do you want to
continue?

4. In the AF Server Properties window, click OK.

The computer name is listed in the AF Servers window.
Remove Unnecessary Servers
Complete these steps to remove servers.

1. Right-click the name of any server other than the server you specified in
the previous step and choose Remove.

& AF Servers == -

I Add AF Server @ Connect © Sef as Default 5 Properties

Fiter B |
Mame Host User Description Default Databa...
i APPSERV. . puammanrasier

T B-WINTID..| & Add AF Server 0.

@ Connect

@ Connect As...

[#] Refresh

X [Remore.] ok [ e

Rename

“%f  Properties
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2. When asked ‘are you sure; click Yes.
3. After the server is removed, click OK.
Connect AF Server, Database, and Element
Complete these steps to connect the AF server, database, and element.
1. From the Asset server pull-down list, choose the server you specified in the
Specify AF Server section to populate Asset server.
2. Click the Asset Database Browse (ellipsis ..,).
& Pl MOB to AF Preparation Wizard (Administrator) = | = -
Pl MDB to AF Preparation Wizard
Welcome Before you can migrate, you must connect to an Asset server, database, and element under which the MDB is synchronized.
Click Help for more information,
Data server Asset Server: lz‘
Security
- Asset Database: | v" |
AF Information
Summary Data server element: IUM‘I-HIST ModuleDB " I

164

The Data server element will be the element in AF under which all MDB
maodules are synchronized,

Important Security Motice: To prepare the Asset server for migration, this
wizard will create a unique Windows group on the Asset server computer,
If you don'twant to use the default group, click Configure group. (You
cannot use the default group if your Asset server is on the Domain

Controller.)
Configure group...

[ <Back || Mex> ||[Edtwithoutfinishing | |

3. In the Select Database dialog box, click New Database.

Select Database

7 Delete Database 50 Database Properties (8 Edit Security

E

¢
>
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4. In the General tab of the Database Properties dialog box, type the name of
the database.

The name can be any name you desire. We recommend '"MDBSync'

5. Click OK.

General | Counts

Mame:

Description:

Server: LM1-50L

Extended Properties (07 Securit:

I | Cancel | | Apply |

6. In the Select Database dialog box, select the database that you just typed
and click OK.

'aﬂewDatabase 75 Delete Database ﬁDatabaseEroperties (5 Edit Security

Assel server: ’iUMl-SQL w " ”§” Conneck |

Databases:

MDBSynC
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7. In the AF Information window, the database you created is shown in the
Asset Database field. Click Next.

& Pl MOB to AF Preparation Wizard (Administrator) = | = -
Pl MDB to AF Preparation Wizard
Welcome Before you can migrate, you must connect to an Asset server, database, and element under which the MDB is synchronized.
Click Help for more information,
Data server Asset Server |WUM‘I-SQL v" |
Security

Asset Database:

AF Information

Summary Data server element: |UM‘I-HIST ModuleDB " |

The Data server element will be the element in AF under which all MDB
maodules are synchronized,

Important Security Motice: To prepare the Asset server for migration, this
wizard will create a unique Windows group on the Asset server computer,
If you don'twant to use the default group, click Configure group. (You
cannot use the default group if your Asset server is on the Domain

Controller.)
Configure group...

[ <Back |[ Nex> || Edtwithoutfinishing | | @

The Element Does Not Exist dialog box appears.
8. Click Yes.

Element Dioes Mot Exist -

The elernent Ub1-HIST ModuleDE does not exist on &sset server
URA1-30L, Do you want to create it now?

‘ Yes I | Mo | | Cancel |

9. In the PI MDB to AF Preparation Wizard Summary window, click Finish.
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Add New Mapping
Complete these steps to create a link between system users and the

Historian server.

1. On the virtual image desktop, click the Windows icon and click the
System Management tile.

@ Dan HIST OEM 4.00 Test 1 on dhcp-10-88-33-208.ra-int.com o B R

File View VM

Bl E GRS

Administrator & & 0

= & £ @ ®

Administrative System FactoryTalk
Control Panel Tools Internet Explorer Run Management... Administration...

E Q0 % 0O e BH B

Command Start FactoryTalk Stop FactoryTalk
Server Manager PlantPAx Utilities This PC Network Prompt Task Manager Historian SE Historian SE

®

2. On the PI System Management Tools (Administrator) window, expand
the Security menu and choose Mappings and Trusts.
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3. Click the New Mapping icon.

i3 Mappings & Trusts - Pl System Management Tools (Administrator)
File  Wiew Tools Help

Servers B4 &€ m @
|5&am‘] P| —|—|
Servers New... i
UMI-HIST apping Server Collective  Description Pl Identity Enabled
L BUILTINAdministeat, . UMT-H FTHAdministrat..  True

Systemn Management T ools
Search P|
[ Alarns
[» Batch
Ciata
Interfaces
IT Paints
Operation
Faintz
Security
Databasze Security
Firewall
|dentities, Users, & Groups

Mappings & Trusts]

ecunty Sethngs

[N

4. On the Add New Mapping dialog box, click the Windows Account
Browse (ellipsis “...).

2 Add Mew Mapping -
Windows Account: |F|equired | D
windows SID: | | [
Drescription:

Server. [UM1-HIST v

FI [dentity: |F|equired | l:l

[] Mapping i dizabled

Cancel

5. Type 'Administrator’ for the object name and click Check Names.

Select User, Computer, or Group -

Select thiz object type:

|User, Group, or Built-in security principal | | Object Types... |

FErom this location:

|System.PIantPAx.IocaI || Locations... |

Enter the object name to select [examples):

dministrator I LCheck Names I

o] o]

6. Type network credentials, if prompted.
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7. On the Multiple Names Found dialog box, select the 'Administrator’
account and click OK.

Multiple Names Found -

More than one object matches the following object name: “Administrator'',
Select an object from this list or, to reenter the name, click Cancel.

Matching names:

ar

0 or
S Adminiztrators

Adminigtrators System. PlantPas. ..

| Ok, || Cancel |

8. On the Select User, Computer, or Group dialog box, click OK.

Select User, Computer, or Group -

Select thiz object type:

|User, Group, or Built-in security principal | | Object Types... |

FErom this location:

|System.PIantPAx.IocaI || Locations... |

Enter the object name to select [examples):

Adminiztrator LCheck Names

——

9. On the Add New Mapping dialog box, type ‘piadmin’ in the PI Identity
text box, and click Create.

8 Add New Mapping -
Windows Account: |SYSTEM\Administrator | l:l
‘windows S10: | 515211 34388844?-2?8355555|
Drescription:

Server. [UM1-HIST v

Pl Identiy: [eiaci] 1]

[T Mapping iz disabled

| Create || Cancel |

10. In the Mappings window of the Mappings tab, you see the following two

identities.
Mappings | Trusts |
Mapping Server Collective  Description Pl Identity Enabled
5 BUILTIN Administrat.. UM1-HI. FTHAdministat...  True
_‘?_;_ SYSTEM\Administrator - UM1-HI... piadmin True
PP an_pupien—
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Restart Services
Complete these steps to restart the PI AF Link Subsystem service.
1. On the desktop, click the Programs I icon and choose Rockwell
Software>FactoryTalk Historian SE, right-click System Management
Tools, and choose 'Run as administrator"
Open
Open file location
Run as administratar I
Troubleshoot compatibility
Pin to Start
Pin to Taskbar
Restore previous versions
: Send to 3
| FactoryTalk Histg Cut
1 Help Copy
Interface Confi -
% :'T[:B:ceAF:’n <h Create shortcut
o repa
Start FactoryTalk D | Accessibility ,
Stop FactoryTalk [REmam | Administrative Tools ¥
a System Explorer { Sort by Mame . CodeMeter 4
a System Explorer Properties . Maintenance 3
m System Management ools 1. FactoryTalk Activation . Rockwell Soff
ﬂ System Tray . FactoryTalk Alarms and Events . Startup 4
. Uninstall FactoryTalk Historian Site Edition . FactoryTalk Historian SE . Windows Accessories ¢
. FactoryTalk Tools . Windows System 4
bAREHRate Windows L] Desktop
[} FactoryTalk Administration Console . _Q PCsettings
p Search
ﬁ Store
L VMware 3
2. In the PI System Management Tools dialog box, under Servers, select the
Historian Server by checking the box for your server.
File  View Tools Help
Servers a
Search pel
Servers Alarm Groups  SOC Alams
Elv] UMTHIST
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3. On the left side of the window, in System Management Tools, click the
arrow to expand the Operation menu entry and choose PI Services.

i 8 Pl System Management Tools (Administrator) = | =
File  Wiew Tools Help
Servers \)& &
|5&am‘] p|
Servers Alarm Groups  SOC Alams

UM1T-HIST

Systemn Management T ools
Search p|
[+ Alarmns
[ Batch
[» Data
I Interfaces
I 1T Paints
4 Operation
AF Link
Archives
Backups
Licenzing
Meszage Logs
Module Databaze
Metwork Manager Statistics
Fl Yersion
Reazon Tree

B e T E T NI NP P S NI NP

4. In the right-hand panel, right-click 'PI AF Link Subsystem (Running)' and
click Stop Service.

i Pl Services - Pl System Management Tools {(Administrator) I;IE
File  ‘iew Tools Help

Servers @ B 2| @

|search ol = @ UM1HIST
Servers D;r? FTHConnector [Running)

UM1-HIST D;r? Pl Metwork. Manager [Running]

-1 Pl Message Subsystem [Running)
- Pl License Manager [Running)
-} Pl Update Manager [Running)
- Pl Base Subsystem [Running)
- Pl Snapshat Subsystem [Running)

D;r? Fl Archive Subsystem [Running]
System Management Tools

Search p|

[ Alarns

[» Batch ¥ . In] Start Service Ctrl+T

I» Data Pl Totalizer Subsystem [Funni .

I+ Interfaces D;r? Pl Alarmn Subsyster [Running] stattBaseiservice SECE Al

I 1T Paints -} Pl Performance Equation Schel @ Stop Service Ctrl+X I

4 Operation D;r? Fl Batch Subsystem [Funning "
AF Link. D;r? FIPC Log Server [(Running] . Automatic Crl +2,
Archives D;r? Pl Ramp Soak Simulator [rmp, Manual Ctrl+l
Rarkins [l Pl Random Simulator [random Rl Fra L m
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S. Wait until the service sh
and select Start Service.

ows 'PI AF Link Subsystem (Stopped); right-click

i 8 Pl Services - Pl Systerm Management Tools {(Administrator)

_I:II

FIEEIETID

File  ‘iew Tools  Help
Servers b o~
|5&am‘] p| =N
Servers ..
UM1T-HIST

System Management Tools
Search 2 |

[» Data

I Interfaces

I 1T Paints

A Operation
AF Link
Archives

The restart is successful
service shows.

[+ Alarms [
[ Batch s
- Pl Totalizer Sub:
- Pl Alam Subsys

Stop Servi Chrl+3
-1 Pl Perfarmance SRR a
-l Pl Batch SUbS.‘r'. Autormatic Cirl+48,
D;;f: FIPC Log Serve,

Manual Ctrl+]

D;;f: Fl Ramp Soak 5

& IM1-HIST
D;;f: FTHConnector [Running)

- Pl Metwark Manager [Funning)
- Pl Message Subsystem [Running)
-]} Pl License Manager [Running)
-} Pl Update Manager [Running)
- Pl Base Subsystem [Running)
-} Pl Snapshat Subsystem [Running)
- Pl Archive Subsystem (Running)
- Pl Backup Subsystem [Running)

i

P Start Service Ctel+T
Start Base Services  Ctrl+B

if 'PI AF Link Subsystem (Running)'

6. Repeat step 4 and step 5 for PI Base Subsystem.

Verify Synchronization

Complete these steps to verify

1. Start PI System Manage

the MDB to AF synchronization.

ment Tools by clicking the Programs ﬂ icon and

choosing Rockwell Software>FactoryTalk Historian, right-click System
Management Tools, and choose Run as administrator.

The PI System Management Tools dialog box appears.

2. On the left side of the window, in the System Management Tools pane,

click the arrow to expan

d the Operation menu entry and choose AF Link.

T Pl System Ma
File  Wiew Tools Help

Servers
|5&am‘] 2 | @

Servers D UMTHIST
UMTHIST

Systemn Management T ools

Search P|
[+ &larms

[» Batch

[» Data

I Interfaces

[ 1T Paints

4 Og o
archives

Backups

@@

DataServer  DataCollective  Asset Server  Module Database Status  Batch Database Status

BE |

nagement Tools (Administrator)

L1-50L InSync
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3. Select the Historian server for which you want to verify the
synchronization:

o Ifthe synchronization is operating correctly, a green icon appears next
to the name of the server.

#. MDB to AF Synchronization - PI System Management Tools (Admini...[ = [ 2
File View Tools Help

Collectives and Servers @ @ [# | @
|-"_='='-’¢’- Plp arye Pl Collective ~ AF Server Cument Status
& B-WIN-DOULMQOAR B-WIN-7ID302JN2  InSync

Servers ~
B-WIN-DOULMQOAR |+

o Ifsynchronization cannot be completed, a red icon appears. Click in
the System Management Tools dialog box for information on how to
diagnose and solve the problem.

IMPORTANT  To continue with the setup process, log off the computer and log on as the new
(administrator) user you created (see Create an Administrator User Account on

page 111).

Complete Historian Configuration

When the template is installed, we recommend that you review a FactoryTalk

publication at http://literature.rockwellautomation.com/idc/groups/literature/

documents/in/hse-in025.pdf ).

IMPORTANT  See the pages referenced in the FactoryTalk Historian SE Installation and
Configuration Guide, publication HSE-INO25A:
»  Verify that Historian Services are Running (page 53)
« Verify that Historian Server is Updating Data for Default Tags (page 55)
«  Create Security Mappings (page 71)
+ Adding the Server to the FactoryTalk Directory Connection (page 78)
« Assigning License Activations to the Historian Server (page 88)
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Configure the Batch Virtual Server

This section provides two options: install FactoryTalk Batch independently or
with FactoryTalk eProcedure.

Specify FactoryTalk Directory Location
Complete these steps to specify the FactoryTalk Directory location.

1. On the virtual image desktop, click the Programs ﬂ icon and choose
Rockwell Software>FactoryTalk Tools>Specify FactoryTalk Directory

Location.
Imm K it . Accessibility ]
i’@ FactoryTalk Diagnostics Counter Monitor ) .. Administrative Tools 3
@ FactoryTalk Directory Cenfiguration Wizard .. Hiprom Software ]
i @ FactoryTalk Help . Maintenance 3
FactoryTalk Live Data Test Client .. Microsoft SOL Server 2002 »
| FactoryTalk Security System Configuration Guide .. Microsoft SQL Server 2012 »
B} Import RSSecurity Configuration |, BOOTP-DHCP Server v | | Rockwell Software
€ Log On to FactoryTalk |, FactoryTalk Activation v ||, Startup ’
ﬁ! R55ecurity Emulator Install | FactoryTalk AssetCentre Client 4 VMware 3
{5 Specify FactoryTalk Directory Location I |, FactoryTalk AssetCentre Server b | | Windows Accessories ]
Windows Firewall Configuration Utility .. FactoryTalk Tools . Windows System 3
Ju RSLinx + |BY Adobe Reader XI
FactoryTalk Administration Console || Desktop
13 PCsettings
a p Search
£ Store
o »
5 e 5 % % ﬂj’)} ;3:{2::6

2. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..").

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak. |

Computer hosting directory server [connected) Cancel |

localhost Hel
elp |

IMPORTANT  Browse can be inactive if Network Discovery and File Share are not
enabled.

3. In the Login User dialog box, type your User name and Password and
click OK.

TIP Use the User name and Password you created for your local (step 6 on
page 125) and network (step 5 on page 125) FactoryTalk Directory.
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4. In the FactoryTalk Directory Server Configuration dialog box, click
Remote Computer.

5. Type the name of your PASS server, or click Browse (ellipsis '.."), search for,
and select your PASS server.

FactoryTalk Directory Server Configuration -

Use the FactoryT alk Directory installed on:
" Thiz computer
LCancel

+ RBemate computer

[P J

6. Click OK
7. On the FactoryTalk Directory Server Location Utility dialog box, click
OK to accept the changes.
FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [unknown)] Cancel |

PASSON El I

8. Restart the AppServ-Asset virtual machine.
Install FactoryTalk Batch
The Batch virtual server provides efficient, consistent predictable batch
processing and supports the reuse of code, recipes, phases, and logic. FactoryTalk
Batch combines the ISA S88 standard with proven technology that provides the

flexibility you need to supply your product to market faster.

1. On the desktop, double-click the Batch Installation icon.

Recycle Bin

A

Programs

P

Batch wh

Installation

2. When the Setup window displays, click Next.
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3. In the FactoryTalk Batch Customize window, click FactoryTalk Batch
v13.00, Server Components, and Client Components.

4. Uncheck FactoryTalk Event Archiver.
5. Click Next.

FactoryTalk Batch

Customize

] FactonyTalk Batch 13,00
Server Components
Client Components

4 [] FactoryTalk Bvent Archiver+13.00
[[] Database
[] Managernent Tool

4 [] FactoryTalk eProcedure +13.00
[[] Server Cornponents
[[] Client Compaonents

4 [] FactoryTalk Batch Material Manager +13.00
[[] Server Cornponents
[[] Client Compaonents

6. Click “Yes, allow changes to this computer’ and click Next.

i X
FactoryTalk Batch

Permission Requested

Changes that will occur

Groups or COM+ Roles required for FactoryTalk Batch may
be created.
What groups?

The user account specified during installation may be:
» Added to the appropriate groups
» Added to the existing Administrators group
» Used to run the FactoryTalk Batch Server Service
» Used to run the FactoryTalk Event Archiver Service

I Yes, allow changes to this computerl

Back Mext

176 Rockwell Automation Publication 9528-UMOO0TF-EN-P - August 2018



Configure the Servers  Chapter 4

7. Click Network Directory and click Next.

- X

FactoryTalk Batch

Options

Directory

(@) Network Directory
() Local Directory

Recipe Storage
D Store recipes in SQL Server instead of on local drive

System Setup
|:| Add this computer to an existing FactoryTalk Batch System

8. Type a user name and password for the batch server.

9. Click Install.

10. On the EULA page, read the license agreement and click 'Accept all.

End User License Agreements

Please read and accept all license agreements.

Rockwell Automation Technologies Inc

ROCKWELL AUTOMATION END USER LICENSE al

AGREEMENT
Rev (02/201E)

IMPORTANT—READ THIS AGREEMENT CAREFULLY

Thig end user license agreement "ELULA" is a legal contract between
You (either an individual or a single entity) and Rockwell Autamation, Inc.
["Rockwell Autamation far the Software product(s) and Documentation
that Rockwell Automation licenses to You. ROCKWELL AUTOMATION
1AL IS TA T IRFRSF THRE SOFTWWARFE AN DO IMERTATION TO)

L%

I Accept all I| Decline |
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The installation starts. Be patient.

FactoryTalk Batch

We'll take it from here.

Some updates may require you to restart your computer
before the installation completes,

(¥a]
-
~0
[=

Cancel

Configuring FactonyTalk Directony

The existing FactoryT alk Directories have been backed up ta the files:
FactoryT alk Local Directory backup in progress.

Locallrstall5023. bak

The backup files can be found in the following ‘wWindows file folder:

|I::\F'rogramD ata'RockwelhBNAServerBackups

Backup locations have alzo been logged ta FactorT alk Diagnostics.

11. The installation completes.

FactoryTalk Batch

That's it!
FactoryTalk Batch is ready to use

Installation Summary

Want to know when there is an update?
Register for updates

Want to install Adobe Acrobat Reader?
Download it free

Close

12. Click Close.
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Install FactoryTalk eProcedure

The eProcedure template lets you step through the process of creating and

commanding a batch. You can view equipment or procedures for batches running
within the plant.

IMPORTANT  You must have FactoryTalk Batch installed on the server to complete the
following procedure.

1. Repeat step 1 through step 4 for Install FactoryTalk Batch on page 175.

2. In the FactoryTalk Batch window, click FactoryTalk eProcedure v13.00.

4 X

FactoryTalk Batch

Customize

FactoryTalk Batch v+13.00 @

FactoryTalk Event Srchiver w13.00 0.0 MB
/| FactoryTalk eProcedure w13.00 I 213.5MB
[[] FactoryTalk Batch Material Manager +13.00

otal: 213.5MB

Location:
C\Program Files (x86)\Rockwell Software II'

3. Click Next.
4. Click Network Directory and click Next.

FactoryTalk Batch

Options

Directory

o) Network Directorf
(O Local Directory

PR
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5. Type a user name and password for the batch server.
6. Click Install.
7. On the EULA page, read the license agreement and click ‘Accept all.

End User License Agreements

Please read and accept all license agreements.

Rockwell Automation Technologies Inc

ROCKWELL AUTOMATION END USER LICENSE A
AGREEMENT

Rev (02/2015)
IMPORTANT—READ THIS AGREEMENT CAREFULLY

This end user license agreement ("EULA" is a legal contract between

Yfou (either an individual or a single entity) and Rockwell Autamation, Inc.
["Rockwell Autamation) for the Software product(s) and Docurnentation

that Rockwell Automation licenses to You, ROCKWELL AUTOMATION

IS WAL LIRS T L IRFRSF THE SOFTWWARE AR DO IMERTATION T 1Y

I Accept all I| Decline |

The installation starts. Be patient.

FactoryTalk Batch

We'll take it from here.

Some updates may require you to restart your computer
before the installation completes.

Cancel
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The installation completes.

FactoryTalk Batch

That's it!
FactoryTalk Batch is ready to use.

Installation Summary

Want to know when there is an update?
Register for updates

Want to install Adobe Acrobat Reader?
Download it free

Close

8. Click Close.
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Install FactoryTalk Event Archiver

Complete these steps to install the FactoryTalk Event Archiver to insert batch
record data.

IMPORTANT  You must have FactoryTalk Batch installed on the server to complete the
following procedure.

1. Repeat step 1 through step 3 for Install FactoryTalk Batch on page 175.

2. In the FactoryTalk Batch window, click FactoryTalk Event Archiver
v13.00.

—

FactoryTalk Batch

Customize

FactoryTalk Batch v+13.00 @

FactoryTalk Event Archiver 13,00
FactoryTalk eProcedure w1300 (D)

[] FactaryTalk Batch Material Manager +13.00

Total: 3.8 MB

3. Click Next.
4. Type your SQL server name.
Use defaults for FactoryTalk Batch Events and “With Reporting Services.

— X
FactoryTalk Batch

Archiver SQL Connection

Server Mame: BATCH

Instance Name: APPSEN-SQL-TH

Data Source Name; FactoryTalk Batch Events
With Reparting Services

[] Use SOL Authentication

= e
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5. Click Next.
6. Type the instance name as your server.
7. Type a period (.) for the instance to denote server.

Use defaults for FactoryTalk Batch Events and “With Reporting Services.

FactoryTalk Batch

Archiver SQL Connection

Server Name: AppServ-5QL-T1|
Instance Mame:

Diata Source Name:  FactoryTalk Batch Events
With Reporting Services

[ Use SOL Authentication

(D Management Tool feature will not be installed since a
remote server name is spacified for the event database

Back Mext

8. Click Next.
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Configure the Windows Firewall (Optional)

To configure the Windows firewall, complete these steps.

1. On the virtual image desktop, click the Programs icon and choose
Rockwell Software>FactoryTalk Tools>Windows Firewall Configuration

Utility.
?
1
Lontro
5 FE Diagnostics Viewer ) 1 Accessibility 3
i’@ FacteryTalk Diagnestics Counter Monitor - Administrative Teols 4
@ FactoryTalk Directory Configuration Wizard . Hiprom Software 4
@ FactoryTalk Help . Maintenance 3
£ ] FactoryTalk Live Data Test Client . Microsoft SOL Server 2008 »
'E FactoryTalk Security System Configuration Guide . Microsoft 5QL Server 2012 »
ﬂ Impert R55ecurity Configuration .. BOOTP-DHCP Server v | | Rockwell Software
e Log On to FactoryTalk . FactoryTalk Activation v | | Startup 4
ﬁ' R55ecurity Emulator Install . FactoryTalk AssetCentre Client r| L VMware 4
Specify FactoryTalk Directory Location .. FactoryTalk AssetCentre Server v | | Windows Accessories 4
‘Windows Firewall Configuration Utility . FactoryTalk Tools . Windows System 4
.. RSLinx + B8 Adobe Reader XI
FactoryTalk Administration Console || Desktop
Q PC settings.
O p Search
a Store

»l 6:22 AM
-~ [B®D 3/18/2016

2. If the firewall has not been enabled, the following dialog box can open.
Click Yes to enable the fire wall and continue.

Windows Firewall [ <]

‘Windows Firewall cannot run because the Windows Firewall{Internet Connection Sharing {ICS) service is not running. To use
‘Windows Firewall, you must start the Windows Firewall{ICS service, If you configure exceptions for applications or services

that were running before you started Windows Firewall, you might have to restart yvour computer so that these applications
and services run properly. Do you want Eo start the Windows Firewall/ICS service?
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3. In the Rockwell Software Windows Firewall Configuration Utility
window, click Accept.

Rockwell Software Windows Firewall Configuration Utility v1.0.7.1 =B =

Accept

Decline
The items below are a list of suggested configuration changes for the Windows Save

Firewall. These changes are needed fo allow correct operation of your Rockwell
Saftware products. If you choose to both decline these changes and enable the
Windows Firewall, consult with your local nefwork administration or security
professionals fo defermine how o best protect this computer while operating your
automafion system

Windows Firewall Configuration Utility

Click the Decline bufton to discard these changes and exit this dialog. Click the
Accept button o apply these changes to the Windows Firewall and exit. Click the the
Save button to wnite the changes to & file without modifying the Windows Firewall
configurafion. See G:\Documents and Seftings\All Users\Application

Data\ WFCUWFCULog.tt for a log file of this and previous WIFCU operations

Copyright @ 2011 Rockwell Automation Technologies, Inc. Al nghts reserved.

4. Click OK on the Confirm Windows Firewall Changes dialog box.

The utility configures the Windows firewall and the firewall is set to a new

state (if different).
Complete Batch Installation

At this point, the FactoryTalk Batch virtual server is ready for use. Review the
Installation Guide for FactoryTalk Batch, publication BATCH-IN002.

We recommend that you use a domain. If the Batch server is in a workgroup,
complete these additional tasks:

e Add an incoming firewall rule

o Disable Administrative Approval Mode

For these procedures, see the Batch Installation Guide (‘Configure Batch Server
to run in a Workgroup’) and the eProcedure manual.

o The FactoryTalk Batch Installation Guide is in your template at c:\Batch
Installation Software\13.01.00-FTBatch-ePro-DVD\Docs.

o The FactoryTalk Batch Administrator’s Guide is in your template at c:\
Program Files (x86)\Commion Files\Rockwell\Help.
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Configure the Asset Management Virtual Server

An asset management server (AppServ-Asset) helps to manage and maintain
plant operations. The AppServ-Asset server provides controller data backup for
disaster recovery, diagnostics, calibration, and real-time monitoring. The

server also audits equipment and network health to improve overall

resource availability.

Configure a Firewall

This section describes how to enable a firewall.

IMPORTANT  Before proceeding, there must be a connection between this computer and the
computer where the FactoryTalk Directory resides. There must also be a
connection between this computer and the SQL server.

Complete these steps.

1. On the virtual image desktop, click the Programs ﬂ icon and choose
RockwellSoftware>FactoryTalk Tools>Windows Firewall Configuration
Utility.

ontrol Svst

Diagnostics Viewer . Accessibility 3
;f@ FactoryTalk Diagnostics Counter Monitor .. Administrative Tools 4
'@ FactoryTalk Directory Configuration Wizard | | Hiprom Software »
!@ FactoryTalk Help | . Maintenance 4
FactoryTalk Live Data Test Client i J Microsoft SQL Server 2008 »
%) FactoryTalk Security System Configuration Guide = | , Microsoft SQL Server 2012 »
€ Import RSSecurity Configuration | .. BOOTP-DHCP Server ¥ | | Rockwell Software
éw Log Onto FactoryTalk | | FactoryTalk Activation ¥ | | Startup 3
ﬁl RSSecurity Emulator Install . FactoryTalk AssetCentre Client v L VMware 3
Specify FactoryTalk Directory Location . FactoryTalk AssetCentre Server ¥ | | Windows Accessories 4
Windows Firewall Configuration Utility . FactoryTalk Tools . Windows System »
. RSLinx ’ Adobe Reader XI
FactoryTalk Administration Console ||| Desktop
Q PC settings
a ‘}3 Search
a Store

» 622 AM
rograms ||« |5 BB 31000

2. Ifthe firewall has not been enabled, the following dialog box can open.
Click Yes to enable the firewall and continue.

Windows Firewall [ <]

‘Windows Firewall cannot run because the Windows Firewall{Internet Connection Sharing {ICS) service is not running. To use
‘Windows Firewall, you must start the Windows Firewall{ICS service, If you configure exceptions for applications or services

that were running before you started Windows Firewall, you might have to restart yvour computer so that these applications
and services run properly. Do you want Eo start the Windows Firewall/ICS service?
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3. In the Rockwell Software Windows Firewall Configuration Utility
window, click Accept.

| Rockwell Software Windows Firewall Configuration Utility v1.0.7.1 = | t=f] &2

Windows Firewall Configuration Utili
g ty Decline

The items below are a list of suggested configuration changes for the Windows Save

Firewall. These changes are needed to allow comect operation of your Rockwel!
Software products. If you choose to both decline these changes and enable the
Windows Firewall, consult with your local network administration or secunty
professionals fo determine how to best protect this computer while operating your
gutomation system.

Click the Decline button to discard these changes and exit this dialog. Click the
Accept button to apply these changes fto the Windows Firewall and exit. Click the the
Save button to write the changes to a file without modifying the Windows Firewall
configuration. See C:\Documents and Settings\All Users\Application
Data\WFCGLN\WFGULog.txt for a log file of this and previous WIFCU operations.

Copyright © 2011 Rockwell Automation Technologies, Inc. All rights reserved.

pr=———

4. Click OK on the Confirm Windows Firewall Changes dialog box.

The utility configures the Windows firewall and the firewall is set to a new

state (if different).

Specify FactoryTalk Directory Location
In this section, you specify the location of the FactoryTalk Directory.

Complete these steps.

1. On the virtual image desktop, click the Programs L1 icon and choose
Rockwell Software>FactoryTalk Tools>Specify FactoryTalk Directory

Location.

4 & = ¥

é _‘T .. |

Control Svs
E Diagnostics Viewer 1 | Accessibility 3
i@ FactoryTalk Diagnostics Counter Monitor > .. Administrative Tools ]
@ FactoryTalk Directory Configuration Wizard .. Hiprom Software »
@ FactoryTalk Help : . Maintenance 3
FactoryTalk Live Data Test Client : . Microsoft SOL Server 2008 »
3 FactoryTalk Security System Configuration Guide ) = .. Microsoft SQL Server 2012 »
B} Import RSSecurity Configuration . BOOTP-DHCP Server v | | Rockwell Software
€ Log On to FactoryTalk .. FactoryTalk Activation b | J Startup ]
ﬁ' RS5ecurity Emulator Install . FactoryTalk AssetCentre Client b VMware 3
{E Specify FactoryTalk Directory Location I | FactoryTalk AssetCentre Server » | L Windows Accessories ]

Windows Firewall Configuration Utility | FactoryTalk Tools . Windows System 3
. RSLinx + |y Adobe Reader XI
FactoryTalk Administration Console || Desktop
Q PC settings
G p Search

&) Store
e

- BRG g2 |
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IMPORTANT  Browse can be inactive if Network Discovery and File Share are
not enabled.

2. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..").

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [connected) Cancel |

localhost Hel
elp

3. In the Login User dialog box, type your User name and Password and
click OK.

TIP Use the User name and Password you created for your local and
network FactoryTalk Directory. See step 5 on page 125 for the network
directory and step 6 on page 125 for the local directory.

4. In the FactoryTalk Directory Server Configuration dialog box, click
Remote Computer.

5. Type the name of your PASS server, or click Browse (ellipsis '.."), search for,
and select your PASS server.

FactoryTalk Directory Server Configuration -

Use the FactoryT alk Directory installed on:
" Thiz computer
LCancel

+ RBemate computer

[P J

6. Click OK

7. On the FactoryTalk Directory Server Location Utility dialog box, click
OK to accept the changes.

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [unknown)] Cancel |

PASSON El I

8. Restart the AppServ-Asset virtual machine.
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(reate a New Inbound Rule

There must be an inbound rule that allows a connection through the firewall to

the AppServ-Info (SQL) server.

1. On the virtual image desktop, click the Programs
Administrative Tools>Windows Firewall with Advanced Security.

. Terminal Services

o &

Component Services

B

Computer Management

Defragment and Optimize Drives

W

Disk Cleanup

L

Event Viewer

Internet Information Services (I1S) 6.0 Manager

o o

Internet Information Services (I15) Manager
iSC5I Initiator

v

i Local Security Policy
§r Microsoft NET Framework 1.1 Configuration . Accessibility
% Microsoft .MET Framework 1.1 Wizards . Administrative Tools
E ODBC Data Sources (32-bit) . Hiprom Software »
5 ODBC Data Sources (64-bit) . Maintenance »
{ @ Performance Menitor . Microsoft SOL Server 2008 »
@ Resource Monitor . Microsoft 50L Server 2012 ¢
_i Security Configuration Wizard . Rockwell Software 4
e Server Manager . Startup 4
;. Services . VMware 4
2] System Configuration . Windows Accessories 4
System Information . Windows System 4
Task Scheduler Adobe Reader XI
Windows Firewall with Advanced Security I, || Desktop
Windows Memery Diagnostic Q PC settings
Windows PowerShell (x86) p Search
Windows PowerShell ISE (x86) ﬁ Store
; 3 Windows PowerShell [SE S  8:05AM
@ Windows Server Backup = ﬂ:ﬁ % ﬂ)) 3{38}'2016

icon and choose

2. In the Windows Firewall with Advanced Security, click Inbound Rules.

3. Right-click Inbound rules and select New Rule.

@ Windows Firewall with Advanced Security (- [= [T
File Action View Help
= #= = H
0 Windows Firewall with Advanct| bound R Actions
Inb:
Iﬂ..ﬂ....‘.’..‘ﬂ‘. New Rule.. G ~ || Inbound Rules -~
Outbo texe |
*x Conne Filter by Profile N || &8 NewRule..
B Monit . 2 . =
I %% Monitg Filter by State o | S Filter by Profile 4
Filter by Group b int.exe S Filter by State =
View » fniexe ' Filter by Group »
nt.exe
Vi 4
Retich t Web Site e
Export List... ClientMultiplexer.exe |G} Refresh
Help ClientMultiplexer.exe |5+ Export List...
@'Evm(l?entl\dult?plaer.ae ﬂ Help
@EventCIlentMuItlpIa(er.a(e =
% il I 5 fT"—I—“--T’“--‘”'"”'-'--'" 7 EventClientMultiplexer.exe =«
Mew Rule...
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4. In the Rule Type dialog box, click Port and then click Next.

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rl Type What type of rule would you like to create?
@ Protocol and Ports
@ Action ) Program

@ Frofie Rule that cortrols connections for a program.

@ Name ® Port
Rule that controls connections for a TCF or UDP port.

O Predefined:
|B|anc:hCac:he - Content Retrieval (Uses HTTP)

Rule that controls connections for a Windows experience.

() Custom
Custom rule.

5. In the Protocol and Ports dialog box, click TCP and Specify local ports.
6. Type '1433' as the specific local port. This port is the one affected by the

new rule.

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports
@ Action ) UDP

@ Profile
@ Name
Does this rule apply to all local ports or specific local ports?

) Al local ports
I ® Specific local mrls:l I|1433 I

Example: 80, 443, 5000-5010
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7. Click Next.

8. In the Action dialog box, click 'Allow the connection' and then click Next.

P

Action

Mew Inbound Rule Wizard

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type

@ Protocol and Ports
& Action

What action should be taken when a connection matches the specified conditions?

® Allow the connection
This includes connections that are protected with IPsec as well as those are not.

@ Profile =
- () Allow the connection if it is secure
> il This includes only connections that have been autherticated by using IPsec. Connections
will be secured using the settings in IPsec properties and nules in the Connection Security
Rule node.
) Block the connection
<Back | Net> [|[ Cancel
In the Profile dialog box, make sure that all boxes are checked and
click Next.
P New Inbound Rule Wizard =
Profile

Specify the profiles for which this rule applies.

Steps:
@ Rule Type

Protocol and Ports

Action
@ Profile

@ MName

When does this rule apply?

Domain
Applies when a computer is connected to its corporate domain.
Private

Applies when a computer is connected to a private network location, such as a home
or work place.

Public

Applies when a computer is connected to a public network location.

<Back [ Nea> |||

Cancel
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9. In the Name dialog box, type a name for this rule and click Finish.

4 Mew Inbound Rule Wizard -

Name

Specify the name and description of this rule.

Steps:
» Rule Type
# Protocol and Ports

@ Action

@ Profil Lome:
Extemal SQL Connection| I
# Name

Description (optional):

< Back |I| Finiish || | Cancel

The firewall now permits connections to the external SQL server in a
secure manner.

Configure FactoryTalk Asset(entre Software

AssetCentre must be configured to account for changes in computer name,
FactoryTalk Directory, and SQL location.

IMPORTANT  Before proceeding, there must be a connection between this computer and the
computer where the FactoryTalk Directory resides. There must also be a
connection between this computer and the SQL server.

Complete these steps.

1. On the desktop, double-click the FTAC Server Repair icon.

The Welcome window for the FactoryTalk AssetCentre Server -
InstallShield Wizard appears.

2. Click Next on the Welcome window.
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) FactoryTalk AssetCentre Server - InstallShield Wizard -

Program Maintenance FactoryTalk’ AsseiCentre

Modify, repair, or remove the program.

O Modify
@ Change which program features are installed. This option displays the

Custom Selection dialog in which you can change the way features are
installed.

(® Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

) Remove

@ Remove FactoryTalk AssetCentre Server from your computer,
% |

InstallShield

| < Back I| MNext = || | Cancel

The 'Ready to Repair the Program'’ dialog box appears.

4. Click Install to begin.

) FactoryTalk AssetCentre Server - InstallShield Wizard -
Ready to Repair the Program FactoryTalk AssetCenire

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

| < Back I| Install |I | Cancel |

3. In the Program Maintenance dialog box, click Repair and then click Next.

5. In the Database Installer dialog box, select the name of your SQL server

from the Server pull-down menu. On the single server image, if the server
does not appear in the pull-down menu, type a dot for the server name if

using standard SQL, or type .\sglexpress if using SQL express.
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6. Login by using the Username and Password for the AppServ-Info (SQL)
or your SQL server and click Start.
) Database Installer -

‘welcome to the D atabase Installer utiliy. FactoryTalk’ AssetCentre
Thiz application will install/upgrade the database required for the application.

D atabase Name and Yersion : AssetCentre 8.00.0000.199

Fleaze specify databaze server location.

Server Juri-soL 1

Fleaze specify uzer credentials for the database server administrator. Thiz login account must
have permissions to create new databaze and modify user accounts in the dataserver, A
Windows user account cannot be used for this operation.

Username || |

Password | |

The Database User Configuration dialog box appears.
7. Type your Username, Password, and click OK.
The InstallShield Wizard Completed dialog box appears.

Database User Configuration

Flease specify the user credentials for the account that will be used by
the server to access the database. This account cannot be a Windows
User account.

Username |AssetCentre User |

I ok ||| Cancel

Password |

8. Click Finish.

ﬁ! FactoryTalk AssetCentre Server - InstaliShield Wizard -

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed FactoryTalk
AssetCentre Server. Click Finish to exit the wizard.

FactoryTalk AsseiCentre
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Configure the AppServ-OWS/AppServ-EWS Virtual Servers

This section describes procedures for configuring an AppServ-OWS and
AppServ-EWS. The procedure is the same for both servers.

Application servers for EWS and OWS allow multiple instances of EWS and

OWS workstations to be deployed by using Microsoft Remote Desktop Services
(RDS).

The Rockwell Automation software for the AppServ-OWS and AppServ-EWS

virtual templates is included and pre-installed in the virtual image templates, but

notactivated. See Activations on page 251 for activation procedures. See page 10

for product catalog numbers.

IMPORTANT  Ifyou already own individual product activations, these activations also can be
used to activate the instances of these virtual image templates you deploy.
Each instance requires its own Rockwell Automation license and Microsoft
license.

Specify the FactoryTalk Directory Location

Complete these steps to specify the network FactoryTalk Directory location for
AppServ-OWS and AppServ-EWS.

1. Click the Programs icon E and choose Rockwell Software>
FactoryTalk Tools>Specify FactoryTalk Directory Location.

The FactoryTalk Directory Server Location Utility appears.
FactoryTalk Directory Server Location Utility x|

Use thiz dialog to change the Metwark directary that this computer belongs to. This
setting affects all software that connects to the Metwork directary from this
computer.

|rUse the: FactonyT alk Directary installed on—————————— LI

Computer hosting directary server (connected) Cancel |
localhost .
| = Hep |

2. Click Browse (ellipsis '..").

3. Type your FactoryTalk Directory Administration Console credentials into
the login screen and click OK.

4. Click Remote computer.

FactoryTalk Directory Server Configuration

|Uze the FactoryT alk Directory instaled on.———————————————— oK |

" This computer

¥ Remote computer |

LCancel
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Click Browse (ellipsis '..") to navigate the network to find the computer
name of the PASS server that is hosting the FactoryTalk
Directory services.

5. Choose the appropriate PASS server name and click OK.
The Network FactoryTalk Directory location has now been specified.
6. When prompted, enter your credentials and click OK.

7. Restart the server after making this change.

Install Pl Builder Excel Add-in

In the EWS, complete these steps to install the PI Builder Excel Add-in. The
Excel spreadsheet configures bulk Historian points.

1. On the single server image, click the VS Office Resources shortcut on the
desktop.

The license terms appears.
2. Read the license, accept, and then click Install.
“ Microsoft Visual Studio Tools for Office Runtime 2010 ... |;|£-

Welcome to Microsoft Yisual Studio Tools for Office Runtime 2010 Setup
Please, accept the license terms to continue, w

ICROSOFT SOFTWARE LICENSE TERMS

>

MICROSOFT YISUAL STUDIO TOOLS FOR OFFICE RUNTIME AND .

[w]T have read and accept the license terms, @

[¥es, send information about my setup experiences to Microsoft Carporation.

For more information, read the Data Collection Policy.

]

3. If prompted that files are ‘in use; click Ignore.
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4.
5.

6.

When the installation completes, choose restart later.

To install the PIBuilder Excel add-in. double-click the PIAFClient
shortcut on the desktop.

-]

e
G

PIAF Client

Click Modify and then Next.

=)

Application Maintenance

Select the maintenance operation to perform,

(® Modify

) Repair

ET

(_) Remove

3

PI AF Client 2016 SP2 Setup = =il e

Change which application features are installed. Displays the
Select Features dialog, which lets vou configure individual
features,

Reinstall missing or corrupt files, registry keys, and shortcuts,

Preferences stored in the registry may be reset to default values,

Uninstall PI AF Client 2016 SP2 from this computer,
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7. Make sure that PIBuilder and PI AF SDK.NET 3.5 are set to be installed,
and click Next.

Select Features

Please select which features you would like ko

PI AF 5DK .MET 4 Feature Description:
PI System Explorer Pravides PI AF user quides in compiled help
- =3 ~ | Analvsis Management Ply  Form (.CHM},

This Feature will remain on your local hard
drive.

This Feature requires OKB on wour hard drive.

.

8. Click Install.

Ready to Modify the Application
Click Install to begin installation.

Install the following PI AF Client features:
=) PIAF SDK .MET 4 (Run from My Computer)

PI System Explorer (Run From My Computer)
=3 Analysis Management Plugin {Run from My Computer)
PI Builder {Run from My Computer)

PI AF SDK .MET 3.5 {Run from My Computer)

P1 &F User Documentation {Run fram My Computer)

Default Settings:

Default Asset Server: WIN-TUOSBRNI1IG6
Default Data Server: PLANTPAX
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Configure Remote Desktop Services

The AppServ-OWS and AppServ-EW'S provide PlantPAx users with an
alternative to the standard OWS and EW'S client machine (physical or virtual).
Both application servers use Microsoft Remote Desktop Services (RDS). RDS
technology allows multiple instances of the OWS and EWS from a single virtual
server.

This architecture is ideal for PlantPAx users that use thin clients as Operator and
Engineering workstations.

IMPORTANT  Avalid FactoryTalk activation is still required for each instance of the OWS and
EWS thatis in use.

i Y . Fmorfl‘allc.
Thin Client o :

ﬁ. (=) |
“mvesmosen.

Thin Client

AppServ-OWS Remote Desktop Server

Remate Desktop Session Host
FactoryTalk View SE Client
FactoryTalk Services Platform
FactoryTalk Alarms & Events
FactoryTalk Activation Client

.
.
.

AN

AppServ-0WS
Virtual Server

Microsoft RDS (formerly known as Terminal Services) is a standard role

built into the Windows server family of operating systems. RDS provides remote
access to applications and data on a remote computer over a network. This
solution minimizes the amount of information traveling across your network.

RDS can be used as an administrative tool to connect to a remote machine and
perform maintenance tasks. RDS can also be used as a thin client solution to
let remote clients execute applications or even access the entire desktop of the
host server.

The thin client solution is a transparent system that runs applications and
performs data processing and storage functions on a remote computer. This
solution minimizes the amount of information traveling across your network.
While multiple sessions can run on a single server, each user can see only their
individual session. Only the user interface is shown on client, user input from
client is redirected over the network to the remote desktop session. User's
desktops are transmitted to clients for display by using terminal emulation
software. Similarly, the software sends command functions such as keyboard
inputs and mouse clicks across the network between the client and the server.
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The PlantPax AppServ-OWS and AppServ-EW'S are pre-configured with the
RDS server role. This configuration provides a thin client solution for
FactoryTalk View SE clients.

Users, with the proper credentials, can log in into the AppServ-OWS and
AppServ-EWS and run the desired application.

One Rockwell Automation software activation key is required for each remote
desktop session.

Remote Desktop Services with FactoryTalk View SE

RDS features the following benefits with FactoryTalk View SE software:
o Increased network flexibility: RDS lets you deploy thin and ultrathin

clients on the plant floor or out in the field. The minimal requirements of
RDS clients allow for various thin products that are designed to handle
most environmental conditions. These conditions include radical
temperatures, extreme vibrations, or areas where mobility is key.

Users can gain access to an RDS over any Transmission Control Protocol/
Internet Protocol (TCP/IP) connection, including the following:

— Remote access

- Ethernet

— Internet

- Wireless

- Wide area network (WAN)

- Virtual private network (VPN)

Lower cost of ownership: A thin client typically consists only of the
operating system and the Remote Desktop Connection software. RDS
delivers a virtual Windows Server 2012 R2 experience from server to
clients, regardless of what operating system the client uses.

Minimize downtime: Upgrade your entire FactoryTalk View SE
installation with a single operation. Because FactoryTalk View SE products
install only on the server side, any future software upgrades are limited to
the server, making software upgrades on clients a thing of the past.

Improve data security: A FactoryTalk View SE architecture that uses
RDS is less vulnerable to security threats. RDS lets you focus your security
measures on the server because all data is processed on the server, which
you can manage in a secure location.

RDS has the following limitations with FactoryTalk View SE software:
o The Microsoft RDS protocol does not transfer the physical display aspect

ratio (height/width proportion) from the server to its clients. Clients need
to specify the display properties (resolution, aspect ratio, color depth, and
so forth) for each session they create. Verify the appearance of the
application visually on the Remote Desktop clients before placing the
system in a production environment, modifying graphics as necessary.
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o Ifyour FactoryTalk View SE client configuration (.cli) enables 'Show
Diagnostics List, the list shows all activity from all clients that run on the
same Remote Desktop session host. Although each instance of the
FactoryTalk View SE client runs in a separate session, they are all hosted on
the same computer. And, they share common log resources. This amount
of activity can be confusing for HMI operators because they see diagnostic
activity on their client that they did not initiate.

Additional Services

IMPORTANT  You can add additional role services to your server depending on your specific
deployment of RDS and connectivity needs. These added services can add
additional configuration beyond which this base RDS has been configured for.

TIP Remote Desktop Services uses its own method of licensing clients that log on
to Remote Desktop Services servers. This method is separate from licensing for
the Windows Server 2012 R2 family of operating systems. Therefore, AppServ-
OWS and AppServ-EWS Remote Desktop Connections must receive a valid
license. This license must be issued by a Remote Desktop Licensing Server
before they can log on to a Remote Desktop Session Host or Connection Broker.

For volume licensing of these components please contact your Microsoft
distributor.
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Configure the VantagePoint Virtual Server

AppServ-Info can be configured as a decision support tool by using FactoryTalk®
VantagePoint EMI software. VantagePoint EMI is a powerful web-based business
intelligence solution designed specifically for industrial environments with
premier Logix integration. VantagePoint EMI integrates all data into a single
information management and decision support system by connecting to your
Logix controllers, OPC data sources, Historians, and SQL/Oracle Databases.
With an AppServ-Info (VantagePoint) system element in your PlantPAx DCS
you can access your production data from anywhere including your shop floor
devices, PC, or your mobile phone or tablet.

For the creation of the virtual image template for the VantagePoint server all
pre-requisite software and services have been installed and configured. However
to give you the choice of selecting a computer name, the FactoryTalk
VantagePoint software has not been installed. After changing the computer name
follow the procedures below to install FactoryTalk VantagePoint and complete
other configuration steps.

Specify FactoryTalk Directory Location
In this section, you specify the location of the FactoryTalk Directory.

Complete these steps.

1. On the virtual image desktop, click the Programs ﬂ icon and choose
Rockwell Software>FactoryTalk Tools>Specify FactoryTalk Directory
Location.

Accessibility 3
ii@ FactoryTalk Diagnostics Counter Monitor . Administrative Tools ]
If& FactoryTalk Directory Cenfiguration Wizard . Hiprom Software 3
i I@ FactoryTalk Help . Maintenance ]
! FactoryTalk Live Data Test Client . Microsoft SOL Server 2008 »
I-“L FactoryTalk Security System Configuration Guide i __']i Microsoft SOL Server 2012 »
|E} Import RSSecurity Configuration . BOOTP-DHCP Server » | || Rockwell Software
e Log Onto FactoryTalk | FactoryTalk Activation r | J Startup 3
ﬁ! RS5ecurity Emulator Install |, FactoryTalk AssetCentre Client v VMware ’
‘E Specify FactoryTalk Directory Location I . FactoryTalk AssetCentre Server v | | Windows Accessories 1
Windows Firewall Configuration Utility FactoryTalk Tools . Windows System 3
| RSLinx » |E¥ Adobe Reader XI
FactoryTalk Administration Console || Desktop
Q PC settings
G '}:‘ Search
ﬁ Store
= »
5 fioame & lm ﬁ Iﬂﬂ) ; f‘fglﬁ

IMPORTANT  Browse can be inactive if Network Discovery & File Share is not turned on.
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2. In the FactoryTalk Directory Server Location Utility dialog box, click
Browse (ellipsis '..").

FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [connected) Cancel |

localhost Hel
elp

3. In the Login User dialog box, type your User name and Password and
click OK.

TIP Use the User name and Password you created for your local and
network FactoryTalk Directory. See step 5 on page 125 for the network
directory and step 6 on page 125 for the local directory.

4. In the FactoryTalk Directory Server Configuration dialog box, click
Remote Computer.

5. Type the name of your PASS server, or click Browse (ellipsis '.."), search for,
and select your PASS server.

FactoryTalk Directory Server Configuration -

Use the FactoryT alk Directory installed on:
" Thiz computer
LCancel

+ RBemate computer

[P J

6. Click OK
7. On the FactoryTalk Directory Server Location Utility dialog box, click
OK to accept the changes.
FactoryTalk Directory Server Location Utility -

Use this dialog to change the Metwork directory that this computer belongs to. Thig setting affects all software that connects
to the Metwork, directory from this computer.

Use the FactoryT alk Directory installed on: ak.

Computer hosting directory server [unknown)] Cancel |

PASSON El I

8. Restart the AppServ-Asset virtual machine.
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Install VantagePoint Server Software

Complete these steps to install FactoryTalk VantagePoint software.

1. Navigate to the DVD folder (c:\FT VantagePoint Install\8.00.00
VantagePoint EMI DVD) and double-click setup.exe.

o = | CAFTVantagePoint Installh8.00.00-YantagePoint-EMI-OVD
‘

S Favarites Marme Date modified
B Desktop ) Docs 2132018 11:30 Ak
& Downloads J Redist 21320181017 Ak
il Recent places J Release Motes 21372018 10:17 Bk
J Setup 2137201810017 Ad
1M This PC =% autorun.inf 81972016 1117 Ak
m Desktop 2062017 713 AM
| Documents
& Downloads
o Music
=| Pictures
& Videos

&, Local Disk (C3)

nme Share i
- 3 S
:(-:I - 1 , v This PC » Local Disk (T » FTWantagePoint Install » 8.00.00-VantagePoint-EMI-DVD »

Type

File folder
File folder
File folder
File folder

Size

Setup Information 1KBE

Application

4,842 KB

WWN

2. In the FactoryTalk VantagePoint main menu, click Install

FactoryTalk VantagePoint.

FacioryTalk VantagePoint

O | Install Factory Talk® VantagePoint

O Open Release Notes
O Discover FactoryTalk® VantagePoint

O  Open Rockwell Automation Literature Library
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3. In the Install FactoryTalk VantagePoint menu, click Install
FactoryTalk VantagePoint.

\a FactoryTalk® VantagePoint

FacioryTalk VantagePoint

Install Factory Talk® VantagePoint

Install Microsoft NET Framewark 4.6 (installed) | Select Install FactoryTalk®
3 g ‘VantagePoint to install the main
Install FactoryTalk Semnvices Platform (installed) | product.

Install FactoryTalk Activation Manager (installed)

® ® @ @

Install OPC Core Components (installed)

O Install FactoryTalk Historian SDK (installed)

© | Install FactoryTalk® VantagePoint I

O Install SQL Server 2012 or Dashboard Builder

4. Ifyou have not installed Microsoft Excel, you see this warning. Read the
warning and, according to your needs, click Yes or No.

In our example, we click Yes to show the installation of FactoryTalk
VantagePoint when Microsoft Excel is not installed in the
VantagePoint Server.

VantagePoint Setup %

& The VantagePoint Office feature will not be installed because a
' supported version of Microsoft Excel has not been installed on your
machine.

VantagePoint Server supports Excel 2010 (32-bit) and Excel 2013 (32-bit).

You can quit the setup now to install a supported version of Excel and
then re-run the setup to add VantagePoint Office.

You can continue to install other features now, and then install a
supported version of Excel and add VantagePoint Office later.

Would you like to continue with the setup now?

TIP See Install Microsoft Excel Add-In on page 209 for details on installing
Microsoft Excel add-in.
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5. In the VantagePoint System Server Setup Wizard Welcome page,
click Next.

Welcome to the
VantagePoint System
Server Setup Wizard

The Setup Wizard will install VantagePaint System
Server 8,00,12186,00 on your computer, Click Mext
to continue or Cancel to exit the Setup Wizard,

< Back I Mext = I Cancel

6. In the EULA page, read the EULA, click 'Taccept the terms in the License
Agreement;, and click Next.

End-User License Agreement

Ik

Please read the following license agreement carefully, "-"ﬂ ntagepoirﬁ

ROCKWELL AUTOMATION END USER  ~
LICENSE AGREEMENT [l

Rev (02/2016)
IMPORTANT-READ THIS AGREEMENT CAREFULLY

This end user license agreement ("EULA" is a legal contract between
You (either an individual or a single entity) and Rockwell Automation,
Inc.  ("Rockwell  Autornation”)  for the Software  product(s) and
Documentation that Rockwell Automation licenses to You. ROCKWELL ~ |

(O 1 do not accept the terms in the License Agreement

< Back I Mext = I Cancel
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7. In the 'Choose Setup Type' page, click Express.

i YantagePoint System Server Setup -

Choose Setup Type

Choose the setup type that best suits vour needs,

Express
7]

Installs the most common program features, Recommended For
Lupifal Installation

Custom

Allows users ko choose which program Features will be installed
and where they will be installed, Recommended for advanced
users,

A warning appears if you have not installed Microsoft Excel.

8. Click OK.

Exwcel Mot Installed -

The YantagePoint Office feature will not be installed because a
supported version of Microsoft Excel has not been installed on your
rnachine,

WantagePoint Server supports Excel 2010 (32-bit), Excel 2013 (32-bit) and
Excel 2016 {32-bit).

You can quit the setup now to install a supported wersion of Excel and
then re-run the setup to add YWantagePoint Office.

ou can continue to install other features now, and then install a
supported version of Excel and add VantagePoint Office later,

TIP See Install Microsoft Excel Add-In on page 209 for details on installing
Microsoft Excel add-in.
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9. In the Database Connection Information page, type the name of the SQL
server, click SQL Server, and type credentials for the database.

i YantagePoint System Server Setup

Database Connection Information

Specify an account that has permissions to create the database,

The VantagePoint Server uses a SCL Server 2012 database that is created as part of the
installation. Please provide the logon credentials to the SQL Server where the
IncuityStore database will be created.,

Server: IUMI-SQL I

Database: [tncuitystore

Security mode: () Integrated

User name: |sa

Password: || LITTYTITYY |

< Back. || Mext = I | Cancel

IMPORTANT  Type the password that you created when completing the SQL Server
installation when deploying the SQL Server template.

10. Click Next.

11. In the System/Office User page, type the Domain name, user name for the
Domain controller, and password for the Domain controller.

i YantagePoint System Server Setup

System/Dffice User

Specify the user account ko run the SystemfOffice Server,

Use This Account §& non-administrator account is strongly recommended. )

Domain narne:
User name: |thUser
Passward: [sasnesnes

Local Account

<Back || HMext> | | Cancel

12. Click Next.
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A DOS window appears.

13. This window closes automatically after a few minutes.

© ChFTWantagePoint Instally8.00.00-YantageP oint-EMI-DWDN SetuphFirstRunltility....

The system configuration iz in progress.
Do not close the console until the configuration is finished...

Install Microsoft Excel Add-In

IMPORTANT

If you are installing FactoryTalk VantagePoint in a VantagePoint server with

Microsoft Excel installed on it, you may install the Microsoft Excel Add-In for
FactoryTalk VantagePoint during the FactoryTalk VantagePoint installation.

The Microsoft Excel add-in enables FactoryTalk VantagePoint to generate Excel
spreadsheet reports. Complete these steps to install the Excel add-on software.

1. Repeat step 1 through step 3 for

page 204.
2. On the Modify, Repair, or Remove installation page, click Modify.

Install VantagePoint Server Software on

Modify, Repair or Remove installation

Select the operation you wish to perform,

YantagePoint System Server Setup

Modify
Allows users ko change the way features are installed,

M

odify Installation

Repairs errors in the most recent installation state - fixes
missing or corrupt files, shortcuts and registry entries,

Remove
Remaoves YantagePoint System Server from your computer,

fe
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3. On the Custom Setup page, select 'Entire feature will be installed on local
hard drive' from the FactoryTalk VantagePoint Office feature and
click Next.

Custom Setup

k:

Select the way you want features to be installed, \,‘.'antagepomi

Click on the icons in the tree below to change the way features will be installed,

=3~ | ¥antagePoint Server WarkagePaint Add-in For Microsoft
Office

=T EnTire Teature will BE MEtalled on ocal nard arree on your

=0 Feature will be installed when required

X Entire feature will be unawvailable

Reset | |DiskUsage| | < Back |I Mexk = I | Cancel

4. On the ready to Install page, click Next.

5. On the PlantPAx desktop, click the Programs icon, and select
Rockwell Software>FactoryTalk VantagePoint>Manager.

1

@@ AboutPI-SDK

Excel
a Help
m Manager
@ PISDKLUtility (64-bit) . Accessibility »
@ PISDKUtility . Administrative Tools  »
¥ Portal . CodeMeter 4
r ReadMe . Maintenance 4
'5 Server Locator . Microsoft Office 4
_ System Server . FactoryTalk Activation » | . Rockwell Sof
2 Trend . FactoryTalk Historian SE b | . SharePoint 3
. Uninstall PI Sof Development Kit . FactoryTalk Tools » | L Startup 2
El XY Plotter |, FactoryTalk Vi Point . VMware 4
. RSLinx b | . Windows Accessories  #
2 FactoryTalk Administration Console . Windows System 4
D Desktop
ﬂ PC settings
p Search
ﬁ Store
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6. In the VantagePoint Manager window, select Office User from the
Configuration menu.

T YantagePoint Manager = | =
File | Configuration | Help
o Ite Fystem User.., [ MyEnterprise i
Office User.., I|

eneral |Pr0perties I Operations I Security |

License Activation...

IncuityStore Database..,

I__] |MyEnterprise

-~ SaMpIEs V4

The Office User logon page appears with system-populated entry fields.
7. Click Next.

T Office User

Office User

Specify the user account ko run the Office Server,

®) Use This Account [& non-administrator account is strongly recommended.)

Domain name: | syztem |
Uszer name: |VPTUser |
Pazzwoard: e |

WantagePoint will attempt ta launch Excel using the uzer account entered. If the Excel
installer iz invoked, please wait for it to complete before continuing.

< Back I Mest » || | Cancel |

The Microsoft Excel software program starts and a VantagePoint
Configuration warning appears.

8. Close Microsoft Excel and click OK in the warning.

T Office User

Server Configuration

Status of server configuration tasks,

et CONFIGURING WaNTAGEPOINT OFFICE USER == ~
Setting YantagePoint Office process identity

Setting DCOM zecurity for Microzoft Excel Application
Setting directory security for Y antagePoint Qffice uzer
Configuring Incuity Office Service

Stopping Incuity Office Service ...

Setting Incuity Office Service uzer

Fiestarting Incuity Office Service ...

“waiting for Incuity Office Servipe to restart ..

Fiestarting Incuity System Service ...
Waiting for Incuity System Service to restart ..

A series of VantagePoint server configurations are performed. You return
to the VantagePoint Manager window when the configurations are done.
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Notes:
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IMPORTANT  This chapter explains how to configure a physical computer as a PASS-C
server or as an OWS workstation. A template is not used with these
procedures as is the case with other servers that are described in Chapter 4.

For small and medium systems, this option provides for multiple system
elements to be on the same physical server. Thus the elements are consolidated
on the PASS, which is referred to as PASS-C to differentiate from a traditional
PASS server. We suggest that your system not have more than 2000 I/O points
for this consolidated server.

USB device is a bootable device that contains an installable consolidated PASS
for a physical machine. The device has pre-installed applications that are
required on the PASS-C, including the following:

e FactoryTalk® Directory

o Dataserver

e HMI server (one server license only is required)
e Alarm server

o FactoryTalk Historian

e FactoryTalk VantagePoint®

e FactoryTalk AssetCentre

o SQL server

IMPORTANT  The USB device contains a bootable installation of a PASS-C server or OWS
workstation.

A purchase of a PASS-C or OWS IS0 includes an Electronic Software Delivery
(ESD) version available for download from the Product Compatibility and
Download Center. The ESD is a single file (.ISO type) which can be used to
create your own bootable device. Typical bootable devices you can create are
DVDs and USB storage devices. We do not provide procedures for creating
bootable devices. Several third-party resources are available (for example,
PowerlSO, RUFUS, and so on) for purchase.

Rockwell Automation Publication 9528-UMO01F-EN-P - August 2018 213



Chapter 5

Configure PASS-C

214

Figure 8 lists the topics to configure a PASS-C server. You must complete the
tasks in the order listed.

See the page number or click the links for quick access to specific information.

Figure 8 - PASS-C Server Workflow

Y Y
Install PASS-C Configure FactoryTalk AssetCentre
See page 215 See page 238
A 4 A 4
Configure Windows Settings Configure FactoryTalk Historian
See page 219 See page 242
YES NO ¥
Configure FactoryTalk VantagePoint
See page 243
Adjust SQL Express Install SQL Server y
Settings 2012 Standard
See page 225 See page 224 See Appendix A

A

See page 230

Install Historian Asset Framework

y

See page 233

A
Configure the FactoryTalk Directory
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Install PASS-C Complete these steps to install the PASS-C.

1. Make sure your computer is capable of booting from a USB drive. Enter
the BIOS Setup as the computer is powering on (typically by hitting the
F2 key). Make sure that the Boot options include booting from a USB
device.

2. Shutdown the computer and connect the USB drive.

3. Turn the computer on. While the computer is powering on, strike the
F12 key to open the boot options screen.

4. Select the USB device containing the PASS-C installation.

5. On the Windows Setup dialog box, select your options from the
pull-down menus.

=R

vy Windows Setup

R Windows Server2012R2

Language to install: {English{United States) i

Time and currency format: English (United States) v
Keyboard or input method: ’ﬁ‘

Enter your language and other preferences and click "Next" to continue.

© 2013 Microsoft Corporation. All rights reserved.

6. Click Next.
7. Click Install Now.

sl Windows Setup =N

@ Windows Server2012R2

Install now
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8. Click “T accept the license terms”, and click Next.

2 | Windows Setup

License terms

This EULA is for the following products;
1. MICROSOFT WINDOWS SERVER 2012 R2 STANDARD

2. Rockwell Automation Software
00 FactoryTalk View Site Edition Server
00 FactoryTalk View Site Studio Enterprise
00 FactoryTalk View Site Edition Client
00 FactoryTalk AssetCentre Server
00 FactoryTalk AssetCentre Client
00 FactoryTalk Historian SE
00 FactoryTalk Historian SE Management Tools
00 FactoryTalk VantagePoint Server
00 FactoryTalk Services Platform
00 FactoryTalk Diagnostics
00 FactoryTalk Alarms and Events

9. Click Custom (installation).

@ él Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windo vith this option. This option is only
available when a supported version of Windows is already running on the computer.

Custom: Install Windows only (advanced)

The files, settings, and applications aren't moved to Windows with this option. If you want te
make changes to partitions and drives, start the computer using the installation disc, We
recommend backing up your files before you centinue.
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10. To store the installation, select the hard disk drive.

If necessary, delete any existing drive partitions and format the drive
location.

@ | Windows Setup (i

Where do you want to install Windows?

Name | Total size Free spacei Type
= ., Drive 0 Unallocated Space 60.0 GB 60.0 GB
+4 Refresh f Delete ‘_’Ecrmat & New
&* Load driver :j Extend

11. Click Next.

The installation typically takes about an hour.

&) Windows Setup i

Installing Windows

Your computer will restart several times, This might take a while.

',’ Copying Windows files
Getting files ready for installation (0%)
Installing features

Installing updates

Finishing up

The computer automatically restarts. You must log on to complete
the installation.
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12. Type an Administrator password (for your system).

Settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Reenter password

13. Type a confirmation password and click Finish.

The installation is complete.
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COnfigure Windows Settings This section describes how to configure the Windows server to enhance

systcm performance.

1. Login using the administrator account and password that was created in
the previous step.

Administrator

ER Windows Server2012R2

2. Install any required drivers for your hardware (graphics, Ethernet,
chipset, and so on).

3. Right click the windows start icon and select ‘System’

Programs and Features
Power Options

Event Viewer

System

Device Manager

MNetwork Connections

Disk Management
Computer Management
Command Prompt
Command Prompt (Admin)
Task Manager

Control Panel

File Explorer

Search

Run

Shut down or sign out 3
Desktop

f'@@ml
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4. Click ‘Change Settings.

1 |n§; + Conbol Panel + All Control Panel ltems » Systern v c,\ [ Search Contral Panel Pl

Control Panel Home . o .
View basic information about your computer

& Device Manager Windows edition
) Remote settings Windows Server 2012 R2 Standrd
) Advanczd system settings © 2013 Microsoft Corporation. All rights == \Mnclows Server2012R2
reserved. 2
System
Processor: Intel(R) Xeon(R) CPU E5-2603 0 @ 1.80GHz 1.80 GHz
Installed memory (RAM): 877 GB
System type: Bd-bit Operating System, x6d-based processor
Pen ond Touch: Mo Pen or Touch Input is aveilsble for this Display

Computer name, demain, and workgroup settings
Computer name: 'WIN-BSE54QPBDU
Full computer name: WIN-B58540QPBDU
Computer description:

Workgroup: 'WCRKGROUP

Windows zctivation

Windows is not activated. Fead the Microseft Software License Terms
Seealse

Product ID: 00232-70000-00000-AA333 Activate Windows
Action Center

Windows Update

5. Click Change to rename the computer.

Computer Name | Hardware | Advanced | Remote |

*' Windows uses the following information to identify your computer
' on the network.

Computer descrption; |

For example: "11S Production Server” or
“fecounting Server”,

Full computer name: WIN-B58540PEDOY
Workgroup: WORKGROUP

To rename thiz computer or change its domain or
workgroup, click Change.
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6. Enter the new computer name. Click OK.

System Properties |L| ]
Computer Name/Domain Changes =3

*You can change the name and the membership of this mputer
computer. Changes might affect access to network resources. t

Computer name;
| PLANTPAX] |

Full computer name:

PLANTPAX

Member of 1
o Dormain:

(®) Workgroup:
WORKGROUP |

[ ok || concal |

[ ok || caneel |

7. Acknowledge any prompts that indicate that a restart is required.

IMPORTANT Do not restart your computer now.

8. Click “Advanced system settings’.

=2 Control Panel\All Control Panel ltems\System =8| =

4 (/8 + Control Panel » All Control Panel ltems » System v & | [ Search Control Pane )

Control Panel Home . e .
View basic information about your computer

% Device Manager Windows edition
) Remote settings Windows Server 2012 R2 Standard
[f Advanced system settings © 2013 Microsoft Corporation. All rights ll WIndOWS SEFVEF°2012 R2
reserved. ™
System
Processor: Intel(R) Xeon(R) CPU E5-2603 0 @ 1.80GHz 1.80 GHz
Installed memory (RAM):  9.77 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings
Computer name: WIN-BS854QPBDO) 9 Change settings
Full computer name: WIN-B5254QPEDO)
Computer description:

‘Workgroup: WORKGROUP
Windows activation
Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00232-70000-00000-AA535 Activate Windows
Action Center

Windows Update
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9. On the Advanced tab, click Settings and then Background Services.

Performance

User Profiles
Desktop settings related to your sign-in

Startup and Recavery

Si*wnup, iislem fi'lws ﬁnd dehuEing iniarmii'm

System Properties 5
Computer Name | Hudware: Advanced | Remote P!

You must be logged on as an Administrator ta make most of these changes.

Wisual effects, processor scheduling, memory usage. and virtual memory

Setti

)|

Settir]

Performance Options

Processor scheduling

Adjust For best performaacenk:

Choose how to allocate processor resources,

[ visual Effects | Advanced | Deta Execution Prevention |

) Programs @) Background services

Wirtual memary

if it were RAM.
Total paging fils size for all drives:

2176 MB

A paging file is an area on the hard disk that Windows uses as

Change...

10. To help protect against viruses and security threats, click the Data
Execution Prevention tab.

11. Select “Turn on DEP for essential Windows programs and services only’

and click Apply.

Performance Options -

| wisual Effects Mdvancad| Data Execution Prevention |

against damage from viruses and other security

- : Data Execution Prevention (DEP) helps protect
threats, How does it work?

| (® Turn on DEF for essential Windows programs and services
only

(_) Turn on DEF for all programs and services except those [
select:

Add.. Remaove

Your computer's processor supports hardware-based DEP,

| oK J | Cancel |I Apply I

12. Acknowledge the prompt that changes will take effect on restart.

IMPORTANT Do not restart the computer at this time.
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13. On the Remote tab, click ‘Allow remote connections to this computer’

[I:on'putef Name] Harduarelhdvanced] Remate |

Remate Assistance

|| Allows Remote &ssistance connections to this computer

Advanced.,

Remote Desktop

Choose an option, and then specify who can connect.

) Don't allow remote connections to this computer

(@) Allow remote cornections to this computer

[] Allow connhections only from computers running Remate
Desktop with Network Level Authentication [recommended)

Help me choose
ok ] [ caree | o ]

14. Remove the check mark from the ‘Allow connections only from
computers ... box and click Apply.

15. See page 119 for procedures to configure your Ethernet settings.

16 Restart your computer.
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Configure System Software

IMPORTANT  SQL Server Express has already been installed on this machine. If you plan to
use SQL Express, skip to Adjust SQL Server Express Settings on page 225. If
you plan to use SQL Server 2012 Standard, continue with the next procedure.

Install SQL Server 2012 Standard

Complete these steps.

1. Do the following based on the server that is being used:

a. Ifusing SQL Server Express, skip to Adjust SQL Server Express Settings on
page 225.

b. If using SQL Server 2012 Standard, click Start and open the
Complete SQL Server 2012 Installation tool.

i: Complete SOL Server 2012 Instal...

2. Complete the instructions for Install SQL Server starting on step 2 on
page 131 to complete this section.

3. Skip to Install Historian Asset Framework on page 230.
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Adjust SQL Server Express Settings

1. To adjust SQL Server Express settings, click Start and open the SQL

Server Management Studio.

SQL Server Management Studio

2. Enter the server name. The Server name is

ComputerName\SQLEXPRESS.

3. Logon by using the ‘sa’ account and Rockwelll as the password.

all Connect to Server -
"’\}a_y\ Microseft:
-~ SQLServer2012
Server type: |Daiabase Engine v|
Server name: | PLANTPAX\SQLEXPRESS W |
Authentication: | SQL Server Authentication W |
Login: |sa v|
Password: | |
[] Remember password
Connect | | Cancel | | Help | | Options > |

IMPORTANT  After you complete the initial settings, change your logon and
password settings under Options.

4. Click Connect.

IMPORTANT  The old Administrator account contains the old computer name and must be
deleted. Perform the following steps to delete the existing account and
create a new account.
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5. From the SQL Server Management Studio configuration tree, click
Security>Logins and select the Administrator account as illustrated.
in Microsoft SQL Server Management Studio (Administrator) - |a

226

F- - S e B | Newauery (BB D] 4 A9 - - -

File Edit View Debug Tools Window Help

|| » | (9 2

Object Explorer 4 x
Connect~ 3} % m 7 (2] \h

= La PLANTPAX\SQLEXPRESS (SQL Server 11
® [@ Databases
= [ Security
= [ Logins
Ay #MS_PolicyEventProcessiny
&, #2M5_PolicyTsqlExecutionL
A AssetCentreUser
fx] BUILTIN\Users
A NT AUTHORITY\SYSTEM
A NT Service\MSSQLSSCLEXPH
A NT SERVICE\ReportServerSSi
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmit
A
A sa
# [ Server Roles
¥ [ Credentials
= @ Server Objects
[ Replication
= [ Management

6. Right-click the Administrator account and choose Delete.

7. Click OK and accept any prompts.
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Add Administrator Account to Computer
We must add the Administrator account by using the new computer name.

1. From the SQL Server Management Studio configuration tree,
right-click the Logins folder and choose New Login.

Object Explorer X

Connect~ %) ¥ m [ 2] .5

=l B PLANTPA (SAL Server 11.0.3128 - s3)

Start PowerShell

A
-~

R aw ke %

2. To create the Administrator login, click Search.

Sj:lu;: n::’ S Script ~ IE Help

|4 Server Roles

I L e ooy Login pame: [ I Sgarch... I
% Securables o

144 Status ®) Windows authentication

3. Type the administrator user name and click Check Names.

4. Verify the user is successfully verified, and click OK.

Select this object type:

IUSEI or Built-in security principal I I Obiject Types... |

From this location:

|PLanTPax | [ Locations.. |
Enter the object name to select (examples):
PLANTPAX\administrator Check Names
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5. Click Server Roles and check boxes for public and sysadmin.

L5 seript > [ Help

User Mapping Server role is used to grant server-wide secuiity privileges to a user.
Securables

Server roles:

[] bulkadmin
[] dbereator

[ diskadmin

[ | processadmin
v pk |

|| securityadmin
[ ] serveradmin

semEad*m‘n

6. Click User Mapping and check boxes for ReportServer$SQLEXPRESS
and ReportServerTempDB$SQLEXPRESS.

7. Verify that boxes are checked for db_owner and public.

5 Seipt = [ Help

Users mapped to this login:
Map Database Default Schema
AssetCentre

[ master

[ model

[0 msdb

[wl ReportServer$SQLEXP...  PASSC-FINAL\Adminis...
ReportServerSSQLEXP...  PASS-C-FINAL\Adminis...

[0 tempdb

[] Guest account enabled for: Report Server$SQLEXPRESSTempDB

Database role membership for: Report Server$SGLEXPRESSTempDB

db_accessadmin
db_backupoperator
db_datareader
db_datawriter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner
db_securityadmin
public

RSExecRole

Connection

Server:
PASSC-FINAL\SQLEXPRESS

Connection:
sa

;’} View connection properties

Progress
Ready

I 3

8. Click Securables and then click Search.

9. To retrieve the server name, click the last option.
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The example is PLANTPAX.
d Login - New -0 x
E*;::;:’ 8 Scipt ~ [ Help
Server Roles
W' a Login name: | PLANTPAX\Administrator
Search.

‘what objects do you wish to add?
) Specific objects...
(Al objects of the tupes. ..
®) The server PLANTRAX

[ ok

|| cancel || Hew

The server name appears under Securables.

Type

10. In the Permission section, click Grant to enable the

Connect SQL option.
IS*dnpqp e
P Gereral o =it = [y e
2 Server Roles
4 User Mapping Login name: |PLANTF'AX\Mrri|ishalol
2 Securables
A Status Securables: Search..
- MNarme Type
Server @
| Connection Permissions for PLANTPEX:
Server Explicit
FLANTPAX | Permission Grantor Grant With Grant Deny ~
Connection: Alter settings O O O
- Server:
L 0l o "a'ce = g g
| Connect SOL ) O 0
11. Click OK.
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Configure AssetCentre User Account
Complete these steps.

1. Right-click on AssetCentreUser and choose Properties.

2. Contfigure a password for the account.

53 Microsoft SQOL Server Management Studio (Administrator)

File Edit View Debug Tools Window Help

Pl i F Login Properties - AssetCentreUser -|a] x [|#
Object Explorer Selecta page ;S St e *f] Help

Connect~ 3 30 @ 7 _":‘Genelal
—— % Server Roles
R lﬁ .ELANTPAX\SQL&P f User Mapping Login name |F\§setCemrE User ‘
# [ Databases 44 Securables

= [ Security S Status

= 4 Legins

A, #2MS_Po
A, #2MS_Po
A AssetCent Confirm password

] BUILTINY [ Specify old password

Password:

NT Servic )
NT SERVI Enforce password policy

MNT SERVI [[] Enforce password expiration
NT SERVI er mus -

PLANTPA
sa

PRbbbbPp

¥ | Server Roles
® [3 Credentials | (Eonnaction
% (@ Server Objects Mapped Credentials Credertial Provider

s : Server
# @ Replication PLANTPAX\SQLEXPRESS
# 1 Management

["] Map to Credential

Connection
sa

HY View connection properties

Progress

Ready Defaul database: [AssetCentre v]

Default language: | English v ‘

< m >

3. Click OK.

Install Historian Asset Framework

The procedures in this section apply only if you plan to do the following:
e Use FactoryTalk Historian Asset Framework in your PlantPAx” system

e Install Asset Framework Server on the SQL Server

Refer to Install Historian Asset Framework on page 144 to complete
this section.
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Verify the AFServers Database and Account

Complete these steps to verify the Historian AF database and user group were
added to your computer.

1. Click Start and open the SQL Server Management Studio.

2. Enter the server name. The Server name is ComputerName if using SQL

standard or ComputerName\SQLEXPRESS if using SQL Express.

3. Log on by using the ‘sa’ account and Rockwelll as the password.

all Connect to Server -
‘F.E‘Q_\ Microseft:
-~ SQL Server2012
Server type: |Da1abase Engine v|
Server name: | PLANTPAX W |
Authentication: | SQL Server Authentication W |
Login: |sa v|
Password: | |

[] Remember password

Connect | | Cancel | | Help | | Options = |
al Connect to Server -
‘g?g_)\ Microsait:

- SQLServer2012

Server type: |Da‘tabase Engine v|

Server name: | PLANTPAX\SQLEXPRESS w |

Authentication: | SQL Server Authentication W |

Login: |Sa v|

Password: | |

[] Remember password

Connect || Cancel || Help || Options => |

IMPORTANT  After you complete the initial settings, change your logon and
password settings under Options.

4. Click Connect.
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5. From the SQL Server Management Studio configuration tree, expand
the Databases folder and verify that PIFD appears in the list.

Object Explorer » X

Connect~ & & m [ g] ‘E
= | PLANTPAX\SQLEXPRESS (SOL Server 11
= 3 Databases
[ [ System Databases
[+ i_; AssetCentre
= 1 G
= | ReportServerSSOLEXPRESS
[+ [:J ReportServerSSOLEXPRESSTemg
= C3 Security
= E3 Logins
&, #2MS_PolicyEventProcessin
&, #2MS_PolicyTsqlExecutionL

A, AssetCentrelser
fed BN TIRA L leare

6. Expand the Security\Logins folder and verify that the AFServers user
group was added.

Object Explorer v+ 1Xx
Connect~ 3 3 m [T (] .4
= Lﬂ PLANTPAX\SOLEXPRESS (SOL Server 11
E @ Databases
[ [ System Databases
= l_j AssetCentre
= [J PIFD
# || ReportServerSSOLEXPRESS
@ | ReportServerSSQLEXPRESSTemp
= [3 Security
= [d Logins
&, #2MS_PolicyEventProcessin
&, #2MS_PolicyTsqlExecutionL
A AssetCentrelser
5| BUILTIN'Users
A NT AUTHORITYV\SYSTEM
A NT Service\MSSQLSSOLEXPHE
& NT SERVICE\ReportServerss(
A NT SERVICE\SQLWriter
A NT SERVICE\Winmgmt
A PLANTPAX\ Administrator
=
B

& sa

m 73 Server Ralec

7. If the PIFD database or AFServers group do not appear, reinstall the
Historian Asset Framework.
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Configure the FactoryTalk Directory

Complete these steps to configure the FactoryTalk directory.

1. Click Start and choose FactoryTalk Directory Configuration Wizard.

2. Check both boxes under configure settings and click Next.

7 FactoryTalk Directory Configuration Wizard -

FactoryTalk Directory Configuration

This wizard configures FactoryTalk Directory settings on this computer, & FactoryTalk Directory must
be configured before you can use this computer with vour FactoryTalk software products,
FactoryTalk Network Directory

Allows FactoryTalk software products to share centralized security and information settings across a
network,

Search

FactoryTalk Local Directory
Allows FactoryTalk software products to share security and information settings only on this local
cormpuker,

Everywhere -

k Directory Configuration Wizard Configure settings

Select the directories you want ko configure on this computer,

[v Configure the FactoryTalk Metwork Directary
C : , MNire

Specify FactoryTalk Directo

p fy ry ry [v Configure the FactoryTalk Local Directory
Location

‘what FactoryT alk. Directories do | need to configure? |

FactoryTalk Directory
CO"ﬁgUfBﬁOﬂ Wiza d To continue, click Mext, I Mext = I Cancel | Help
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3. Type the administrator user name and password.

IMPORTANT  Step 3 must be done twice. You have to enter a user name and
password for each directory (local and network).

e FactoryTalk Directory Configuration Wizard -

234

Reconfigure FactoryTalk Local Directory

Reconfiguring the FactoryTalk Local Directory allows you to reset a disabled administrator account and
upgrade policies,

To continue, enter a Windows Administrator account user name and password below.

Administrator User Mame: |adminish'ator Summary

Password: Imc**xc» —_—

FactoryTalk Network Directory
Metwork Directory was successfully configured on this local cormputer.
MNetwork Directory Server is located on this local computer.

FactoryTalk Local Directory
Configuration successful,

To continue, click Next, |

e To reset a disabled FactoryTalk Secority &dministrator account, run this FackoryTa
\ | Directory Configuration \Wizard again,

To close this wizard, click Close,

4. Click Close.
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Delete “0ld” Computer Names from Directory

1. Click Start and choose FactoryTalk Administration Console.

2. Select Network (directory) and click OK.

Search

Everywhere -«

Select FactoryTalk Directory -

Select the directory vou want to use.

w FactoryTalk Administration Metwork v
73 PConsole
Cancel | | Help |

3. From the Explorer pane, right-click any old or unused computer names
and choose Delete.

220 Computers H

[ pLANTPAX
Q. WIN-BDMENQIL0ZK
;
& Metworks and Devices
1 Users and Groups Securlty...

l_] UserGroup.s Properties...
@ Authenticated Userz il S —

4. Ifa prompt appears, click Yes.
FactoryTalk Administration Console -

The selected computer "WIN-6DMENOILOZK' is currently in use. Deleting

l . this objeck can cause unexpected results or unstable system behavior,
We strongly recommend backing up the FactoryTalk Directory before
deleting this ohject, For details, click the Help buttan below,

The object "WIN-6DMEMNDILOZK' ('RNA: [ [$Global/$5ystem)
$ComputersandGroups)
$Computers/A3594D22_00CD_48E9_0CS8_8407362C6951") is
linked to "FTAETag_Server' (RNA:T
$Global/InstantFizz/FTAETag_Area/FTAETag_Server')'.

The object "WIN-6DMEMOILOZK' ('RMNA: [ [$Globalf$System)
$ComputersAndGroups)
$Computers/A369AD22_00CD_48E9_9C58_8407382C6951" is
linked ko "Linel_TagFTAE' (RNA: ]S

$Global{FTViewDemo/Linel _Alarms/Linel_TagFTAET.

Do you want to delete this object?
e
| Yes ‘ Mo I ‘ Help ‘

5. From the Explorer pane, right-click the IIS_IUSRS user group and
choose Delete.
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6. Click Yes.

11 Users and Groups

ED User Groups

@ Authenticated Users
@ WIN-6DMEMQILOZKAIS_IUSRS
Q Windows Administrators
ﬂ Administrators

mr_l Users
The selected group "WIN-6DMENQILOZKMIS_IUSRS' is about to be
deleted.
Do youwant to continue?
Now you have to add the IIS_IUSRS user group and link with the new
computer name.
7. From the Explorer pane, right-click the User Groups folder and choose
New>Windows-Linked User Group.
8. Click Add.
ElC:l Users and Groups I

=IER | User Grou
@ Authe

@ Windo ‘ Security..,

User Group...

Windows-Linked User Group...

Mews »

General

Click the Add button to select one or more Windows user
aroups. When vou click the Create button, a new linked
user account will be created for each Windows user group
you have selected.

| Remove. ..

| Add.
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9. Click Advanced.

Select Groups -
Select this abject type:

[Gmups or Built-in security principals ‘ Object Types...
From this location:

|PLANTRAX | [ Locations..

Enter the object names to select [examples]:

| Check Names

10. Click Find Now and select IIS_TUSRS.
11. Click OK.

Select Groups .

Select this object yps:
|Eroup$ or Builtin zecuity pincipals | | Okbiect Types... |

From thiz lacatice:

[PLANTPaX || Locatiors.. |

Corman Quenes

Skarts with

Starts witk |

Caolumns...

Dizebled accourts =lop
Mon expiing password
:;):.'T'
(1] [E |
Search esults: | | Sliee |
Mame In Folder -~
& Guests PLANT P
B Heplibranbp..  PLANTPX
L £ PLAM TR

2LENT X

oy ITETAOTE DO .., FLANT Pifisd
E Pefomance... FLANTRSS
% Perfoimance...  PLAMT P
HE Pl Dufeing A PLANT P
ER Power Users PLANTPER
HE Priek Dperstors PLANT P
ﬂl RIS F rddrnin Pl AR T Pds

12. Verify that the user group is correct, and click OK.

13. Restart your computer.
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Configure FactoryTalk AssetCentre (FTAC)

1. Click Start and choose Server Settings.

2. Type a user name and password and click OK.

Search

Log On to FactoryTalk - Network -
Everywhere «

[Jser name: adrinistrator
server SEttmgd ﬂ Password: ¢SS 000000
‘ Change Password... |

Server Settings
[ coree ]

3. Type the new computer name and click Apply.

v Configure Server Settings Utility |L|i-

This utility allows you to configure AssetCentre server settings stored in FactoryT alk Directory.

Please note that changes made here affect the entire AssetCentie system using
this FactoryT alk Directory.

Server Location - Specify Computer Name or IP address where the AssetCentre Server is located.

[] Use the secure communication channel

Select this option to have the communication between the server, client(s),
and agentfz] encrypted using the SSL protocol. It requires the SSL configuration.

Bage |P Port - Specify base IP Port number to use for server services. Server services will have to
be restarted for this setting to take effect.

02 | 1o [0

SMTP Server - Specify SMTP Email server address. This will be used to send out email
notifications from the system.

SMTP Server IP Port - Specify IP Port number for the SMTP Server .
25

SMTP Server Authentication.

(® Authenticated clients () Unauthenticated clients

System "From" Email Address [optional] - Specify the email address for the “from' field for all
emaill messages sent from AssetCentre.

oK || Cancel |I Apply I.| Help

4. Click OK.
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FactoryTalk AssetCentre Repair

Run FTAC repair to update FTAC with the new computer name.

1. Double click on the FTAC Server Repair shortcut on the desktop.

2. Click Next on the Welcome screen.

3. In the Program Maintenance dialog box, click Repair and then click

Next. The 'Ready to Repair the Program’ dialog box appears.

) FactoryTalk AssetCentre Server - InstallShield Wizard

Program Maintenance FactoryTalk’ AsseiCentre

Modify, repair, or remove the program.
O Modify

installed.

Change which program features are installed. This option displays the
@ Custom Selection dialog in which you can change the way features are

(® Repair

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries.

) Remove

@ Remove FactoryTalk AssetCentre Server from your computer,
% |

InstallShield

< Back || MNext = |I | Cancel

4. Click Install to begin.

Ready to Repair the Program FactoryTalk AssetCenire
The wizard is ready to begin installation.

Click Install to begin the installation.

exit the wizard.

InstallShield

) FactoryTalk AssetCentre Server - InstallShield Wizard

If you want to review or change any of your installation settings, dick Back. Click Cancel to

| < Back I| Install || |

Cancel

5. Type a period (.) for the server name if using SQL Server Standard, or

type “\sqlexpress” if using SQL Server Express.
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6. Login by using the Username and Password for your SQL server and
click Start.

\welcome to the Database Installer utility. FactoryTalk’ AssetCentre
This lication will i Il/upgrade the datat quired for the

Database Name and Version : AssetCenire 8.00.0000.199

Flease specify database server location.

Server I I VI

Flease specify user jentials for the datat server admini . This login account must
have permissions to create new database and modify user accounts in the dataserver. A
‘Windows user account cannot be used for this operation.

Username |53|

Password |-*“*““

\welcome to the Database Installer utility. FactoryTalk’ AssetCentre
This lication will i llupgrade the datat quired for the

Database Name and Version : AssetCenire 8.00.0000.199

Flease specify database server location.

Server I.\sqlexpress| vl

Flease specify user jentials for the datat server admini . This login account must
have permissions to create new database and modify user accounts in the dataserver. A
‘Windows user account cannot be used for this operation.

Username |sa

Password |-*“*““

The Database User Configuration dialog box appears.
7. Type your Username, Password, and click OK.
The InstallShield Wizard Completed dialog box appears.

Flease specify the user credentials for the account that will be used by
the server to access the database. This account cannot be a Windows
User account.

Usemame [AssetCertreUser
Password |—---—
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8. If prompted to create a new user, click yes and follow the prompts.

User login 'AssetCentreUser’ does not exist, Do you want to create a
new login 7

9. Click Finish.

InstaliShield Wizard Completed

The InstallShield Wizard has successfully installed FactoryTalk
AssetCentre Server. Click Finish to exit the wizard.

10. Restart your computer.
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Search

Everywhere -~

aboutiyBy)

~ , AboutPl-SDK

242

Configure FactoryTalk Historian

1. To remove the old computer names from the Historian server, click Start

and choose AboutPI-SDK.

2. In the left pane, click Connections, right-click the old server names, and

choose Remove selected Server.

@

File  Buffering Tools Connections

= (@ P 3DK [ @ PLANTPAX

[] ® wIN-BSE540P...

Help

PI SDK

Metwork Mode:

Port Number:

| eroon: | oy |

O %

& Snapshot Tool
- .ﬁﬁ Tools

ﬁﬁ] hMeszage Log

Ei Support Data

& Error Lookup

B Tracing Setup

Cannect
Caonnect as..,

Discannect
Refresh F3

Add Server.., Ins

—ir

© KST Cleanup

Remowve selected Server  Del

Cannected User:

PI Builder lets you import and export FactoryTalk Historian points and Asset
Framework objects to and from a Microsoft Excel Add-in spreadsheet.

IMPORTANT  Microsoft Excel 32-bit software must be installed for these procedures.

If you plan to use PIBuilder with Excel, see the installation procedures in the

AppServ-EWS section in Install PI Builder Excel Add-in on page 196.
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Configure FactoryTalk VantagePoint

1. Navigate to the folder (C:\Install Files\VantagePoint 8.00.00-EMI-
DVD) and double-click setup.exe.

2. Click ‘Install FactoryTalk VantagePoint.

INTEGRATED PRODUCTION & PERFORMANCE SUITE

FacioryTalk VantagePoit 0 O O O 0D @

O Open FactoryTalk® VantagePoint Getting Results Guide |sciect instal FactoryTalk®
VantagePoint to begin the

I O Install FactoryTalk® VantagePoint I product installation process.

O Open Release Notes
o]

gePoint

3. Click ‘Install OPC Core Components (recommended).

4. When the OPC install is complete, click ‘Install
FactoryTalk VantagePoint’.

INTEGRATED PRODUCTION & PERFORMANCE SUITE

A, R TN ™

FacioryTalk VantagePoint > () () ()

Install FactoryTalk® VantagePoint

Install Microsoft .NET Framework 4.6 (installed) To install FactoryTak®
‘WantagePoint, complete the steps
Install FactoryTalk Senices Platform (installed) in the order they are listed.

Install FactoryTalk Activation Manager (installed)

Install OPC Core Components (recommended)

Install FactoryTalk Historian SDK (installed)

Install FactoryTalk® VantagePoint I

Install SQL Server 2012 or Dashboard Builder

= |

) Rockwell
Version 8.00 @ Allen-Bradiey - Rockwel sorware  IAUITOMation

Gopyright & 2017 Rockwall Autematian, Ine. All Rights Reserved

This pregrem is protected by U.S. and International copyright laws os described in the about box
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S. Click Next.

Welcome to the
VantagePoint System
Server Setup Wizard

The Setup Wizard will install VantagePoint System
Server 8.00,12186.00 on your computer. Click Next
to continue or Cancel to exit the Setup Wizard.

<Back || next> | | cancel

End-User License Agreement mﬂ’k

Please read the following license agreement carefully, Va nta g g Point

ROCKWELL AUTOMATION END USER E
LICENSE AGREEMENT

Rev (02/2016)
IMPORTANT-READ THIS AGREEMENT CAREFULLY

This end user license agreement ("EULA" is a legal contract between
You (either an individual or a single entity) and Rockwell Automation,
Inc.  ("Rockwell Automation”) for the Software product(s) and
Docurmentation that Rockwell Automation licenses to You. ROCKWELL ~

(®) T accept the terms in the License Agreement

() 1do niot accept the terms in the License Agreement
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7. Click Custom setup type.

Choose Setup Type

“FactoryTalk

Choose the setup type that best suits your needs. Va ntagEPoint

Express
Installs the most common program features, Recommended for
rmoskt users,

Custom

Allows users to choose which program Features will be installed
and where they will be installed, Recommended for advanced
users,

| < Back || Mext > } | Cancel |

8. Choose the following options and click Next.

Custom Setup

“FactoryTalk

Select the way you want features to be installed. \,‘a nt agEPOint

Click on the icons in the tree below to change the way Features will be installed.

VYantagePoint Server YantagePoint Sample Content

%~

(= ~ | ActiveX Trend

YantagePoint Office

This feature requires OKE on your

5QLCLR hard drive.

Resst | | DiskUsage | | <Back I Mext = I Cancel
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9. Type a portal server name and click Next.

Server and Portal Settings m&’k

Enter your Partal Server name. Uﬂ nt agePuint

VantagePoint System Server

Application Mame:
Jtncuity

Partal Server

Application Mame:

W antagePointPortal

10. Ifyou are using SQL 2012 Standard, accept the defaults and click Next.

If you are using SQL Express, enter “\sqlexpress” for the server and then
click Next.

Database Connection Information Wa’k‘

Specify an account that has permissions to create the database, Vant agepoint

The WantagePoint Server uses a SOL Server 2012 database that is created as part of the
installation. Please provide the logon credentials to the SQL Server where the
IncuityStore database will be created.

Server: 1.

Database: |Incuity5t0re

Security mode: (@) Integrated
() 50L Server

User name: |sa

Password: “

R T
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11. Ifyou have alocal user account specified for VantagePoint, type the user
name in the prompt. Use the computer name as the domain. If you do
not have a local user account, select Local Account and a user is created.

System/Office User I = ,k'

Specify the user account ta run the System(Office Server. Vﬂﬂt agepﬂiﬁ.{

% Use This &ccount (& non-administrator account is strongly recommended. )

Domain name: |

User name: |

Password: ||

() Local Account

Setup will attempt to launch Excel using the user account entered. If the
Excel installer is invoked, please wait For it to complete before continuing with
this Setup.

12. If Microsoft Excel is installed, the software automatically launches.
Acknowledge the prompts and close Excel.

User Name [2] x
Please enter your full name and initials below.
Mame: | IncuitySystem |

.
o]

Excel is being run as user 'PAS5-C-FINAL\IncuitySystem’ to ensure that
the appropniate user's profile information is set up.

Please close Excel to continue with VantagePoint configuration.
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13. Click Install.

Ready to Install m&’k

The Setup Wizard is ready to begin the Custom installation, Vﬂ nta g e P0| nt

Click Install ko begin the installation. IF vou wankt ko review or change any of wour
installation settings, click Back, Click Cancel ko exit the wizard,

< Back |Insta|| Cancel |

14. Click Finish.

Completing the
YantagePoint System Server
Setup Wizard

Click the Finish button to exit the Setup \Wizard,

[] View the ReadMe file.

<o [ e J] [ o |

15. Restart your computer after a popup window closes automatically.
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Install OWS ISO Complete these steps to install the OWS ISO.

1. Make sure your computer is capable of booting from a USB drive. Enter
the BIOS Setup as the computer is powering on (typically by hitting the
F2 key). Make sure that the Boot options include booting from a USB
device.

2. Shutdown the computer and connect the USB drive.

3. Turn the computer on. While the computer is powering on, strike the
F12 key to open the boot options screen.

4. Select the USB device containing the OWS ISO installation.
5. Complete steps 5...11 in the Install PASS-C on page 215.

6. Skip to the Configure Microsoft Windows 10 procedure and complete

chapter 3 starting on step 5 on page 91 to install
OWSISO.
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Notes:
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Appendix A

Use FactoryTalk Activations

Activations

For continuous use of FactoryTalk® products and other Rockwell Automation’
software products, computers running the software must have access to activation
files. FactoryTalk Activation software provides a secure, software-based system
for activating Rockwell Automation software products and managing software
activation files. With FactoryTalk Activation software, there is no need for a
physical master disk or any physical media. Instead, activation files are generated
and distributed electronically.

Concurrent activations are locked to a central activation-server computer on the
network. The activation server manages a pool of activation keys for connected
clients to share. Floating concurrent activations are assigned automatically to
clients that need them. These activations are returned automatically to the
activation server pool when the software stops running on the client, or when the
client computer shuts down.

Client computers must be configured to obtain floating activations from the
activation server. A continuous network connection is also required for clients to
use floating activations. After a client obtains a floating activation, if the
activation server detects that the client has been disconnected, the activation is
returned to the server pool.
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Table 8 - Activation Considerations

Consideration

Details

Software that is not activated

If the components you have installed cannot be activated, for example, because the activation server is unavailable,
then the software continues to run for up to seven days. The seven-day grace period provides time to correct the
problem with acquiring activations, without disrupting critical applications. If activation is restored within seven days,
normal operations resume. If activation is not restored, the grace period expires. After the grace period expires, if you
restart the components and activation remains unavailable, the software runs for two hours in Demo mode.

Location of activation server

Activations for Rockwell Automation software can be stored local to the system element containing the Rockwell
Automation software in question or remotely depending on your preferences and needs. Typically critical system
elements keep their activations locally in case the connection with the remote activation location is lost. If you want to
remotely activate Rockwell Automation software in non-critical system elements consider storing them in a system
element with uninterrupted connection to your PlantPAx® DCS. Keep in mind the information in Consideration section
“Software that is not activated” when using a remote location for activations.

Options for adding activation files to the PASS

To make concurrent floating activations available to activation clients, first you must download the activation files to
the activation server computer, from the Rockwell Automation Activation window.

If the PASS has internet access, see ‘Open Activation Manager’ in the PlantPAx Distributed Control System Infrastructure
Configuration User Manual, publication PROCES- UMO01.

If the PASS does not have internet access, the activations can be downloaded on a different computer with internet
connectivity and then transferred to the PASS.

Protect activation files

Activation files are simple text files that must have a .lic extension.

Aslong as the .lic extension is retained, you can copy or rename an activation file without harming it. However,
tampering with text inside the activation file can disable your Rockwell Software products.

If an activation file is damaged or deleted, contact Rockwell Automation Technical Support.

For safekeeping, keep an original set of your activation files on back-up media. Use descriptive names for the files, so
that you can identify them later, and copy them back to the appropriate computers.

Activation files are locked to the Host IDs of the computers (or dongles) that need them. Activation fails for Rockwell
Software products on a computer where the specified Host ID is not recognized by the activation file.
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FactoryTalk Activation Manager

FactoryTalk Activation software provides a secure, software-based system to
apply Rockwell Automation licenses for continuous use of FactoryTalk software
and other Rockwell Automation software products.

With FactoryTalk Activation software, there is no need for a physical master disk
or any physical media. Instead, activation files are generated and distributed
electronically.

On the selected Activation Manager computer, start the activation process by
opening the FactoryTalk Activation Manager.

Click the Programs symbol and choose Rockwell Software>FactoryTalk
Activation>FactoryTalk Activation Manager.

Help | About

Welcome to FactoryTalk Activation!

You are steps away from using your Rockwell Automation product. All you have to do
is activate your Rockwell product using FactoryTalk Activation.

Ready to get started? Want to learn more?
To activate your Rockwell product, To learn more about FactoryTalk
click one of the following buttons: Activation before you get started,

click the following button:

Find Available Activations |

Learn Maore...

Get Mew Activations |

Rockwell Automation

The FactoryTalk Activation Manager window appears. For additional
instructions and information on activation types, host IDs, and how to use a
plug-and-play dongle, see Activate Rockwell Software Products, publication

FTA-QS002.

You also can use the website at https://activate.rockwellautomation.com.
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Use Windows License Keys This procedure enables you to enter your Product key (volume) and activate your

Microsoft license. This procedure is also compatible with Windows 10 and
Windows Server 2012.

Complete these steps to enter your product key to activate the Microsoft
Windows operating system.

1. Right-click the Windows icon and choose 'Command Prompt
(Admin).

2. At the command prompt, type 'slmgr /ipk <Product key>"and press Enter
to add your volume license key.

IMPORTANT  To distribute PlantPAx virtual image templates, Rockwell Automation
must meet Microsoft distribution requirements for Windows 0S. To
meet these requirements, Rockwell Automation includes Volume
License products with each virtual template purchase via Microsoft
email instructions. See
https://www.microsoft.com/en-us/licensing/default.aspx
for more license information.

3. Click OK when a dialog box appears informing you that the product key

installed successfully.

4. At the command prompt, type 'slmgr /ato’ and press Enter to activate
Windows.

5. Click OK when a dialog box appears informing you that the product

activated successfully.

6. Close the command prompt window.
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Glossary

application server (AppServ)

architecture

Asset Framework

datastore

distributed control system (DCS)

engineering workstation (EWS)

ESXi hypervisor

FactoryTalk directory software

flowchart

guest OS

historian

For definitions of terms not listed here, refer to the Allen-Bradley Industrial
Automation Glossary, publication AG-7.1.

The application server (AppServ) is a server in addition to the Process
Automation System Server (PASS) that is typically a FactoryTalk® Directory
client of the PASS. Examples are AppServ-Batch for a FactoryTalk Batch
application or AppServ-History for an Historian application.

An architecture is a representation of a control and software system, as well as the
process and discipline for effectively implementing the designs for such a system.
An architecture conveys the information content of the related elements
comprising a system, the relationships among those elements, and the rules
governing those relationships.

Historian Asset Framework (AF) is a key component of the FactoryTalk
Historian System that allows organization of data with context, such as the
physical assets such as equipment, devices, and processing units that exist in a
plant.

Represents a storage location for virtual machine files. A storage location can be a
virtual machine file system volume, a local file system path, or a directory on
Network Attached Storage.

A specially designed control system for complex and large applications in
industrial processes wherein the control elements of the system are distributed
geographically throughout the plant. In a DCS, a hierarchy of controllers is
connected by communication networks for command and monitoring.

The engineering workstation (EWS) provides system configuration,
development, and maintenance functions of the PlantPAx” system. The EWS
contains development software, including FactoryTalk View SE Studio and
Studio 5000 Logix Designer".

Also called a ‘bare metal” hypervisor, this virtual software is on top of the
resources of a host server when the server does not have an operating system
installed.

FactoryTalk Directory software defines were system data is stored for access.
FactoryTalk Directory software provides a common address book of factory
resources that are shared among FactoryTalk-enabled products.

A formalized graphic representation of a logic sequence, work, or manufacturing
process, organization chart, or similar formalized structure.

The operating system of the virtual machine. The guest OS is one of the
components of the virtual image.

An historian is a data collection system with the following components:
collection, storage, compression, retrieval, reports, and analysis. Historian
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functions include raw sampling, compression, storage, retrieval, reconstitute,
analyze, summarize, and present (reports and displays).

historical data Historical data is data that is used for the long term analysis of past operation.

host OS  The operating system of the host server. Servers without operating systems
leverage an ESXi hypervisor to manage its resources and allocate them to the
virtual machines that need them.

host server A physical server whose hardware resources are distributed to provide for the
needs of the virtual machines deployed in it. Also called a hardware host.

hypervisor A program that lets multiple operating systems share resources from a single
hardware host; also called a virtual machine manager. The hypervisor manages
the host processor and resources, allocating what is needed to each virtual
machine to make sure they cannot negatively impact each other.

hypervisor client A program that lets you remotely connect to a host server with a hypervisor from
any workstation. From the hypervisor client, you can create, deploy, copy, and
edit your virtual machines. When a hypervisor client connects to a vCenter
server, additional features include management of your virtual machines.

old computer name The term ‘old computer name’ is used to refer to the computer name of the
virtual machine prior to your changes. This reference could be the factory default
computer name of the virtual machines or a computer name set by your
organization. Once the computer name is changed, the previous computer name
becomes the ‘old computer name’.

operator workstation (OWS) The operator workstation (OWS) provides the graphical view and interface into
the process. The workstation is a client of either a PASS or AppServ-HML

PlantPAx Distributed Control The PlantPAx system has all the core capabilities expected in a world-class
System distributed control system (DCS). The system is built on a standards-based
architecture by using Integrated Architecture® components that enable
multi-disciplined control and premier integration with the Rockwell
Automation’ intelligent motor control portfolio.

Process Automation System Server The Process Automation System Server (PASS) is the core PlantPAx system
(PASS) server allowing central administration throughout the PlantPAx system. The
PASS is a required component.

RSLinx software RSLinx" software is the communication driver (data server) for computer-based
programs to access information in Rockwell Automation controllers. There is
RSLinx Classic software and RSLinx Enterprise software. FactoryTalk View SE
software uses RSLinx Enterprise software to directly access tags in a controller.

server Software component that serves data to an application (for example, data server).
Typically, server software components are installed on server-class computers.

system element A system element is a distinctive system entity made up of a combination of
hardware and software products that support an identifiable system function or
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virtual machine

virtualization

workstation

role. A system element can be manipulated to vary system operation or capability.
For example, engineering workstation (EWS), operator workstation (OWS),
process automation system server (PASS), and controller.

A virtual machine is a software implementation of a computer or workstation
that executes programs like a physical computer or workstation. A virtual
machine is the collection of dedicated resources a computer needs (for example,
RAM, HDD, CPU, and so forth). These resources are allocated to a virtual
machine with the help of a hypervisor.

Virtualization is the abstracting of the operating system from the hardware to
enable multiple virtual machines on a single piece of hardware.

A workstation is a computer running development, configuration, and optional
maintenance software. A workstation is not a server.
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account

sa
default password 146

activation

FactoryTalk 199

FactoryTalk software 251
address

P, assign to vSphere host 25

IP, virtual server 35
administrator

create user account 111
AF

see Asset Framework
agreement
license 107
application
server, definition 255
AppServ
Asset catalog number 10
Batch catalog number 10
definition 255
EWS catalog number 10
Historian catalog number 10
o0ws

FactoryTalk Directory location 195

OWS catalog number 10
SQL catalog number 10

VantagePoint catalog number 10

AppServ-Asset

Windows Server 2012 R2 13
AppServ-EWS

Windows Server 2012 R2 12
AppServ-Hist

Windows Server 2012 R2 13
AppServ-Info-SQL

Windows Server 2012 R2 13
AppServ-Info-VantagePoint

Windows Server 2012 R2 13
AppServ-0WS

Windows Server 2012 R2 12
architecture

definition 255
Asset Framework

definition 255

End-User License Agreement 144, 156

install 144
specify server 162
synchronize with MDB 159

Batch
install 175

C

catalog numbers
virtual image templates 10
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install vSphere 27
clone
virtual machine template 64
collective
SQL server 151
computer
delete old name 153
rename 100, 117
configure
AppServ-OWS power management 120
FactoryTalk Directory on PASS 124
FactoryTalk software activation 251
RDS 195
country

choose 91

D

datacenter
create template within 45
datastore
definition 255
DCS
see distributed control system
definition
hypervisor 19
open virtual appliance 19
open virtual format 19
deploy
OVF template 37
USB drive 35
distributed control system
definition 255

End-User License Agreement
Asset Framework 144, 156
FactoryTalk Batch 177
VantagePoint 206
Windows 8.1 109
Engineering Workstation
FactoryTalk Directory location 104
File Share 104
Network Discovery 104
system/software requirements 11
engineering workstation
definition 255
Engineering Workstation catalog number 10
eProcedure
install 179, 182
ESXI

hypervisor definition 255
A

see End-User License Agreement
EWS

see Engineering Workstation
Windows 8.1 11
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260

Excel
install add-in 205

F

FactoryTalk
activation 199
Batch
End-User License Agreement 177
install 175
directory software definition 255
eProcedure
install 179, 182
install Windows firewall 184
install Asset Framework 144
install Historian 139
Services Platform 138
FactoryTalk Directory
App-Serv EWS, OWS location 104
configuration wizard 124, 130
set AppServ-OWS location 195
specify Historian location 151
SQL server 142
File Share
Batch server 174, 188
Engineering/Operator Workstation 104
Historian server 152
SQL server 143
firewall
inbound rule 189
install on Asset Management server 186
install on FactoryTalk eProcedure 184
flowchart

definition 255

G

glossary 255
guest 0S
definition 255

Historian
definition 255
FactoryTalk Directory location 151
install Site Edition 139
historical data
definition 256
host 0S
definition 256
host server
definition 256
hypervisor
definition 19
download 19
install vSphere client 27
install vSphere host 21
vSphere 19
hypervisor client
definition 256
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license
agreement 107
Windows key 254
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add to SQL server 146

M

menu
programs 114
Microsoft License
Windows Server 2012
PASS 9
Remote Desktop Services 201
module database

synchronize with Asset Framework 159

name
old computer, delete 153

Network Discovery
Batch server 174, 188
Engineering/Operator Workstation 104
Historian server 152
SQL server 143

0

old computer name
definition 256
open virtual appliance
definition 19
open virtual format
definition 19
open virtual template
deploy 37
operator workshop
definition 256
Operator Workstation
FactoryTalk Directory location 104
File Share 104
Network Discovery 104
Operator Workstation catalog number 10
OVA
see open virtual appliance
OVF
see open virtual format
ows

see Operator Workstation
Windows 8.112, 14



Index

P

PADC

see Process Automation Domain Controller
Windows Server 2012R2 12
PASS
definition 256
FactoryTalk Directory configuration 124
see Process Automation System Server
Windows Server 2012 R2 11, 14
password
sa default 146
PlantPAx

system definition 256
power
on for virtual machine 40
power management
AppServ-OWS 120
Process Automation Domain Controller

catalog number 10
Process Automation System Server

catalog number 10
system/software requirements 11
programs

menu 97, 114

RDS

configure 195
see Remote Desktop Services
rename

computer 100, 117
SQL server 154
required for configuration of virtual
templates
VMware vSphere Client 9
RSLinx software
definition 256
rule

Firewall, inbound 189

S

server

Asset Framework, specify 162
Asset Management
install firewall 186
Batch
Fire Share 174, 188
Network Discovery 174, 188
create, vCenter 45
definition 256
Historian
FactoryTalk Directory location 151
Fire Share 152
Network Discovery 152
workflow 150
SQL
add local user 146
collective 151
Fire Share 143

Network Discovery 143
prerequisites 151
rename 154
specify FactoryTalk Directory location
142
workflow 129
services
restart 170
services FactoryTalk platform 138
software
requirements 11
synchronize
module database with Asset Framework 159
verify 172
system
element definition 256
requirements 11

T

template

create from existing virtual image 56
within datacenter 45
time zone

choose 91

U

USB drive
deploy templates 35
user account
administrator privileges 111

v

VantagePoint
End-User License Agreement 206
vCenter
create server 45
virtual image
create template from 56
virtual image template
deploy 35
virtual LAN
definition 257
virtual machine
clone 45
definition 257
power up 40
VLAN
definition 257
M
definition 257
vSphere
Client download 20
hypervisor 19
install hypervisor client 27
install hypervisor host 21
open client 35
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8.1EULA 109
configure 8.1 Professional 91
install firewall with eProcedure 184
license key 254
Windows 8.1
EWS 11
0WS 12,14
Windows Server 2012 R2

AppServ-Asset 13

AppServ-EWS 12

AppServ-Hist 13

AppServ-Info-SQL 13

AppServ-Info-VantagePoint 13

AppServ-OWS 12

PADC 12

PASS 11, 14
workflow

Historian 150

SQL server 129
workstation

definition 257
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Rockwell Automation Support

Use the following resources to access support information.

Knowledgebase Articles, How-to Videos, FAQs, Chat, User

Forums, and Product Notification Updates. https://rockwellautomation.custhelp.com/

Technical Support Center

Local Technical Support Phone Numbers Locate the phone number for your country. http://www.rockwellautomation.com/global/support/get-support-now.page
Direct Dial Codes Find the Direct D.'al Code for your'produn. Use th? codeto http://www.rockwellautomation.com/global/support/direct-dial.page

route your call directly to a technical support engineer.

Installation Instructions, Manuals, Brochures, and

Literature Library Technical Data. http://www.rockwellautomation.com/global/literature-library/overview.page
Product Compatibility and Download Get help determining how products interact, check !

L e ; . . g /support/pcdc.pag
Center (PCDC) features and capabilities, and find associated firmware. bt feee Cockesellantovatien.can:qlobs Ssuppatt:pedepage

Documentation Feedback

Your comments will help us serve your documentation needs better If you have any suggestlons on how to improve this document, complete the
How Are We Doing? form at http:

Rockwell Automation maintains current product environmental information on its website at http:

Allen-Bradley, ControlFLASH Plus, eProcedure, FactoryTalk, Integrated Architecture, PlantPAx, Rockwell Automation, Rockwell Software, RSLinx, RSLogix, RSLogix 5000, RSNetWorx, Studio 5000 Architect, Studio 5000 Logix Designer,
and TechConnect are trademarks of Rockwell Automation, Inc.

Rockwell Otomasyon Ticaret A.S., Kar Plaza Is Merkezi E Blok Kat:6 34752 Igerenkdy, Istanbul, Tel: +90 (216) 5698400

www.rockwellautomation.com

Power, Control and Information Solutions Headquarters

Americas: Rockwell Automation, 1201 South Second Street, Milwaukee, W1 53204-2496 USA, Tel: (1) 414.382.2000, Fax: (1) 414.382.4444
Europe/Middle East/Africa: Rockwell Automation NV, Pegasus Park, De Kleetlaan 12a, 1831 Diegem, Belgium, Tel: (32) 2 663 0600, Fax: (32) 2 663 0640
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