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Get familiar with the demo case
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Safety Controller

CompactGuardLogix
1768-L43S

Integrated Safety Controller '}
o Safety &
« Standard

* Motion

 Integrated Architecture
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GuardLogix® Safety Integration

* Logix Integrated Safety

— Dual Processor Solution (1002 Architecture)
* 1002 is recognized as the best safety architecture
— SIL-3 Certification per IEC 61508
— 1SO 13849 Performance Level e (Category 4)
— Programs with RSLogix™ 5000
* Extensive suite of certified safety application instructions
— Simplifies design, validation, maintenance
— Dual Channel suite
— Muting & Press Suite
— CIP Safety comms for safety rated interlocking or safety 1/O on Ethernet
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POINT Guard I/0™

POINT Guard Safety /O

« 1734-IB8S
« 1734-0OB8S
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POINT Guard I/0
Integrated Safety 1/0 platform

« Mix & match safe and standard I/O in Point I/0
» SIL3/PL e/ Cat4, TUV certified

* POINT Guard I/0
— 1734-IB8S - 8 Safety Inputs (4 dual)
— 1734-0OB8S - 8 Safety Outputs (1A ea — 4 dual)
— 1734-IE4S - 4 SIL 3 Analog Inputs (introduced today)

* Connects on EtherNet/IP to GuardLogix &

CompactGuardLogix SE—
_ Single Port EtherNet Adapter (1734-AENT) _* 'g'ﬂ;ff
— Dual Port EtherNet Adapter (1734-AENTR), supporting S .
Ring & Line topology
— Wireless EtherNet Adapter by ProSoft Technology fiie

ﬂ [3] 1734-1885/A PointGuard_Inputs

{J 41 1734-0B8E/C Digital_Outputs

8 [5]1734-0B85/4 PointGuard_Outputs
= ) [3]1756-DNB DNet_Safety

POINT Guard I/O provides for a highly flexible, safe, and standard /O platform
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MSR57
Speed Monitoring Relay
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MSR57 Functionality

s

Safe Speed GuardLocking

Safe Limited Speed Safe Control & Monitoring

Zero Speed Monitoring of Door Locking Device
/ Safe Maximum Speed Safe Door Monitoring
Safe Direction Monitoring  Enabling Switch

Monitorin
Safe Acceleration roring
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Kinetix® 300

Kinetix 300
Indexing Servo Drive

Safe Torque OFF
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Safe Torque OFF

Basic Solutions Enhanced Solutions

Non-Integrated Integrated
“Safe Torque Off” “Safe Torque Off”

SR SR

Drive

SR = Safety Relay
SC = Safety Contactor
STO = Safe Torque Off

Kinetix 300

“Safe Torque Off” (basic safety) means that the drive will not cause the motor to rotate (IGBT firing circuits are guaranteed off)
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Topics
—

1. MSRS7

2. Certified Safety Instructions

4. Safety Add-On Instructions (AOls)

5. CIP Safety
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MSR57 Wiring in CMSS demo case
—

* Motor speed is controlled by potentiometer labeled Analog Input 1

— MSR57 does not control speed, it monitors speed
— If SLS is requested, and speed is below limit, then gate can be unlocked

CMSS Case

MSRS7 wiring

e Esfe OFF 24vae

MSRET

ANS1 521 512 5221552 562 572 582 |51 52 32 X42 |532 542 (13

b i 22 npet SLE Inpat  Enabbs Inpat Solemald LoeCk: Shatus =2 o
L= s
BT Shmm Toovese 3 3 BN o v omone S Encoder
A2|v35[v37 [34 44 |1 |s34 vz |v33 [v3z 30 [v31) 14 24 [5878
| | |
A
l :!‘.-1 +1 | 1734-1B35slot 2 Input 041

Stop Command
- == 1_1___ }1?34—IE!~EE~5IDH Inputs
E — }1?’34—IE!-855IDt2|I‘|PLItT

1734-0B8 slot & Output 4

SR 1734-1B8Ssl0t 2 Input B

MERSTIn SLE mads § 1734-1B8S slot1Input4
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MSR57 summary
—

» Safe Limited Speed provides both safety and productivity
— When stopping is an issue, personnel no longer have to decide whether to put
themselves into harm’s way to do their tasks
» Safe Maximum speed is typically used for machinery protection

« MSR57 Stop Categories

— Torque OFF is the equivalent of Stop Category 0
— Stop Category 1 and 2 are also available

Options: 0= Safe Torque Off with Standstill Checking
(Torque Off]
1 = Safe Stop 1
2 = Safe Stop 2
3 = Safe Torque Off without Standstill Checking
(Trg Off NoChk)
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Certified Safety Instructions
—

* All instructions accessible in a safety task have been certified
|—|‘| ||:|-|‘| IEll Ak, |+, | 4 K| ALk | Uk,| ons,| osk, | 0sF,

PN Favor.. A Add-O.. A Safet.. A Bit A Timer.. A Input..

* The ‘Safety’ tab shows the dual channel instructions
Fpngl ETDE' RDULl RIH‘| F'EEHr:ul |:|1r~|‘| L ‘lTHﬂgl |:u:51| DCSL' E%ul E%ml EED' |:u:r1‘| SHFILlTSFIul Tssul Fsaul TEHFtﬁl

-0, h Safet.. £ Bt £ Timer.. & Input.. A Compa.. A Compu.. & Move.. & File.. A Prog.. A Met

I I H I DS
* The core input instruction is the DCS P
DiZ% AF2011 001 32—
— All other input instructions build upon this base i v RO e ol R
Dizcrepancy Time (M=aec) 250
Restart Type ALTCOMATIC
Cold Start Type MAARLAL
Channel &, IBE=_chi
0 &
Channel B IBES_chl
0 &
Input Status BEs_chio_chl_status
0 &
Fezet reset_hutton
0 &
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Certified Safety Instructions - Summary

* Only one safety output instruction: CROUT (Configurable Redundant Output)

— Mimics a safety relay
— Controls output(s) and uses feedback to monitor whether output(s) operated properly

Circuit_Reset_safety  OMS_Safetyd CMZS_EStop 01 CROUTT FP CMSS_Estop_OutputEnakled

1 1 E [ons] ‘ —— — J'E

/ CMES_Estop_OutputEnabled
1L
J L
FoUT
2

Configurable Redundant Outpot

Reset button

CROUT CROUTY {01 3—

Feedback Type POSITVE

Feedback Reaction Time (Mzec) 250 02—

Actuste CMSS_Fstop_OutputEnatled Feed baCk
0 &= FP e

Feedback 1 Paoint_IC:1:1PtO0ODat=
o @K

Feedback 2 Poirt _1C:1:1.Pt01 Data

Safety Inputs OK -] ot St -y

Paint_|C: 1L CombinedinputStatus
1 &

Output Status Point_1Oc S CombinedOutputStatus
1 &

Resat Fault_Reset_Safety
0 &

CMSS_B Jack_OUTD
CROUT1 01 CROUTY 02 <PniF¢_Ton?3n:g_.Ptaucuﬁata> Redundant OUtpUtS

JE JE
d L d L ﬁ//

CMEE_Banana_Jack_OUT1
=Paoint_|C: 530 P01 Data=
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Manual Reset
—

* One of the basic safety principles is that a safety output cannot restart
automatically

* This is very easy to accomplish using a safety PLC

Reset button

\

Circuit_Reset_safety  ONS_Safetyd CMES_EStop.od CROUTY FP CMSS_Estop_OutputEnsblet
1 1 F {ons] — '
CMES_Estop_OutputEnshblet ‘
JrE
10
ROUT
2 Configurable Redundant Output
CROUT CROUT1 |01 —
Feedback Type POSITVE
Feedhack Reaction Time (Msec) 250 02—
Actuate CMSS_Estop_OutputEnablet
0 e FP ==
Feedback 1 Pairt_1C:1: 1 PtO0Dsts
0 &
Feedhack 2 Poirt_|C:1: L P01 Data
0
Input Status Paint_1C: 1 L.CombinedinputStatus
1 #
Cugtput Status Point_I0: 3. CombinedCutputStatus
1 &
Reszet Fault_Reset_Safety
0 &
CMSES_Banana_Jack_OUTO
CROUT1.01 CROUT1.02 =Paint_ICr 30 PtO0Data=
3 Jr Jr
10 1L
CMZES_Banana_Jack_OUT1
=Paint_|C; 30 P01 Data=
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Manual Reset - Summary
—

* Manual reset shall not diminish rating of relevant safety function
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Manual Reset - Summary
—

* Manual reset shall not diminish rating of relevant safety function
* How is this accomplished with traditional single channel reset?
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Manual Reset - Summary
—

* Manual reset shall not diminish rating of relevant safety function

* How is this accomplished with traditional single channel reset?
— If reset does not operate properly, machine simply does not restart (safe)
— Make sure a single fault does not cause unexpected restart
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Manual Reset - Summary
—

* Manual reset shall not diminish rating of relevant safety function

* How is this accomplished with traditional single channel reset?
— If reset does not operate properly, machine simply does not restart (safe)
— Make sure a single fault does not cause unexpected restart
* This is accomplished using HI to LO transition

HI

. restart

LO
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Add On Instructions
—

* GuardLogix introduced the concept of a Safety Signature
— If the signature has not changed, the safety code has not changed
— If the signature is different, the safety code may have been changed

Oitlire

Mo Forces

Mo Edits

Safety Locked

Safety Signature;

ID:  B144DBEO
Date: 1042042011
Time: 07:57:40.673 AM

A w |3
4&@1 4

— The same concept has been applied to AOls; both standard and safety AQOls
* ltis called a Signature ID for AQls

 RSLogix 5000 downloads are not ‘safety’ rated

— Safety tasks have to be verified, because there is no way to know what memory
should be like after the download

— Instruction memory is known
« Safety Signature ID is the binary CRC within memory of a safety AQOI
« If Safety Signature ID is correct, the safety AOI downloaded properly
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Add On Instructions - Summary
—

* Do YOU have to be certified to write safety application code?
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Add On Instructions - Summary
—

* Do YOU have to be certified to write safety application code? NO
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Add On Instructions - Summary
—

* Do YOU have to be certified to write safety application code? NO
* Does your safety application code have to be ‘certified” ?
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Add On Instructions - Summary
—

* Do YOU have to be certified to write safety application code? NO
* Does your safety application code have to be ‘certified” ? not certified
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Add On Instructions - Summary
—

* Do YOU have to be certified to write safety application code? NO

* Does your safety application code have to be ‘certified” ? not certified
— Your application code must be ‘validated’, but you can do that yourself

— If you wish to have your code certified by a third party, they will spend much more
time checking your software processes than checking your code.
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Add On Instructions - Summary
—

* Do YOU have to be certified to write safety application code? NO

* Does your safety application code have to be ‘certified” ? not certified
— Your application code must be ‘validated’, but you can do that yourself

— If you wish to have your code certified by a third party, they will spend much more
time checking your software processes than checking your code.

* Documented developmental lifecycle according to V-model

— example: Do you have a SRASW (safety related application software) specification ?
* Modular and Structured Programming
« Code shall be readable, understandable, and testable
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CIP Safety

Safety Controller
1768-ENBT
Ethernet Cable

Ethernet Switch

1734-AENT
PointGuard

« What makes CIP Safety protocol safe?
— Data sent twice in packet frame (one is inverted)
— Separate CRCs for each piece of data (one is inverted)
— Every packet is timestamped (allowable age of data user configurable by CRTL)
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CIP Safety- Summary
—

» Safety connection loss due to network bandwidth?
— Increasing CRTL TEMPORARILY to maximum is a good troubleshooting technique
— If connection loss persists with maximum CRTLs, then issue is likely not bandwidth

Advanced Connection Reaction Time Limit Configural x|

Requested Packet Interval [RPI): 2':'_:| ms [6 - 500)

Timneout Multiplier: I 4_:| [1-4)

MHetwork Delay Multiplier: BEIEI_:I Z (10600
Connection Feaction Time Limit; 200.1 s
 Dutput

Requested Packet Interval [RPI): I 20 ms [Safety Task Period)

Timeout Multiplier: I 4_% [1-4]

Metwork Delay Multiplier: EDD_:l Z[10-600)

Connection Feaction Time Limit: 180.1 s

0K I Cancel Help
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Questions?

INYIS)
THINK.
SOLVE!

Rockwell
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